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The next 45 mins...
ES6 Canvas SVG

D3.js Browser extensions

Performance
Tech cartoons

● An overview of web tracking
● What is Lightbeam?
● The front-end
● The back-end
● Visualisations
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Background
The legacy Lightbeam add on
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“
Using interactive visualisations, 
Lightbeam enables you to see 

the first and third party websites 
you interact with on the web.
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Web 
Tracking
Web tracking is the practice by which 
websites identify and collect information 
about users.
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An overview of 
web tracking

★ How 
does it 
work?
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An overview of 
web tracking

★ How 
does it 
work?

★ Why is it 
done?

★ Is it evil?
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First party vs third 
party
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“
Third party trackers are creepy!
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Tracking is not 
anonymous
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Tracking mechanisms
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cookie

beacon

fingerprint



How to track the 
trackers?
● Lightbeam
● Discover who is tracking you online
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182,515 users
Whoa! That’s a big number!
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Browser 
extension
A new frontier
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manifest.json script about:debugging

manifest_version
name
version

description

icons

permissions

scripts

document.body.style.border = 

"5px solid red";
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{

 "permissions": [

   "webRequest",

   "<all_urls>",

   "tabs"

 ],

"browser_action": {

   "default_icon": "lb.png",

   "default_title": "Lightbeam"

 },

"background": {

   "scripts": ["background.js"]

 }

}

browser.browserAction.onClicked.addListener(runLightbeam);

browser.tabs.create({url: 'index.html'});
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The different 
scripts

★ Content ★ Background ★ Page
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Listen Capture Store

Display
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Listen Capture Store

Display
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Background scripts

Page script



The communication

Asynchronous 
message 
passing

runtime web 
extensions 
API
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browser.runtime.onMessage.addListener();

browser.runtime.sendMessage();

browser.runtime.onMessage.addListener();

browser.runtime.sendMessage();

Page Script Background script

Draw the viz Capture 
requests



browser.runtime.onMessage.addListener();

browser.runtime.sendMessage();

browser.runtime.onMessage.addListener();

browser.runtime.sendMessage();



Data capture & 
storage
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IndexedDB
● Low level API for client-side storage
● Transactional database system
● Persistent data storage inside user’s browser
● Dexie.js

asynchronous
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The graph
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“
We decided to continue using 

D3.js and the force directed 
graph layout...
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Canvas vs SVG
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Canvas vs SVG
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Canvas vs SVG
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Canvas vs SVG
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</>

</>

</>

<canvas/>



SVG
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Slow DOM for 
large data

Eat too much RAM



Canvas
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Single DOM 
element

No extra memory 
required



Canvas
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Single DOM 
element

No extra memory 
required

Not a 
vector

Not 
accessible

Needs to 
be redrawn
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Challenges with 
Canvas
1. D3 joins
2. Interactivity
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Data to Graph

draw(nodes, links) {
simulateForce();
drawOnCanvas();

}

HolyJS ’18                                                                                                                                                 @princi_ya



The force directed 
graph layout
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D3.js force 
layout
Creates a simulation for an array of nodes and 
links and composes the desired forces that 
modify nodes positions or velocities.
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Debugging the 
force layout
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draw(nodes, links) {
simulateForce();
drawOnCanvas();

}



simulateForce(nodes) {
  simulation = d3.forceSimulation(nodes);
}

Initialise simulation during page load
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draw(nodes, links) {
simulateForce();
drawOnCanvas();

}



d3.forceSimulation
1. index - the node’s zero-based index into nodes
2. x - the node’s current x-position
3. y - the node’s current y-position
4. vx - the node’s current x-velocity
5. vy - the node’s current y-velocity
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simulateForce(nodes) {
   simulation = d3.forceSimulation(nodes);
   
   simulation.on('tick', () =>
     drawOnCanvas();
   );
    
}

Register the simulation’s internal timer
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simulateForce(nodes) {
 simulation = d3.forceSimulation(nodes);
 simulation.on('tick', () =>
   drawOnCanvas();
 );
 registerSimulationForces();
}

Subsequent dynamic node additions 
to the graph
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registerSimulationForces(simulation) {
  const centerForce = d3.forceCenter(
  width / 2,
    height / 2
  );
  simulation.force('center', centerForce);   
}

All nodes are centered w.r.to the 
display area
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registerSimulationForces(simulation) {
  const forceX = d3.forceX(width / 2);
  simulation.force('x', forceX);

  
  
  const forceY = d3.forceY(height / 2);
  simulation.force('y', forceY);
}

When new nodes are added they are pushed toward 
the center of the graph. By default, new nodes start at 
<0, 0>
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registerSimulationForces(simulation) {
  const chargeForce = d3.forceManyBody();
  chargeForce.strength(-100);
  simulation.force('charge', chargeForce);
}

This is used to simulate gravity (attraction) if the strength is 
positive, or electrostatic repulsion, if the strength is negative.
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registerSimulationForces(simulation) {
  const collisionForce = 
    d3.forceCollide(10);
  
  simulation.force(‘collide’,
    collisionForce);
}

Prevents nodes from overlapping by detection 
collision around the specified radius.
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collision radius = 30 collision radius = 10
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simulation.tick()
alpha = 1 to alpha = 0
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The algorithm
● increments the current alpha by (alphaTarget - alpha) × 

alphaDecay
● decrements each node’s velocity by velocity × 

velocityDecay
● increments each node’s position by velocity
● invokes the registered forces ensuring the newly calculated 

values fit in to match the requirements.
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Default values

alpha 1

alphaMin 0.001

alphaDecay 0.0228

alphaTarget 0

velocityDecay 0.4
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Dynamic updates
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HELP!!!
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Canvas based 
interactions
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Tooltips
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Drag, zoom and pan
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Performance
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Web workers
● Runs a script operation in background thread separate 

from the main execution thread of a web application. 

HolyJS ’18                                                                                                                                                 @princi_ya



HolyJS ’18                                                                                                                                                 @princi_ya



Lightbeam in A-Frame
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The next steps
● PrototypeFund.de

○ Civic tech, Data literacy, Data 
security, Software 
infrastructure

○ Federal Ministry of Education 
and Reserach (BMBF)

● Data justice project

https://prototypefund.de/
http://globaldatajustice.org/


Resources

● github/lightbeam
● addons/lightbeam/

● medium/web-tracking
● princiya/blog/lightbeam

● openleaders/
lightbeam
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https://github.com/mozilla/lightbeam-we
https://addons.mozilla.org/en-GB/firefox/addon/lightbeam/
https://medium.freecodecamp.org/what-you-should-know-about-web-tracking-and-how-it-affects-your-online-privacy-42935355525
https://princiya777.wordpress.com/category/lightbeam
https://medium.com/read-write-participate/shining-a-light-on-web-tracking-2194cdbdae5c
https://medium.com/read-write-participate/shining-a-light-on-web-tracking-2194cdbdae5c


Credits
Special thanks to all the people who made and 
released these awesome resources for free:
● Presentation template by SlidesCarnival
● Photographs by Unsplash

http://www.slidescarnival.com/
http://unsplash.com/


Thank you!
Questions?
@princiya

@princi_ya


