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2 hours of electricity per day



2 hours of network per day






Network coverage isn't there



The web is information



Be there when your users need
you



AppCache



“AppCache is a douchebag”

Jake Archibald, mxs.is/googne
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Firefox Site Compatibility

Home » Documents » Firefox 44 Q Search Documents

Application Cache APl has been deprecated

Published: September 25, 2015 | Categories: HTML
Description

The HTMLS Application Cache API (AppCache), that enables offline support in Web applications, is
now considered deprecated and will be removed from a future Firefox release. Web developers are
encouraged to learn Service Workers as an alternative solution, so that you can offer a richer, more
seamless offline user experience sometime soon. This new API is already available on Firefox
Developer Edition for testing, though not all the features are implemented yet. Note that AppCache
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Intent to deprecate (and then remove) AppCache on insecure origins
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Nachricht auf Deutsch ubersetzen

Firefox recently announced an intent to remove AppCache entirely: https://www.fxsitecompat.com/en-US/docs/
2016/application-cache-support-will-be-removed/

While it seems awfully aggressive to straight up remove AppCache immediately, it has been a long source of consternation
to the security team that AppCache is allowed over insecure origins. This allows for potentially persistent, online and offline,

XSS of sites, which is a pretty serious privilege escalation from regular XSS.

In the spirit of Deprecating Powerful Features on Insecure Origins, we are proposing to deprecate and then remove
AppCache on insecure origins. I'd like to add a deprecation message ASAP, and then in a release or two, do the actual

disabling.

Unfortunately, we don't have perfect numbers for usage at the moment, since there isn't a proper WebCore.FeatureObserver
entry for AppCache. However, doing some rough math using WebCore.FeatureObserver.PageVisits and

AppCache.MainPageload entries, it appears that around 1.9% of all page loads use include an AppCache main page load
event, but only 0.05% do that over an insecure origin. While not quite at the 0.03% level we'd like it to be, I'd also point out
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bundle.js

Jorker.register('serviceworker.js')
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L serviceworker.js

var CACHE_NAME = 'demo-cache-v2';
var urlsToCache = [

'index.html',

'bundle.js',

'style.css',

'debugging.gif’
1;
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self.addEventListener('install', function(event) §

3);
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caches.open(CACHE_NAME)
.then(function(cache) {
console.log('installed, add all files to cache');
return cache.addAll(urlsToCache);

3);
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self.addEventListener('fetch', function(event) {
event.respondWith(
caches.match(event.request)
.then(function(response) §

console.log('fetch');

if (response) §
console.log('returning cached files');
return response;

var fetchRequest = event.request.clone();

return fetch(fetchRequest).then(
function(response) §

concole l1oal 'aet fi1ilec from <cerver!) -




17 self.addEventListener('fetch', function(event) {



L4 serviceworker.js

17 self.addEventListener('fetch', function(event) §
18 event.respondWith(
19 caches.match(event.request)
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self.addEventListener('fetch', function(event) §
event.respondWith(
caches.match(event.request)
.then(function(response) ¢

console.log('fetch');

if (response) §
console.log('returning cached files');
return response;
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var fetc

erviceworker.js

.clone();
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return fetch(fetchRequest).then(
function(response) {
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return fetch(fetchRequest).then(
function(response) §
console.log('get files from server');
if(lresponse || response.status !'== 200) §
console.log('server error');
return response;




37 var re. se.clone();
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caches.open(CACHE_NAME)
.then(function(cache) §
console.log('put new files in cache');
cache.put(event.request, responseToCache);

3);
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caches.open(CACHE_NAME)
.then(function(cache) §
console.log('put new files in cache');
cache.put(event.request, responseToCache);
3);
console.log('return server files');
return response;
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Introduction

Contribute on GitHub

General Usage
Immediate Claim
Message Relay

Fetching Remote Resources

° Live Flowchart

Offline
JSON Cache
Offline Fallback

Offline Status

Beyond Offline
Virtual Server
API Analytics
Load balancer

Cache from ZIP

° Dependency Injection

o Request Deferrer

serviceworke.rs

The Service Worker Cookbook is a collection of working, practical examples of using service workers in
modern web apps.

Tip: Open your Developer Tools console to view fetch events and informative messages about what each recipe's
service worker is doing!

Attribution

The Service Worker Cookbook was created by Mozilla with contributions from developers like you. All
source code is available on GitHub. Contributions and requests welcome.

Recipes

Immediate Claim

This recipe shows how to have the service worker immediately take control of the page without waiting for
a navigation event.

Message Relay

This recipe shows how to communicate between the service worker and a page and shows how to use a
service worker to relay messages between pages.

Fetching Remote Resources

This recipe shows 2 standard ways of loading a remote resource and one way to use service worker as a
proxy middleware.

serviceworke.rs
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About  News May 12, 2015 - Feature suggestions now handled by GitHub issues Compare browsers  Index

» HTML5 CSS3 » HTMLS Browser » Web Notifications » CSS3 Class

[>> AdChoices
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1 result found

2 Service Workers = -wo Global 0% + 5331% = 53.31%

Method that enables applications to take advantage of persistent
background processing, including hooks to enable bootstrapping of
web applications while offline.
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Manifest



¢ ServiceWorker Demo

6 <link rel="manifest" href="manifest.json'">
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¢ ServiceWorker Demo

"name": "Demo App",
"icons": [§
"src": "wave.png",
"sizes'": '"256x256",

"type": "image/png"

31,

"start_url": "index.html",
"display": '"standalone",
"orientation": "portrait"



¢ ServiceWorker Demo

2 "name": "Demo App",
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"icons": [§
"src": "wave.png",
"sizes'": "256x256",
"type": "image/png"
31,

¢ ServiceWorker Demo



¢ ServiceWorker Demo

8 "start_url": "index.html",



¢ ServiceWorker Demo

9 "display": "standalone",



¢ ServiceWorker Demo

10 "orientation": "portrait"
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navigator.serviceWorker.addEventListener('controllerchange', function(event) {
navigator.serviceWorker.controller.addEventListener('statechange', function() §

| bundle.js

if (this.state === 'activated') {

$);
3);

var message = document.querySelector('.offline-message');
message.classList.remove('hidden"');
setTimeout(function () {
message.classList.add('hidden');
3, 5000);




‘7 bundle.js

avigator.serviceWorker.addEventListenexr('controllerchange', function(event) {

3);
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‘7 bundle.js

navigator.serviceWorker.addEventListener('controllerchange', function(event) {
navigator.serviceWorker.controller.addEventListener('statechange', function() §

3);
3);




10
11

17
18
19

navigator.serviceWorker.addEventListener('controllerchange', function(event) {
navigator.serviceWorker.controller.addEventListener('statechange', function() §

if (this.state

3);
3);

‘7] bundle.js

'activated') ¢
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navigator.serviceWorker.addEventListener('controllerchange', function(event) {
navigator.serviceWorker.controller.addEventListener('statechange', function() {

‘7] bundle.js

if (this.state === 'activated') ¢

3);
3);

var message = document.querySelector('.offline-message');
message.classList.remove('hidden');
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navigator.serviceWorker.addEventListener('controllerchange', function(event) {
navigator.serviceWorker.controller.addEventListener('statechange', function() §

| bundle.js

if (this.state === 'activated') {

$);
3);

var message = document.querySelector('.offline-message');
message.classList.remove('hidden"');
setTimeout(function () {
message.classList.add('hidden');
3, 5000);
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$);

serviceworker.js

f.addEventListener('activate', function(event) §
onsole.log('[SW] Claiming this ServiceWorker!');
event.waitUntil(self.clients.claim());




serviceworker.js

.claim()
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Thank youl!

Max Stoiber
@mxstbr

Come talk to me!



