@ Coalition

Coalition Control

Coalition Control™ is a cyber risk management
platform. Powered by the same proprietary
technology and data used to underwrite and
protect thousands of businesses, it can help you
detect, assess and mitigate cyber threats before
they turn into attacks.

Coalition* leverages machine learning and
Artificial Intelligence (‘Al’) to analyse live data
and scans from public data sources and our

own proprietary incident, claims and infosec
data. This creates an actionable outside-in view
of your cybsersecurity posture and the active
security issues that are most likely to be exploited.
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In addition to proactively detecting

these cyber threats, Control guides you
through mitigating them before they

turn into attacks — with expert guidance,
self-service remediation steps, our own
security solutions, and a network of trusted
cybersecurity partners.

Active Insurance policyholders receive full

access to Control and can learn more or log
in at coalitioninc.com/control.

e

February 06,2023  Lie @

Security Checklist

Security Checklist s a series of cyber security tasks that Coalition suggests your organization accomplishes in order for you and your

team to become more secure. For further assistance, please reach out to the Coalition team through the Help function.
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Marketplace

Coalition partners with top cybersecurity firms to adopt technology solutions reducing risk and threats.
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Key Features

®

Attack Surface Monitoring (ASM)

Coalition Control monitors and detects risks across
your entire external digital footprint, including assets,
apps & services, data leaks, and phishing risks.

8

>

Personalised Cyber Risk Assessment

Control utilises a proprietary combination of cyber
security technology and threat intelligence to produce
areport across your entire attack surface that
assesses every security finding and its severity.
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Third-Party Risk Management

Monitor suppliers and vendors as an extension of your
organisation that may pose a threat.
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On-Demand Rescans

While we rescan your attack surface monthly and
update any findings that appear resolved, your users
can request that we rescan specific vulnerabilities any
time, to improve their posture sooner.
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Resolve Vulnerabilities with Attestation
and/or Evidence

Let us know if or when you’ve taken steps to address
specific vulnerabilities by resolving each with
attestation and/or evidence of the measures you've
taken, improving your posture and overall risk score.
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Alerting & Security Notifications

Get platform and email notifications of any critical
vulnerabilities we find to help protect your business.
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CoalitionAl Security Copilot

Our CoalitionAl Security Copilot can help you gain
details on vulnerabilities, understand contingencies, and
ask about ways to resolve security issues, providing you
with expert guidance and self-service remediation steps
to help you mitigate risks before they turn into attacks.

v-
v-

Security Checklist

A step-by-step guide for small and mid-size organisations
to establish security controls in various areas such as
remote access, emails, devices, network, access control,
and incident readiness. Each security control provides
guidance, resources, and recommended vendors.

®

Lookalike Domain Management

Receive alerts for any public web domains that might be
pretending to be you and request their removal.
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Expert Guidance & Advice

Get detailed security recommendations from our team
of expert security and threat analysts* to help you
address areas of concern quickly and confidently.

Security Solutions & Services from our
Cybersecurity Partners

Coalition partners with leading cybersecurity companies
to offer the right tools to address risks, vulnerabilities,
and contingencies. Control users enjoy exclusive savings
on these world-class cybersecurity solutions.
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An end_to_end cyber risk Whether you're a business leader, a risk

professional, or a technical user, the Coalition

ma hagement platform Control cyber risk management platform is

powered by the same proprietary technology
tO h&lp yOU protect and data we use to insure and protect hundreds

of thousands of businesses, to help you detect,

your bUSIness assess, and even mitigate risks before they strike.

(§ Business Leader Gain deep visibility into your infrastructure and attack surface.

Invite internal and external members of your security and/or IT teams to use Attack Surface
Monitoring (ASM) and follow security recommendations.

See your risk easily with intuitive graphs and robust data visualisations.

Monitor your attack surface with deep scans of all IP addresses, domains, assets, and ports.

[7] Security User

Receive alerts on newly-discovered vulnerabilities, including specific zero-day threats, as
recommended by Coalition’s expert threat analysts*.

Receive specific remediation recommendations based on vulnerabilities found on your
organisation’s attack surface.

@ Risk Professional Enjoy exclusive savings from leading cybersecurity vendors including SentinelOne, Okta,

and Malwarebytes.

Receive ongoing monitoring to help lower your risk and help reduce the likelihood of loss to
your organisation.

Monitor suppliers and vendors as an extension of your organisation that may pose a threat.

Find your organisation’s credentials that are exposed on the dark web.

.

Track your organisation’s security hygiene over time with powerful data visualisations and tables.

{C} IT User

See the potential correlation between security vulnerabilities and their exact location(s) on
your infrastructure for rapid remediation.

Use easy-to-follow recommendations that are specific to your organisation’s attack surface
to remediate issues and reduce risk.
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Coalition Security Solutions
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Coalition Incident Response (CIR*) Team

Our CIR team is available to Coalition insurance policy-
holders before, during, and after a cyber event to help
enable them to respond quickly and decisively to any
threats — or the appearance of threats — against their
organisation.
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Coalition Cybersecurity Partners

o

Coalition Claims Teams

When the worst happens, and a breach or
covered event has occurred, the Coalition claims

team** gets to work right away to help mitigate
the impact on your organisation.

Access exclusive savings on leading cybersecurity solutions from partners offering world-class technology. Whether
your organisation needs to secure identities, email accounts, or endpoints, Coalition’s cybersecurity partners make
it easy to adopt a defense-in-depth security strategy both quickly and confidently.

Vendor Product Type
@ Armorblox Email Security

Q Comodo

Description

Prevent attacks and data loss over email and cloud office apps.

Endpoint Detection & Response = Advanced endpoint protection, detection, and response solutions.

\ Crowdstrike Endpoint Detection & Response = Stop breaches with the CrowdStrike Falcon Endpoint Protection Platform.

Security Awareness Training

@ Curricula

|1 HackerOne Penetration Testing

«® JumpCloud Identity and Access Mgmt

Train teams with engaging security content.

Engage the security community with ethical discovery programs.

Eliminate identity, access, and device risk.

(] Malwarebytes Endpoint Detection & Response = Safeguard endpoints and servers with relentless protection.

S

s Okta Identity & Access Management = Multi-factor authentication for companies of all sizes.

@& Reciprocity

Governance, Risk & Compliance =~ Advanced endpoint protection, detection, and response solutions.

"Ill SentinelOne Endpoint Detection & Response = Automated endpoint detection and response for rapid defense.

r‘ Twingate Remote Access Control

Secure network access without the need for VPN.

Coalition Risk Solutions Ltd. - 34-36 Lime Street, London, EC3M 7AT - help@coalitioninc.com

Coalitionisatradi me of Coalition Risk Solutions Ltd. which is an appointed representative of Davi GA Services Limited, acompany authorized and regulated by the F ial Conduct Authority (FCA)

number 597301, to carry on insurance distribution activities. You may check this on the FCA regi g the FCA w
number 13036309. Registered office: 34-36 Lime Street, London, United Kingdom, EC3M 7AT. Copyright ©2024. All righ

.uk. Coalition Risk Solutiol red in England and Wa
. Coalition and the Coalition logo are trademarks of Coalition, Inc. or its affiliates.



http://www.coalitioninc.com
mailto:help%40coalitioninc.com?subject=
Coalition is a trading name of Coalition Risk Solutions Ltd. which is an appointed representative of Davies MGA Services Limited, a company authorized and regulated by the Financial Conduct Authority (FCA), registration number 597301, to carry on insurance distribution activities. You may check this on the FCA register by visiting the FCA website www.fca.org.uk. Coalition Risk Solutions Ltd. is registered in England and Wales: company number 13036309. Registered office: 34-36 Lime Street, London, United Kingdom, EC3M 7AT. Copyright ©2024. All rights reserved. Coalition and the Coalition logo are trademarks of Coalition, Inc. or its affiliates.

@ Coalition

Digital transformation has made all organisations
Active I nsu ra nce — even small ones — faster, more impactful, and
more complex than ever. However, this digital
shift has had the same effect on the risks
businesses face. From ransomware attacks to the
A risk-management-led approach to challenges of managing distributed workforces
managing digital risk with three layers of during the pandemic. Digital has transformed
risk. And we believe that commercial insurance —
the world’s oldest form of risk management — has
struggled to keep up, leaving many organisations
without the protection that can help them thrive.

protection: Active Risk Assessment, Active
Protection, and Active Response.

At Coalition, we believe that all businesses should
be able to embrace technology and thrive in

the digital economy, and to do so, they should
consider active protection from cyber threats.
That’s why we created Active Insurance to
address digital risk.

Active
Insurance

Active Response

Active Protection o -
If incidents do occur, Coalition

provides dedicated, in-house support,

Coalition Control* is our end-to-

end cyber risk management incident response**, and cyber claims
platform, with full access teams that will help you recover
ava.ilable for all Active Insurance Active Risk Assessment qqickly a.nd get back to pusiness.
policyholders. Powered by the With our in-house expertise

same proprietary combination of Coalition provides a near real-time and access to digital records on
cyber security technology and snapshot of an organisation’s digital exposures, our team helps the

data protecting half-a-million risks. Our data platform streamlines the policyholder get back up and running
businesses, you can use Coalition quoting process while identifying potential faster, minimising downtime and
Control to help detect, assess, and issues most traditional insurers never see, any financial damages.

mitigate risks before they turninto enabling us to provide accurate pricing.

events and claims.
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