\antageBank

Guia de Referencia Entersekt

Activacion de la autenticacion mejorada

Escritorio

Paso 1: Visita nuestra pagina web en www.vantage.bank para iniciar sesion en tu cuenta
empresarial.

FDIC FOIC-Insured - Backed by the full faith and credit of the U.S. Government Espafol Locations Contact Us Open an Account

VantageBaﬂk Personal Business International Collaborati About Us Login ©

Log In to Vantage Bank

e asked to change payment details, always verify with the payee using a

acked by the full faith and credit of the U.S. Government

Select Online Banking

Online Banking A

Online Banking

Business Banking

W Credit Cards
ICS Depositor Control Panel
2
Eorgot password?
Log In Securely
Don't have an account? Create one,

Prefer mobile? Download our app
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Step 2: Ingrese su ID de inicio de session, Ingrese su contrasena, y Haga click en "Log In",

FDIC FOrC-insured - Bocked by the full foith and credit of the U.S. Government

Login ID

Password

| )

Contact Us Privacy Policy

Paso 3: Para obtener un codigo de acceso seguro, normalmente puedes elegir entre los
siguientes metodos:

1. Verificacion por correo electrénico: Recibe el codigo de acceso a traves de tu
direccion de correo electronico registrada.

2. Llamada de voz: Recibe el codigo de acceso mediante una llamada de voz
automatica a tu teléfono.

3. SMS Text: Recibe el codigo de acceso a traves de tu numero de movil registrado.

If any of the targets on this list are incorrect, please contact us for assistance. You will
also be able to manage these targets after login by going to Security Preferences under X
Settings and choosing the Secure Delivery option

FDIC F0iCinsured - Backed by the full foith ond credit of the U.S. Government

\antage

Please select method to receive Secure Access Code

Push: iPhone

Call me: (XXX) XXX-<

Email me: XxXxXxx@vanxxxx.bank

Text me: (XXX) XXX-

Back

V 2|Pédgina




\antageBank

Paso 4: Introduce el codigo de acceso seguro y haz clic en "Enviar'

Secure Access Codes are temporary, one time use codes and are active for 15 minutes
after they have been requested. If you haven't yet received your code, please contact us X

DIC-tnswred - Bocked by the full foith and credit of the ULS. Government

R

Enter your Secure Access Code

Back

Paso 5: Para anadir tu método de autenticacion preferido para aprobar transacciones, haz
clic en "Si, quiero continuar."

a5
Home  Transfers & Payments  Treasury Solutions ~ Other Services  Settings  Messages  Log Off

Accounts P Move Money
( Filter accounts  ~ )
FRIDAY, NOVEMBER 78 —_— Transfer funds across multiple accounts, people, or
i insti i
ST RGN TRANGE- $0.08 financial institutions.

Expenses
$%

Experience heightened security

Transfer Money

uick Transfer { "
Q Advanced authentication options available in

'Authenticator Settings’
VANTAGE BUSINESS CHECKING (
LOCKED LOGINS

Do you wish to proceed?

| Yes, | want to proceed
Quick Transfer

Maybe Later

{
View all accounts |

FepEnses

On top of things!

There are no locked logins at this time.
Contact Us

Have a guestion or concern?

Reach out to us!

&= ©

Messages Branches
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Para configurar diferentes opciones de aprobacion de transacciones, puedes elegir entre
los siguientes metodos:

e Aplicacion de banca movil: Recibiras una notificacion en tu teléefono que requiere tu
confirmacion o denegacion para la aprobacion de las transacciones. Ten en cuenta
que, una vez que te registres en la aplicacion movil, necesitaras tu teléfono para
iniciar sesion y aprobar las transacciones.

e Cddigo QR: Utiliza un codigo QR para vincular tu dispositivo movil y asi aprobar
transacciones.

e Windows Hello: Utiliza biometria como reconocimiento de huellas dactilares o facial
para acceder de forma segura. Ten en cuenta que si registras tu ordenador con
Windows no podras iniciar sesion desde ningun otro ordenador a menos que
registres una clave QR (QR).

Nota: solo es necesario tener una opcion instalada para la aprobacion de transacciones. Si
anades Windows Hello, no necesitas otros metodos, ya que sera la opcion predeterminada
para la autenticacion.

Aplicacion movil

46
Home  Transfers & Payments  Treasury Solutions  Other Services  Settings Messages Log Off

Authenticator Settings

Link new devices and manage your existing trusted devices

Mobile Banking App  Passkeys

1. Make sure you have the Mobile Banking App installed on your mobile device. If you haven't done this
yet, download the Mobile Banking App from the App Store or Google Play.

2. Log in on your Mobile Banking App
3. Navigate to the “Authenticator Settings”

4. Follow the instructions

Note: If you have already successfully authenticated using your trusted device, we will automatically recognize
it and inform you that you are using a trusted device during authentication.

Trusted Device List

No trusted devices linked yet. To link a trusted device, follow the instruction above.

N
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Paso 2: Al iniciar sesion en la aplicacion movil, se te pedira que elijas una opcion para recibir
un codigo de acceso seguro. Este codigo es esencial para verificar tu identidad. Una vez
recibido, introduce tu Codigo de Acceso Seguro.

Secure Access Codes are temporary, one time use Secure Access Codes are temporary, one time use

codes and are active for 15 minutes after they have

codes and are active for 15 minutes after they have %

been requested. If you haven't yet received your code, been requested. If you haven't yet received your ¢o

please comtact us for assistance please comtact us for assistance.

m FOIC-mswed - Bocked by the Al fakh ond cred of the US
Government

m FOIC insured - Backed by the full foith and

m FOICnswed - Bocked by the Al fakth ond creaht of the US
Government
crockt of the U.S. Government .

Please select a target

| have a Secure Access Code

[ Sms: POOX) X0 J

Enter your Secure Access Code

Continue

Remember me

Forgot your password?

Face ID

Paso 3: Se te indicara un mensaje "Experimenta seguridad reforzada" selecciona "Si, quiero
continuar",

(4
Experience heightened security
(
Advanced authentication options available in
‘Authenticator Settings'
(
Do you wish to proceed?
(

{ Yes, | want to proceed

Maybe Later
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Paso 4: Una vez en la pantalla de Configuracion del Autenticador, pondras un apodo a tu
dispositivo, haras clic en "Vincular este dispositivo" y recibiras una notificacion que te pide
activar Biometria. Este paso es crucial para mejorar la seguridad de tus transacciones.

Haz clic en "Activar biometria"

Haz clic en "Si, quiero usar biometria"

Haz clic en "Cerrar"

*Por favor, ten en cuenta que si no tienes activado el Face ID en tu teléfono, no se te pedira
que veas las capturas de pantalla que se muestran a continuacion. Aun asi podras
reqistrarte y vincular tu telefono.

FDIC-Insured - Bocked by the full foith and
FDIC credit of the U.S. Government

Authenticator Settings

Link new devices and manage your existing trusted
devices

Mobile Banking App

1. Enter a name below for your device, e.g
“Dorothy’s Phone”.
Please note that if you don't enter the
friendly name, we will register your device
with the default device name and type.

2. Click the “Link this device” Button.

3. Follow the on-screen instructions to activate
biometrics

Trusted Device List

No trusted devices linked yet. To link a trusted
device, click below button

Link Mobile Banking App

Provide a name for your device, or we will
automatically use your device model
name

My Iphone

Link this device

Registering this device...

(

©

Your Device is Trusted!

IPhone 14 Pro Max is now a trusted device.

h
R =

We've detected that your device supports biometrics
Activate biometric authentication for faster access and
enhanced protection
Maybe Later

Activate Biometrics
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4,
Updating Biometric \antageBan
settings...
Vantage Bank Authentication
7/ Would you like to use biometrics

fingerprint ID or face recognition) f
factor authentication?

No, do not use biometrics

Yes, | want to use biometrics

Kk Updating Biometric
settings... @
Biometrics enabled
(either v/ Your biometrics have been successfully enabled

or multi-

Paso 5: Cada vez que proceses una o varias operaciones, aparecera una pantalla

mostrando los detalles de la transac
niegues la transaccion.

cion y ofreciendo opciones para que confirmes o

Please confirm the following payment

NantageBank

Vantage Bank Authentication

transactions:

Number of transactions:

2

Total Amount

USD 0.04

Confirm
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Cddigo QR

Paso 1: La siguiente opcion disponible es instalar la aprobacion por codigo QR. Este método
te permite aprobar transacciones de forma segura escaneando un codigo QR con tu
dispositivo movil. Para este meétodo, se recomienda tener activados el ID facial o la biometria
en tu dispositivo movil,

Haz clic en "Claves de acceso" y "Crear clave de acceso mediante codigo QR

Mobile Banking App |- Passkeys

1. Click “Create Passkey On This Device” or “Create Passkey via QR Code”.

2. Enter a device name (e.g., "Janes Phone") and click "Register".
3. Follow the device-specific instructions to complete the registration.

4. Once the Passkey is created, your device will appear below.

Device Name

No passkeys linked yet. Please select the device you would like to link, enter with a device name and click
on next to add it.

Select the device to link:

Create Passkey On This Device Create Passkey via QR Code

Paso 2: Ponle un apodo a tu dispositivo y haz clic en "Registrar”,

Mobile Banking App  Passkeys

1. Click “Create Passkey On This Device” or “Create Passkey via QR Code”
2. Enter a device name (e.g., "Janes Phone") and click "Register"
3. Follow the device-specific instructions to complete the registration

4. Once the Passkey is created, your device will appear below.

Device Name

No passkeys linked yet. Please select the device you would like to link, enter with a device name and click
on next to add it

Select the device to link:

Create Passkey On This Device Create Passkey via QR Code

Mandatory: Add a friendly name for the Passkey you
want to register. Please make sure you do not use an
appostrophe in your Passkey name.

o .
V 8|Pédgina
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Paso 3: Para proceder con la configuracion de tu metodo de aprobacion de transacciones
usando codigo QR, sigue estos pasos:

1. Aparecera un codigo QR: Asegurate de estar en la pantalla donde se muestra el codigo
QR.

2. Abre la camara en tu teléfono: Inicia la aplicacion de camara en tu dispositivo movil,

3. Apunta la camara hacia el codigo QR: Alinea la camara de tu telefono con el codigo QR
en la pantalla.

Tu telefono deberia reconocer el codigo QR y pedirte que completes el proceso de
configuracion.

Mobile Banking App  Passkeys

1. Click “Create Passkey On This Device” or “Create Passkey via QR Code”".
2. Enter a device name (e.g., "Janes Phone") and click "Register".
3. Follow the device-specific instructions to complete the registration.

4. Once the Passkey is created, your device will appear below.

Device Name

No passkeys linked yet. Please select the device you would like to link, enter with a device name and click
on next to add it.

Select the device to link:

Create Passkey On This Device Create Passkey via QR Code

V 9|Pédgina
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Paso 4: Una vez que hayas escaneado el codigo QR con tu teléfono, recibiras una
notificacion como la siguiente, haz clic en "Activar",

Una vez que activas el dispositivo, veras un mensaje de confirmacion indicando que la
configuracion esta completada. Este mensaje normalmente confirmara que tu dispositivo ya
esta vinculado v listo para ser usado para aprobar transacciones.

\antageBank

Vantage Bank Authentication

Vantage Bank would like you to
register a Passkey. Passkeys are used
for trusted device recovery.

Be aware of fraudsters. Carefully read the message

before approving.

©  spa.uelehs.entersektcom C

2¢Sign In

Use Face ID to signin?

A passkey for “Johns phone” will be
saved in Passwords and available on all
your devices.

\

Face ID

NantageBank

Vantage Bank Authentication

Your Passkey has been successfully
activated. You can now use your Passkey
for advanced authentication.

o

spa.uel.ehs.entersekt.com ¢
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Paso 5: Después de activar el dispositivo, aparecera un mensaje de confirmacion indicando
que el dispositivo esta vinculado en la pantalla de tu ordenador. Haz clic en "Cerrar",

©

Device Linked

“ Johns phone " has been linked as a mobile device.

Close




\a
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Paso 6: Al aprobar transacciones, se te pedira un codigo QR, seguido de pantallas de
confirmacion y un mensaje de "Aprobacion exitosa" una vez aprobadas las transacciones

seleccionadas.

X
Please scan the QR code in your mobile device registered to approve the transaction below
Transfer from Express Business Checking of $0.02 to External Account

NantageBank

Vantage Bank Authentication

ca)

2¢Sign In X
Please confirm the following 9
transaction. oy
$0.02 from Express Business L oJ
Checking to External Account. Use Face ID to sign in?
Stay vigilant against fraud. Ensure you review al You will be signed in to “entersekt.com”
details thoroughly before giving approval with your passkey for “Pedro”.

\antageBank

Vantage Bank Authentication

Your payment authentication has
succeeded

—-_m_

Other Sign In Options

©

Approval Successful

Transaction successfully approved

#101953 ($0.02) Approved

Close

12|Padgina
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Windows Hola

Paso 1: La Ultima opcion es usar Windows Hello para aprobar transacciones, que utiliza
biometria como el reconocimiento facial; por favor, asegurate de que Windows Hello este

configurado en tu ordenador. Sigue estas instrucciones para instalar y configurar Windows
Hello:

Configurar Windows Hello - Soporte de Microsoft

Haz clic en "Este dispositivo usando Windows Hola".

Authenticator Settings

Link new devices and manage your existing trusted devices.

Mobile Banking App | Passkeys

1. Click “Create Passkey On This Device” or “Create Passkey via QR Code”.
2. Enter a device name (e.g., "Janes Phone") and click "Register".
3. Follow the device-specific instructions to complete the registration.

4. Once the Passkey is created, your device will appear below.

Device Name

No passkeys linked yet. Please select the device you would like to link, enter with a device name and click
on next to add it.

Select the device to link:

Create Passkey On This Device Create Passkey via QR Code
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Paso 2: Ponle un apodo a tu dispositivo y haz clic en "registrar”.

Mobile Banking App  Passkeys

1. Click “Create Passkey On This Device” or “Create Passkey via QR Code”
2. Enter a device name (e.g., "Janes Phone") and click "Register".
3. Follow the device-specific instructions to complete the registration.

4. Once the Passkey is created, your device will appear below.

Device Name

No passkeys linked yet. Please select the device you would like to link, enter with a device name and click

on next to add it

Select the device to link:

Create Passkey On This Device Create Passkey via QR Code

Mandatory: Add a friendly name for the Passkey you
want to register.

Please note: Do not use an appostrophe in your Passkey
name.

John's Computer| X | Register |

Paso 3: Al configurar Windows Hello, veras una pantalla en tu ordenador que te pide activar
la funcion. Haz clic en "Activar".

Authenticator

Link new devices and managt¢
<,
Mobile Banking App \antageBank

1. Click “Create Passkey Ot
2. Enter a device name (e.§

: - if . .
> Followthe device-specit\/antage Bank Authentication

4. Once the Passkey is cre¢

Vantage Bank would like you to
register a Passkey. Passkeys are

used for trusted device recovery.
No passkeys linked yet. Pleg Jevice|
on next to add it Be aware of fraudsters. Carefully read the

message before approving.

Device Name

Select the device to link:

Mandatory: Add a frien
want to register.
Please note: Do not use an appostrophe in your Passkey

name,

Johns Computer X Register

N
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Paso 4: Tu ordenador usara biometria, como el reconocimiento facial, para identificarte.

"Clic OK".

" Windows Security

Authenti

Making sure it's you

Link new devices a i X L
Let’s save a passkey on this device to sign in to
“spa.uel.ehs.entersekt.com” as “John's computer”.

Mobile Banki
This request comes from the app “msedge.exe” by “Microsoft

1. Click “Create Corporation”.

2. Enter a devic
3. Follow the de
4. Once the Pas LN

7

Device Name He||0, |

No passkeys link Select OK to continue. me

on next to add it.

Select the devic ~ More choices

———
OK Cancel

Mandatory: raaa merL I
want to register.
Please note: Do nor use an appostrophe in your Passkey
name.

Johns computer X Register

Paso 5: Una vez recibas el mensaje "dispositivo vinculado" en tu pantalla, confirma que la
configuracion esta completa. Dependiendo de los métodos de autenticacion que hayas
anadido, ahora podras aprobar transacciones usando tu metodo preferido, como el codigo

QR o Windows Hello.

©

Device Linked

“Johns computer ” has been linked as a Passkey. We recommend that you link
your mobile device as one of the Passkeys by QR scan. This will enable you to use
Passkeys to login into online banking on your mobile browser.
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