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Embedded == C?

1if(buf[0] == 0x31 && insize == 8)

{
CH InMsg = 1;
}
else 1f(buf[0] == 0x33
{
CH InMsg = 1;
}
else if(buf[0] == 0x34
{
CH InMsg = 1;
}
else 1if(buf[0] == 0x35
{
CH InMsg = 1;
}
else 1if(buf[0] == 0x35

{
CH InMsg = 1;

&&

&&

&&

&&

insize == 16)

insize == 16)

buf[l] == 0x1l && insize == 4)
buf[l] == 0x13 && insize == 12)



Embedded == C?

#define DECLARE_PROXY_FOR_INTERFACE(iface) \
typedef struct iface##Proxy \

{\
iface##Vtbl vtbl;\
struct iface## proxy rawProxy;\

} iface##Proxy



[IpenmyllecTsa C++

e llabnoHbl
* Monnmopdpunsm

e STL n boost
* constexpr

* [Mpuaymaun cBOW NOUHT



HactynneHne C++ Ha embedded

MISRA cTaHOapT

* PekomeHpgauuun no HanncaHuio C n C++ Koga 414 KPUTUYECKUX CUCTEM

(cpeacTBa nepeaBuKeHUA, MeANLUHCKME CUCTEMDI)
 MISRA C co3aaH B 1998 n agnaetTcsa o4HMM U3 [NTaBHbIX CTaHAAPTOB Pa3paboTKu Ana KPUTUYECKMX

cucTem
* CraHpapTbl ansa C++ npeacraBneHbl chabee

MISRA C++ 2008
AUTOSAR pacwunpeHue ana C++14

e Cratmnyeckue aHanmsatopbl ana MISRA (CodeSonar ot GrammaTech, PVS Studio)


https://www.misra.org.uk/Publications/tabid/57/Default.aspx
https://www.autosar.org/fileadmin/user_upload/standards/adaptive/17-03/AUTOSAR_RS_CPP14Guidelines.pdf

[Tonmepbl pekomeHaaumm MISRA

* YnpaBneHue AMHaMUYECKOM NaMATbIO

Rule 18—-4-1 (Required) Dynamic heap memory allocation shall not be used.

* He pekomeHayeTca Mcnonb3oBaTb N10O0OM KoA, NOTEHUMANAbHO NpmBoaAWmMM K implementation-defined naum
undefined behavior

Rule 27-0-1 (Required) The stream input/output library <cstdio> shall not be used

* PaspelwaeTca NCNONb30BaTb UCK/IKOYEHUA C HEKOTOPbIMU OrpaHUYEeHnAMM

Rule 15-5-1 (Required) A class destructor shall not exit with an exception.




C++ cTtaHaapT Freestanding proposal

http://www.open-std.org/jtcl/sc22/wg21/docs/papers/2019/p0829r4.html

Llenb
* Bblaenntb NOAMHOXKECTBO CTaHAAPTHOMN bubanoTekn, He Tpebyrowen Hanmnuma OC

CyTb NpeasioXeHuns

* [lepeyncantb M pPasmMeTUTb TErasmum 3arosI0BOYHble Pansibl UK YACTb UX
K/N1accoB, AOCTYMNHbIX BO freestanding cpege

* cnonb3oBaHMe npoumx 3aronoBo4vHbiX ¢dannoB Bo freestanding cpepe
NOJIXKHO NPUBOAUTL K OWINBOKEe nam warning


http://www.open-std.org/jtc1/sc22/wg21/docs/papers/2019/p0829r4.html

C++ cTtaHaapT Freestanding proposal

He ponycKkaertca Ko skatoueHuto Bo freestanding ¢pyHKUMOHaN, UCNONb3YIOLWNA:
* J[lnHammnyecKkyto NnamaTb

 Onepaunmn c NnnaBaoLWEen TOYKON

* WcKkno4veHuns

 RTTI



[Tonmepsbl freestanding QyHKLMOHANA

* [lonHOCTbIO BKAOYEHDbI <csetjmp> <utility> <tuple> <ratio> <compare> <span> <contract> <ranges>
* Yactb <memory>

unique_ptr B ponn RAIl o6beKTa

make_unique ncnonb3yet heap u He BKAoYeH Bo freestanding

* bonbwana yactb <string view>
Nckntovasa pyHKUmMKM basic_string view::at, copy, substr, compare

° <array> uUcKknwdaa array::at
 Hebonbloe noagmHo»xKecTBo <cmath>
abs(int)

abs(long int)

abs(long long int)



A KakK e mou ntobrmble KOHTEMHEPDbI?
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Bbibop nnatdpopmbl A41a bare metal
3KCMEPUMEHTOB

Raspberry Pi 3 Model B
Quad Core 1.2GHz Broadcom BCM2837 64bit CPU

Apxutektypa ARMvS8 Cortex-A53

TynyenH anAa cbopku:
GNU Toolchain for the A-profile Architecture
AArch64 bare-metal target (aarch64-elf)

gcc 8.3
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https://developer.arm.com/tools-and-software/open-source-software/developer-tools/gnu-toolchain/gnu-a/downloads

Ecnn raspberry — He KpyTo

ESP8266
80 MHz 32-bit npoueccop Tensilica Xtensa L106

512Kb RAM

TynyenH ona cOopKu

gcc4.8.2
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https://docs.espressif.com/projects/esp8266-rtos-sdk/en/latest/get-started/linux-setup.html

Cbopka bare metal pewenuna

0 0O 0O E

Makefile Linker script .S asm startup code .Cpp sources UART driver

N
\//



Makefile

Nckntovyaem cTaHaapTHbie 6nbanoTekn AMHKepa u startup Kopa,
-nostdlib

He ncnonbsyem nckaroyeHuA
-fno-exceptions

He ncnonb3yem rtti
-fno-rtti

YKa3aHue cBoero ckpunta gna linker
kernel8.img: start.o S(OBJS)
S(COMPILER_PATH)aarch64-elf-ld -nostdlib -nostartfiles start.o S(OBJS) -T load.ld -o kernel8.elf



Linker script

OnpeaenaeT pacnoNOKeHUe CeKUMM B NaMATH
Appec 3arpy3kum koga Raspberry 0x00080000

heap size = 1M;
stack size = 1M;

ENTRY (interrupt vector)

SECTIONS

{
. = 0x00080000;
.text ¢ { ..}
.rodata : { ..}

.data : {..}
.bss : {
__bss start = .;
*(.bss .bss.x*)
* (COMMON)
__bss end = .;
}
.init.array : {..}
.heap : {..}
.stack: {..}
_end = .;

-

0x00080000

text
.rodata

.data

.bss
.init.array

.heap

.stack
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asm startup code

* Tabnuua BeKTOopoB NpepbiBaHUM (agpec 0x00000000)
* YcTaHOBKA yKa3aTenA Ha CTek

* 3aHyneHue .bss cekuunm

* BbI30B KOHCTPYKTOPOB rMobanbHbIX 0O bEKTOB
* BbI30B main pyHKUUMU



interrupt vector:
//interrupt vector handlers

start:
ldr x0, =stack start

mov sp, x0

// clear bss

ldr x1l, = Dbss start
ldr w2, = Dbss size
bss loop

cbz w2, 1nit globals
str xzr, [x1], #8
sub w2, w2, #1

b bss loop

init globals
bl GlobalInitialize

bl main
b start
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Komnunaunpyem std::string Ha bare metal

#include <string>

vold main ()

{

std::string s (“Hello, sick sad world!");

main.cpp: undefined reference to ‘operator delete(...)’
main.cpp: undefined reference to "operator new(...)



MHTepdenc std::basic_string

template<
class CharT,
class Traits = std::char traits<CharT>,
class Allocator = std::allocator<CharT>
>class basic string;

since C++17

namespace pmr {
template <class CharT, class Traits = std::char traits<CharT>>
using basic string = std::basic string< CharT, Traits,
std: :polymorphic allocator<CharT>>
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RpaTKaA 3BOIKOLLMA aNNOKATOPOB

C++03 C++11
template<typename T> class allocator : template<typename T> class allocator :
e 7 typedefs e 1 typedef

e 1 B/IOXKEHHbIN WabnoH
e ) KOHCTPYKTOpA

e 7 GyHKUUN

e 2 onepartopa

e ) KOHCTPYKTOpA
e 2 GyHKUUN
e 2 onepartopa



C++03 annokatop

stateless annokatopbli

All instances of a given allocator type are required to be interchangeable and always compare equal to each other.

template <typename T>

class my allocator

{
Pool pool;

}s

using my string = std::basic string<char, std::char trailts<char>, my allocator<char> >;

my allocator<char> al(pooll);
my allocator<char> a2 (pool2);

my string sl ("cpp", al);

my string s2("conft", a2);

sl.swap (s2); [//22222222222222222?2?°?
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C++11 annokatop

statefull annokatopbi

template <typename T>

class my allocator

{

using propagate on container copy assignment
using propagate on container move assignment
using propagate on container swap

}s

std::false type
std::false type
std::false type

srd::true type;
srd::true type;
srd::true type;
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C++03 annokatop

* Het nogpepkKu fancy pointers
boost::offset_ptr

template <class T>

class allocator

{

public:
typedef T
typedef T&
typedef T consté&
typedef T*
typedef T const*

b

value type;
reference;

const reference;
pointer;

const pointer;
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C++11 annokaTtop

* Noppepxusaert fancy pointers

template< class Ptr > struct pointer traits;

template< class T > struct pointer tralts<T*>;

template<class T> struct pointer tralts<T*>

{
using pointer = T*;
using element type = T;

using difference type = ptrdiff t;
template<class U> using rebind = U¥*;

static constexpr pointer pointer to(see below r) noexcept;
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C++03 annokaTtop

* Het nogaepxkn mogenun scoped allocator

std: :vector<std::string>

vector v

allocator




C++11 annokatop

» std::scoped_allocator_adapter

namespace bi = boost::interprocess;
template<class T> using alloc = bi::adaptive pool<T, bi::managed shared memory::segment manager>;
using ipc string = std::basic string<char, std::char traits<char>, alloc<char>>;

using ipc vector = std::vector<ipc string, std::scoped allocator adaptor<alloc<ipc_string>>>;

string

vector v

allocator




C++03 annokatop

template <class T> class allocator

{

public:
allocator () throw();
allocator (const allocatoré&) throw();
template <class U> allocator(const allocator<U>&) throw();
~allocator () throw();
typedef allocator-specific pointer;
typedef allocator-specific const pointer;
typedef allocator-specific reference;
typedef allocator-specific const reference;
typedef allocator-specific value_ type;
typedef allocator-specific size_ type;
typedef allocator-specific difference type;
pointer address (reference x) const;
const_pointer address(const_reference x) const;
pointer allocate(size type, allocator<void>::const pointer hint = 0);
void deallocate(pointer p, size type n);
void construct (pointer p, const T& val);
void destroy(pointer p);
size type max size() const throw();
template <class U> struct rebind

{ typedef allocator<U> o




MWHMUMaNbHaA MMNAemeHTaumMa annokatopa C++11

template <class T>
class minimal allocator
{
public:
using value type = T;
minimal allocator () noexcept;
template <class U> minimal allocator (allocator<U> consté&) noexcept;
value type* allocate(std::size t n);
void deallocate(value type* p, std::size t) noexcept;

b

template <class T, class U>
bool operator==(allocator<T> consté&, allocator<U> consté&) noexcept { return true; }

template <class T, class U>
bool operator!=(allocator<T> consté& x, allocator<U> consté& y) noexcept { return false; }
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C++11 annokaTtop

UHTepdeic std::allocator_traits

volid basic string<CharT, Traits, Alloc>::destroy(size type size) noexcept

{

allocator_ traits::deallocate(get allocator (), data(), size + 1);



MHTepdenc std::allocator traits

template <class Alloc> struct allocator traits

{

using allocator type = Alloc;

using value type = typename Alloc::value type

using pointer = Alloc::pointer or value type*

using const pointer = INFERRED B

using void pointer = INFERRED

using const void pointer = INFERRED

using difference type = INFERRED

using size type = INFERRED

using propagate on contalner copy assignment = Alloc::propagate on container copy assignment
or std::false type

using propagate on contalner move assignment = INFERRED

using propagate on container swap = INFERRED

using is_always:eqaal(since C++17) = INFERRED

Y
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MHTepdenc std::allocator traits

template <class Alloc> struct allocator traits

{

template <class T> using rebind alloc = INFERRED

template <class T> using rebind traits = allocator traits<rebind alloc<T>>

static pointer allocate(Alloc& a, size type n); // until C++20
static pointer allocate(Alloc& a, size type n, const void pointer hint);
static void deallocate(Allocé& a, pointer p, size type n);

template< class T, class... Args >
static void construct (Alloc& a, T* p, Argsé&&... args);

template< class T >
static void destroy(Alloc& a, T* p);

static size type max size(const Allocé& a) noexcept;
static Alloc select on container copy construction(const Allocé& a);

// until C++20
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Peann3auma annokaumm B baremetal

CKpunT "nHKepa
heap size = 1M;

SECTIONS

{
. = 0x80000;

. = ALIGN(1l6);

.heap : {
heap start = .;
L= .+ heap size;
heap end = .;

}

_end = ,;



Cnocob ynpaBaeHna NamaTbto

e Pa3mep heap’al M6
* [lamAaTb annoumpyeTca paBHbiMM BA1O0Kamum no 64 banTa

* Free Bitmap - AononHMUTENbHAA CTPYKTYPA AAHHbIX A1A XPaHEHMS cOCTOAHMA B610Ka
1 — cBoboaeH

0 — 3aHAaT
Bnok 1 Bnok 2
0x00080EOO 0x00080E40 0x00081200 FIX



[Tomep peannsaumm BitMapHeap

extern unsigned char heap start;
extern unsigned char heap end;

class BitMapHeap
{

public:
using pointer = void*;
using size type = std::size t;
static const size type BlockSize = 64;

static const size type MaxHeapSize = 1048576;

pointer allocate(size type n);
void deallocate(pointer p, size type n);
private:
std::array<bool, MaxHeapSize / BlockSize> m bitMap;
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Stateless annokatop

static BitMapHeap heap;

template <class T>
class BRBaremetalAllocator

{
public:
using value type = T;

pointer allocate(size type n, BaremetalAllocator<T>::const polnter hint

{

return heap.allocate(n * sizeof (T));

void deallocate(pointer p, size type n)

{
heap.deallocate(p, n * sizeof (T));

0)
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MHnumanmsauma rnobanbHbiX 0ObEKTOB

start.S

.extern GlobalInitialize

init globals :
bl GlobalInitialize

bl main



MHnumanmsauma rnobanbHbiX OObEKTOB

global objects.cpp

extern void(*init array start[]) (void);

extern void(*init array end[]) (void);

extern "C"

void GloballInitialize ()

{
size t count = init array end - init array start;
for (size €t 1 = 0; 1 < count; ++1i)
{

init array start[i] ();



[lenHnumanmnsaums

extern "C"
int  cxa atexit(
void *object,

void (*destructor) (void *),

vold *dso handle)

static cast<void>(object);
static cast<void>(destructor);
static cast<void>(dso handle);

return 0O;

void*  dso handle = nullptr;

nbo:
Ncnonb3oBaTtb pnar -fno-use-cxa-atexit

rnobanbHbIX OOBEKTOB
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CTaTunyeckme obbeKTbl

* Thread-safe MHUUMaNM3aUUA NOKaNbHbIX cTaTUYeCcKnx obbekToB C++11

main.cpp: undefined reference to = c¢xa guard acquire'

main.cpp: undefined reference to °~  c¢xa guard release’

-fno-threadsafe-statics



Komnuaunpyem std::basic_string ¢ KaCTOMHbIM

#include <string>
finclude “baremetal allocator.h"
using baremetal string = std::basic string<char, std::char traits<char>,

BaremetalAllocator<char> >;

void main ()

{

baremetal string s(“Hello, sick sad world");

main.cpp: undefined reference to ‘'memset’
main.cpp : undefined reference to ‘'memcpy'
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Standart C ¢pyHKUMM

extern "C"
volid* memcpy (void* dst,
n)

{..}

extern "C"
volid* memset (void* ptr,

{..}

extern "C"

const void* src,

std::size t

int value, std::size t n)

std::size t strlen(const char* str)

{..}

extern "C"

volid *memchr (const void *arr, int c, size t n)

{..}
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3aBUCUMOCTb OT UCKAOYEeHUW

{

main.cpp: undefined reference to ‘std::__throw_length_error(char const*)
main.cpp: undefined reference to ‘std::_throw_logic_error(char const*)’

GNU libstdc++

#1f  cpp exceptions
void  throw length error(void)
{
throw length error();
}
felse
void  throw length error (void)
{
abort () ;

}
#fendif



3aBUCUMOCTb OT UCKAOYEeHUW

namespace std {
void  throw length error (char const¥*)
{
while (true) {}
}

void = throw logic error (char const¥*)
{
while (true) {}
}
}



using baremetal string = std::basic string<char, std::char traits<char>,
BaremetalAllocator<char> >; o -

using baremetal vector = std::vector<baremetal string, BaremetalAllocator<baremetal string>
>, — _

void main ()

{
baremetal string greeting("Why should I stay");

greeting.append (" here?");

cout << greeting.c str() << "\n";

std::size t pos = greeting.rfind("h");
baremetal string part(greeting.begin(), greeting.begin() + pos);

cout << part.c str() << "\n";

baremetal vector phrase{ "I'd be crazy not to follow", "Follow where you lead" };
phrase.push back ("Your eyes");
for (const auto& word : phrase)

cout << word.c str() << "\n";



[loABOANM UTOTU

* MMnnemeHTaumA cTpaTerMm anounMpoBaHUA

* ImnnemeHTaUMA annoKaTopa

* MHnumanunsaums rnobasibHbiX 06bEKTOB

* Peanusauma Hekotopbix Standard C pyHKUMI (memset/memcpy)
* 3aBUCUMOCTb OT UCK/TFOYEHUMN



Cobepu cBon baremetal

https://github.com/keyrnk/baremetal experiments

user@vm-debian-8-x64: ~/Projects/raspi-experiments/baremetal_cpp

File Edit View Search Terminal Help

-02 -nostdlib -fno-exceptions -fno-rtti -fno-threadsafe-statics -fpermissive -c

main.cpp -0 main.o

#aarch64-elf-g++ -Wall -02 -nostdlib -fno-exceptions -fno-rtti -fno-threadsafe-s

tatics -fpermissive -c mock exceptions.cpp -o mock exceptions.o

/home/user/opt/gcc-arm-8.3-2019.03-x86 64-aarch64-elf/bin/aarch64-elf-g++ -Wall
-02 -nostdlib -fno-exceptions -fno-rtti -fno-threadsafe-statics -fpermissive -c
mock exceptions.cpp -o mock exceptions.o

/home/user/opt/gcc-arm-8.3-2019.03-x86 _64-aarch64-elf/bin/aarch64-elf-1d -nostdl
ib -nostartfiles start.o libc_functions.o mini_uart.o static_objects.o main.o mo
ck_exceptions.o -T load.ld -o kernel8.elf
/home/user/opt/gcc-arm-8.3-2019.03-x86_64-aarch64-elf/bin/aarch64-elf-objcopy -0
binary kernel8.elf kernel8.img

#aarch64-elf-1d -nostdlib -nostartfiles start.o libc functions.o mini uart.o sta
tic objects.o main.o mock exceptions.o -T load.ld -o kernel8.elf

#aarch64-elf-objcopy -0 binary kernel8.elf kernel8.img
user@vm-debian-8-x64:~/Projects/raspi_experiments/baremetal cpp$ make run
gemu-system-aarch64 -M raspi3 -kernel kernel8.img -serial null -serial stdio

VNC server running on ::1:5300

Why should I stay here?

Why should I stay

I'd be crazy not to follow

Follow where you lead

Your eyes



https://github.com/keyrnk/baremetal_experiments

[lanbHenLwmne sKCnepmumeHTbI

* Ybnpaem —fno-exceptions n peanmnsosbiBaem 06paboTKy NCKAOHEHUM

* PeannsosBbiBaem u CPpaBHUBaAEM pPa3/inMiHbie CTPaTENN
a1l ounpoBaHNA MaMATHU

* UHnynanmsmnpyem n ncnonbsyem ViMUu



[Tonie3Hble CCbINKM U pecypcsbl

ANnoKaTopbl U CTpaTerMm annoumpoBaHms
http://www.open-std.org/jtcl/sc22/wg21/docs/papers/2008/n2554.pdf

http://www.ecs.csun.edu/~cputnam/Comp%20322/lectures/Memory%20Allocation.pdf
https://accu.org/content/conf2013/Frank Birbacher Allocators.r210article.pdf
http://www.open-std.org/jtcl/sc22/wg21/docs/papers/2014/n3916.pdf

libstdc++ docs

https://gcc.gnu.org/onlinedocs/gcc-9.2.0/libstdc++/api/files.html

Hanucanue linker script
https://www.eecs.umich.edu/courses/eecs373/readings/Linker.pdf
Embedded

http://caxapa.ru/thumbs/717646/effectcppemb.pdf
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kaspersky

Let’s talk?

Karina.Dorozhkina@kaspersky.com




