FLOW B TRADERS

NMpoobnemsbl long-lived gRPC cTtpuMoB



Team Lead, FLOW TRADERS NL

000 MHe

*10+ nuwy Ha Java

*3+ roga pabotato Bo Flow Traders
* Tumnna komaHabl Trading Engine
*[1pnHec B komnaHuio gRPC
*MeuTas1 caenatb aoknag Ha Joker



B O KoMmnaHun

» Jlngep B onepaunsx ¢ ETP, paclumpsiemcs B Apyrme Knacchl
MHCTPYMEHTOB

» Market-maker Ha KpynHeiLX MAUPOBBIX PbIHKAX
» Odouckl B AMcTepaame, Heto-lopke 1 MoHKoHre
» MnLEeM B OCHOBHOM Ha Java, C++. Ectb Python, VHDL un TypeScript

» Mbl vLLemM pa3pabotunkos: https://www.flowtraders.com/careers



B Mouemy gRPC

» LLINPOKOM3BECTHAsA TEXHOMOTUA
» MNoanepxka HeECKONbKMUX A3bIKOB
» MpoaymMaHHbIN NOAX0A K 3BOMHOLNN MPOTOKOSOB

» XOPOLLUWIA TYSIAHT



B Mouemy gRPC

» [MPOCTON Y NOHATHbLIN API
» XopoLuas AOKYMeHTaums

» CTpuMbI Ha 060 BKYC 13 KOPOOKM



B Npumep npoekTa

[Mnwem OBMKOK pacyeTa LeH \

[eHepuM UeHbl uenbin AeHb O

onpeaeneHHoro cnmcka MHCTPYMEHTOB
KNneHTbl NOANNCLIBAOTCS U CNYLUAKOT LEHb

\ J

BmecTe ¢ ueHamu nepegatotcsi 4ONONHUTENbHbIE NOJIS: 4OCTOBEPHOCTb
pacyMTaHHOW LieHbl, BDEMEHHbIE METKN, CUTHaUTbI A1 pacyeTa U T.4,.



B Onpepenum cepBuc

service PricingService {
rpc SubscribeForPriceUpdate (PriceSubscriptionRequest) returns (stream PriceUpdate) A

}
¥ T~

message PriceSubscriptionRequest {
string clientId = 1;

message PriceUpdate {
int64 instrumentId = 1;
double price = 2;
bytes auxiliaryInfo = 3;

}
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B MNMuwemM No MHCTPYKLUY

private final Collection<StreamObserver<PriceUpdate>> observers = ConcurrentHashMap.newKeySet();

private final PricingServiceGrpc.PricingServicelmplBase delegate =
new PricingServiceGrpc.PricingServiceImplBase() {
@0verride
public void subscribeForPriceUpdate(PriceSubscriptionRequest request,
StreamObserver<PriceUpdate> responseObserver) A
observers.add(responseObserver);



B MNMuwemM No MHCTPYKLUY

public void publishMessage(PriceUpdate update) A{
for (StreamObserver<PriceUpdate> observer : observers) A
try {
observer.onNext(update);
} catch (Throwable e) {
observers.remove(observer);
observer.onError(Status.INTERNAL
.withCause(e)
.withDescription(e.getMessage())
.asException());



B Kpacwusblii API



B O yem noroBopuMm

-

\

[Tpo61emMbl cepBepHOro CTPUMUHTA
Java peanunsaunnm grRPC

» Ha CTOPOHEe cepsepa

> Ha CTOPOHE K/IMeHTa

» B Web npuioxeHnsx
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B PeuwleHue

-

[TpnnoxeHne nagaet c OOM

.

» Mpupoga npobnemsl cryyaiiHa, YTo CUIbHO 3aTPYAHSAET MOMUCK

NMPUYNHDI

» AHaun3 heap dump u stacktrace yxoaut B Heapa Netty

» BepxylUKa ailcbepra BuaHa B StreamObserver Hallero cepsuca
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B StreamObserver

void onNext(V value)

void onError(Throwable t)

void onComplete()

e
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B Pas6upaemcH

» onNext() - aCMHXPOHHbI 1 HakannBaeT oyepens B Netty, ecr
KMMNEHT MEeAJIEHHbIN UIN CepBep PEe3KO OTNPaBAET MHOXECTBO
COOOLLEHNN

» KOHTPOASa 3a oyepenbto HeT. BoicTpenun v 3a6bin

» B nHTepdeiice Observer HeT HUKaKUX CpeacTs, YTOObI 3TO
npeaoTBpaTuTh
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B Kak Mbl NTOYNHUNN

Kactum StreamObserver B
ServerCallStreamObserver

[lepen oTnpaBKoW COOOLLEHNSA NMPOBEPAEM

donar iIsReady .'

Ecnn onaXok BbiCTaB/1IEH — OTNPaB/ISAEM
CO00OLleHne, NHave XOEem
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B Kak aTo pa6oTaeT

» dnar isReady, Ha camoM Jene, NPOCTo NPOBEPSET pa3Mep ovepeayu
» BHyTpeHHAs ouepenb Netty Ao/mkHa 6bITb MeHbLIe nuMuTa (32K6)

» HacTpouTb IMMUT, K COXasIeHWIO, HeMb3s (Noka)
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B MocToiite
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B PelueHune

» UTO 3HAUUT XaOaTb?

» [IBMKOK pacyéTta LeH He MOXET NPUTOPMO3UTb PACYETLI paan O4HOIOo
Me/IEHHOIo K/IMeHTa

» CknafblBaTb B NamsATH BCE COOBLLEHUSA Mbl HE MOXEM — MHaYe
BO3Bpallaemca K npoodneme 1

Bbixoa: Backpressure
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B PelueHune

-

CBOSA cTparternsa ana Kaxkaoro

KITTMEHTA

» TOprosblii
> JTorvpyroLLnii

> AHaATUTNYECKNIA
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B Tunbl K/INEHTOB

[

-

ToproBbIN K/INEHT

J

T

» IHTEpeCyeT TO/IbKO NOCNEeAHASA LeHa Ha MHCTPYMEHT

» 10CTATOYHO ObICTPbIN

>HaXO,CI,I/ITCFI Ha KPUTNHYECKOM MYyTH

»NpU OTK/IKOYEHNUM OT cepBepa OCTHAB/IMBAET BECH

TPENaNHT
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B Tunbl K/INEHTOB

\_

JTornpyrowmm KNneHT

» NULLIET BCe LeHbl B 6a3y/DataLake asia aHanmsa

> Mel/IeHHbI

» HeTpeboBaTe bHbIN K 3anepXKam
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B Tunbl K/INEHTOB

/

AHaNNTNYECKUN KNNeHT

» cumTaeT pasHble MeTpukn (1 KNNEeHT 1 MeTpurka)

> 04eHb BbICTPbLIN

»3aMHTEpecoBaH B MOSIHOM BPpeMeHHOM paay

» 10MYyCKaEeT MPOMNYCKN N OTKHOYEHNS
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B PelueHune

-

\_

Throttling stream

J

» [1Ns KaXO0ro coo6LLEeHUs onpeaensem ko4 (Hanpuvep Id

MHCTPYMEHTA)

.

> [1NS KaKO0ro Koya XpaHuM TOMbKO nocnefHee coobLueHne

» Pa3mep oyepeamn orpaHnyeH npoCcTPaHCTBOM K/IHoYel

» MNopsAaoK criefoBaHUS K/Toueli coxpaHsaeTcs
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B Throttling stream

Knwou 1l

Knwoy 3

KntouN ...

25



B Throttling stream

Knwou 1l

Knwoy 3

Knou N

(i

Knwoy 3
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B Throttling stream

Knwou 1l

Knou N
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B Throttling stream

Knwou 1l

Knwoy 3

Knou N

(i

Knoy 2
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B Throttling stream

Knwou 1l

Knwoy 3

Knou N

Knwoy 2
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B Best practices

-

\

Throttling stream ana TOProBoro K/imeHTa

.

» XopoLuunii KNy — Id MHCTpyMeHTa

» T1710X0M KoY — BpeMeHHasi MeTKa, KOHCTaHTa
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B PewueHue

-

Fullflow stream

T

» [INS KaXKA0ro K/iMeHTa npv NoaKtoYeHn Co3gaem ovepeb B NamsaTy

» Onpegensiem MMUT Ha KOJIMYECTBO COOBLLEHNI

» Oyepenb He 6oKMpyem

> |_|pl/| npesbliLLEHUN JTUMUTA OTK/1THOHaEM KJTMEHTA
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B Fullflow stream

Limit=4

Msg 1

Msg 2

Msg 3

i
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B Fullflow stream

Limit=4
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Msg 4
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B Fullflow stream
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B Fullflow stream
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B Fullflow stream

Limit=4

uf,.  Msgl

Msg 2

Msg 3

Msg 4

Msg 5
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B Best practices
4

\

Fullflow stream ana aHanUTU4YeCKoro
KnneHTa

~

» MOHUTOPUM KOJIMYECTBO OTK/THOUYEHWIA

- MO0 yBennvynBaem AnMMuT

- MO0 ONTUMU3UNPYEM K/IMEeHTa

.

» EC/V K/INEHT He ycrneBaert, TO Ha4YNHaeT 3aHOBO, T.0. METPWKWN BCElda

CBEeXue
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B PewueHue

s

-

Persisted stream

J

» Knagem coobLeHns B memory-maped file ¢ nutepdeiicom oqepep,x

» Bce dhaiinbl write-once, f1erko nosib3oBarbCsa B MHOTOMOTOYHOM cpefe

» KaKablii CTPUM MMEET yKasaTes b Ha CBOH Mo3uLmio B doaine

> BO3HMKHOBEHME COOBLLEHNA 1 ero 06paboTKa pa3HeceHs! Nno
BpPpeEMEHMU

> Mox

amynumposaTtb FullFlow cTtpaTteruio
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B Persistent stream

<Out

Stream 1,2

v

Stream K

|

Msg 1

Msg 2

Msg 3

i
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B Persistent stream

<Out
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B Persistent stream
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B Persistent stream
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B Best practices

-

Persistent stream A/19 NOrMpyroLLero
KnneHTta

\

» MOHUTOPUM AUCK (M3NULLHE aKTUBHAsA 3anuchb yomsaeT GOKC)

» Ypansiem ctapble dhaiinbl, YTo6bl He 3abUTb BECb ANCK

» MOoXeM nepenocnarb Bce COObLLEeHNS
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B PewueHue

-

BHeapsaem cTparermm B cepBuc

» Onpegensem vHTepdeiic Subscription

» Kaxkgasa cTparernst peasimsyer 3ToT nHTepdelic

» CepBYC MOXET BbIONPaTh, Kakyto CTpaTernio NpUMeHnTb
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B HemHoro kopa

public interface GrpcSubscription<U> {
void processUpdate(U update);
boolean isActive();
void onError(Throwable t);

void onCompleted();
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B PewueHue

-

Streamer

.

» Bce cTparerum 1 npoBepku 3asopaynBaem B Knacc Streamer

» Streamer o6pabaTbiBaeT BCe 3arnpockl K OAHOMY CTPUMUHIOBOMY

RPC

» MpUHMMAET B ce65 COOBLLEHNS AN BCEX KIMEHTOB 1 pa3fgaeT ux

noanuckKam
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MTOroBsbin cepBUC

public void subscribeForPriceUpdate(PriceSubscriptionRequest request,

StreamObserver<PriceUpdate> responseObserver) A{
switch (request.getSubscriptionType()) { \\\\\\\\\\\\\\\
case THROTTLING:

streamer.subscribeThrottling(request.getClientId(), responseObserver,
PriceUpdate::getInstrumentId);

return;

case PERSISTENT:
streamer.subscribePersistent(request.getClientId(), responseObserver);
return;

default: //By default, we serve clients as FullFlow
streamer.subscribeFullFlow(request.getClientId(), responseObserver);

47



3 NToroBbin NPOTOKOJ

enum SubscriptionType {
FULL_FLOW = 0©;
THROTTLING = 1;

PERSISTENT = 2; \\\\\\\\\\\

service PricingService {
rpc SubscribeForPriceUpdate (PriceSubscriptionRequest) returns (stream PriceUpdate) A

].

message PriceSubscriptionRequest {
string clientId = 1;
SubscriptionType subscriptionType = 2;
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3 MNMpobnema 3

Cancellation

» UTto nenarb, Koraa KnveHT ymep/nepeayman?

» HyXHO YMETb OT/1aB/1BaThb 3TO COObITUE N KOPPEKTHO €ro

obpaboTaTh

.

» [lobaBnsaem o6paboTunk onCancelHandler n nposepsiem isCancelled

donar
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B PewieHue

> Ypansiem 13 crnucka noanvMcYnMKoB OT/IETEBLLETO K/IMeHTa
» Moauniiaem Bce oyepean

» 3akpblBaeM BCe BHyTpeHHne gRPC 06beKTh!
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B MNMoueMy 37O Ba>kHO

» K/IMEeHTb! MOTYT UMETb 6aru, Nx C/I0KHO KOHTPOMPOBATh

» 1-2 3/10BPEAHbIX KIMEHTa MOTYT CU/ILHO 3aMef/INTbL cepsep Un
BbIBECTW €r0 N3 CTPOA

» Bce K/IMEHTbI Ha KPUTUYECKOM MYTU AO/KHBI MPOAO/KATL MOyyarh
anaeunTsbl

(" o )
BbIXoa4: YXKeECTKUMN KOHTPO/1b 3a

_ MOAKOYEHNSAMMU N MOCTOSAHHbLIA MOHUTOPUHT
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B} Summary

» Cneaym 3a pa3MepoM BHYTPEHHe ovepean
» lcnonb3yem noaxoasLyto cTparernio backpressure

» [Py OTK/IIOYEHUN KITMEeHTa O4YMLLIaeM BCEe 0ObEeKThI
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. CepBep Mosoael,



B MocMOTpMM Ha KJZIMEHTa

public void subscribe() A{
client.subscribeForPriceUpdate(PriceSubscriptionRequest.newBuilder().build(),
new StreamObserver<>() {
@0verride
public void onNext(PriceUpdate update) { processMessage(update); }

@0verride
public void onError(Throwable throwable) { hadOnError.set(true); }

@0verride
public void onCompleted() { hadOnComplete.set(true); }

¥
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¥ Mpobnema l

-

Termination

» CepBep MOXeT 3aKkpbITb CTPUM no onComplete

T

» B cniyyae npobsieM Ha cepeepe, CTPUM 3aBepLuaeTcs no onError

» Hac He ycTpamBaeT N0l 13 3TUX BAPUaAHTOB

» Mbl XOTUM YMETL NepenoakovaTsCa B /060 cuTyaumny
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B Xopoliue HOBOCTM

-

[lepenogk/ioyeHne 3To NPoCTOo

» PaspaboTtumkn gRPC no3aboTunmnck 0 Hac B 3TOM Crydyae

T

» XOTS KIMEHT N aCUHXPOHHBIN, gRPC rapaHtupyet, uto onComplete
M onError moryT 6bITb Bbi3BaHbl TO/IbKO OAMH pas

> VIMnieMeHTaumns TpusmasibHa
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B Resubscribe onComplete

@0verride

public void onCompleted() {
LOGGER.info("Recelved stream complete...");
scheduleSafeResubscribe(channel);
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B CekyHpay, a onError?
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3 NMpobnema 2

\-

Errors

» He Bce OWNBKM OOANHAKOBO MOJIE3HbI

T

» Cepsep gRPC Bo3BpallaeT KoAbl OWMO0K. VX MOXHO pasnenntb Ha

npe rpynnbl. sBpemeHHble (INTERNAL ERROR,

RESOURCE_EXHAUSTED, UNAVAILABLE) " nocmosiHHbIe

(UNIMPLEMETED, PERMISSION DENIED)

» 10 KOy MOXHO MOHSATL, HY>KHO /1M NMPO60BATL NePEenoaK/THUNTLCS
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B MMmnneMeHTauusA

@0verride
public void onError(Throwable throwable) {
if (isRecoverable(throwable)) A
LOGGER.debug("Received error ...");
scheduleSafeResubscribe(channel);
} else {
isActive = false;
LOGGER.error("Received unrecoverable error. ...");
onUnrecoverableError(throwable);
submitSafeUnsubscribe();
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3 MNMpobnema 3

-

Reconnect

_J

» [INS KNIMeHTa NnpeaycMOTPeHa TOMbKO 1 cTpaTerus nepenoaktoyeHy

— ExponentialBackoff

» May3bl MeXAy MomMbITKaMy YBEMMUYNBAIOTCH 3CMOHEHLMALHO

» EC/N CEPBUC OXMBET Yepes NPOoLO/IKUTENTLHOE BPEMS, KIIMEHT MOXET

YCHYTb [0CTATOYHO /1y60KO 1 NPOANTL Bpemsi outage

» HacrpouTb Hemb3s. DTo NAeT Bpaspes C AOKYMeHTaLumen u apyrumu

nAaemMeHTaunAaAmMmn
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B PewieHue

» MAX 3afepKka — 2 MUHYTbI. ECNM 3TO CAIULLIKOM [0/Ir0, TO BbIXOZ,
O4WH: nNepeco3gaem KaHasl

» Crneoum 3a KONMYecTBOM MOMbITOK
» MpeBbIaem MMMUT — YyOrBaeM KaHas 1 co34aeM HOBbIN

» Mo ymonuaHuo numnt = Integer.MAX_VALUE
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B MMmnneMeHTauusA

private void safeResubscribe(Channel channel) {
safeUnsubscribe();
if (reconnectionAttempts.decrementAndGet() <= 0) {
closeChannel();
openChannel();
;} else {
safeSubscribe(channel);

63



B Summary

» MNepenoaknioyaemcs nNpu 3asepLUeHnn cTpuMa

» B cnyyae OLWMBKN Ha CepBepe NnposepsieM, CTOUT N
npoboBarthb eLle

» [leunm ponruin backoff cépocom kaHana
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KnueHT OOBOJIEH

HAPPINESS

II. "'«'5"' |II &




B Kak ctpyuMuTb B web?

» gRPC pa6oTtaet nosepx HTTP2, HO HET HOPM&aUTbHO
noaaep>xkn B bpaysepax

» HeT Tpeinepos

» 13 KOpO6GKM Web He noaaepxmsaeTcs, HET 0PULNABLHOTO
KoMmnunnatopa B JS

>Ty]'II/IHI' N KOMBbHOHUTW BbIPy4YaloT. BaphnaHTOB MaCcCa

66



¥ Y710 Nnopowino Ham

» gRPC-web — npoekT 3kocuctemsl gRPC

» Mpeo6pasyer HTTP2 B HTTP1.1 chunked-encoded cTpum ¢
KaACTOMHbIMWU Tpeunnepamm

» Heo6xoaoum NpoKcK, KOTOPbI 6yaeT npeobpasoBbiBaTb GUHAPHLII
npoTokosn gRPC B Base64 encoded CTpoOku

» Ha BbI60Op 2 BapuaHTa; in-process java npoKCu 1 BHELLIHWIA MPOKCH
envoy ¢ gRPC-web dpunsTpom
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B MpuBeT envoy

» Java NpoKCcK He NoaaexunsaeT A0/ XUBYLUME CTPUMBI (C
OTCeuka B NOJICEKYHbI)

» ENVOy YMEEeT B CTPUMbI MO-A0/ITOMY
» HanucaH Ha C++ — ad)(peKTVBHbIN 1 BbICTPbIN

» [locTaTOYHO NPOCTON KoA dnsTpa
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B Mpob6neMbl C HUM

» ECTb Npo6nema noasucaroLLmx CTPMMOB, 3HBOI He creLuy
3aKpbIiBaTb CTPUM Ha CEpPBEPE, AaKE eC/IN KITNEHT YXXe MepTB

» K/INEHT He y3HaeT, ecnin ymep cepsep

» Kactomusaumsa ounsTpa HegocTatouHasi, O4eHb Masio HACTPOEK Mo
CpPaBHEHWIO CO CTAHAAPTHLIM KITMEHTOM

» OTAerbHbI KOMIMOHEHT, KOTOPbIV HA0 MEHEeMKUTD
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B Y10 MbI coenanm

(" )

[lepenucanm Java NPoKCKu: BHYTpu Jetty ¢ mapLUa/IMHIOM
protobuf -~ Base64 \

[106aBUIN aCUHXPOHHYO 06paboTKy 3anpocoB

Y6pann oTceuky B NOJICEKYHAb

-/
[lobaBunnu Kactommsauunn: pasmep éydepa O6M€H"a,
MOHUTOPWHT XXNUBOCTU KJIMEHTA U T.A.

70



B Y10 CTOMT yyecTb eLue

» Keep-alive — ecniv CTPMM He C/IULLKOM aKTUBHbIA: 0OHO-A
CO00OLLIEeHnsa B Yac\AeHb, TO NPOKCK MOTYT ero 3akpbliBaTb.
Hy>XHO nnbo pacmnpaTtb keepalive timeout nnm cnatb
HeartBeat coobLueHus.

» Mbl LUNEM XapTOUTbI — NYCTble COOBLLEHNS
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B Y10 CTOMT yyecTb eLue

» [lecepyasim3aums Ha KJMeHTe goporas, No3ToMy JiyyLue
MCNo/sb30BaTh projections. CiaTb TO/IbKO HYXHble Mon4,

» OUABTPaUNIO MOTOKA Syylle OCTaBUTb Ha cepeepe
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3 PesioMmupyem

» [Mpo6nem B grpc CTpMMax xsaTaeT
» ECNN NoKoNaTbCsA B UCXOOHNKAX, TO MOXHO HaTN peLueHme

» KOMBIOHUTW 1 TPYyO BCE NepeTpyT
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B Cchbinkn

gRPC gokymeHTaums:
https://grpc.io/docs/languages/java/

gRPC-web npoekT:
https://github.com/grpc/grpc-web

Peno3ntopun ¢ npumepamMmn n nMmnaemMeHTaumen:
https://github.com/Falland/grpc-long-lived-streams
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https://grpc.io/docs/languages/java/
https://github.com/grpc/grpc-web
https://github.com/Falland/grpc-long-lived-streams

Q-

3 Bonpochl
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