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Less

More

Permission levels
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Self hosted
• Cloud / On premises hosted by yourself
• OS + Tools update = YOUR responsibility
• Enables specific environment setup
• No usage limits

GitHub hosted 
• OS + Tools update = GitHub’s responsibility
• Per minute rating applies after the free minutes
• Clean execution environment with every run
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Solarwind attack:
https://xpir.it/Solorigate

http://xpir.it/Solorigate
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https://github.com/aws-actions/amazon-eks-fargate

https://github.com/aws-actions/amazon-eks-fargate


38@robbos81



1. Data Theft

2. Data Integrity Breaches

3. Availability
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https://github.com/shprink/nonharmful-and-must-have-actions
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Check the authors credibility: verified creators
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https://xpir.it/verified-publisher


Limiting actions altogether
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Safe, runs on merge commit, read only access

High risks! Runs on the target, has read + 
write access and can access secrets 
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github.event.issue.title

github.event.issue.body

github.event.pull_request.title

github.event.pull_request.body

github.event.comment.body

github.event.review.body

github.event.review_comment.body

github.event.pages.*.page_name

github.event.commits.*.message

github.event.head_commit.message

github.event.head_commit.author.email

github.event.head_commit.author.name

github.event.commits.*.author.email

github.event.commits.*.author.name

github.event.pull_request.head.ref

github.event.pull_request.head.label

github.event.pull_request.head.repo.default_branch

github.head_ref



- name: Check title
run: |

title="${{ github.event.issue.title }}"
if [[ ! $title =~ ^.*:\ .*$ ]]; then
echo "Bad issue title"
exit 1

fi
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a"; echo test



- name: print title
env:
TITLE: ${{ github.event.issue.title }}

run: echo ‘$TITLE’
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https://github.com/rajbos/github-fork-updater
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