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int main()
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volatile int a = 42;
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int main()

{
std: :thread th(foo);
std::cout << a << std::endl;
th.join();
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int main() 53
{
std::shared_ptr<int> ptr(new int);
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ptr.reset();
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void foo() {a = 13;} :Z

int main()

{

int
int

std: :thread th(foo);

std::this_thread::sleep_for(1l6eems);

std::cout << a << std::endl;

th.

join();

return @;

ada =

ptr

42;
main() 4
std:
std:

std:
std:

:shared_ptr<int> ptr(new int);
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.reset();

if (wp.expired())
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volatile int a = 42; volatile int a = 42; 2 ﬁ
void foo() {a = 77;} 1 void foo() {a = 13;} 2004 =
int main() int main() Java
¢ { td::thread th(foo); >

std::thread th(foo); >tdi-threa (foo); 2009 1

std::cout << a << std::endl; std::this_thread::sleep_for(1l6eems); o

.. std::cout << a << std::endl;

th.join(); . .

return o; th.join();
} ’ return ©; 2011

}

int a = 42; int a = 42; Tegy
int main() 3 int main() 4 2014 '.'
{ { S

std::shared_ptr<int> ptr(new int); std: :shared_ptr<int> ptr(new int);

std: :thread th([=](){*ptr = a; a = 13;}); std::thread th([=](){a = 13;}); 2015

std::this_thread::sleep_for(leeems); std::this_thread::sleep_for(1000ms);

std: :weak _ptr<int> wp(ptr); std: :weak ptr<int> wp(ptr);

ptr.reset(); ptr.reset();

if (wp.expired()) if (wp.expired()) 2017 Js

a++; a++;
th.join(); th.join();
return 0; return ©; 2020 )
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1. Ob6bIYHbIe - NepeynopaaoYMBaHUSA pPa3peLleHbl, MobanbHOro
nopaaKa HeT

2. ATOMapHble — nepeynopsaaoyYmMBaHUA 3anpeLleHbl, MobanbHbIN
nopAaoK ectb (chabble mogenn NamaTM He pacCMaTPMBAEM).

YTeHmne aToMuKa yBMAUT NOC/IeAHIO NpeaLecTByoLyo (B
rnobanbHom nopsake, aka synchronization order) 3anucb B 3TOT Ke
aTOMMUK.
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Program order — nopaaoK cnegoBaHMA obpalleHnn K NnamaTu B
meKcme rpo2pammel

Synchronization order — rnobanbHbIM NOPAAOK 06paLLEHUN K aTOMUKY
NpW UCrosaHeHUU rnpo2pammel

Happens-before — Habntopgaemasa nporpammon NPUYNHHOCTD
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std::atomic<bool> ready(false);
std::vector<int> vec;

void threadl() {
for (int i=0; i<100500; ++1i)
vec.push back(i);
ready.store(true);

void thread2() {
if (ready.load()) l
std: :cout << vec.size();

Program order — nopaaok cnegoBaHma obpallleHMn K NaMAaTu B meKcme npo2pammel
Synchronization order — rno6anbHbIn NOPAAOK 0OpPALLEHMN K aTOMWUKA NPU UCIOAHEHUU TPO2PAMMbI
Happens-before — Habntogaemaa nporpammon NPUYNHHOCTb
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void threadl() {
for (int i=0; i<100500; ++1i)
vec.push back(i);
ready.store(true);

void thread2() {
if (ready.load()) l
std: :cout << vec.size();

Program order — nopsaoK cnenoBaHnA 0bpaLLeHnid K NamaTn B mekcme rnpo2pamme|
Synchronization order — rno6anbHbIN NOPAAOK 0bpaLLEeHNM K aTOMUKa NPU UCMOAHEHUU Po2PpAMMbI

Happens-before — Habntogaemaa nporpammon NPUYNHHOCTb
Synchronizes-With — ecnn 13 aTommnKka npounTanm 3anmMcaHHoe Tyga 3HaYeHne U3 APyroro NoTokKa
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Mopenb [lamaTtu

std::atomic<bool> ready(false);
std::vector<int> vec;

void threadl() {
for (int i=0; i<100500; ++1i)
vec.push back(i);
ready.store(true);
Progitam order

Synchronizes-With
void thread2() {

» if (ready.load())
std: :cout << vec.size();

l Program order

Program order — nopsaoK cnenoBaHnA 0bpaLLeHnid K NamaTn B mekcme rnpo2pamme|
Synchronization order — rno6anbHbIN NOPAAOK 0bpaLLEeHNM K aTOMUKa NPU UCMOAHEHUU Po2PpAMMbI

Happens-before — Habntogaemaa nporpammon NPUYNHHOCTb
Synchronizes-With — ecnn 13 aTommnKka npounTanm 3anmMcaHHoe Tyga 3HaYeHne U3 APyroro NoTokKa
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Mopenb [lamaTtu

std::atomic<bool> ready(false);
std::vector<int> vec;

void threadl() {

for (int i=0; i<100500; ++1i) Happens-before

vec.push back(i);

ready.store(true);
Progiam order

Synchronizes-With
void thread2() {

» if (ready.load())
»std::cout << vec.size();

l Program order

Program order — nopsaoK cnenoBaHnA 0bpaLLeHnid K NamaTn B mekcme rnpo2pamme|
Synchronization order — rno6anbHbIN NOPAAOK 0bpaLLEeHNM K aTOMUKa NPU UCMOAHEHUU Po2PpAMMbI
Happens-before — Habntogaemas nporpammoin NPUYNHHOCTb

Synchronizes-With — echm n3 aTomnKka npoymTanm 3annucaHHoe Tyaa 3Ha4YeHne U3 Apyroro noToKa
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Mopenb [lamaTtu

Data Race

[1Ba 06palLeHMsa K NaMATU KOHPANKTYIOT ec/n
* OHW 0OPALAOTCA K OAHOMN U TOU Ke AYeKe NaMaTH
* MO KpanHen mepe ogHa 13 sTux obpalleHnn - 3anucb
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Mopenb [lamaTtu

Data Race

[1Ba 06palLeHMsa K NaMATU KOHPANKTYIOT ec/n
* OHW 0OPALAOTCA K OAHOMN U TOU Ke AYeKe NaMaTH
* MO KpanHen mepe ogHa 13 sTux obpalleHnn - 3anucb

[oHKa (data race) B ucnonHeHUU — ABa KOHG/INKTYIOLMX HEAaTOMAPHbIX (He Yyepe3 aTOMUK)
obpalleHns K namATK, KoTopble He ynopaaoyeHbl yepes happens-before.

Thread Sanitizer — Data Race detector

¢
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Thread Sanitizer — Data Race detector

Data Race

[1Ba 06palLeHMsa K NaMATU KOHPANKTYIOT ec/n
* OHW 0OPALAOTCA K OAHOMN U TOU Ke AYeKe NaMaTH
* MO KpanHen mepe ogHa 13 sTux obpalleHnn - 3anucb

[oHKa (data race) B ucnonHeHUn — ABa KOHGNNKTYIOWMX HEATOMApPHbIX (He Yyepe3 aTOMUK)
obpalleHns K namATK, KoTopble He ynopaaoyeHbl yepes happens-before.

HeTteKkTnpyet Data Race npamo no onpegeneHuio



Thread Sanitizer — Data Race detector

ThreadSanitizer is a tool that detects data races. It consists of a compiler
instrumentation module and a run-time library. Typical slowdown introduced by
ThreadSanitizer is about B5x-15x. Typical memory overhead introduced by
ThreadSanitizer is about 5x-10x. (https://clang.llvm.org/docs/ThreadSanitizer.html )
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https://clang.llvm.org/docs/ThreadSanitizer.html

Thread Sanitizer — Data Race detector

void threadl() {

for (int i=0; i<100500; ++1)
vec.push back(i);

ready.store(true);
Progtam order

KaK OH 31O Agenaet?

std::atomic<bool> ready(false);

std::vector<int>» vec;

Happens-before

Synchro

nize

s-With

void thread2() {
» if (ready.load())

» std::cout << vec.size();

l Program order
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Thread Sanitizer — Data Race detector

void threadl() {
for (int i=0; i<100500; ++1)

KaK OH 31O Agenaet?

std::atomic<bool> ready(false);

std::vector<int>» vec;

Happens-before

vec.push_back(i);

ready.store(true);
Progtam order

Synchro

nize

s-With

void thread2() {

» if (ready.load())

» std::cout << vec.size();

He Tak!

l Program order
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Thread Sanitizer — Data Race detector

Ha ppoHTEHOE KOoMNuaaTopa TSan He XKUBET

‘ Swift front-end ARM back-end ‘
‘ C++ front-end mldo!le-.end X86_64 back-end ‘
Optimizer
‘ Rust front-end I PowerPC back-end ‘

Sanitizer }XuBeT 34€ecCb
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Jlornyeckue 4vacol
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Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

* K Kaxgomy cobbITUIO 3annUcK/YTeHMA CONOCTaBUM BPEMEHHYIO METKY T
 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2)

\ 4

Thread 1
(0,0, 0)

\ 4

Thread 2
(0,0, 0)

\ 4

Thread 3
(0,0, 0)
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Jlornyeckmne BEKTOPHDbIE yacsbl

* K Kaxgomy cobbITUIO 3annUcK/YTeHMA CONOCTaBUM BPEMEHHYIO METKY T
 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2)
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Thread 1 O >
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Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

* K Kaxgomy cobbITUIO 3annUcK/YTeHMA CONOCTaBUM BPEMEHHYIO METKY T
 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2)

(1,0,0) (2,0,0)

Thread 1 O @,
(0, 0, 0)

\ 4

\ 4

Thread 2
(0,0, 0)

\ 4

Thread 3
(0,0, 0)
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Jlornyeckmne BEKTOPHDbIE yacsbl

* K Kaxgomy cobbITUIO 3annUcK/YTeHMA CONOCTaBUM BPEMEHHYIO METKY T
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\ 4
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Jlornyeckmne BEKTOPHDbIE yacsbl

* K Kaxgomy cobbITUIO 3annUcK/YTeHMA CONOCTaBUM BPEMEHHYIO METKY T
 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2)

(1,0,0) (2,0,0)

Thread 1 O
(0,0, 0)

\ 4

\ 4

Thread 2
(0,0,0) 2,1,0)

®
\ 4

Thread 3

(0,0, 0) (0,0, 1)



Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

* K Kaxgomy cobbITUIO 3annUcK/YTeHMA CONOCTaBUM BPEMEHHYIO METKY T
 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2)

(1,0,0) (2,0,0) (3,0,1)

Thread 1 O
(0,0, 0)

\ 4

\ 4

Thread 2
(0,0,0) 2,1,0)

\ 4

Thread 3

(0,0, 0) (0,0, 1)



Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

* K Karkgomy cobbITUIO 3anuUcn/YTeHnsa conocTaBMM BpeMeHHYo MeTKy T el Ha Th(i) moxkeT 6bITb NPUYMHON
 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2) e2 Ha Th(j) echn T(el)[i] <= T(e2)[i]

(1,0,0) (2,0,0) (3,0,1)

Thread 1 O
(0,0, 0)

\ 4

\ 4

Thread 2
(0,0,0) 2,1,0)

\ 4

Thread 3

(0,0, 0) 0,0, 1)



Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

* K Karkgomy cobbITUIO 3anuUcn/YTeHnsa conocTaBMM BpeMeHHYo MeTKy T el Ha Th(i) moxkeT 6bITb NPUYMHON
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Thread 2 >
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Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

* K Karkgomy cobbITUIO 3anuUcn/YTeHnsa conocTaBMM BpeMeHHYo MeTKy T el Ha Th(i) moxkeT 6bITb NPUYMHON
 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2) e2 Ha Th(j) echn T(el)[i] <= T(e2)[i]
(1, 0, 0) (2,0,0) (3,0,1) i’YIO KOMMOHEHTY
Thread 1 O >  YBE/IMYMBAET TONbKO i'bI
(0, 0, 0) NOTOK
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Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

* K Karkgomy cobbITUIO 3anuUcn/YTeHnsa conocTaBMM BpeMeHHYo MeTKy T el Ha Th(i) moxkeT 6bITb NPUYMHON
 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2) e2 Ha Th(j) echn T(el)[i] <= T(e2)[i]
(1,0,0) (2,0,0) (3,0,1) i’YI0O KOMMNOHEHTY
Thread 1 O >  YBE/IMYMBAET TONbKO i'bI
(0, 0, 0) NOTOK
Thread 2 5 3anncb B aTOMUK — OTNPaBKa
(0, 0, 0) (2,1, 0) YteHune - nonyyeHue
Thread 3 >
(0,0, 0)

(0,0,1)



Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

* K Karkgomy cobbITUIO 3anuUcn/YTeHnsa conocTaBMM BpeMeHHYo MeTKy T el Ha Th(i) moxkeT 6bITb NPUYMHON
 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2) e2 Ha Th(j) echn T(el)[i] <= T(e2)[i]
(1, 0, 0) (2,0,0) (3,0,1) i’YIO KOMMOHEHTY
Thread 1 O >  YBE/IMYMBAET TONbKO i'bI
(0, 0, 0) NOTOK
Thread 2 5 3anucb B aTOMUK — OTMNPaBKa

(0, 0, 0) (2, 1, 0) YTeHne — nonyyeHmne
K aToMUMKy npuaaratotca Yacol

\ 4

Thread 3

(0,0, 0) 0,0, 1)
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Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

3anuncb B aTOMUK — OTNPaBKa
YTeHne — nonyyeHume

K aTomMuMKy npuaaratotca 4yachl
* K Karkgomy cobbITUIO 3anuUcn/YTeHnsa conocTaBMM BpeMeHHYo MeTKy T

 CobbiTne el npealwectsyeT cobbiThio e2 & T(el) < T(e2)

(1,0,0) (2,0,0) (3,0,1)

Thread 1 O
(0,0, 0)

\ 4

\ 4

Thread 2
(0,0,0) 2,1,0)

\ 4

Thread 3

(0,0, 0) (0,0, 1)



Thread Sanitizer — Data Race detector

K Kaxka0oMy cobbITUIO 3anncU/UYTeHNA CONOCTaBUM BPEMEHHYIO MeTKy T
CobbiTne el npegwectsyeTt cobbiTuio €2 < T(el) < T(e2)

Thread 1

Thread 2

Thread 3

Jlornyeckmne BEKTOPHDbIE yacsbl

(1,0,0)  (2,0,0) (3,0,1)
@ >
(0,0, 0)
(0,0, 0) (2,1,0) ,
(0,0, 0) ]

(0,0,1)

3anuncb B aTOMUK — OTNPaBKa
YTeHne — nonyyeHume
K aToMuMKy npuaaratotca Yyacol
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K Kaxka0oMy cobbITUIO 3anncU/UYTeHNA CONOCTaBUM BPEMEHHYIO MeTKy T
CobbiTne el npegwectsyeTt cobbiTuio €2 < T(el) < T(e2)

Thread 1

Thread 2

Thread 3
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@ >
(0,0, 0)
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3anuncb B aTOMUK — OTNPaBKa
YTeHne — nonyyeHume
K aToMuMKy npuaaratotca Yyacol

Ona obpalleHnit K namaTn
6yaem xpaHutb Thid + epoch

epoch — NoKanbHan
(cobcTBEHHAA) KOMMOHEHTA
4acoB TOro, KTo obpauianca
Ha MOMeHT obpalleHun
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K Kaxka0oMy cobbITUIO 3anncU/UYTeHNA CONOCTaBUM BPEMEHHYIO MeTKy T
CobbiTne el npegwectsyeTt cobbiTuio €2 < T(el) < T(e2)

Thread 1

Thread 2

Thread 3

Jlornyeckmne BEKTOPHDbIE yacsbl

3anuncb B aTOMUK — OTNPaBKa
YTeHne — nonyyeHume
K aToMuMKy npuaaratotca Yyacol

Ona obpalleHnit K namaTn
6yaem xpaHutb Thid + epoch

epoch — NoKanbHan

~ (cobcTBEHHAA) KOMMNOHEHTA

(1,0,0)  (2,0,0) (3,0,1)
® 5
(0,0, 0)
(0,0, 0) (2,1,0) ,
(0,0, 0) ]

(0,0,1)

4acoB TOro, KTo obpauianca
Ha MOMeHT obpalleHun

Thread — umeeT BEKTOPHbIe
yacbl (MonHble)



Thread Sanitizer — Data Race detector

K Kaxka0oMy cobbITUIO 3anncU/UYTeHNA CONOCTaBUM BPEMEHHYIO MeTKy T
CobbiTne el npegwectsyeTt cobbiTuio €2 < T(el) < T(e2)

Jlornyeckmne BEKTOPHDbIE yacsbl

3anuncb B aTOMUK — OTNPaBKa
YTeHne — nonyyeHume
K aToMuMKy npuaaratotca Yyacol

Ona obpalleHnit K namaTn
6yaem xpaHutb Thid + epoch

epoch — NoKanbHan

~ (cobcTBEHHAA) KOMMNOHEHTA

(1, 0, 0) (2,0,0) (3,0,1)
Thread 1 O >
(0,0,0)
Thread 2 >
(0, 0, 0) (2,1, 0)
Thread 3 >
(0,0,0)

(0,0,1)

4acoB TOro, KTo obpauianca
Ha MOMeHT obpalleHun

Thread — umeeT BEKTOPHbIe
yacbl (MonHble)

ATOMMUK - UMeeT BEKTOPHbIE
yacbl (MonHble)



Thread Sanitizer — Data Race detector

Mposepka: current_thread.clock[old.Thid] >= old.epoch

Jlornyeckmne BEKTOPHDbIE yacsbl
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Mposepka: current_thread.clock[old.Thid] >= old.epoch

Jlornyeckmne BEKTOPHDbIE yacsbl

1 3anuce, n nocneagHne 4yTeHnAa N3 KaxXa40ro noToka

(1, 0, 0) (2,0,0) (3,0,1)
Thread 1 O >
(0,0, 0)
Thread 2 >
(0,0, 0) (2,1, 0)
Thread 3 >
(0,0, 0)

(0,0,1)

3anuncb B aTOMUK — OTNPaBKa
YTeHne — nonyyeHume
K aToMuMKy npuaaratotca Yyacol

Ona obpalleHnit K namaTn
6yaem xpaHutb Thid + epoch

epoch — NoKanbHan
(cobcTBEHHAA) KOMMOHEHTA
4acoB TOro, KTo obpauianca
Ha MOMeHT obpalleHun
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Thread Sanitizer — Data Race detector

Jlornyeckmne BEKTOPHDbIE yacsbl

3anuncb B aTOMUK — OTNPaBKa
YTeHne — nonyyeHume

K aToMuMKy npuaaratoTca Yachbl
Mposepka: current_thread.clock[old.Thid] >= old.epoch

1 3anuce, n nocneagHne 4yTeHnAa N3 KaxXa40ro noToka

5 Ona obpalleHnit K namaTn
Byaem xpaHuUTb TONbKO nocneaHue 4 obpaleHns K A4enke NnamsaTm

6yaem xpaHutb Thid + epoch

(1,0,0) (2,0,0) (3,0,1)

epoch — NoKanbHan
Thread 1 O >

(cobcTBEHHAA) KOMMOHEHTA

(0,0, 0)
4acoB TOro, KTo obpauianca
Ha MOMeHT obpalleHun
Thread 2 S
(0,0, 0) (2,1, 0) Thread — nmeeT BeKTOpHbIE
yacbl (MonHble)
Thread 3 > ATOMMUK - UMeeT BEKTOpPHble

(0, 0, 0) 0,0, 1) yacbl (MonHbIe)
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Thread Sanitizer — Data Race detector

KaK peasin30BaHO - MHCTPYMEHTUPOBAHMUE

std::atomic<bool> a;
bool b;
void foo() {
a.store(true);
b = true;
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KaK peasin30BaHO - MHCTPYMEHTUPOBAHMUE

1. WHCTpymMeHTMpOBaHME aTOMMUKOB std::atomic<bool> a;
bool b;

void foo() {
a.store(true);
b = true;



Thread Sanitizer — Data Race detector

KaK peasin30BaHO - MHCTPYMEHTUPOBAHMUE

1. UHCTpymeHTUpPOBaAHME aTOMMKOB

std::atomic<bool> a; foo(): #
bool b; push rax
void foo() { mov rdi, qword ptr [rsp + 8]
a.store(true); call __tsan func_entry@PLT
b = true; mov edi, offset a
) mov esi, 1
edx, 5
call __tsan atomic8 store@PLT
mov edi, offset b
call __tsan writel@PLT
mov byte ptr [rip + b], 1
call __tsan func exit@PLT
pop rax
ret
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Thread Sanitizer — Data Race detector

KaK peasin30BaHO - MHCTPYMEHTUPOBAHMUE

1. UHCTpymeHTUpPOBaAHME aTOMMKOB
2. WHCTpyMeHTUpOBaHME HEe aTOMUKOB

std::atomic<bool> a; foo(): #
bool b; push rax
void foo() { mov rdi, qword ptr [rsp + 8]
a.store(true); call __tsan func_entry@PLT
b = true; mov edi, offset a
) mov esi, 1
edx, 5
call __tsan atomic8 store@PLT
edi, offset b
call __tsan writel@PLT
mov byte ptr [rip + b], 1
call __tsan func exit@PLT
pop rax

ret
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Thread Sanitizer — Data Race detector

KaK peasin30BaHO - MHCTPYMEHTUPOBAHMUE

NHCTpYMEHTUPOBaHUE aTOMUKOB
NHCTpYMEHTUpPOBaHNE HE aTOMUKOB
UHCTpyMeHTMpPOBaHMe BxoAa/BbIXxoaa

B GYHKLUMIO

std::atomic<bool> a; foo(): #
bool b; push rax
void foo() { mov rdi, gword ptr [rsp + 8
a.store(true); I call tsan func entry@PLT
b = true; mov edi, offset a
) mov esi, 1

edx, 5

__tsan atomic8 store@PLT
edi, offset b

__tsan writel@PLT

call

call

mov byte ptr [rip + b], 1
| call __tsan func exit@PLT

pop rax
ret
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Thread Sanitizer — Data Race detector

KaK peasin30BaHO - MHCTPYMEHTUPOBAHMUE

1. WHCTpyMeHTMpOBaHMe aTOMUKOB std::atomic<bool> a; foo(): ) ’
2. VIHCTpyMeHTMpOBaHME He aTOMUKOB b':”?i ::C” E;i :3)1( aword ptr [rep + 8
3. WHCcTpymeHTMpOBaHMe BXx0oAa/Bbixoaa e ; zzige'({tme}* I call tsan func entrv@pLT
B GYHKLMIO — trues ’ mov edi, offset a
) mov esi, 1
edx, 5
call tsan atomic8 store@PLT

S, v Ene

call __tsan writel@PLT

mov byte ptr [rip + b], 1
HeT HMKaKomn ocobon I0rnKu. | call __ tsan_func_exit@PLT ]

pop rax

ret
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KaK peasin30BaHO - MHCTPYMEHTUPOBAHMUE

NHCTpYyMEHTUpPOBaHME aTOMUKOB
NHCTPYMEHTUPOBAHME HE aTOMMKOB

UHCTpyMeHTMpPOBaHMe BxoAa/BbIXxoaa

B GYHKLUMIO

HeT HMKakon ocobon nornku.
ToNbKO BbI30Bbl MHTEPPENCHBIX GYHKLMM

std::atomic<bool> a; foo(): #
bool b; push rax
void foo() { mov rdi, gword ptr [rsp + 8
a.store(true); I call tsan func entry@PLT
b = true; mov edi, offset a
) mov esi, 1
edx, 5
call __tsan atomic8 store@PLT
edi, offset b
call __tsan writel@PLT
mov byte ptr [rip + b], 1
| call __tsan_Func_exit@%r?--1
pop rax

ret
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- - . foo(): #
1. WMHCTpYMEHTUpPOBaHWE aTOMMKOB std: :atomic<bool> a; Q) Jush  rax
bool b;
2. WNHCTpyMeHTMpOBaHME HE aTOMMKOB w—r F::-o{) ‘ MoV rdi, guord ptr [rsp + 8
3. WHcTpymeHTMpOBaHMe BXoAa/Bbixoaa 2. store(true):; | call tsan func entrv@PLT
B PYHKLMIO b = true; mov edi, offset a
) mov esi, 1
edx, 5
call __tsan atomic8 store@PLT
edi, offset b
call __tsan writel@PLT
mov byte ptr [rip + b], 1
HeT HMKaKomn ocobon I0rnKu. | call __ tsan_func_exit@PLT ]
“ v pop rax
ToNbKO BbI30BblI UHTEPPENCHBIX PYHKLMNIN ot
: : 1 foo(unsigned long*):
He Kak B ASan 1 #include <cstdint> ) T
2 void foo(uint64_t* a) { 3 shr rax, 3
4 cmp BYTE PTR [rax+2147450880], ©
3 *a = 42; . ine L7
4 }| 6 mov QWORD PTR [rdi], 42
7 ret
8 .L7:
9 push rax
10 call __asan_report_store8 90
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LLVM

main/llvm/include/llvm/Transforms/Instrumentation/ThreadSanitizer.h

main/llvm/lib/Transforms/Instrumentation/ThreadSanitizer.cpp

GCC

master/gcc/tsan.h
master/gcc/tsan.c
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Kak peann3oBaHoO - paHTaum

https://github.com/llvm/llvm-project/tree/main/compiler-rt/lib/tsan/rtl
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface.h

SANITIZER_IMTERFACE_ATTRIBUTE woid __tsan_readl{void *addr);
SANITIZER_IMTERFACE_ATTRIBUTE woid _ tsan_read2(voild *addr);
SANITIZER_INTERFACE_ATTRIBUTE woid __tsan_read4{void *addr);
SANITIZER_IMTERFACE_ATTRIBUTE woid _ tsan_read3(vold *addr);
SANITIZER_INTERFACE_ATTRIBUTE woid __tsan_readlé(void *addr);

SANITIZER_INTERFACE_ATTRIEUTE wr
SANITIZER_INTERFACE_ATTRIBUTE w
SANITIZER_INTERFACE_ATTRIEUTE w
SANITIZER_INTERFACE_ATTRIEBUTE w
SANITIZER_INTERFACE_ATTRIEUTE w

d __tsan_writel(void *addr);

__t=an_writeZ(void *addr);

__tsan_writed{void *addr);

__t=an_writed(void *addr);

o =] o =] o

(=] (=l (=] (=l

__t=an_writel&{vold *addr);
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Kak peann3oBaHoO - paHTaum

https://github.com/llvm/llvm-project/tree/main/compiler-rt/lib/tsan/rtl
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface.h

SANITIZER_IMTERFACE_ATTRIBUTE woid __tsan_readl{void *addr);
SANITIZER_IMTERFACE_ATTRIBUTE woid _ tsan_read2(voild *addr);
SANITIZER_INTERFACE_ATTRIBUTE woid __tsan_read4{void *addr);
SANITIZER_IMTERFACE_ATTRIBUTE woid _ tsan_read3(vold *addr);
SANITIZER_INTERFACE_ATTRIBUTE woid __tsan_readlé(void *addr);

_ ftsan_writel(void *addr); I

SANITIZER_IMTERFACE_ATTRIBUTE woid
SANITIZER_INTERFACE_ATTRIBUTE woid __ tsan_writeZ(void *addr);
SANITIZER_INTERFACE_ATTRIBUTE woid __ tsan_writed(void *addr);
SANITIZER_INTERFACE_ATTRIBUTE woid __ tsan_writed(void *addr);
SANITIZER_INTERFACE_ATTRIBUTE veid _ tsan_writelé(void *addr);
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https://github.com/llvm/llvm-project/tree/main/compiler-rt/lib/tsan/rtl
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface.h

SANITIZER_INTERFACE_ATTRIBUTE woid __ tsan_readl{void *addr}; CAMITIZER_IMTERFACE_ATTRIBUTE

SANITIZER_INTERFACE_ATTRIBUTE woid _ tsan_read?(void *addr); vold _ tsan_atomic®_store(volatile a8 *a, a8 v, morder mo);

(=)

SANITIZER_IMTERFACE_ATTRIBUTE woid tsan_read4(void *addr); SANITIZER_INTERFACE_ATTRIBUTE

SANITIZER_IMTERFACE_ATTRIBUTE void _ tsan_read8(void *addr}; vold _ tsan_atomiclé_store{volatile alé *a, alé v, morder mo);
SANITIZER_INTERFACE_ATTRIBUTE woid __tsan_readl6(void *addr); CAMITIZER_IMTERFACE_ATTRIBUTE

vold _ tsan_atomic32_store(volatile a32 *a, a32 v, morder mo);
SANITIZER_INTERFACE_ATTRIBUTE woid __ tsan_writel(void *addr); I SANITIZER_IMTERFACE_ATTRIBUTE
SANITIZER_INTERFACE_ATTRIBUTE woid __ tsan_writeZ(void *addr); vold _ tsan_atomicE4 store{volatile afd *a, ab4 v, morder mo);

SANITIZER_IMTERFACE_ATTRIBUTE woid _ tsan_writed(void *addr); #if _ TSAM _HAS_INT128
SANITIZER_INTERFACE_ATTRIBUTE w

(=)

id _ tsan_writeS(void *addr); SANITIZER _IMTERFACE_ATTRIBUTE
SANITIZER_INTERFACE_ATTRIBUTE wvoid __ tsan_writel&{wvoid *addr); vold _ tsan_atomicl28_store(volatile al28 *a, al28 v, morder mo);
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https://github.com/llvm/llvm-project/tree/main/compiler-rt/lib/tsan/rtl
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface.h

SANITIZER_IMTERFACE_ATTRIBUTE void _ tsan_readl{void ®addr); NITIZER JMTEREACE ATTRIEITE
SANITIZER_INTERFACE_ATTRIBUTE woid _ tsan_read?(void *addr); void _ tsan_atomicB_store(volatile a8 *a, ab v, morder mo); I
SANITIZER_INTERFACE_ATTRIBUTE woid __ tsan_read4{void *addr); SANITIZER_INTERFACE _ATTRIBUTE
SANITIZER_INTERFACE_ATTRIBUTE woid _ tsan_readi(void *addr); vold __tsan_atomiclé_store{volatile alé *a, alé v, morder mo);
SANITIZER_INTERFACE_ATTRIBUTE woid __tsan_readl6(void *addr); SANITIZER_INTERFACE_ATTRIBUTE

vold __tsan_atomic3?_store(volatile a32 *a, a32 v, morder mo);
SANITIZER_INTERFACE_ATTRIBUTE woid __ tsan_writel(void *addr); I SANITIZER_IMTERFACE_ATTRIBUTE
SANITIZER_IMTERFACE_ATTRIBUTE woid _ tsan_writeZ(void *addr); vold _ tsan_atomicéd _store{volatile as4 *a, ab4 v, morder mo);
SANITIZER_INTERFACE_ATTRIBUTE woid __ tsan_writed(void *addr); #if _ TSAN_HAS_INT128
SANITIZER_IMTERFACE_ATTRIBUTE woid _ tsan_writed(void *addr); SANITIZER_IMTERFACE_ATTRIBUTE
SANITIZER_INTERFACE_ATTRIBUTE wvoid __ tsan_writel&{wvoid *addr); vold _ tsan_atomicl28_store(volatile al28 *a, al28 v, morder mo);
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface.h
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface.inc

vold __tsan_writel(wvoid ®*addr) {

SANITIZER_INTERFACE_ATTRIBUTE void _ tsan_readl(void *addr);

SANITIZER_INTERFACE_ATTRIBUTE void _ tsan_read2(void *addr); MemoryAccess(cur_thread(), CALLERPC, (uptrjaddr, 1, kAccesskirite];
SANITIZER_INTERFACE_ATTRIBUTE void _ tsan_read4(void *addr); ¥ 7

SANITIZER_INTERFACE_ATTRIBUTE void _ tsan_read8(void *addr);

SANITIZER_INTERFACE_ATTRIBUTE woid __tsan_readlé(void *addr);

SANITIZER_IMTERFACE_ATTRIBUTE woid _ tsan_writel(void *addr); I

SANITIZER_INTERFACE_ATTRIBUTE

SANITIZER_INTERFACE_ATTRIEUTE w
SANITIZER_INTERFACE_ATTRIEBUTE w
SANITIZER_INTERFACE_ATTRIEUTE w

__t=an_writeZ(void *addr);

__tsan_writed{void *addr);

__t=an_writed(void *addr);

o =] o =] o

(=] (=l (=] (=l

__t=an_writel&{vold *addr);
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface.inc

[hT}

wio1d T=an

writel(void *addr) {

MemoryhAccess{cur_thread(), CALLERPC, (uptrladdr, 1, kfccesshirite);

ALWAYS INLINE USED voild MemoryAccess(ThreadState *thr, uptr pc, uptr addr,
int kAccessSizelog, bool kAccessIshrite,
bool kIsAtomic) {

RawShadow *shadow_mem = MemToShadow(addr);
FastState fast state = thr->fast_state;
Shadow cur(fast_state);
MemoryAccessImpli(thr, addr, kAccessSizelog, kAccessIsWrite, kIsAtomic,

shadow_mem, cur);

175
176
177
201
202
203

https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp

void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,
bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,
Shadow cur) {
for (int idx = @; idx < 4; idx++) {
# include "tsan_update_shadow word.inc”
}
if (LIKELY(stored))
return;
// choose a random candidate slot and replace it
StoreShadow(shadow mem + (cur.epoch() % kShadowCnt), store word);
return;
RACE:
HandleRace(thr, shadow_mem, cur, old);
return;
¥
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_update_shadow_word.inc

15 do { 175

16 const unsigned kAccessSize = 1 << kAccessSizelog; 176
177

201
202

17 u6d *sp = &shadow mem[idx];
18 old = LoadShadow(sp);

203

229
230
231
232
233
234
235
2
2

36
37

void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,
bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,
Shadow cur) {
for (int idx = @; idx < 4; idx++) {
# include "tsan_update_shadow word.inc”

¥

if (LIKELY(stored))
return;
// choose a random candidate slot and replace it
StoreShadow(shadow mem + (cur.epoch() % kShadowCnt), store word);
return;
RACE:
HandleRace(thr, shadow_mem, cur, old);

return;

}
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_update_shadow_word.inc

do {
const unsigned kAccessSize = 1 << kAccessSizelog;
u6d *sp = &shadow mem[idx];
old = LoadShadow(sp);

// is the memory access equal to the previous?
if (LIKELY(Shadow::AddreandsizeAreEqual(cur, old))) {

i! I
if (LIKELY(Shadow::TidsAreEqual(old, cur))) {
if (LIKELY(old.IsRuWkeakerorequal(kAccessIsWrite, kIsAtomic))) {

nredar

StoreIfNotyetStored(sp, &store_word);

stored = true;
}
break;
}
if (HappensBefore(old, thr)) {
if (old.IsRuWWeakerortEqual(kaccessIsWrite, kIsAtomic)) {
StoreIfNotyetStored(sp, &store_word);

stored = true;

\
J

break;

1
i)

if (LIKELY(old.IsBothReadsoratomic(kAccessIsWrite, kIsAtomic)))
break;
goto RACE;

175
176
177
201
202
203

void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,

bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,

Shadow cur) {
for (int idx = @; idx < 4; idx++) {
# include "tsan_update_shadow word.inc”

¥

if (LIKELY(stored))
return;
// choose a random candidate slot and replace it
StoreShadow(shadow mem + (cur.epoch() % kShadowCnt), store word);
return;
RACE:
HandleRace(thr, shadow_mem, cur, old);

return;
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_update_shadow_word.inc

15 do { 175  void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,
16 const unsigned kAccessSize = 1 << kAccessSizelog; 176 bool kAccessIswWrite, bool kIsAtomic, uba *shadow mem,
17 ued *sp = &shadow_mem[idx]; 177 Shadow cur) {

18 old = LoadShadow(sp); 201 for (int idx = @; idx < 4; idx++) {

26 // is the memory access equal to the previous? 207 # dnclude "tsan_update_shadow_word.inc"

27 if (LIKELY(Shadow: :AddreAndsizeAreEqual(cur, old))) { 202 }

28 // same thread? 229 if (LIKELY(stored))

29 if (LIKELY(Shadow::TidsAreEqual(old, cur))) { 230 return;

30 if (LIKELY(old.IsRuWkeakerorequal(kAccessIsWrite, kIsAtomic))) { 231 // choose a random candidate slot and replace it

1 StoreIflotyetStored(sp, &store_word); 232 StoreShadow(shadow mem + (cur.epoch() % kShadowCnt), store word);
32 stored = true; 233 return;

33 } 234 RACE:

34 break; 235 HandleRace(thr, shadow_mem, cur, old);

35 } 236 return;

36 if (HappensBefore(old, thr)) { 237}

37 if (old.IsRuWWeakerortEqual(kaccessIsWrite, kIsAtomic)) {

38 StoreIfNotyetStored(sp, &store_word);

39 stored = true;

48 )

41 break;

42 }

43 if (LIKELY(old.IsBothReadsoratomic(kAccessIsWrite, kIsAtomic)))

A4 break;

45 goto RACE;

46 }
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_update_shadow_word.inc

do {
const unsigned kAccessSize = 1 << kAccessSizelog;
u6d *sp = &shadow mem[idx];
old = LoadShadow(sp);

// is the memory access equal to the previous?
if (LIKELY(Shadow::AddreandsizeAreEqual(cur, old))) {
// same thread?
if (LIKELY(Shadow::TidsAreEqual(old, cur))) {
if (LIKELY(old.IsRuWkeakerorequal(kAccessIsWrite, kIsAtomic))) {
StoreIfNotyetStored(sp, &store_word);

stored = true;
1
J
break;

1
[

if (HappensBefore(old, thr)) {
if (old.IsRuWWeakerortEqual(kaccessIsWrite, kIsAtomic)) {
StoreIfNotyetStored(sp, &store_word);

stored = true;

\
J

break;

1
[

if (LIKELY(old.IsBothReadsoratomic(kAccessIsWrite, kIsAtomic)))
break;

goto RACE;

175
176
177
201
202
203

void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,

bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,

Shadow cur) {
for (int idx = @; idx < 4; idx++) {
# include "tsan_update_shadow word.inc”

¥

if (LIKELY(stored))
return;
// choose a random candidate slot and replace it
StoreShadow(shadow mem + (cur.epoch() % kShadowCnt), store word);
return;
RACE:
HandleRace(thr, shadow_mem, cur, old);

return;
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_update_shadow_word.inc

do {
const unsigned kAccessSize = 1 << kAccessSizelog;
u6d *sp = &shadow mem[idx];
old = LoadShadow(sp);

// is the memory access equal to the previous?
if (LIKELY(Shadow::AddreandsizeAreEqual(cur, old))) {
// same thread?
if (LIKELY(Shadow::TidsAreEqual(old, cur))) {
if (LIKELY(old.IsRuWkeakerorequal(kAccessIsWrite, kIsAtomic))) {
StoreIfNotyetStored(sp, &store_word);

stored = true;
1
J
break;

1
[

if (HappensBefore(old, thr)) {
if (old.IsRuWWeakerortEqual(kaccessIsWrite, kIsAtomic)) {
StoreIfNotyetStored(sp, &store_word);

stored = true;

\
J

break;

1
[

if (LIKELY(old.IsBothReadsoratomic(kAccessIsWrite, kIsAtomic)))
break;

goto RACE;

176
171
172

static inline bool HappensBefore(Shadow old, ThreadState *thr)

}

175
176
177
201
202
203

void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,

bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,

Shadow cur) {
for (int idx = @; idx < 4; idx++) {
# include "tsan_update_shadow word.inc”

¥

if (LIKELY(stored))
return;
// choose a random candidate slot and replace it
StoreShadow(shadow mem + (cur.epoch() % kShadowCnt), store word);
return;
RACE:
HandleRace(thr, shadow_mem, cur, old);

return;

return thr->clock.get(old.TidWithIgnore()) »>= old.epoch();
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Thread Sanitizer — Data Race detector

Kak peann3oBaHoO - paHTaum

https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_update_shadow_word.inc

do {
const unsigned kAccessSize = 1 << kAccessSizelog;
u6d *sp = &shadow mem[idx];
old = LoadShadow(sp);

// is the memory access equal to the previous?
if (LIKELY(Shadow::AddreandsizeAreEqual(cur, old))) {
// same thread?
if (LIKELY(Shadow::TidsAreEqual(old, cur))) {
if (LIKELY(old.IsRuWkeakerorequal(kAccessIsWrite, kIsAtomic))) {
StoreIfNotyetStored(sp, &store_word);

stored = true;
1
J
break;

1
[

if (HappensBefore(old, thr)) {
if (old.IsRuWWeakerortEqual(kaccessIsWrite, kIsAtomic)) {
StoreIfNotyetStored(sp, &store_word);

stored = true;

\
J

break;

1
[

if (LIKELY(old.IsBothReadsoratomic(kAccessIsWrite, kIsAtomic)))
break;

goto RACE;

175  void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,

176 bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,
177 Shadow cur) {

201 for (int idx = @; idx < 4; idx++) {

202  # include "tsan_update_shadow word.inc”

203 }

229 if (LIKELY(stored))

230 return;

231 // choose a random candidate slot and replace it

232 StoreShadow(shadow mem + (cur.epoch() % kShadowCnt), store word);
233 return;

234 RACE:

235 HandleRace(thr, shadow_mem, cur, old);

236 return;

237 ¥

176 static inline bool HappensBefore(Shadow old, Threadstate *thr) {
171 return thr->clock.get(old.TidWithIgnore()) »>= old.epoch();
172} Mposepka: current_thread.clock[old.Thid] >= old.epoch

1 3anucb, U NocaegHUe YTEHUA U3 KarKA0ro NoToKa
Byaem xpaHuUTb TO/IbKO nocneanune 4 obpalleHuna K ayelike namaTm

(1,0,0) (2,0,0) (3,0,1)

Thread 1 () () @)
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_update_shadow_word.inc

15 do {

16 const unsigned kAccessSize = 1 << kAccessSizelog;

17 u6d *sp = &shadow mem[idx];

18 old = LoadShadow(sp);

47 // Do the memory access intersect?

I48 if (Shadow::TwoRangesIntersect(old, cur, kAccessSize)) { I

49 if (shadow::TidsArekqual(old, cur))

50 break;

51 if (old.IsBothReadsoOrAtomic(kAccessIsWrite, kIsAtomic))

52 break;

53 if (LIKELY(HappensBefore(old, thr)))

54 break;

55 goto RACE;

56 }

57 // The accesses do not intersect. L7
58 break; 171
59 } while (@); 172

175
176
177
201
202
203

void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,
bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,
Shadow cur) {
for (int idx = @; idx < 4; idx++) {
# include "tsan_update_shadow word.inc”

¥

if (LIKELY(stored))
return;
// choose a random candidate slot and replace it
StoreShadow(shadow mem + (cur.epoch() % kShadowCnt), store word);
return;
RACE:
HandleRace(thr, shadow_mem, cur, old);
return;

}

static inline bool HappensBefore(Shadow old, Threadstate *thr) {
return thr->clock.get(old.TidWithIgnore()) »>= old.epoch();

} Mposepka: current_thread.clock[old.Thid] >= old.epoch
1 3anucb, U NocaegHMe YTEHMA M3 KaxKa0ro NoToKa
Byaem xpaHuTb TONbKO nocnegHue 4 obpalleHms K a4einke NnamaTm

(1,0,0) (2,0,0) (3,0,1)

Thread 1 () () @)
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_update_shadow_word.inc

15 do { 175  void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,
16 const unsigned kAccessSize = 1 << kAccessSizelog; 176 bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,
17 ued *sp = &shadow_mem[idx]; 177 Shadow cur) {
18 old = LoadShadow(sp); 201 for (int idx = @; idx < 4; idx++) {
202  # include "tsan_update_shadow word.inc”
A7 // Do the memory access intersect? 203 }
A8 if (Shadow::TwoRangesIntersect(old, cur, kAccessSize)) { 229 if (LIKELY(stored))
49 if (Shadow::TidsAreEqual(old, cur)) 230 return;
50 break; 231 // choose a random candidate slot and replace it
51 if (old.IsBothReadsOrAtomic(kAccessIsWrite, kIsAtomic)) ijj iz:ii?adow(Shadowfmem + (cur.epoch() % kShadowtnt), store word);
22 break; 234 RACE:
53 if (LIKELY(HappensBefore(old, thr))) 235 HandleRace(thr, shadow mem, cur, old);
54 break; 236 return;
55 goto RACE; 237}
56 ¥ D .
- 1/ The accesses do not intersect. 176 static inline bool HappensBefore(Shadow old, Threadstate *thr) {
58 break; 171 return thr->clock.get(old.TidWithIgnore()) »>= old.epoch();
59} while (0); 172} Mposepka: current_thread.clock[old.Thid] >= old.epoch
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_update_shadow_word.inc

15 do { 175  void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,
16 const unsigned kAccessSize = 1 << kAccessSizelog; 176 bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,
17 ued *sp = &shadow_mem[idx]; 177 Shadow cur) {
18 old = LoadShadow(sp); 201 for (int idx = @; idx < 4; idx++) {
202  # include "tsan_update_shadow word.inc”
A7 // Do the memory access intersect? 203 }
A8 if (Shadow::TwoRangesIntersect(old, cur, kAccessSize)) { 229 if (LIKELY(stored))
49 if (Shadow::TidsAreEqual(old, cur)) 230 return;
50 break; 231 // choose a random candidate slot and replace it
51 if (old.IsBothReadsOrAtomic(kAccessIsWrite, kIsAtomic)) ijj iz:ii?adow(Shadowfmem + (cur.epoch() % kShadowtnt), store word);
= break; 234 RACE:
53 if (LIKELY(HappensBefore(old, thr))) 235 HandleRace(thr, shadow mem, cur, old);
54 break; 236 return;
55 goto RACE; 237}
56 ¥ D .
- 1/ The accesses do not intersect. 176 static inline bool HappensBefore(Shadow old, Threadstate *thr) {
58 break; 171 return thr->clock.get(old.TidWithIgnore()) »>= old.epoch();
59} while (0); 172} Mposepka: current_thread.clock[old.Thid] >= old.epoch
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_shadow.h

94  // Shadow (from most significant bit):

95 !,.'!: freed -1 175  void MemoryAccessImpll(ThreadState *thr, uptr addr, int kAccessSizelog,
176 bool kAccessIsWrite, bool kIsAtomic, u64 *shadow mem,
a . . , . -
96 tid : kTidBits 177 Shadow cur) {
a7 ;'!f is_ato-nic 1 201 for (int idx = @; idx < 4; idx++) {
o . 202  # include "tsan_update_shadow word.inc”
a8 I 15 read N
— 203 }
g9 fr 1 7 o
93 o 514“—10% 2 229 if (LIKELY(stored))
186 _;"r _fr addre V3 238 return;
) o . 231 // choose a random candidate slot and replace it
101 I tpOCh : kClkBits 232 StoreShadow(shadow mem + (cur.epoch() % kShadowCnt), store word);
182 class Shadow : public FastState { 233 return;
i 234 RACE:
103 DUb:I-lC: 235 HandleRace(thr, shadow_mem, cur, old);
236 return;
237}

176 static inline bool HappensBefore(Shadow old, Threadstate *thr) {
171 return thr->clock.get(old.TidWithIgnore()) »>= old.epoch();
172} Mposepka: current_thread.clock[old.Thid] >= old.epoch
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_shadow.h

if (kCollectHistory} {

94  // Shadow (from most significant bit): fast_state.IncrementEpoch();
95 // freed -1 thr->fast_state = fast_state;
o . . ) TracefddEvent(thr, fast_state, EventTypeMop, pc);
96 [/ tid : kTidBits _ -
cur.IncrementEpochi};
97 // 1s_atomic 1
98 // 1is_read t 1
99 // size log 2
108 !/ addre i 3
1e1 // epoch : kClkBits

182 class Shadow : public FastState {
103 public:

23 class Faststate {

24 public:

52 void IncrementEpoch() {

53 utd old epoch = epoch();

54 X_ 4= 1;

55 DCHECK_EQ{old epoch + 1, epoch());
56 (void)old_epoch;

57 }

Hanpem roe MHKpemeHTupyeTca
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_shadow.h
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp

// Shadow (from most significant bit): ?ig
freed P 1 ;;;
//  tid : kTidBits
is atomic 1
is_read : 1
// size log 2
_ addre : 3
//  epoch : kClkBits

class Shadow : public FastState {
public:

class Faststate {
public:
void IncrementEpoch() {
utd old epoch = epoch();
X_ +=1;
DCHECK_EQ{old epoch + 1, epoch());
(void)old_epoch;

ALWAYS_THLIME USED woid Memoryoccess{ThreadState *thr, uptr pc, uptr addr,
int kAccessSizelog, bool kéccessIsbirite,
bool kIsAtomic) |

if (kCollectHistory)} {
fast_state.IncrementEpoch();
thr->fast_state = fast_state;
TracefddEvent(thr, fast_state, EventTypeMop, pc);

cur.IncrementEpochi};

Hanpem roe MHKpemeHTupyeTca
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_shadow.h
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_rtl_access.cpp

94
95
96
a7
98
a9
106
101
102
1683
23

24
52

53
54

56
57

[/ shadow {-Fr«gm most significant bit): 358 ALWAYS_THLIME USED woid Memoryoccess{ThreadState *thr, uptr pc, uptr addr,
i L ¥ = =] 1 L)
P q 351 int kAccessSizelog, bool kéccessIsbirite,
- .
ree S 352 hool kIsAtomic) f
[/ tid : kTidBits if (kCollectHistory} {
is atomic 1 fast_state.IncrementEpoch();
i B ! thr->fast_state = fast_state;
15 read H
- TracefddEvent(thr, fast_state, EventTypeMop, pc);
[/ 51ze_log 2 cur.IncrementEpoch{);
addre I
! epoch + kClkBits 261 static void AtomicStore(ThreadState *thr, uptr pc, volatile T *a, T v
class Shadow : public Faststate { 262 morder ma) {
public: 276 thr-»fast_state.IncrementEpoch{);
class Faststate {

public:

void IncrementEpoch() {

utd old epoch =

X_ 4= 1;

epoch();

¥

https://github.com/llvm/llvm-project/blob/main/compiler-

rt/lib/tsan/rtl/tsan_interface_atomic.cpp

DCHECK_EQ{old epoch + 1, epoch());

(void)old_epoch;

Hanpem roe MHKpemeHTupyeTca
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261  static void AtomicStore(ThreadState *thr, uptr pc, wvolatile T *a, T v,
morder mo} {

e P=Tal il T I

264 Memory&ccess{thr, pc, (uptrla, Access5ize<T»(), kAccessWrite | kAccessAtomic); I
265 This fast-path 1s critical for performance

266 Assume the access is atomic

267 ff Strictly saying even relaxed store cuts off release sequence,

263 f{ s0 must reset the clock.

269 if (!IsReleaseOrder{mo)) {

278 MoTsanAtomicStore(a, v, mo);

271 return;

272

273 __sync_synchronizel};

274 syncVar #s5 = ctx-rmetamap.GetsyncOrCreate(thr, pc, (uptrla, false);
275 Lock L{&s-»mix);

276 thr->fast_state.IncrementEpochi};

277 ff Can't increment epoch w/o writing to the trace as well.

278 TraceAddEvent(thr, thr-:fast_state, EventTypeMop, @);

279 ReleaseStoreImpl(thr, pc, &s->clock);

280 MoTsanAtomicStore(a, v, mo);

281 ¥
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface _atomic.cpp

261  static void AtomicStore(ThreadState *thr, uptr pc, wvolatile T *a, T v,
262 morder mo} {

263 DCHECK (Is5toreOrder{mo));

264 Memory&ccess{thr, pc, (uptrla, Access5ize<T>{), kAccessWrite | kAccessAtomic);
265 {f This fast-path is critical for performance.

266 /i Assume the access 1s atomic.

267 f{ Strictly saying even relaxed store cuts off release sequence,
plats o en myst recat the ook

269 if (!Is=Releaselrder{mo)) {

278 MoTsanAtomicstore(a, v, mo);

271 return;

272 }

273 _ sync_synchronize(};

274 syncVar #s5 = ctx-rmetamap.GetsyncOrCreate(thr, pc, (uptrla, false);
275 Lock L{&s-»mix);

276 thr-»fest_state.IncrementEpochi);

277 ff Can't increment epoch w/o writing to the trace as well.

278 TraceAddEvent(thr, thr-:fast_state, EventTypeMop, @);

279 ReleaseStoreImpl(thr, pc, &s->clock);

258 NoTsanAtomicStore(a, v, mo);

281 1
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface _atomic.cpp

261  static void AtomicStore(ThreadState *thr, uptr pc, wvolatile T *a, T v,
262 morder mo} {

263 DCHECK (Is5toreOrder{mo));

264 Memory&ccess{thr, pc, (uptrla, Access5ize<T>{), kAccessWrite | kAccessAtomic);
265 ‘4 This fast-path i1s critical for performance.

266 ff Assume the access is atomic.

267 ff Strictly saying even relaxed store cuts off release sequence,

263 f{ s0 must reset the clock.

269 if (!Is=Releaselrder{mo)) {

278 MoTsanAtomicstore(a, v, mo);

271 return;

272 }

273 __sync_synchronizel}; I
274 syncVar #s5 = ctx-rmetamap.GetsynclrCreate(thr, pc, (uptrla, false);
275 Lock L{&s-»mix);

276 thr-»fest_state.IncrementEpochi);

277 ff Can't increment epoch w/o writing to the trace as well.

278 TraceAddEvent(thr, thr-:fast_state, EventTypeMop, @);

279 ReleaseStoreImpl(thr, pc, &s->clock);

258 NoTsanAtomicStore(a, v, mo);

281 1
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface _atomic.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_sync.h

static void AtomicStore(ThreadState *thr, uptr pc, wolatile T *a, T v,

w

ReleaseStoreImpl(thr, pc, &s->clock);

NoTsanAtomicStore(a, v, mo);

e
n’.-\._
_ . 49 S syncVar is a descriptor of a user synchronization object
262 morder ma) { ! i : J
- — - 58 / (mutex or an atomic variable).
263 DCHECK (Is5toreOrder{mo)); '
. . . , . . \ N . , ; : 51 struct SyncVar {
264 Memory&ccess{thr, pc, (uptrla, Access5ize<T>{), kAccessWrite | kAccessAtomic);
. . - . . . . 52 Syncvar();
265 { This fast-path 1s critical for performance. N o
53
266 f{ Assume the access 1s atomilc.
- . o . _ 67 SyncClock clock;
267 f/ Strictly saying ewven relaxed store cuts off release sequence, . !
268 // so must reset the clock. 23 J/ The clock that lives in sync wariables (mutexes, atomics, etc).
269 if (!Is=Releaselrder{mo)) { 24  class syncClock {
278 MoTsanAtomicstore(a, v, mo); 25 oublic:
271 return; 26 SyncClock({);
272 ] 27 ~SyncClock();
273 sync synchronize(); - .
= : - ze0 134  class ThreadClock {
274 syncVar #s5 = ctx-rmetamap.GetsyncOrCreate(thr, pc, (uptrla, false); I i oublic:
275 Lock L{&s-»mix);
5y i f Numbsr of actiw - - = e T 4 i e e warne’
276 thr->fast_state.IncrementEpoch(); 221 lumber of actlve elements in the clk_ table (the rest 1s zeros).
73 - 1 .
277 f/ Can't increment epoch w/o writing to the trace as well. I uptr nclk_;
—_ b ] A A= e T 1 . i Fiwed =ize wvectaor cloc
278 TraceAddEvent(thr, thr-»fast_state, EventTypeMop, @) cod ued clk_[kMaxTidInClock]; // Fixed size vector clock.
-
.
.
r
-
.

=]
=~

https://github.com/llvm/llvm-project/blob/main/compiler-
rt/lib/tsan/rtl/tsan_clock.h
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface _atomic.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_sync.h

261 static void AtomicStore(ThreadState *thr, uptr pc, wolatile T *a, T v,
. i 45 Sf SyncVar is a descriptor of a user synchronization object
262 morder mo} {
58 { (mutex or an ato variable}.
263 DCHECK (IsStoreOrder(mo)); JmuLex or a mic variable]
. : . . . . \ N . , ; : 51 struct SyncVar {
264 Memory&ccess{thr, pc, (uptrla, Access5ize<T>{), kAccessWrite | kAccessAtomic);
. . - . . . . 52 Syncvar():
265 { This fast-path 1s critical for performance.
[==]

266 /¢ BAssume the access is atomic. o

o . _ &7 SyncClock clock;
267 f/ Strictly saying ewven relaxed store cuts off release sequence, . !
263 ff =0 must reset the clock. 23 j/ The clock that lives in sync wvariables (mutexes, atomics, =tc).
269 if (!IsReleaselrder{ma)) { 24 class SyncClock {
278 MoTsanAtomicstore(a, v, mo); 25 public:
271 return; 26 SyncClock();
272 H 27 ~SyncClock();
273 vinec =vnch iz .
=0 —sync_synchronize(}; 134  class ThreadClock {

- - 135 public:
275 Lock L{&s-»mix);
276 thr-»fast_state.IncrementEpochi); 221 ff Number of active elements in the clk_ table {(the rest 1s zeros).
- 73 - 1 .

277 ff Can't increment epoch w/o writing to the trace as well. I uptr nclk_;
278 TracefddEvent(thr, thr->fast_state, EventTypeMop, 8); 223 ubd clk_[kMaxTidInClock]; // Fixed size wector clock.
279 ReleaseStoreImpl(thr, pc, &s->clock);
258 NoTsanAtomicStore(a, v, mo); R . . .
o https://github.com/llvm/llvm-project/blob/main/compiler-

rt/lib/tsan/rtl/tsan_clock.h
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface _atomic.cpp
https //github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_sync.h

static void AtomicStore(ThreadState *thr, uptr pc, wolatile T *a, T v,

Pa P Pa P Pa P Pa P Pa P Pa P Pa P Pa P I'\-.l

u; norder mo) { 43  ff SyncVar is a descriptor of a user synchronization object
63 DCHECK(IsStoreOrder(mo)); 58 / (mutex or an atomic variable).
G Memoryéccess{thr, pc, (uptrla, Access5ize<T>({), kAccesskirite | klccessitomic); L sEruct SFqEEaP 1
5 '/ This fast-path is critical for performance. - syneVard);
. , 53
66 f{ Assume the access 1s atomilc. a
&7 ff Strictly saying even relaxed store cuts off release sequence, o syncllock clock;
63 ff =0 must reset the clock. 23 J/ The clock that lives in sync wariables (mutexes, atomics, e=tc).
&9 if (!Is=Releaselrder{mo)) { 24  class SyncClock {
70 MoTsanAtomicstore(a, v, mo); 25 public:
71 return; 25 SyncClock();
72 ¥ 27 ~SyncClock();
73 —sync_synchronize(}; 134 class ThreadClock {
74 syncVar #s5 = ctx-rmetamap.GetsyncOrCreate(thr, pc, (uptrla, false); 135 oublic: -
75 Lock L{&s-»mix);
76 thr-»fast_state.IncrementEpoch(); 221 {f Number of active elements in the clk_ table (the rest is zeros).
77 ff Can't increment epoch w/o writing to the trace as well. 222 uptr nclk_;
74 Loaceidde ant(Shr  Shr ofact oizte FueniTupahon. Do 223 ubd clk_[kMaxTidInClock]; // Fixed size wector clock.

w

ReleaseStoreImpl(thr, pc, &s->clock); I

NoTsanAtomicStore(a, v, mo);

=]
=~

Pa P Pa

https://github.com/llvm/llvm-project/blob/main/compiler-
rt/lib/tsan/rtl/tsan_clock.h
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface _atomic.cpp
https //github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_sync.h

static void AtomicStore(ThreadState *thr, uptr pc, wolatile T *a, T v,

] I'

[=
(M8 2 =

morder mo) { 513  void ReleaseStoreTImpl(Threadstate *thr, uptr pc, SyncClock *c) {
& DCHECK (Is5toreOrder{mo)); 514 if (thr-ignore sync)
fd Memory&ccess{thr, pc, (uptrla, Access5ize<T>{), kAccessWrite | kAccessAtomic); 515 return;
ff :; Tﬂiﬂ fast-path is fFi:ica% for performance. 516 thr->clock.set(thr->fast_state.epoch());
%i :5 Ass%re_:re E?CEES e A o 517 thr->fast synch epoch = thr->fast state.epoch();
- TRCTY B Suen Teleied store cuts of reneess seanenes, I 518 thr-»>clock.ReleaseStore(&thr->proc()-»clock_cache, c); I
68 (f so must reset the clock.
64 if (!Is=Releaselrder{mo)) { o I
78 MoTsanAtomicstore(a, v, mo);
71 return;
72
73 __sync_synchronizel};
74 syncVar #s5 = ctx-rmetamap.GetsyncOrCreate(thr, pc, (uptrla, false);
75 Lock L{&s-»mix);
76 thr-»fast_state.IncrementEpochi);
77 ff Can't increment epoch w/o writing to the trace as well.
78 TraceAddEvent(thr, thr-:fast_state, EventTypeMop, @);
74 ReleaseStoreImpl(thr, pc, &s->clock);
1% NoTsanAtomicStore(a, v, mo);

Pa P Pa P Pa P Pa P Pa P Pa P Pa P Pa P Pa P Pa P Pa

(= =]

!
—
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface _atomic.cpp
https //github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_sync.h

static void AtomicStore(ThreadState *thr, uptr pc, wolatile T *a, T v,

¥ [=
(M8 2 I .

Pa P Pa P Pa P Pa P Pa P Pa P Pa P Pa P Pa P Pa P I'\-.l

morder maj} { 512  void ReleaseStoreImpl(Threadstate *thr, uptr pc, SyncClock *c) {
G DCHECK (Is5toreOrder{mo)); 514 if (thr-ignore sync)
fd Memory&ccess{thr, pc, (uptrla, Access5ize<T>{), kAccessWrite | kAccessAtomic); 515 return;
%5 :; Tﬂiﬂ fast-path is c*i:ica% for performance. 516 thr->clock.set(thr->fast_state.epoch());
%E :ﬁ Ass%re_:re ACEESS A5 ARt i 517 thr->fast synch epoch = thr->fast state.epoch();
%: :i S:’::t_;lsey;rgle:s?ﬂ"ilaxfd store cuts off release sequence, I 518 thr-»>clock.ReleaseStore(&thr->proc()-»clock_cache, c); I
68 // so must reset the clock.
64 if (!Is=Releaselrder{mo)) { o I
78 MoTsanAtomicstore(a, v, mo);
71 return; //  void ThreadClock: :ReleaseStore(SyncClock *dst) const {
72 ] for (int 1 = @; 1 < kMaxThreads; i++)
7 synesynchrontze (s dst->clock[i] = clock[i];
74 syncVar #s5 = ctx-rmetamap.GetsyncOrCreate(thr, pc, (uptrla, false);
75 Lock 1(&s-»mix); /7 ¥
76 thr-»fest_state.IncrementEpochi);
77 ff Can't increment epoch w/o writing to the trace as well.
78 TraceAddEvent(thr, thr-:fast_state, EventTypeMop, @);
74 ReleaseStoreImpl(thr, pc, &s->clock);
e NoTsanAtomicStore(a, v, mo);
81}
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https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_interface _atomic.cpp
https://github.com/llvm/llvm-project/blob/main/compiler-rt/lib/tsan/rtl/tsan_sync.h

261 static void AtomicStore(ThreadState *thr, uptr pc, wolatile T *a, T v,

262 morder mo) { 513  void ReleaseStoreImpl(ThreadState *thr, uptr pc, SyncClock *c) {
263 DCHECK (Is5toreOrder{mo)); 514 if (thr->ignore sync)

264 Memory&ccess{thr, pc, (uptrla, Access5ize<T>{), kAccessWrite | kAccessAtomic); 515 return;

69 // This fast-path is 'fFi:ica:IL for performance. 516 thr->clock.set(thr->fast_state.epoch());

268 o '&'SSITHE £he H?EEES e 517 thr->fast synch epoch = thr->fast state.epoch();

267 S/ Strictly saying ewven relaxed store cuts off release sequence, ES thr->clock.ReleaseStore(&thr->proc()->clock cache, c); I
268 ff s0 must reset the clock.

269 if (!IsReleaselrder{mo)) { o ;

278 MoTsanAtomicstore(a, v, mo);

271 return; //  void ThreadClock::ReleaseStore(SyncClock *dst) const {
2z b /! for (int i = @; i < kMaxThreads; i++)

i evnesnenronize(; 7 dst->clock[i] = clock[i];

274 syncVar #s5 = ctx-rmetamap.GetsyncOrCreate(thr, pc, (uptrla, false);

275 Lock L{&s-»mix); /1 ]

276 thr-»fest_state.IncrementEpochi);

277 Jf Can't increment epoch w/o writing to the trace as well. [/ vold ThreadClock: IHCQUiFE{CUHSt SyﬂCCJ.OCk =i:ST"C:] [
278 TraceAddEvent(thr, thr-:fast_state, EventTypeMop, @); !; ‘FOF‘ (iﬂt 1 _ @; 1 < kM&KThI“EEdS; i++:l

279 ReleaseStoreImpl(thr, pc, &s->clock);

288 MoTsanAtomicstore(a, v, mo); ff( ClUCk[i] = max(clock[i], 'SI“E—>C1CICk[i]);
281} // ]
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2. MoHO MeHATb paHTalm TSan He3aBUCMMO OT KomnunAaTopa (B cnyyae ASan — He Bceraa)



Thread Sanitizer — Data Race detector

HroaHCbl

. Hert false positives* (* -- npu ychosuu, yto TSan “Bnaut” Bce npUMMUTUBBLI CUHXPOHU3ALNN —

MOXeT Mbo nepexBaTuTb, MO0 MHCTPYMEHTUPOBATD)

. MOHO MeHATb paHTalim TSan He3aBUCMMO OT KoMnunaTopa (B cnyyae ASan — He Bceraa)
. MOHO MCno/b30BaTb MHCTPYMEHTUPOBAHNE NOA CBOU HYXAbI
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Thread Sanitizer — Data Race detector

HroaHCbl

Hert false positives™ (* -- npu ychosuu, uto TSan “Bnant” Bce NnpMMMUTUBBLI CUHXPOHU3ALUN —
MOXKeT NMbo nepexBaTntb, MO0 MHCTPYMEHTUPOBATD)

MoOXXHO MeHATb paHTaMm TSan He3aBMCUMO OT KomnuasaTopa (B ciydyae ASan — He Bceraa)
MOXHO MCNo/Ib30BaTb MHCTPYMEHTUPOBAHUE NOA CBOU HYXAbI

KarkeTca MHCTpyMeHTMpoBaHMe TSan M MHCTPYMEHTUPOBaHME A coverage B3auMHO M36bITOYHO.
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Thread Sanitizer — Data Race detector

HroaHCbl

Hert false positives™ (* -- npu ychosuu, uto TSan “Bnant” Bce NnpMMMUTUBBLI CUHXPOHU3ALUN —

MOXKeT NMbo nepexBaTntb, MO0 MHCTPYMEHTUPOBATD)

MoOXXHO MeHATb paHTaMm TSan He3aBMCUMO OT KomnuasaTopa (B ciydyae ASan — He Bceraa)

MOXHO MCNo/Ib30BaTb MHCTPYMEHTUPOBAHUE NOA CBOU HYXAbI

KarkeTca MHCTpyMeHTMpoBaHMe TSan M MHCTPYMEHTUPOBaHME A coverage B3auMHO M36bITOYHO.

Ha camom gene obHapyXKnBaeT He To/IbKo data races, HO U HEKOPPEKTHOE 0OpaLLEHNE C MbIOTEKCAMMU,

NHoraa Ae1I0Ku
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Thread Sanitizer — Data Race detector

HroaHCbl

Hert false positives™ (* -- npu ychosuu, uto TSan “Bnant” Bce NnpMMMUTUBBLI CUHXPOHU3ALUN —

MOXKeT NMbo nepexBaTntb, MO0 MHCTPYMEHTUPOBATD)

MoOXXHO MeHATb paHTaMm TSan He3aBMCUMO OT KomnuasaTopa (B ciydyae ASan — He Bceraa)

MOXHO MCNo/Ib30BaTb MHCTPYMEHTUPOBAHUE NOA CBOU HYXAbI

KarkeTca MHCTpyMeHTMpoBaHMe TSan M MHCTPYMEHTUPOBaHME A coverage B3auMHO M36bITOYHO.

Ha camom gene obHapyXKnBaeT He To/IbKo data races, HO U HEKOPPEKTHOE 0OpaLLEHNE C MbIOTEKCAMMU,
NHOTrAA AeAI0KU

Ectb (Bo3moXHbI Bcerga) false negatives
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Thread Sanitizer — Data Race detector

HroaHCbl

Hert false positives™ (* -- npu ychosuu, uto TSan “Bnant” Bce NnpMMMUTUBBLI CUHXPOHU3ALUN —

MOXKeT NMbo nepexBaTntb, MO0 MHCTPYMEHTUPOBATD)

MoOXXHO MeHATb paHTaMm TSan He3aBMCUMO OT KomnuasaTopa (B ciydyae ASan — He Bceraa)

MOXHO MCNo/Ib30BaTb MHCTPYMEHTUPOBAHUE NOA CBOU HYXAbI

KarkeTca MHCTpyMeHTMpoBaHMe TSan M MHCTPYMEHTUPOBaHME A coverage B3auMHO M36bITOYHO.

Ha camom gene obHapyXKnBaeT He To/IbKo data races, HO U HEKOPPEKTHOE 0OpaLLEHNE C MbIOTEKCAMMU,
NHOTrAA AeAI0KU

Ectb (Bo3moXHbI Bcerga) false negatives

He nbiTaeTcs nomatb Baw Kod. MoxeT HanTu data race To/IbKO ec/iv OH peasibHO CAy4Ymacsa Bo Bpemsa paboTbl
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Thread Sanitizer — Data Race detector

HroaHCbl

Hert false positives™ (* -- npu ychosuu, uto TSan “Bnant” Bce NnpMMMUTUBBLI CUHXPOHU3ALUN —

MOXKeT NMbo nepexBaTntb, MO0 MHCTPYMEHTUPOBATD)

MoOXXHO MeHATb paHTaMm TSan He3aBMCUMO OT KomnuasaTopa (B ciydyae ASan — He Bceraa)

MOXHO MCNo/Ib30BaTb MHCTPYMEHTUPOBAHUE NOA CBOU HYXAbI

KarkeTca MHCTpyMeHTMpoBaHMe TSan M MHCTPYMEHTUPOBaHME A coverage B3auMHO M36bITOYHO.

Ha camom gene obHapyXKnBaeT He To/IbKo data races, HO U HEKOPPEKTHOE 0OpaLLEHNE C MbIOTEKCAMMU,
NHOTrAA AeAI0KU

Ectb (Bo3moXHbI Bcerga) false negatives

He nbiTaeTcs nomatb Baw Kod. MoxeT HanTu data race To/IbKO ec/iv OH peasibHO CAy4Ymacsa Bo Bpemsa paboTbl
TSan v3. MHoroe 13 paccka3zaHHOro CTaHEeT He aKTya/iIbHbIM.
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