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MnaH

HeMHOro teopuu
[1lpaBmna BblumncneHms hashCode
- DoS-ataka c npumeHeHnmem hashCode
HashCode kak agpec o6bekTa - MUG UM peanbHOCTb
- JVM notpoxa: GC 1 annokaumnm
- HemHoro 6attnos npo hashCode
[TpaBunbHble MHCTpYMeHTbI: JMH 1 JOL

YoewesneHne 610KMPOBOK
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AccoumatmBHbI Maccus / Dictionary / Map

TesedoH

int hash = hash( key );
int index = Math.abs( hash )
% keys.length;



javadoc:

java.lang.Object

public int hashCode()

Returns a hash code value for the object. This method is
supported for the benefit of hash tables such as those
provided by HashMap.

https.//docs.oracle.com/javase/8/docs/api/java/lang/Object.html
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https://docs.oracle.com/javase/8/docs/api/java/lang/Object.html#hashCode--

3anucatb ( Anekcei, +79...)

hashCode(

) = 23

index = 23 % array.length = 2

+79...

+79...

+79...
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CnoXXHOCTb NoMcKa / BCTaBKU

String key = "Anekcen";

int hash = key.hashCode();
int index = Math.abs( hash ) % keys.length

if ( key.equals( keys[index] ) ) {
return values[index];
by

return null;

CNOXXHOCTb — [0
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KoHtpakT hashCode

HEN3IMEHUNBOCTb U NMOCTOAHCTBO

Whenever it is invoked on the same object more than once
during an execution of a Java application, the hashCode

method [yl Ka (KI5 (yi08% return the ,

provided no information used in equals comparisons on the
object is modified.

https://docs.oracle.com/javase/8/docs/api/java/lang/Object.html
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https://docs.oracle.com/javase/8/docs/api/java/lang/Object.html#hashCode--

HapyweHue koHTpakTa hashCode

hashCode( . )=23 — hashCode( . )=11
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Komnvsumn

hashCode( ) =23
hashCode( ) =23
hashCode( ) =23
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Chaining

CNOXXHOCTb — [OJE\DY
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OTKpbiTaga agpecauus

12/107



OTKpbiTaga agpecauus

CNOXXHOCTb — [0,
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hashCode - ¢pyHKUMA OT copepXMMOro oobeKkTa

new String("java");
new String("java");

String sl
String s2

assert sl.hashCode() == s2.hashCode(); // Eﬁiﬁ!

new Integer(42);
new Integer(42);

Integer il
Integer 12

assert il.hashCode() == i2.hashCode(); //
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NMonuHomMmuanbHbiM hashCode

hashCode = Z 317K . propertyy
k=0

equals =
this. property, == that. propertyy,
Vk € |0, n]
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String.hashCode()

public final class String {
private final char value[];
private int hash;

public int hashCode() {
int h = hash;
if (h == 0 && value.length > 0) {
char val[] = value;

for (int i = 0; i < value.length; i++)

h =31 % h + val[i]F

hash = h;
ks

return h;
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String.hashCode - yactb public API

public final class String {
//9696

* Returns a hash code for this string. The hash code
for a String object is computed as

s[0]*31~(n-1) + s[1]*¥31A(n-2) + ... + s[n-1]

using int arithmetic, where s[i]

is the ith character of the string,

n is the length of the string,

and A indicates exponentiation.

(The hash value of the empty string is zero.)

* % % % % % % %k %k %k 3k

@return a hash code value for this object.
*/
public int hashCode() { . }
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java v.1.1.1 - String.hashCode()

public int hashCode() {
int h = 0;
int off = offset;
char val[] = value;
int len = count;

if (len < 16) {
for (int 1 = len ; i>0; 1--) {
= (h * 37) + val[off++];

} else {
// only sample some characters
int skip = len / 8;
for (int i = len ; 1 > 0; 1 -= skip, off += skip) {
= (h *¥ 39) + val[off];
by

return h;

18/107



31 : letekTMBHaga ucropus

-+ 1997 rop (1M): java bug #4045622

- Bce cnosa 1 cnoBogopmbl B cnoBape Merriam-Webster 2 pen.
(511 141 crpok, cp. pamHa 10 cumeonos).

- Bce CTPOKWM B /bin/*, /usr/bin/*, /usr/1lib/*, /usr/ucb/* U
/usr/openwin/bin/* (66 304 cTpoOK, Cp. AivHa 21 cMMBONOB).

- Cnuncok URL, cobpaHHbIX web-naykoM 3a HECKOJIbKO 4acoB
(28 _372 cTpok, cp. annHa 49 cuMBonos).

MOJIMHOMbDbI , E, — MUH. CpeaHAaa OnHa KONNN3NK
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http://bugs.java.com/bugdatabase/view_bug.do?bug_id=4045622

Ho Beab MOXHO noaobparb...

assert "Aa'".hashCode()
== "BB" .hashCode();

31 -co +c1 =
=31-(co— 1)+ (c1 +31)
username — 499_3 31

BAPMAHTOB KOJINN3NN



Java Microbenchmark Harness

http://openjdk.java.net/projects/code-tools/jmh/


http://openjdk.java.net/projects/code-tools/jmh/

JMH :: "username” konnusum :: benchmark

@State(Scope.Benchmark)
public class MapPerfTest {

Map map;
String[] keys;

@Setup
public void setup() { ..... }

@Benchmark VLR D R .

public Map fillMap() {
for (String key : keys)
map.put(key, key);

return map,
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JMH :: "username” konnusum :: benchmark

@BenchmarkMode(Mode.AverageTime)

@Warmup(iterations = 5, time = 5, timeUnit = SECONDS)
@Measurement(iterations = 5, time = 5, timeUnit = SECONDS)

@S>tate(Scope.Benchmark)
public class MapPerfTest {

Map map;
String[] keys;

@Setup
public void setup() { ... }

gBenchmazk

public Map fillMap() {
/] ...

by
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JMH :: "username” konnusum :: benchmark

@State(Scope.Benchmark)
public class MapPerfTest {

Bt {"1", "1000", "10000", "100000", "200000"})
int size;

Map map;

String[] keys;

ety L N |

public void setup() {
1 map = new HashMap<String
, keys =

@Benchmark @Threads( 1 )
public Map fillMap() { ... }
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"username” KoUK

CeKyHAbl
100+
75
50
25-
0.
0 50 000 100 000 150 000 200 000

KOJNIMYeCTBO KNnoveu
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HKLUUA

y

eLUE OAHA -8 HY)XKHA



HononHutenoHasa PyHKuua: compareTo

&

l
4
n

useroCOF
C/IOXKHOCTb — [OJ@LT[R DD .
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Chaining u KpacHo-YepHoe-LepeBo

~ l

- l

*$Node *$TreeNode
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"username” KoUK

1201

90-

60

30"

CeKyHAbl

java
java7
java 8

0

50 000 100 000 150 000 200 000

KONMMYeCTBO KNoveun
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"username” kosuimsum :: 500x zoom-in

MUNIIUCEKYHADI
200-
base
100 java7
java 8
50
0 - T T T T T
0 50 000 100 000 150 000 200 000

KONMMYeCTBO KNoveun
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"username” Kosumsuu :: Comparable

comparable npoTB non-comparable

3 0001
3 2 000; type
5[ comparable
g java7
8 1 000 non-comparable
O-AT.‘AL‘ A‘ L*A o EEE——

0 50 000 100 000 150 000 200 000
KONMMMYECTBO KIo4veun
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Object.hashCode
yTEKLIAA abCcTpakums



public int hashCode( ){

return :

J

Urban Legend



Urban Legend: lNepBoucTo4HMK

java.lang.Object

public int hashCode()
This is typically implemented by converting the m
=Lo[o [ R Melo][lad iNtO an integer.

https://docs.oracle.com/javase/8/docs/api/java/lang/Object.html
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https://docs.oracle.com/javase/8/docs/api/java/lang/Object.html#hashCode--

Anpec obbekra ?



package java.lang;

public class Object {

public native int hashCode();

native method






Java Object Layout

Object theObject = new Object();

VirtualMachine vm = VM.current();
long address = vm.gldekddgJ0kd( theObject );

long size = vm.mc theObject );

http://openjdk.java.net/projects/code-tools/jol/
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http://openjdk.java.net/projects/code-tools/jol/

JOL : sizeOf( new Pair() )

class Pair<F, S> {
F first;
S second;

J

class Pair2<F, S> {
F first;
S second;

int hashCodep
h
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-XX:+UseCompressedOops v heap < 4Gb

class Pair<F, S> {
F first;
S second;

b

class Pair2<F, S> {
F first;
S second;
int hashCode;

J
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-XX:+UseCompressedOops v heap < 4Gb

-XX:+UseCompressedOops

24 b 24 b
class Pair<F, S> { class Pair2<F, S> {
F first; F first;
S second; S second;
} int hashCode;
)

object internals:

1 OFFSET SIZE TYPE DESCRIPTION

0 12 (object header)
12 4 Object Pair.first
16 4 Object Pair.second

20 4 ( due to the next

41/107



-XX:-UseCompressedOops nnu heap > 4Gb

class Pair<F, S> {
F first;
S second;

b

class Pair2<F, S> {
F first;
S second;
int hashCode;

J
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-XX:-UseCompressedOops nnu heap > 4Gb

-XX:-UseCompressedOops

32 b 40 b
class Pair<F, S> { class Pair2<F, S> {
F first; F first;
S second; S second;
} int hashCode;
)

object internals:

OFFSET SIZE TYPE DESCRIPTION

: 0 16 (object header)

: 16 4 int Pair2.hashCode

' 20 4 lalignment/padding gap|
: 24 8 Object Pair2.first

r
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Anpec u hashCode

class java.lang.Object

size 16
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Chepyum 3a apgpecoM obbekTa

final Object RalEl0lol[leie
final long EhghRehR-1W.Yelek =13

= getAddress( theObject )E

List gcKeeper = new ArraylList();
gcKeeper.add( theObject );

long currentAddress = initialAddress;
while (initialAddress == currentAddress) {
Object o = new Object();
gcKeeper.add( o );

currentAddress = getAddress( theObject );
)

-Xms256m -Xmx256m -XX:+UseSerialGC
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Chepyum 3a apgpecoM obbekTa

final Object theObject = new Object();
final long initialAddress = getAddress( theObject );

List gcKeeper = new ArrayList();
gcKeeper.add( theObject );

long currentAddress = initialAddress;
while (dinitialAddress == currentAddress) {

Object o = new Object();

gcKeeper.add( o );

currentAddress = getAddress( theObject );

ks

-Xms256m -Xmx256m -XX:+UseSerialGC
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Chepyum 3a apgpecoM obbekTa

final Object theObject = new Object();
final long initialAddress = getAddress( theObject );

List gcKeeper = new ArraylList();
gcKeeper.add( theObject );

long_currentAddress = initialAddress;

while §initialAddress == currentAddress iR
Object o = new Object();

gcKeeper.add( o );

currentAddress = getAddress( theObject )

-Xms256m -Xmx256m -XX:+UseSerialGC
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Chepyum 3a apgpecoM obbekTa

final Object theObject = new Object();
final long initialAddress = getAddress( theObject );

List gcKeeper = new ArraylList();
gcKeeper.add( theObject );

long currentAddress = initialAddress;

while (initialAddress == currentAddress) {
Object o = new Object();
gcKeeper.add(o);

currentAddress = getAddress( theObject );

-Xms256m -Xmx256m -XX:+UseSerialGC
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demo



GC: nokoneHus

Survivor space

SO

S1

Young Gen

Old Gen

GC: Serial / Parallel / CMS
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Chepum 3a agpecom obbekTa BMecTe ¢ GC

final Object theObject = new Object();
final long initialAddress = getAddress( theObject );

List gcKeeper = new ArraylList();
gcKeeper.add( theObject );

long currentAddress = initialAddress;

while (initialAddress == currentAddress) {
Object o = new Object();
gcKeeper.add(o);

currentAddress = getAddress( theObject );

OISRy Ac oI EBEY —Xmx256m -XX:+UseSerialGC
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GC - He TonbKO cOOpKa Mycopa

eden space 65536K, 2% used

[0x000000012a700000 , 0x00000001223db400, 0x0000000126700000)
O6beKkT nepeMewéH: c _—> Ox12E7200F8

Obj s Obj

eden

0x12A760000  @x12A8109F0 (0x12E700000  0x12E7200F8

Ha4yano Eden cTapbin agpec KoHel Eden HOBbIM aapec
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Cienoum 3a hashcode

final Object pulEes[Ead = new Object();

final long initialHashCode = ReglclVoh[=lco I (€l (@] ;
List gcKeeper = new ArrayList();
gcKeeper.add(theObject);

long currentHashCode = initialHashCode:
" s AN-M¢ initialHashCode currentHashCode IR
Object o = new Object();

gcKeeper.add(o);

currentHashCode = RalE0oh[lciM 136l 1@ ;

-Xms256m -Xmx256m -XX:+UseSerialGC
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demo



CKpbITOE CBOMCTBO
package java.lang;
public class Object {

// Opyrue meTonpl

public native int hashCode();
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Namn obbekTa

class
address
hashCode
size

dump

java. lang.0Object

Ox

16

E5 91 00 F8 00 00 00 00

Intel X86: Little Endian
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CKONbKO BNE3eT B Ky4y ?

-Xmx256m

Llong freeMemory =
Runtime.getRuntime().freeMemory();

239 942 568

freeMemory / vm.sizeOf( new Object() )

W14 996 410
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[paHMua Konnsmm

eden space m, 2% used

[ OxX000000012a7/00000, Ox00VVVVO12a8db400, BOx00VVVLO1
ObbekT nepemelweH: ¢ Ox12A8109F0 -> Ox12E7200F8

65536K / vm.sizeOf( new Object() )

N4 194 304
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npocrpaHcTBo hashCode

32bit — 22bit

- 4 194 304
YHUKAJIbHbIX 3HAYEHUU



hashCode — address —
— memory allocation



Memory allocation

public interface Allocator {
Llong malloc(long size);
J

class SimpleAllocator implements Allocator {
private long memoryPointer;

@Override

public long malloc(long size) {
Llong old = memoryPointer;
memoryPointer += size;
return old;

61/107



Ucnpaeum malloc: SyncAllocator

class SyncAllocator implements Allocator {
private long memoryPointer;

@Override

public long malloc(long size) {

Llong old = memoryPointer;
memoryPointer += size;
return old;

62/107



SyncAllocator Performance Benchmark

@Benchmark @Threads( 4 )
public long syncAllocator() {
return syncAllocator.malloc( 16 );
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SyncAllocator Performance Benchmark

sync @Threads ( 4 ), single-threaded @Threads( 1)

2.836

single-threaded

186.672

sync

0 50 100 150 200
ns/op
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MOXXHO sin nyulue ?



Compare-and-Set



CAS Allocator

class CASAllocator implements Allocator {
private final AtomiclLong memoryPointer =

UEITMAtomicL.ong(@F

@Override
public long malloc(long size

return memoryPointer.[fSdil\gleilelel( size );
J
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Allocators Performance Benchmark

@Benchmark @Threads( 4 )
public long casAllocator() {
return casAllocator.malloc( 16 );

68/107



Allocators Performance Benchmark

sync/cas @Threads ( 4 ), single-threaded @Threads( 1)

single-threaded

sync

cas

0 50 100 150 200
ns/op

69/107



Java Allocation

@Benchmark @Threads( 4 )
public Object javaAllocation() {
return new Object();
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Java Allocation

@Threads(4 )

single-threaded
java
sync

cas

0 50 100 150 200
ns/op
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MOXXHO /in eLue nyywie ?



Pacneaenenue hashCode no HuTtam



Pacnenenenue hashCode : OxxuoaHus

KONINYeCTBO OOBLEKTOB

9- a9
8 - Ame
7 a9
6- A.‘ thread
A thread-0
5 - oA u ® thread-1
¥ thread-2
4 me thread-3
3 Al om
2 He A
1 NN : - T
base + 160 + 320 + 480

agpeca o0bLEeKToB
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Pacnpenenenue hashCode no 4 Hutam

KOJINYeCTBO OOBLEKTOB

800 000+
thread
600_000 . thread-0
* thread-1
| - thread-2
400_000 * thread-3

200 000-

base +32 MB + 64 MB

agpeca o0bLeKkToB
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XopoLuas HOBOCTb

KONINYeCTBO O0OBLEKTOB

9 - - = v
8- @ A O $
7 @ A o —
6- O A o <P
5 @ A o D
4- @ A B $
3 . A = <&
2 o A N <P
1 b;se + 703 KiB _+ 1400 KiB_+ 216]8 KiB

agpeca o0bLeKkToB

thread

A thread-0
® thread-1
W thread-2
<>thread-3
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Aaéwb bOJIbLLUME kycku namsau |

public class TLABLikeAllocator implements Allocator {
private static final long EawAdSECE P PR s PN .
private final AtomicLong memoryPointer = nmew AtomicLong();

private final ThreadlLocal<AddressHolder> threadLocal =
ThreadLocal .withInitial(() -> new AddressHolder());

public long malloc( long size ) {
AddressHolder addressHolder = threadlLocal.get();
while( true ) {
if (addressHolder.value + size <= addressHolder.maxValue) {
long old = addressHolder.value;
addressHolder.value += size;
return old;

b

long value = memoryPointer.getAndAdd( SIZE );
addressHolder.value = value;
addressHolder.maxValue = value + SIZE;
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Oaéwb bOJIbLLUUE kycku namsatu |

public class TLABLikeAllocator implements Allocator {
private static final long SIZE = 1024L * 1024L;

private final AtomicLong [uEyleaaVidents)eol=t R s ISINANiolol) sl Helsle[@] ;

private final ThreadlLocal<AddressHolder> threadLocal =
ThreadlLocal .withInitial(() -> new AddressHolder());

public long malloc( long size ) {
AddressHolder addressHolder = threadlLocal.get();
while( true ) {
if (addressHolder.value + size <= addressHolder.maxValue) {
long old = addressHolder.value;
addressHolder.value += size;
return old;

b

long value = [ulileruVigderhy o= die[oolillel.lel (@RAVAED] ;

addressHolder.value = value;
addressHolder.maxValue = value + SIZE;
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Oaéwb bOJIbLLUUE kycku namsatu |

public class TLABLikeAllocator implements Allocator {
private static final long SIZE = 1024L * 1024L;

private final AtomicLong memoryPointer = new AtomicLong();
private final ThreadlLocal<AddressHolder> threadlLocal

ThreadLocal .withInitial(() -> new AddressHolder())E

public long malloc( long size ) {
AddressHolder addressHolder = threadlLocal.get();
while( true

if (addressHolder.value + size <= addressHolder.maxValue) {
Long old = addressHolder.value;
addressHolder.value += size;

return old;

long value = memoryPointer.getAndAdd( SIZE );
addressHolder.value = value;
addressHolder.maxValue = value + SIZE;

} 79/107



Allocators Performance Benchmark

@Benchmark @Threads( 4 )
public long tlabAllocator() {
return tlabAllocator.malloc( 16 );
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Allocators Performance Benchmark

@Threads(4 )

java
sync
cas

tlab

0 50 100 150 200
ns/op
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Thread Local Allocation Buffer

Threadl TLAB Thread2 TLAB

>
Eden
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Thread Local Allocation Buffer

Thread2 TLAB

Threadl TLAB

>le
Eden
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Crommoctb TLAB

@Benchmark @Threads( 4 )
public Object allocate() {
return new Object();

-XX:JBUseTLAB .. -XX:[JUseTLAB
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Croumoctb TLAB

@Threads(4 )

-XX:-UseTLAB 306.099

-XX:+UseTLAB 6.361

0 100 200 300
ns/op
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32bit — 20Dbit



Moxer 6> RANAOM 2



[Mapapokc agHen poXxkaeHus

pum-qm):(1—%)-(1—%)...-(1_”;1):

B d
dn-(d—n)!

1
n~ 4[2d-In( )
1 — Puniq

npu d=232,p=0.5 >N = 77162
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-XX:hashCode

0 Park-Miller I'MCY

1 fn(appec obbvekTa, rnobanbHoe COCTOSIHUE)
2 KOHCTaHTa 1

3 nocaeaoBaTeNibHbIM CYHETUUK

4 aapec obbeKkrTa

5 Marsaglia xor-shift I'TICH no ymonuanurw s java 8
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https://en.wikipedia.org/wiki/Lehmer_random_number_generator
https://en.wikipedia.org/wiki/Xorshift

Hdamn o6bekTa npu -XX:hashCode=5

class java.lang.Object
address Ox 07/ E

size 16

hashCode 0Ox

E5 01 00 F8 00 00 00 00

90/107

dump 01 00 00 00



Pacnpepenenune hashCode 10 mnH 06-B B 10 HuTAX

KONMn4ecTBO Konnuaumn no agpecy: 1215.4 k, no MXS-rncu: 23.4 k

300 _000-
200 000+
- T™n hashCode:
B MXS-rncy
M anpec
100_000+

0 500 000 000 1 000 000 000 1 500 000 000 2 000 000 000
hashCode
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Boiuvcnanca nm hashCode ?

@Threads( 4 )

9.878 ‘

java

tlab

0 5 10
ns/op
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Object.hashCode() benchmark

Object theObject = new Object();

@Benchmark @Threads( 4 )
public Object javaHashCode() {
Object object = new Object();

object . E €L @) ;

return object;

b

@Benchmark @Threads( 4 )
public Object readHashCode() {

inintiasll theObject .hashCode( )k
by
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Object.hashCode() benchmark

@Threads( 4 )

9.878

java

tlab

60.27 |

javaHashCode

‘h7296
readHashCode-

0 20 40 60
ns/op
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[amn obbekTa, cpasy nocse co3paHUS

Object object = new Object();

dump( object );

dump  '05:00 00 00 00 00 00 00

E5 01 90 F8 00 00 00 00
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public class Object {

//// Dpyrue MeTonbl
public final native void notify();

public final native void wait(long timeout)
throws InterruptedException;

monitor



Biased Locking

Threadl

Thread4

[] object monitor
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Biased Locking demo:

synchronized (object) {
object.notifvyAlLl();

J
dump( object );

tid 00 00 00 @@

E5 01 90 F8 00 00 00 00
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StringBufferPerfTest

StringBuffer buf = new StringBuffer();

@Benchmark @Thread(1l)
public String bufferToString() {
return buf.toString();

~XX:+UseBiasedLocking f/A) -XX : -UseBiasedLocking

-XX:BiasedLockingStartupDelay=0
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StringBufferPerfTest

StringBuffer buf = new StringBuffer();

@Benchmark @Thread(1l)
public String bufferToString() {
return buf.toString();

J

-XX:+UseBiasedLocking VS -XX:-UseBiasedLocking

-XX:BiasedLockingStartupDelay=0
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StringBufferPerfTest pesynsrarbl

@Threads( 1)

24.409 |

-XX:-UseBiasedLocking

o 5ps

-XX:+UseBiasedLocking

0 10 20
ns/op
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identityHashCode

StringBuffer buf = new StringBuffer();
StringBuffer [oihdd=ialhhdodlel FTyolefelal] =
new StringBuffer();

@Setup
public void setup(Blackhole bh) {
bh.consume( System.identityHashCode(
bufferWithIdHashCode ) );

b
@Benchmark @Thread(1l)

public String bufferWithIdHashCode() {
return [elksd=idlake Bl E¥[€elel] . toString();

b

@Benchmark @Thread(1)
public String buffer() {
return buf.toString();

ks
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identityHashCode

StringBuffer buf = new StringBuffer();
StringBuffer bufferWithIdHashCode =

new StringBuffer();

@Setup
public void setup(Blackhole bh

o] IeTe) g[SV I (ST@ Sy stem. identityHashCode(
bufferWithIdHashCode ) BFE

b

@Benchmark @Thread(1l)
public String bufferWithIdHashCode() {
return bufferWithIdHashCode.toString();

b

@Benchmark @Thread(1)
public String buffer() {
return buf.toString();

ks
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identityHashCode pesynbrarn!

@Threads( 1)

buffer

buffer -XX:-UseBiasedLocking

bufferWithldHashCode

ns/op
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Revoke Biased Locking:

int idHashCode
= System.identityHashCode( object );

dump( object );

idHashCode . 53 0OC .
dump I@1' 0C 53.@@ 00 00

E5 01 00 F8 00 00 00 00
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3aK/ouyeHme

Hash-cTpyKkTypbl - 6biCTpO
[lepeonpenensinte hashcode U equals
- U eLlg Nyylle onpenensiMte compareTo
- uccnepyute ceon hash-pyHkuUum
hashCode - He appec
- GC, TLAB, HE 3noyn0Tpe6nm‘/’1Te identityHashCode
Meten is weten (ronn.) «M3mepeHune - 3HaHMEY
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cnangpl 1 npuMepsl: github.com/vladimirdolzhenko/hashCodelegend
email: vladimir.dolzhenko@gmail.com

twitter: @dolzhenko

KOHTaKTbI

cnacnbo: @VladimirSitnikv @dj_begemot @AndreiPangin @gvsmirnov @i_sopov
@IEEENIES
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