[leanokn B KOpnopaTUBHbIX
cuctemax

NCTOYHUKN, BIMNAHNE, YNpaBJiEHUe

Cesartocnas LWtymna.
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Deadlock

Dead = cmepTenbHbIn, lock = 3anop.
1. MpocTtas npobnema. Bce NOHATHO.

2. Kak nsoexatb - TOXXe Bce 3HaloT.

a. ObuwecTtBo MepTtBbix [MoTokoB http://www.slideshare.net/23derevo/ss-53186014

b. Obepatowme dunocobl HaHOCAT oTBETHbIN yaap! hitps://youtu.be/qrQ21myRSRc?list=PLVe-
2wclL.84b9rmcHD9w5AZz5-0tb4 V5D-

c. 'me moqa namaTtb, vyyBak? https://www.youtube.com/watch?v=sSmQ6W-ovZE

3.Ho Bce paBHO NMPOUCXoOAT AETEKTUBHbIE NCTOPUMN...



O yem Xe goknan

1. Bce npaBunbHO caenan. OTKyda Bce paBHO MOXET B3ATbCSA AeA10K?

2. KackagHble nocneacTBus Aeanoka: «OT TOro, YTo B Ky3HULE He Obino
rBo3as»

3. MogrotoBka KOPropaTUBHOIO MPUNOXKEHNS K CHACTIIMBOW XXU3HW 3aKa34duKa:
* Kak npoTtecTtmpoBars;

« Kak BbISIBNATb U YCTPaHATb.




CUHXpOHM3aUusa B Java: UCTOUYHUKN AeONOKOB.

[Moka ecTb Xun3Hb B UT, ByayT oeanoku.
«lMutatenbHas cpega» - pasgensiemMblin pecypc.
Tunbl A4eaNOKOB:

- BsanmHble (npobka Ha gopore);

- KonbueBble (0beaatouwme dounocodnbl);

- PekypcuBHble (Kycaem cebs 3a XBOCT).




[Tpumep Heo4yeBUOHOrO Aeasioka

static class First {
static final Second _second = new Second();

}

static class Second {
static final First _first = new First();

}

public static void main(String[] args) {
system.out.println(“MNepBbin nowen..”);
new Thread(First::new).start();
system.out.println(“Btopoi nowen..”);
new Second();
system.out.println(“PaboTa BbinonHeHa™);



[Tpumep Heo4yeBUOHOrO Aeasioka

static class Fil Q

static final Second _second = new Seco
} -

static class Second {
static final First first = new First();

}

public static void main(String[] args) {
system.out.println(“NepBbin nowen..”);
new Thread(First::new).start();
system.out.println(“Btopoin nowen..”);
new Second();
system.out.println(“PaboTa BbinonHeHa™);

First

Thread
1

3

Second

Thread
2




ITO BblAYyMKa, B XU3HU TAKOIO HE bbiBaer...

https://github.com/querydsl/querydsl/issues/1237

public final class Ops {
public static final Operator<Boolean> EQ
public static final Operator<Boolean> NE

new OperatorImpl<Boolean>(NS, "EQ");
new OperatorImpl<Boolean>(NS, "NE");

public final class OperatorImpl<T> implements Operator<T> {

static {
try {
// initialize all fields of Ops
List<Field> fields = new ArraylList<Field>();
fields.addAll(Arrays.aslList(Ops.class.getFields()));
for (Class<?> cl : Ops.class.getClasses()) {
fields.addAll(Arrays.aslList(cl.getFields()));

}



[Tpumep Heo4yeBUOHOrO Aeasioka

class Deadlock {
static {
IntStream.range(0,100)
.parallel().map(i -

> i).count();

System.out.println("done");

}

public static void main(final String[] args) {}

® CTaTUYECKUN nHuumnan n3atop

https://bugs.openjdk.java.net/browse/JDK-8036728

https://bugs.openjdk.java.net/browse/JDK-8143380

® OH Xe + nambaa-BbipaXkeHue

https://bugs.openjdk.java.net/browse/JDK-8136753

JVM Spec §5.5 - initialization lock

- Not An Issue.
- RTFM O Stuart Marks.



[Tpobnema real-time pacyeToB

OTnoOXeHHble pacyeThl

Mpocto (' ¢, MepnenHo  * °* He6esonacHo '
PacuyeTbl real-time

" (N ) (N
bbicTpo v [Mpo3payHo v Bes3onacHo (?) v

=» Paspgensiembln pecypc (cyeTa)

=» Deadlock rge-to psgom...



[MonHOCTbIO NOOeaAnTb AeOI0KU

peanncTn4ecknin n aHTacTUYECKNN BapnaHThl

BapuaHT 1

e Donate SETI Institute

SETI = Search for Extra-Terrestrial Intelligence.

e [loxungaemcs pe3ynbTaToOB KOHTAKTA.

e [lpobnema pelleHa.

BapuaHT 2

Bcerpa pabotaem ¢ pecypcamu c
rapaHTupoBaHHbIM SLA.

Bcerga cHumaem nok nepepq BHELWHMM BbI3OBOM.
Bcerga cobniogaem nepapxmio nokos B J00bIX
(pacnpepeneHHbIX) KoOMaHgax v NpoekTax foboro

pa3mMepa.

Bcerga npoektnpyem apxuTtekTypy € y4eToM
Oyayuwiero macwtabmpoBaHus.
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Nepapxusi NOKoB — NnepeBoanM cpeacTBa

private void doTransfer(
final Account fromAcct, final Account toAcct,
final DollarAmount amount) throws InsufficientFundsException {
if (fromAcct.getBalance().compareTo(amount) < 9)
throw new InsufficientFundsException();
else {
fromAcct.debit(amount);
toAcct.credit(amount);
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Nepapxuma noKoB — cKpbiTasa yrposa

public void transferMoney(final Account fromAcct,
final Account toAcct, final DollarAmount amount)
throws InsufficientFundsException {

synchronized (fromAcct) {

synchronized (toAcct) {
doTransfer(fromAcct, toAcct, amount)

e A Tenepb 06a okypka AaBMM OAHOBPEMEHHO. ..




Nepapxuma noKoB — cKpbiTasa yrposa

[Mopsgok B3ATMA noka:
e OcCHOBaH Ha MHBapWaHTe, BHELUHEM MO OTHOLLIEHMIO K KOAY.
e /1 naxxe BHeLUHEM MO OTHOLLIEHUIO K OU3Hec-npoueccy.

PucK npoMbIlWIIeHHbIX CUCMEM: UH8apuaHmMbl CO 8PEMEHEM MO2ym
MEHSIMbCS ...

[Tpumep: Mobile Number Portability.

Mobile Number Portability (MNP)
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Wepapxusa nokoB — YNHMM NepeBoj

if (fromAcct.getId() < toAcct.getId()) {

synchronized (fromAcct) {
synchronized (toAcct) {
doTransfer(fromAcct, toAcct, amount)}

}
} else {

synchronized (toAcct) {
synchronized (fromAcct) {
doTransfer(fromAcct, toAcct, amount)}
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'volatile' — HapyLwleHue aToMapHOCTHU

// Jetty 7.1.0, org.eclipse.jetty.io.nio,
// SelectorManager.java, line 105

private volatile int _set;

public void register(SocketChannel channel, Object att)
{

int s=_set++;

°® |/|CI'IOJ'Ib3yeM ABHYHO CUHXPOHU3aALUNKO

® NUNKM aTOMapHbIe Kraccbhl U3 naketa java.util.concurrent.
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'volatile' — YynHum

// Jetty 7.1.0, org.eclipse.jetty.io.nio,

// SelectorManager.java, line 105

private wolatile int _set;

public void register(SocketChannel channel, Object att)

{
synchronized (this) {

int s=_set++;
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‘Java.util.concurrent’ - MHOroctyneH4aTbi fOCTynN

public class Balance {
private final ConcurrentHashMap nameToNumber;
private final ConcurrentHashMap numberToBalance;
. pas3nuyHble meTodbl AnA paobaBneHusa, ypaneHna U T. 4.

public int geBonusFor(String name) {
Integer MSISDN = nameToNumber.get(name);
Balance balance = numberToBalance.get(MSISDN);
return balance.getCharges();




‘Java.util.concurrent’ - MHOroctyneH4aTbi fOCTynN

public class Balance {
private final HashMap nameToNumber;
private final HashMap numberToBalance;
. pa3nuyHble meTodbl AnA pobaBneHusa, ypaneHna U T. 4.

public int synchronized getChargesFor(String name) {

Integer MSISDN = nameToNumber.get(name);
Balance balance = numberToBalance.get(MSISDN);
return balance.getCharges();
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‘java.util.concurrent’ - yreuyka 6M1OKMpPOBKU

private final Lock lock = new ReentrantLock();

public void lockLeak() {
lock.lock();
try {
// BOCTyn K COBMECTHO WMCMNONb3yemMoMy pecypcy
accessResource();
lock.unlock();

}
catch (Exception e) {}

public void accessResource() throws InterruptedException {...}
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‘java.util.concurrent’ - yreuka 6NOKMPOBKMU.

public void lockLeak() {
lock.lock();

try {
// BOCTYyNn K COBMECTHO MCMNOJb3yeMOMYy pecypcy

accessResource();

}
catch (Exception e) {}

finally {

lock.unlock();

}

20



Ewe o6 nHBapuaHTax...

e [lnHammnyeckoe KOHUrypmpoBaHue
Nnosib30BaTeNIbCKUX CLUEHapUEB.

e BO3MOXHOCTb NOAKIHOYEHUSA BHELLHENO
Koda B runtime.

e /3onsauus AOCTYyrna K BHELLULHUM CUCTEMaM.

CaReM - PabotaeTt ¢ 2003 roaa.

100 000 000+ yHMKanbHbIX NONbL3OBaTENEMN.

NMEPMb (GSM, CDMA)
Visual Buider
SMS —

USSD —
CareM®

EkaTtepuHOypr

IVR

TroMeHb
r

kBMnnMHr IVR

Service Logic
Runner
WEB —

IVR — I
f ¢

Bunnuir. | Prepaid

Canexapa
r

BunnuHr IVR
¢

CypryTt
r

1BunnuHr
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Service Logic Runner

e B3anmHasa 6rokmpoBka cueHapuneB
e PaboTta c ogHMM Habopom Tabnuu.

e brnokmpoBka BHELUHNX UCTOYHUKOB AaHHbIX OT
N3MEHEHUN.

e B3anmHasa 6rnokmpoBka ceccu B
areHTax

® EJ'IOKl/IpOBKl/I Ha UCTOYHUKAX OaHHbIX

Service Logic Runner

Dialog Processor

INFO

INPUT

Agent Gateway

External System Manager

SQL

SDP

HTTP
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Service Logic Runner

External System Manager

External System Manager

SQL | SDP HTTP

e UDP-uctoyHuk — ogHa ceccusa “3anpoc-oTBeT”
o OauH noTok nocnan 3anpoc. ICToOYHUK oTBETUNM, HO OTBET Nponan.

o [MapannenbHbI NOTOK Nocnan 3anpoc - UCTOMHWK XXAeT APYroro
oTBeTA...

O = [ABa NOTOoKa XAYT, NCTOYHUK XOET.

He rapaHTMpoBaHO B3sATME NIOKa U OCBOOOXAEHME FTOKA.
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External System Manager [ Senvice Logic Runner

External System Manager

SQL | SDP HTTP

e SOAP-ucto4yHnKk — nepemelumsaHme multipart-sanpocos.

He rapaHTupoBaHO 3aBepLUeHne onepaumm,
BbINOSTHAEMOW BO BpeMsl BITIOKMPOBKMU.



Service Logic Runner

External System Manager

External System Manager

SQL | SDP HTTP

e JDBC-uncrtoyHnk — npobriembl 4earIOKOB B ApanBepax.
JDK-6354348 : Deadlock between threads in java/sql/DriverManager code

Workaround:
Boino » Class.forName("oracle.jdbc.driver");
Ctano » synchronized(java.sql.DriverManager.class) {
Class.forName("oracle.jdbc.driver");

JDK-7106332 : MSSQL JDBC Driver (Type4) deadlock while establishing
connection
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O yeMm e goknan

1. Bce npaBunbHO caenan. OTKyda Bce paBHO MOXET B3ATbCSA AeA/0K?

2. KackagHble nocrnencTBust oeAsnoka: «oT TOro, YTo B Ky3Huue He 6bino
reos3gsa»

3. NMogrotoBka KOPropaTMBHOIO MPUNOXKEHNS K CHACTIIMBOW XXU3HW 3aKa34duKa:
« Kak npoTtecTtmpoBarsb;

« Kak BbISIBNATb U YCTPaHATD.
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IEl,eTeKTI/IBZ noyvyemy ymep Kornm-ueHTp

@ Konn-ueHTp

KOHHEeKT
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Deadlock Ha 0oAHOM M3 KOHHEKTOB...

KaveHt

@

KOHHEKT
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... POCT o4epenen Ha cepBepe ...
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. OTOOW KITMEHTOB...

KaneHt

@ Konn-ueHTp

KOHHEeKT
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... MaCCoBbl€ 3BOHKWN B KOJUT-LUEHTP...
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... N neperpyaka Konn-LueHTpa.

32



O yeMm e goknan

1. Bce npaBunbHO caenan. OTKyda Bce paBHO MOXET B3ATbCSA AeA/0K?

2. KackagHble nocneacTBus Aeanoka: «OT TOro, YTo B Ky3HULE He Obino
rBo3as»

3. NMogrotoBka KOPropaTMBHOIO MPUNOXKEHNS K CHACTIIMBOW XXU3HW 3aKa34duKa:
- Kak npoTtecTtupoBathb;

« Kak BbISIBNATb U YCTPaHATD.
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O nosrne oeanoKoB

«Ypgap» Harpyskom

[TpoBepaem:

[ennokn B nHMuuanunsaTopax,
3arpy3ymkax, KOMMOHEeHTax cTapTa.

CnocoBHOCTb NEPEXUTL «MageHne» n
BOCCTAHOBIIEHNE BHELLIHNX

KOMIMOHEHTOB.

"%

Bpemsa
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O nosrne oeanoKoB

[1naBHbIW CTApT

[TpoBepaem:

« [epnokn npn obcnyxmeBaHnu
Nnonb3oBaTeNbCKUX CeCCUMN.

« KoppeKkTHOCTb AoCTyna K AaHHbIM 13
pa3HbIX YacTen Nosib30BaTENbCKOW
Ceccum.

Bpems
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O nosrne oeanoKoB

[eperpy3ska
[MpoBepsiem: pb
a‘lﬂ

* CnocobHOCTb 3aLUTHBIX MEXaHN3MOB scsermon varovara |
KOPPEKTHO 3aLUUTUTb CUCTEMY. ‘d’l,p I

1“!"

\‘\ﬁi

‘\“]"

,s“{‘l
Bpems

CornacoBaHHOCTb OrpaHNYEeHU Ha
—

BCEX KOMIMOHEHTAaX CUCTEMBbI.
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O nosrne oeanoKoB

[lepesanyck nog Harpyskom

[TpoBepaem:

- BblgeneHue pecypcoB, MHULManmM3aumo
KOLleW, OQHOBPEMEHHbLIN CTapT
CEpPBUCHLIX MOTOKOB Ha Heripozpemou
cucrteme.

* CnocoBbHOCTb CUCTEMbBI CNPAaBUTLCA C
HewTaTHbIMX TanmMayTamMmn, ONrnm
OXWOaHWeM pecypcos,
«nepemeluMBaHnemM» nopsiaka gocryna.

B

MATER X

RELOADE

D §e

nepesanyck

nporpes

Bpemsa
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[leTekTnB — Kyaa yTekaroT KaHanbl

IVR-cuctema o6cnyxmBaHus KNMeHTOB

KANEeHT
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OTb0on ceccun cepBepom

Ceccusa 3aBeplueHa, kaHan ocBoboXXaeH.

AreHT

KANEeHT

»
)
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OTO0M ceccumn KInNeHToOM

KaHan ocBoboaurncs, ceccus 3aBepLueHa.

ﬁ —

KANEeHT

»
)
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Deadlock — kaHan ocTtancsi 3abnokupoBaH

OaHoBpEMEHHbIN OTOOW C ABYX CTOPOH.

e OaHanbHbIVN OeanokK

o INI AreHT y

e cTeyeHue obCcToATeNnbLCTB

KANEeHT
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O yeMm e goknan

1. Bce npaBunbHO caenan. OTKyda Bce paBHO MOXET B3ATbCSA AeA/0K?

2. KackagHble nocneacTBus Aeanoka: «OT TOro, YTo B Ky3HULE He Obino
rBo3as»

3. NMogrotoBka KOPropaTMBHOIO MPUNOXKEHNS K CHACTIIMBOW XXU3HW 3aKa34duKa:
« Kak npoTtecTtmpoBarsb;

« Kak BbISIBNATb U YCTPAHATD.
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ObHapy)XeHune aeanoka - NnpocTo?

910 KOA

static class First {
static final Second second = new Second();

}

static class Second {
static final First first = new First();

}

public static void main(String[] args) {
system.out.println(“MNepsbii nowen..”);
new Thread(First::new).start();
system.out.println(“BTopoi nowen..”);
new Second();
system.out.println(“PaboTa BbinonHeHa”);
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ObHapy)XeHune aeanoka - NnpocTo?

3710 Thread Dump

"Thread-0" #12 prio=5 os prio=0 tid=0x000000001a098800 nid=0x1cf8 in
Object.wait() [©Ox000000001a95€000 ]
java.lang.Thread.State: RUNNABLE
at Deadlock$First.<clinit>(Examplel.java:4)
at Deadlock$$Lambda$1/1418481495. run(Unknown Source)
at java.lang.Thread.run(Thread.java:745)

"main" #1 prio=5 os_prio=0 tid=0x000000000098e800 nid=0x23b4 in Object.wait()
[ 0x000000000228€000 ]
java.lang.Thread.State: RUNNABLE
at Deadlock$Second.<clinit>(Examplel.java:8)
at Deadlock.main(Examplel.java:13)
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A 4TO elle He Tak ¢ Thread Dump?

[locTyn K KopnopaTuUBHLIM CUCTEMAM.
1. Cucrtema nof Harpy3kom — MOHUTOPUHI MOXET NeperpysnTb
2. be3onacHocTb.

3. [llpaBa gocTyna v nsonsauus.

A ecnu BbisiBUN OeANoKk? He OCTaHOBUTL... HE Nepe3anycTuTb...
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ObHapy)XeHune aeanoka - NnpoBepsaem pesyrnbtaT

AHanma oyHKUMOHaNbHbIX TOYEK. OTnpaBKa
e Alan Albrecht - 1979 3anpoca

e International Function Point User Group

ObpaboTKa
(DyHKLI,VIOHaJ'IbH bl€ TOYKWU:

e [laHHble.

e TpaH3akumu.

KoHTponb:

e Alive request;




ObHapy)XeHune aeanoka - NnpoBepsaem pesyrnbtaT

KoHTponb:
e Alive request;
e Counter;

e Heartbeat.

—

'—>h

[Nepesanyck

OTnpaBKa
3anpoca
ObpaboTka
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ObHapyxunu deadlock — n 4yto?

e Heob6x0aMMO 3aN0OXNTb B apXUTEKTYPY

e Bo3MOXHOCTbL nepesanycka yHKLUMOHaNbHbIX TOYEK (M3BHE U
aBTOMaTUYECKN).

KOHHEKT

48



ObHapyxunu deadlock — n 4yto?

e Heob6x0aMMO 3aN0OXNTb B apXUTEKTYPY

e Bo3MOXHOCTbL nepesanycka yHKLUMOHaNbHbIX TOYEK (M3BHE U
aBTOMaTUYECKN).

e ABTOMAaTUYECKUIN PEKOHHEKT Npw
nepesarnycke.

KOHHEKT
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ObHapyxunu deadlock — n 4yto?

e Heob6x0aMMO 3aN0OXNTb B apXUTEKTYPY

e Bo3MOXHOCTbL nepesanycka yHKLUMOHaNbHbIX TOYEK (M3BHE U
aBTOMaTUYECKN).

e ABTOMAaTUYECKUIN PEKOHHEKT Npw
nepesanycke.

e TanmayThl.

KOHHEKT
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O yeMm e goknan

1. Bce npaBunbHO caenan. OTKyda Bce paBHO MOXET B3ATbCSA AeA/0K?

2. KackagHble nocneacTBus Aeanoka: «OT TOro, YTo B Ky3HULE He Obino
rBo3as»

3. NMogrotoBka KOPropaTMBHOIO MPUNOXKEHNS K CHACTIIMBOW XXU3HW 3aKa34duKa:
« Kak npoTtecTtmpoBarsb;
* Kak BbIgBNSATb U YCTPAHATD.

4. Yto-TO ewe?
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[Tpobnema pelueHa?

Deadlock obHapyxeH.

« Cutyauus ycTpaHeHa, KOMMNOHEHT rnepesanyLieH.
- Paspensemblin pecypc ocBoboaurcs.

* MoXHO ABUraTbcs ganblue.

 Bcem cpa3sy?
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A ewe ObiBaeT live lock...

Live lock:
» Toxe ecTb pasgensieMbiu pecypc.

* Toxe eCTb KOH(PITUKT 3a Hero.

* Ho He Xaewm, a akTUBHO KOHKYpUpyemM.

«ber no kpyry». 3aTto NPOCOXHEM.
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BbiBOObI

e bygeT MHOronoToYHOCTbL - OyAeT v Aeanok.

e PekomeHaauun Ha 100% HeBbINONMHUMBI
o OTO He noBoad UX He BbIMNMOJTHATD.

e HekoTopble aeanokn - “AOKyMEHTMPOBaHHbIN 6ar = puya”

o RTFM.
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BbiBOObI

e [lpenoTBpallan geanokn npu NPOEKTUPOBaHNN

o Ho oTcnexusan nx 1 no oyHKUMOHAsTbHbIM TOYKaM.

o W 3aknagbiBan B apxXnTekTypy BO3MOXHOCTb JIEFKO nepe3anyCTuTb KOMMNOHEHTHI.
e JloBNna geanokoB - TBOPYECKUI Npouecc

o HyxHo nonpoboBaTb MHOXECTBO BapuaHTOB

o HyXHO BHOCUTb Cry4anHOCTb

o HyxHO npoBouuMpoBaTb “Haknagku’
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BbiBOObI

e /3GeraHne geanokos <> pellueHne npodnemsl
o [MapannenbHOCTb He YCKOPSET, a NULlb ONTUMU3NPYET.
o Bopbba ¢ geanokamy He AOMKHa MNornoLwaTh 3amMmeTHbIN % NPou3BOAUTENbHOCTH.

o MoxHo co3gaTb live lock — npu cBepxakkypaTHOCTW.
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Bce. Cnacnbo!

cross|over  GFl Software
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