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C yeMm npuxoaunTcH
MMeTb Aeno:

* Cawmble NpoCTble NPOeKTbl — K/accmnyeckas
«TPEX3BEeHKa» (1-2 cepBepa)

* CaMmbI CNOXHbIN NPOeKT — 0Koso 40 cepBepoB
(DigitalOcean)

 Terraform + Ansible



NlecATKN ponen...

~/choir/roles

do_hostnhame
backoffice elasticsearch

backups exim
browserpool fastapi
browserpool-sandbox filebeat
default-soft fluteauthapi

frontend
iptables
kibana
Tetsencrypt
Tocales
Togstash

mailsender
openresty
parser
postgres
s3cmd
smashing

swap
test

timezone
Users
zabbix-agent
zabbix-server

...063K, bpoHM, ripokcu, 6a3bl 0aHHbIX,
MOHUMOPUH2, cbop /10208, etc, etc...



Kak Bcé Oblno:

NMpoekT 1 MpoekT 2
group_vars/ group_vars/
inventory/ inventory/
roles/ roles/

roleA/ , roleA/

roleB/ copy-paste-modify roleB/

roleC/ roleD/
webservers.yml webservers.ymil
database.yml database.yml

logs.yml logs.yml



MHOro koga — 3HakoOMble NPooGIeMbl:

* Ctpax nonomartb

— Ko He nepeuncnonb3yeTcs, a KonmpyeTcs B NPOEKTHI
— HeT pedrakTtopuHra

* HeT yBepeHHOCTH, YTO 3Ta Ky4da Koaa BooblLle
cpaboTaet

* OTnagka B npouecce aensosd



3HaKoMble Npoo6iemMbl —
3HaKOMOe peLueHue

— ABmomMmamu4eckKoe
mecmuposaHue u CI!




UTO Mbl MOXEeM NpoBepPUTb cpasy?

Kopg B rute
BOOOLLe
CUHTaAKCUUYECKMU
Ba/INOHbIN??

1. YAMLLiNnt
2. Ansiblelint

3. ansible-playbook \
--syntax-check



- A

() adrienverge/yamillint

CMHTakcuc YAML
NULLIHME Npob6ensl
nepeHocbl cTpok UNIX-style

O[JMHAKOBOCTb OTCTYNOB, TpU Aedmca
B Havasie dpavna...
CTpoXxe, yem cam Ansible!




vamllint -clyamllint.yml.

$ yamllint -c yamllint.yml . HacTpouka npaBun

./inventory.yml
14:81 warning line too long (83 > 80 characters) (line-length)

17:81 warning line too long (90 > 80 characters) (line-length)

./playbooks/ubuntu-jck.yml

9:11 warning truthy value should be
36:26 warning truthy value should be
47:19 warning truthy value should be

./playbooks/aix.yml

9:11 warning truthy value should be




() willthames/ansible-lint

command vs shell module

command vs standard modules
(wget, curl, git etc)

command/shell idempotence...
CcTpoxe, yem cam Ansible!

nerknm openMBopK A8 co3naHuns
cBOMX npaBua Ha Python



() willthames/ansible-lint

ansible-1int \

-texclude=/var/1ib/jenkins/.ansible/roles \

-v *.ym]

Ansible-lint o6xooum posu,
HO cmaHoapmHsle poJsiu
cooepxxam Kpumu4eckue BOPHUH2U



ansible-1int -v *.yml




Syntax check

ansible-playbook \
playbook.yml --syntax-check

YcmaHosume cmaHoapmHble posiu —
UHaye rnposepka cuHmakcuca csasaumcsi
npu yrnoMuHaHuu HeussecmHol posiu



Bce Tpu nHctpymeHta — B CI-cKpUnT

node

stage ('Clone’
checkout scm

stage('YAML Tint'
sh 'yamllint -c yamllint.yml

stage('Ansible lint'
sh 'ansible-galaxy install -r requirements.yml'
sh 'ansible-1lint --exclude=/var/1ib/jenkins/.ansible/roles -v *.yml"'

stage('Ansible syntax check'
sh 'ansible-playbook playbookl.yml --syntax-check'
sh 'ansible-playbook playbook2.yml --syntax-check'



— Bo3moxxHocmu
cmamuyecko20 aHasiu3a
02paHUYeHHbI.
Umo Hac4yém peasibHo20
mecmupoBaHus?




ictopua Bonpoca

Jeff Geerling

Blog Projects About

Testing Ansible Roles with Travis Cl on GitHub

May 23, 2014

This post was originally written in 2014, using a technique that only easily allows testing on Ubuntu 12.04; since then, I've
been adapting many of my roles (e.g. geerlingguy.apache) to use a Docker container-based testing approach, and I've
written a new blog post that details the new technique: How I test Ansible configuration on 7 different OSes with Docker.

Since I'm now maintaining 37 roles on Ansible Galaxy, there's no way I can spend as much time reviewing every aspect of every
role when doing maintenance, or checking out pull requests to improve the roles. Automated testing using a continuous
integration tool like Travis CI (which is free for public projects and integrated very well with GitHub) allows me to run tests

against my Ansible roles with every commit and be more assured nothing broke since the last commit.



[lBa roga cnycrA...

Jeff Geerling

Blog Projects About

How | test Ansible configuration on 7 different OSes with
Docker

October 4, 2016

The following post is an excerpt from chapter 11 in my book Ansible for DevOps. The example used is an Ansible role that
installs Java—since the role is supposed to work across CentOS 6 and 7, Fedora 24, Ubuntu 12.04, 14.04, and 16.04, and

Debian 8, I use Docker to run an end-to-end functional test on each of those Linux distributions. See an example test run
in Travis CI, and the Travis file that deseribes the build.

Blog  Status Help Jeff Geerling @

geerlingguy / ansible-role-java © cze==




Meet Molecule

G Watch 136 v Star 1,390

Nov 15, 2015 -Sep 1, 2018

Contributions to master, excluding merge commits
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2016 April July October 2017 April July October

¥ Fork 211

Contributions: Commits =

2018 April July



3aBucumocTtu Molecule ot gpyrux npoeKkTos

() adrienverge/yamllint
() willthames/ansible-lint

) pycga/flakes
() philpep/testinfra



YcTaHOBKa

Prerequisites (Ubuntu): gcc, python-dev
* pip 1nstall ansible

* pip 1nstall molecule

* pip 1nstall docker-py




CTpyKTypa npoeKkrta molecule

Role
Scenario 1l
i;i?:;icz 11/ playbook.yml
Instahces. rests
Scenario 2
i;es?:;‘é‘; 21/ playbook.yml
Inctaneas. rests

21



NHnynanunsauuna

HoBasA posib:
molecule 1ni1it role -r newrole

roont@ihiintii—-<—-1venii-1ah-l1on1-01 'NI/fmn’/nnwr'n-l o# g

README . md
root@ubuntu-s-1vcpu-1gb-1lonl-01l:~/tmp/newrole#
root@ubuntu-s-1vcpu-1gb-lonl-01:~/tmp/newrole# cd molecule/
root@ubuntu-s-1lvcpu-1gb-lonl-01l:~/tmp/newrole/molecule# 1s

root@ubuntu-s-1vcpu-1gb-lonl-01:~/tmp/newrole/molecule# |



NHnynanunsauus

CyulecTsylowias posb:
molecule 1nit scenario -r <your_role_name>

(Knwyom --scenario-name MOXHO 3ad0ameb
umsi cyeHapus, rno ymosyaHuro — default)



molecule test

root@m:~/fluteansible# molecule test _ |
--> Validating schema /root/fluteansible/molecule/default/molecule.yml.

--> Test matrix

B e P, L UL P P R U PO M o,

PI AY RE( AP i e i e i e A A T T T T T i T T T e A A R A T e i i A i T T A A i T T e A i T T e T T i T T A i i T
.
"

changed=1 unreachable=0




3anyck

molecule --debug test

Q0 Tl . L Al ) F MO L)
--> Validating schema /root/fluteansible/molecule/default/molecule.yml.




“Test matrix”

--> Test matrix

L— default
Tint
destroy
dependency
syntax

create
prepare
converge
idempotence
side_effect
verify
destroy




HacTtpoukKa instances

molecule/default/molecule.yml

driver:
name: docker

platforms: .
- name: centosinstance

— ubunFu1nstance image:|solita/centos-systemd:latest
image: solita/ubuntu-
command: /sbln/1n1l
privileged: True
volumes:
- "/sys/fs/cgroup:/sys/fs/cgroup:rw" .

systemd:latest
command: /sbin/init
privileged: True
volumes:

"/sys/fs/cgroup:/sys/fs/cgroup:rw"
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Kpome docker, ectb ApauBepbl

 Azure (via Ansible’s azure_module)
 EC2 (via Ansible’s ec2_module)
* GCE (via Ansible’s gce_module)

* Delegated (camocTosiTenbHOE onpeneneHme
Create/destroy/ssh params)

* Vagrant
e ...and more



MoakntoueHue 3aBUCUMOCTEMN

molecule/default/molecule.yml requirements.ymil
dependency: -
name: galaxy - src: ansiblebit.oracle-java
options:
role-file: requirements.yml version: "5.14.14"

--> Action: 'dependency'

- downloading role 'oracle-java', owned by ansiblebit

- downloading role from https://github.com/ansiblebit/oracle-java/archive/5.
14.14.tar.gz

- extracting ansiblebit.oracle-java to /cygdrive/d/ideaspace/fluteansible/mo
lecule/default/.molecule/roles/ansiblebit.oracle-java
- ansiblebit.oracle-java (5.14.14) was installed successfully




JT1an ctatTnyeckoro
aHanu3sa (lint)

* yamllint

* ansible-lint

* ansible-playbook --syntax-check



Converge

molecule/default/playbook.yml

name: Converge

hosts: all

roles:
- role: ansiblebit.oracle-java
- role: fluteansible

tasks:



MoaknoueHne K TeCTOBOU HoAle
ANA oTnagku pesynbTatoB BbINO/IHEHUSA

molecule test --destroy=never
docker exec -1t i1nstance /bin/bash



[TpoBepka NAEeMNOTEHTHOCTMU

PaHblle (13 cTtaTtby Jeff Geerling):

ansible-playbook -1 tests/inventory tests/test.yml

Idempotence test: pass' && exit 0)
|| (echo 'Idempotence test: fail' && exit 1)



[TpoBepka NAeMMNOTEHTHOCTH

Tenepb (B Molecule):

ansible-playbook --diff playbook.yml



NHpacTpyKTypHbIE TeCcTbl

Molecule nogaep>xmBaer:

* Testinfra (Python, default)
» Serverspec (Ruby)
* Goss (written in Go, tests in YAML)



Testinfra bootstrap

import os
import testinfra.utils.ansible_runner

testinfra_hosts =

testinfra.utils.ansible_runner.AnsibleRunner(
os.environ[ '"MOLECULE_INVENTORY_FILE']) .get_hosts('all')
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Pe3ynbrart 3anycka KOMaHAbI

def test_jython_installed(host):
cmd = host.run('jython --version')
assert cmd.rc ==
assert cmd.stderr.find(u'Jython 2') > -1



«YMHBbIN» assert

:17: AssertionError




BbICTPbIN Nepe3anycK TecToB

molecule test --destroy=never
<AOMNNCbIBAEM TECT...>

molecule verify

<0OMNNCbIBAEM TECT...>

molecule verify



‘Keep the bar green
to keep your infrastructure clean’

co]]écféd 4 1tems

tests/test_default.py ....




BebG-cepBucChHI

(MpeaBapuTenbHO yctaHoBMB curl B playbook.yml)

def test_service_greeting(host):

cmd = 'curl -0 -I -L -s -w "%{http_code}\n"
http://localhost:8080/service’
assert host.check_output(cmd) == '200'

cnd = "curl -L 'http://localhost:8080/service'"
assert host.check_output(cmd).find(u'Hello!') > -1



[Tpouecchbl

def test_jsvc_process(host):
procs = host.process.filter(comm="jsvc")

assert len(procs) > 0
for proc 1in procs:
assert proc.user == 'flute3'
assert proc.args.find('-Xmx1024m') > -1
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CepBuUcChHI

def test_service_is_running(Chost):
assert host.service('flute').is_running



dannbl U NX cogepx xmmoe

def test_log_files(host):

stdout = host.file('/var/log/flute/std.out’)

stderr = host.file('/var/log/flute/std.err')
assert stdout.exists

assert stderr.exists

assert stderr.contains('Flute started')

assert stdout.contains('Flute started. O
taskSources are being processed’)

44



— TDD for
Ansible?

— Hy, ecnu
XoTurte — pal!

Test

45



— Ho n B camom
Ansible ecTb
MoAay/b assert!

thon version
--version
_result

ERROR: Idempotence test failed

2' 1n cmd_result.stderr”

46






[TpoBepKU B XaHANnepax

tasks/main.yml handlers/main.yml
_ - name: call for jython version
- name: download jython command: jython --version
T . " registeyn J=T"esT
notify: ['validate Jython listen:|"validate Jython"
- name: install jython ~ name: check Jython

notify: ['validate Jython th 1R @mmaamieien C1d_result.stderr"
Tisten:] "validate Jython'

48



ELle MOXHO NpoBepuUTb B X3aHANepax:

chaiinbi: BeO-cepBUCHI:
- stat: - uri:
path: /path/to/something url: http://www.example.com
register: p return_content: yes
register: webpage
- assert:
that: - assert:
- "p.stat.exists and that:

p.stat.isdir" - "TAWESOME' 1n
webpage.content"”

49



Role development process

)

CI system check

feature branch

50



CI: Jenkins Multibranch Pipeline

node {
stage ("Get Latest Code") {
checkout scm

}

stage ("Mo1ecu1e test") {

51



PasgeneHue no ctaguam

stage ("Executing Molecule 1int") {
sh 'molecule 1lint'

}

stage ("Executing Molecule create") {
sh 'molecule create'

}

stage ("Executing Molecule converge") {
sh 'molecule converge'
}

stage ("Executing Molecule idemotence") {
sh 'molecule idempotence'’
}

stage ("Executing Molecule verify") {
sh 'molecule verify'
}

(ko0 uz cmambu Werner Dijkerman, “Continuous deployment of Ansible Roles”)

52



PasgeneHue no ctaguam

Get Install Executing
Latest Application Molecule
Code Dependencies create
7s 39s 51s
ek 58 36s 47s
13:54
Sep 15 -
45 12s 45s 1min 1s
13:48

Sep 15 | 55 365 445
13:47

(Image from: https.//werner-dijkerman.nl/2017/09/17/continuous-deployment-of-ansible-roles/)

Executing
Molecule
converge

10s

9s

10s

10s

Executing
Molecule
idemotence

11s

8s

8s

16s

Executing Start
Molecule Tag git Staging
verify Job
10s 1s 422ms
7s 13 503ms
78 585ms
failed
17s 1s 341ms

()]
W



Travis-CI

language: python install:
python: "2.7" - pip install ansible==2.5.0
- pip install molecule

sudo: required
- pip install docker-py

services:
- docker script:
- molecule test

before _install:

- sudo apt-get update -qq notifications:
webhooks: https://
galaxy.ansible.com/api/vl/notifications/

54



GALAXY

nginx

Mginx installation for Linux, FreeBSD and OpenBSD.

Type
Author
05
Clouds
Tags

Last Commit

build | passing

Nginx

Ansible
geerlingguy

Debian, Enterprise_Linux, FreeB5D, O...

MA

balancer, development, load, nginx, pr...

8 days ago

Install and configure Nginx and Phusion Passenger along
with any number of server blocks (aka vhosts).

Type

Author

05

Clouds

Tags

Last Commit

build ' failing

Ansible
bbatsche
Ubuntu

MA

hhvm, nginx, node, passenger, php, p-..

2 months ago

nginx

Ansible role to install and manage nginx configuration

Type Ansible

Author jdauphant

0s Debian, Enterprise_Linux, Fedora, Free...
Clouds NA

Tags web

Last Commit 10 days ago
nginx

Install and manage nginx webserver

Type Ansible

Author debops

Qs Debian, Ubuntu
Clouds NA

Tags nginx, web, webserver

Last Commit & months ago

build | passing
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Bbblo...

NMpoekT 1 NMpoekKT 2
group_vars/ group_vars/
inventory/ inventory/
roles/ roles/

roleA/ , roleA/

roleB/ =PRI =T roleB/

roleC/ roleD/
webservers.ymil webservers.ymil
database.yml database.yml

logs.yml logs.yml

56



...CTAJ10.

Ansible Galaxy Molecule
roleA/ roleB/

MpoeKkT 1 NMpoekT 2

group_vars/ group_vars/ Linting

inventory/ inventory/

roles/ roles/

roleC/ roleD/
webservers.ymil webservers.ymil
database.yml database.yml

logs.yml logs.yml
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MOXHO eLlé YTO-TO YIyULIUTb?

Ansible Galaxy
roleA/ roleB/

MpoekKT 2

group_vars/

inventory/

roles/
roleD/

webservers.yml
database.yml

webservers.yml
database.yml

logs.yml logs.yml
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Kak ObITb C KOHpUrypauunemn?

* [1n0Xme HOBOCTW:
— Molecule — ToMbKO O19 Ponewn.

— [NpoBepunTb pasBépThbiBaHNE Ha Npoa
MOXHO TO/IbKO pa3BepHyB Ha npoa. ))

* XopoLwias HOBOCTb:
— Mbl MOXeM NMPOBEPUTL NPOEKT, He 3anyckad ero!



(]

Dt

C

AHpapen CatapuH

«Kak NnpoBepuUTb CUCTEMY, He 3anyckas eé»
Heisenbug 2017, MockBa

PycnaH YepemMmuH

«TecTnpoBaHMe KoHurypaumnm

nna Java-pa3padoTymKoB: NPakTUYECKUIA ONbIT>»
Heisenbug 2018, CaHkT-INeTepbypr

JUG.MSK, nioHb 2018, MockBa
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TecTbl KOHoUrypauumn

Hy>XHble nepemMeHHble BOOOLLIE eCTb.

dopmaT 3HaYEeHNN NEPEMEHHBIX:

— MOPTbl — Yunc/ia B 4ONYCTUMOM AMana3oHe,
— XOCTbl — AOMEHHbIe nmeHa nnu IP,

— URL'bI — BaningHble N T. M.

[Maponen HeT B sBHOM BUE.

[MopTbl CEPBMCOB, NOAHMMAEMbIX B NMpeaenax xocTa,
YHUKa/1bHbI.

1 6onee cneundomnyeckmne BeLlu.



NMpoBepsieM Ba/INAHOCTb NOPTOB

pytest.mark.parametrize('k,v", |port_var_values(BASEDIR)D

test_port(k, v):
port int(v)
port 0
port 32000



OOXoAUM HY)XHble HaMm
nepemMeHHbIe...

port_var_values(path):
key_pattern re.compile('port$}])
(k, v) var_values(pa ;

key_pattern.search(k):
(k, v)



[MpoBepsieM YHUKaJ/IbHOCTb NOPTOB

pytest.mark.parametrize('path”, [BASEDIR])
test_port_uniqueness(path):

ports set()
(k, v) port_var_values(path):
port intCv

(port ports)
ports.add(port)



‘Keep the bar green
to keep the configuration clean’

test session starts
platform cygwin -- Python 2.7.14, pytest-3.6.1, py-1.5.3, pluggy-0.6.0
rootdir: /cygdrive/d/ideaspace/untitled5/test, inifile:
plugins: testinfra-1.7.1
collected 101 items




JloBUM «yTeKarouime» naponu

def password_var_values(path):
key_pattern re.compﬂe(
for (k, v) 1n var_values(path):
1t key_pattern.search(k):
yield (k, v)

pytest.mark.parametrize("k,v", password_var_values(BASEDIR))
def test_password(k, v):

var_pattern = re.compile@ \{\{C[A][\}F[ATDD+\I\}")

print '"%s: %s' % (k, v)
assert var_pattern.search(v)

66



k = "mysql_root_password', v = '12345"

@ytest.mark.parametrize("k,v", all_vars_values(BASEDIR))
def test_password(k, v):
var_pattern = re.compile('\{\{C[A}TIN}[ATDD+\I\} ")
if 1s_password(k):
print '%s: %s' % (k, v)
assert var_pattern.search(v)

:52: AssertionError
Captured stdout call

mysql_root_password: 12345




BbiBOAbI



Tectupyiite Baw Ansible!

YAMLL1Nt + AnsibleLint + syntax check
npamMo cerogHA!

[TpoBepanTe ponm Ha Molecule
BcTaBnanTe npoBepKkn B X3HASIEPDI
TecTnpynTte KoHdUrypauuio



Molecule is ‘must have’
npu paspaboTke poneun

* Co3panTe TecTbl Ha Balun Ansible-ponn
MNPAMO CErofiHg — 3TO NPOCTO

* JleHb pa3ouparbca?
be3 TecToB, NpoBepKa converge n idempotence

* CoBceM MeHb pasdbunparbca? lint /syntax



Ha3Basica koaom —
nonesau B CI!



CI/CD gnsa Ansible-ponen

* «lUTaTHbIN» HAOOP NHCTPYMEHTOB —
GitHub+Travis+Galaxy,
3TO ecnu ponu B OpensSource

* Jenkins Multibranch Toxe paboTtaeTt OT/INYHO



TecTupoBatb Ansible-koa —
NPOCTO N NPUATHO!

3agaBanTe BOMNPOCHI :-)


mailto:ponomarev@corchestra.ru
https://twitter.com/inponomarev
https://twitter.com/inponomarev

CcbINnku

* WBaH NoHoMapéeB TecTupoBaHMe U HenpepbiBHasA
nHTerpauua ans Ansible-ponen npn nomouwm Molecule
N Jenkins https://habr.com/post/351974/

Jeff Geerling Testing Ansible Roles with Travis CI on GitHub
https://www.jeffgeerling.com/blog/testing-ansible-roles-travis-ci-

github

Werner Dijkerman Continuous deployment of Ansible Roles
https://werner-dijkerman.nl/2017/09/17/continuous-deployment-of-
ansible-roles/
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