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A g e n d a

1. General concepts
2. Solution demo
3. What is Cloudwatch today?
4. Metrics and monitoring tools on AWS today with demo
5. What is observability
6. Observability tools on AWS today with demo
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What Goes Into an Observability Plan?
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App example architecture
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Solution demo
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What is Cloudwatch today?
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Amazon CloudWatch
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troubleshoot and set 
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Alarms

Collect
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on-premises servers
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operational changes with 
CloudWatch Events and 

Auto Scaling
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AWS Management Console 

ISVs using CloudWatch

AWS CLI

Amazon CloudWatch API

AWS SDKs

Interacting with Amazon Cloudwatch
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Collect
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{

"metrics": {
"aggregation_dimensions": [ ["AutoScalingGroupName", "InstanceId"], ["AutoScalingGroupName”]  ],
"append_dimensions": { "InstanceId": "${aws:InstanceId}”, "AutoScalingGroupName": "${aws:AutoScalingGroupName}”  },
"metrics_collected": {

"mem": { "measurement": ["mem_used", "mem_cached", "mem_used_percent", "mem_available_percent”] },

"processes": { "measurement": ["running", "sleeping", "dead”] },

"disk": {"resources": ["/"], "measurement": ["free", "used_percent”] },
},

"namespace": "live-broadcast-red-button-linkmanager-api"
},

"logs": {
"logs_collected": {

"files": {
"collect_list": [{

“file_path": "/var/log/broadcast-red-button-linkmanager-api/output.log",

"log_group_name": "live-broadcast-red-button-linkmanager-api-infrastructure-ApplicationLog-J8FGOWKDFOE8",

"log_stream_name": "{instance_id}-{ip_address}-output.log"
}]

}
},
"log_stream_name": "{instance_id}-{hostname}"

},

"agent": { "logfile": "/var/log/amazon-cloudwatch-agent/amazon-cloudwatch-agent.log”, "metrics_collection_interval": 60 }
}

Collecting via Cloudwatch Agent Collect EC2/ECS/EKS
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Source: https://aws.amazon.com/blogs/containers/under-the-hood-firelens-for-amazon-ecs-tasks/

Collect ECSFirelens

https://aws.amazon.com/blogs/containers/under-the-hood-firelens-for-amazon-ecs-tasks/
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//App container
"logConfiguration": { 

"logDriver":"awsfirelens", 
"options": { 

"Name": "datadog | sumologic | splunk | loggly | Kinesis Firehose | Kinesis Data Streams| CloudWatch",
"apiKey": "<API_KEY>",

} 
"secretOptions": [{ "name": "apiKey", 
"valueFrom":   "arn:aws:secretsmanager:region:aws_account_id:secret:secret_name-AbCdEf" }]

}
//FluentBit sidecar
{ 

"essential":true, 
"image":"amazon/aws-for-fluent-bit:latest", 
"name":"log_router", 
"firelensConfiguration":{ "type":"fluentbit", "options":{ "enable-ecs-log-metadata":"true" } } 

}

Collect EC2/ECS/EKSFirelens: Interface
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How to consolidate? Collect ECS/EKS



© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

Embedded Metric Format that can send properties with metric values is 
now available in CloudWatch Logs

When sending log data to CloudWatch Logs with EMF (JSON), custom 
metrics are issued and graphed

You can query collected logs with CloudWatch Logs Insights and graph 
and analyze the properties affecting them in Contributor Insights

Output EMF format log with your own code, or easily output with 
Python / Node.js EMF library or CloudWatch Agent EMF log example

Python logging example

Collect EC2/ECS/EKSEmbedded Metric Format (EMF)
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Collect Cloudwatch logsCollecting metrics from log extraction



© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Monitor



© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved.

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

Monitoring view – typical day
Monitor

Dashboards
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Anomaly detection
Monitor

Anomalies
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Act
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Automate response with CloudWatch Events
Act

Alerts

CloudWatch Events provides a near real-time stream of 
system events that describe changes to your AWS 
resources.

• Respond quickly
• Take corrective action

Write rules to indicate which events are of interest to 
your application and what automated actions to take 
when a rule matches an event.

• Invoke a Lambda Function
• Notify an SNS Topic
• Create an Ops Item in Systems Manager
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Best practices

Log sampling

Frequent log rotation

Keep the application log free of spam

Rate-limit an application log’s error spam
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Solution Demo 2 - metrics
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Key takeaways

Collect everything with ease (logs, containers, managed 
services)

Use embedded metric format

Use self-learning metric behavior

Automate monitoring
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Break and Q&A
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Observability on AWS
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Monitoring Anticipated

Observability Unexpected

Anticipated, 
Unexpected

Observability
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Observability is the goal
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Observability is the goal



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

Collect Monitor Act Analyze

Breadth and depth observability tools 
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Fully managed solution that helps customers visualize and analyze the health, 
performance, and availability of their distributed applications in a single place. 

ServiceLens
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ServiceLens (1/2) Service Map
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ServiceLens (2/2) Traces
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Container Insights (1/2)
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Container Insights (2/2). Load test.
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Cloudwatch logs insights
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Contributor insights



Solution Demo 3 - Observability
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Best practices for observability

Log the availability and latency of all of dependencies.

Log a trace ID and propagate it in backend calls

Log different latency metrics depending on status code and size.

Log important metadata about the unit of work

Add an additional counter for every error reason
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Key takeaways

Cloudwatch is evolving

Container insights

Appication and microservice tracing

Corellate metrics, logs and traces

Top contributors



Q&A
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Thank you!


