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. Terraform

. ~1000 cTpoK npoBanagep-opmeHTUpPOBaAHHOIO Koaa
. ~100 BUpTYanbHbIX MaLUUH

. ~20 dns-3anucen

. Ansible

. ~5000 cTpoK Koaa

. ~20 NnnenbyKoB C Navykoun posien
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Y10 601UT?

. HeT 6bICTpOro cnocoba nepeexaTrb K Apyromy riposangepy.

. MHOI' O kopa npna aennos
. OTBpaTUTENbHOE MacLUTabupoBaHNE CUCTEMBDI.

. [lennoun Toxe TpebyeT Aebara.
. KTO xoamnn Ha Moro HoAy?



OcTaBb MeHH4, A 3aepPXXy UX.

resource "digitalocean_droplet" "pgdb-dev" {
1mage = "31754481"
name = "pgdb-dev”

region = "ams2"

size = "s-2vcpu-2gb"
private_networking = "true"
resize_disk = "false"

ssh_keys = ["${var.ssh_keys}"]
user_data = "${file("minimal.conf")}"



OcTaBb MeHH4, A 3aepPXXy UX.

resource '"digitalocean_droplet" "pgdb-dev" {
1mage = "31754481"
name = "pgdb-dev”

region = "ams2"

size = "s-2vcpu-2gb"
private_networking = "true"
resize_disk = "false"

ssh_keys = ["${var.ssh_keys}"]
user_data = "${file("minimal.conf")}"

. AX, ecnu 6bl TONbKO HOAbI.



[locbinbTe ux nenjom

variliable "eps_names" { default = ["epsilon4060",
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[locbinbTe ux nenjom

variliable "eps_names" { default = ["epsilon4060",
"epsilon4061”,
"epsilon402"”,
"epsilon40603",
"epsilon404",
"epsilon4065"] }

. Korpa B TBOKO MH(MPACTPYKTYPY nonagaeT LUK,
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. YNpaBneHune cepBnucamm npum o6HOoBIEHUMN.

. 3aBUCUMOCTb OT onepaLMmoHHON CUCTEMDI.

. Co3jaHne BHYTPEHHEN CETU C HacTpounkon ip-tables



Koraa kaabin ansible-playbook - nponssegeHune nckyccraa.

name: configure backoffice server
10 more lines
roles:
- role: do_hostname
20 more lines
- role: backoffice
tasks:
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service:
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state: reloaded



Koraa kaabin ansible-playbook - nponssegeHune nckyccraa.

name: configure backoffice server
10 more lines
roles:
- role: do_hostname
20 more lines
- role: backoffice
tasks:
50 more lines
- name: Reload nginx
service:
name: nginx
state: reloaded

. Jlonro, [oporo, 6yaeT LLeHUTbCA nocsie cMepTu aBTopa(HeT).
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cant dns_manager

cert_ manager

kafka = processor

load _balancer
v
apl Ingress » [lonb3oBaTensb

Hawwu cepsuchl CTOpOHHME cepBUCHI




NcxoaHbIN
CauT

A 4YTO, COOCTBEHHO, AenIonuM?

Hawwn cepBUCHI

kafka = {@ dns_manager

cert_manager

load _balancer

Y

logs

ingress

metrics

CTOpOHHME CcepBUCHI

>

[lonb3oBaTenb



Coéopka jar-file




C6opka docker-ob6pasa

docker-image
@ code Jenkins jar_ﬁle/g—ﬁcifact@




fl paccaxy Bac no CTy/bynKkam
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[ToyemMy docker/Kubernetes?

. YpesaTtb pauluoH

. Jlerko macLwutabmnpoBaTtb

. YNan - nepesanycTtuics

. I30n1aumna oKpy>KeHuns

. CobcTBEHHAA MexcepBUCHada ceTb 1 dns
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Moyemy OBJTIAYHBIN kubernetes?

. J1erko cBepHyTb-pa3BepPHYTb
. KBsaaS - aTo Hepoporo
. Y Terraform ecTb npoBangepbl, MO3TOMY Nerko XXuntb ¢ laC



YnakoBka helm-yapra
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[Toyemy helm?

. [TakeTHbIN MeHeaKep AN cepBUCoB K8s

. Cloud Native Computing Foundation

. bonblIoOe KONNMYeCcTBO roTOBbIX MAKETOB AJ11 KJlaCCUYeckKoro web

. Ckopo 6yneT Helm 3 6e3 netckux 6onesHen(y>ke ectb anbda)

. [locTaTO4YHO BbIOpaTb ApYyron namespace, n 6yget dey, test, staging, prod



MHppacTpyKTypa ToXe 34€echb

~ Artifactory Images, charts

tfstate

Atlantis tf, creds

cloud provi @




Atlantis - laC aBTomaTtusauus npsimo u3 VCS

&



HekocMuyeckuin Kopabnb

webhook
infrastructure .@ud provider
tf-file -

: tfstate
@ apply Atlantis baCke@
output tistate /i
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HekocMuyeckuin Kopabnb

webhook

Infrastructure cloud provider
tf-file -

: tfstate
apply Atlantis baCke@
output tfstate

GitHub




tf

Atlantis

He 6ynem oTBfieKaTbCA

tf, creds, helm :
docker-image, cha@Ud_PmW@

jar-file

tfstate jar-file

Artifactory

chart

code




tf

Atlantis

He 6ynem oTBfieKaTbCA

tf, creds, helm o :
docker-image, cha@d_mm’@

jar-file

tfstate jar-file

Artifactory

chart

code







<’>—-@Jud_p rovidms_cluster @ @







cloud provider

Infrastructure

secrets, tiller k8s cluster

datasource @
values @
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Bce xopouwo. [MoyTtn.

. [lpaBad pyka He 3HaeT, YTO AenaeT nesas.
. [1NnA Ka)KJoro nsmMeHeHus - tTeppadopm.



Terraform - 3T0 XopoLio.
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. [106aBUTL/y6aBUTb HOAY B NYJI.

. [1o6aBnTb/y6a@BUTb NOAY B CEPBUC.
. [MpobpocuTb dns-3anucs.

. HacTpouTtb load-balancing.

. [lo6aBUTL https.



Helm kak cnoco6 ynpaBneHust UHOPACTPYKTYPOA
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. Cluster-autoscaler

. Cluster-overprovisioner
. External-dns

. Nginx-ingress

. Cert-manager

. HPA
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Cluster-autoscaler

. Manages autoscaling groups

. AWS, GCE, Azure AKS

. Autodiscovery by ASG tags

. Manually specify ASG(aws only!)



Cluster-autoscaler - |AM permissions

{
"Version": "2012-10-17",

"Statement": |

{

"Effect"”: "Allow",

"Action": |
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances”,
"autoscaling:DescribelLaunchConfigurations"”,
"autoscaling:SetDesiredCapacity",
"autoscaling:TerminateInstanceInAutoScalingGroup"

1,

"Resource": "*"

h



Cluster-autoscaler - values.yml

cluster-autoscaler:
autoscalingGroups:

- name: asgl
maxSize: 1
minSize: 10

awsReglion: us-east-1



Cluster-autoscaler - values.yml

cluster-autoscaler:
autoscalingGroups:

- name: asgl
maxSize: 1
minSize: 10

awsReglion: us-east-1

. Mo)>XHO opraHnsoBaTb autoDiscovery, HO NpuaeTcAa Toraa cosgaBaTtb asg yepes
Teppa@opMm.
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Cluster-overprovisioner

. Holds resources for service pods
. HOT autoscaling
. Low PriorityClass



Cluster-overprovisioner

helm 1nstall stable/cluster-overprovisioner
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External-dns

. Make services discoverable

. AWS Route 53, GC DNS stable

. AWS SD, AzureDNS, CloudFlare beta
. 15+ DNS alpha



External-dns IAM Permissions

"Version": "2012-10-17",
"Statement": |
{

"Effect": "Allow",

"Action": |
"routeb3:L1stHostedZones",
"route53:L1istResourceRecordSets",
"route53:ChangeResourceRecordSets”

1,

"Resource'": "*"



External-dns IAM Permissions

{
"Version": "2012-10-17",
"Statement": |
{

"Effect": "Allow",

"Action": |
"routeb3:L1stHostedZones",
"route53:L1istResourceRecordSets",
"route53:ChangeResourceRecordSets”

I

"Resource": "*"

}
]
}

. MOXXHO OTTasIKmBaTbCs OT MMHUMalbHbIX NpaB, co3gaBas hosted-zone yepes
terraform.



External-dns nginx-ingress values.yaml

controller:
1ngressClass: elb
service:;
annotations:
external-dns.alpha.kubernetes.1o0/hostname: servicel.example.com



Nginx-ingress



Nginx-ingress

. Load-balancing by Kubernetes API



Nginx-ingress

. Load-balancing by Kubernetes API
. Providers

. AWS ELB

. DO

. Google Cloud



Nginx-ingress

. Load-balancing by Kubernetes API
. Providers

. AWS ELB

. DO

. Google Cloud

. Has default-backend
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Cert-manager

. Provision and manage TLS certificates
. Maintainer - Jetstack

. Pre-1.0

. Issuers

. CA

. Self-Signed

. ACME

. Vault

. Venafi



Cert-manager installation

kubectl apply --validate=false -f https://raw.githubusercontent.com/jetstack

kubectl create namespace cert-manager
helm repo add jetstack https://charts.jetstack.1o0
helm repo update
helm i1nstall \
--name cert-manager \
- -namespace cert-manager \
--version v0.11.0 \
jetstack/cert-manager



Chart annotations for ingress/ils:

grafana:
1ngress:
enabled: true
hosts:
- grafana.example.com
annotations:
kubernetes.io/ingress.class: elb
1ngress.kubernetes.io/ssl-redirect: "true"
kubernetes.io/tls-acme: "true"
certmanager .k8s.10/1ssuer: letsencrypt-staging
tls:
- secretName: grafana-tls
hosts:
- grafana.example.com



Issuer for cert-manager

apiVersion: cert-manager.1io/vlalpha?2
kind: ClusterIssuer
metadata:
name: letsencrypt-staging
spec:
acme:
emall: user@example.com
server: https://acme-staging-v02.apli.letsencrypt.org/directory
privateKeySecretRef:
name: example-1issuer-account-key
solvers:
- httpoO1l:
1Nngress:;
class: elb



Certificate for cert-manager

apiVersion: cert-manager.1io/vlalpha?2
kind: Certificate
metadata:
name: example-com
namespace: default
spec:
secretName: example-com-tls
duration: 2160h # 90d
renewBefore: 360h # 15d
commonName: example.com
dnsNames:
- example.com
- www.example.com
ur1SANS:
- spiffe://cluster.local/ns/sandbox/sa/example
1ssuerRef:
name: letsencrypt-staging
kind: ClusterIssuer



Terraform Kak cnoco6 nHuunanusauuu.
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B Terraform ocTaroTca:

. 3aKas knactepa 1 (onumoHanbHo) node-pool

. Secrets ansa Kubernetes(credentials ans Artifactory)
. UHnumanusauyusa Helm-tiller

. [lepBnYHasn yctaHoBka Helm-chart ¢ ykazaHnem namespaces



resource "digitalocean_kubernetes_cluster"” "melbet2" {

name = "melbet”

region = "lonl"

version = "1.14.2-do.0"

node_pool {
name = "puppetheatre-pool"
size = "s-4vcpu-8gb"
node_count = 10
tags = ["puppetheatre” |

h

Utoro

144 ctpoku ans DigitalOcean



resource '"google_container_cluster" "melbet" {

name = "melbet-cluster”
location = "europe-northil-a”
remove_default_node_pool = true
1nitial_node_count = 1
enable_legacy_abac = true
provisioner "local-exec" {

when "destroy"

command "sleep 90"

}

¥

NUtoro

144 cTtpokun ana GCP



[1pn nepeespne n3 DO B GCP MeHaeTca ~20 cTpok



resource "aws_eks_cluster" "tf_eks" {

name = "${var.eks_cluster-name}"
role_arn = "${aws_iam_role.tf-eks-master.arn}"
version = "1.14"

vpc_config {
securlity_group_1ids
subnet_1ids

¥

depends_on = |
"aws_lam_role_policy_attachment.tf-cluster-AmazonEKSClusterPolicy",
"aws_lam_role_policy_attachment.tf-cluster-AmazonEKSServicePolicy",

["${module.security_groups.tf-eks-master-id}"]
[ "${module.subnet_1d1}", "${module.subnet_1d2}"]

]
;

Ntoro

510 cTtpok ana AWS(BmecTe ¢ kacToMHbIMU IAM)+ Mpu nepeesae B AWS
NPULLNOCH NOTPYAUTLCA, HO Ha TO OH U AWS
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A KaK HacyeT Bare Metal?

. [MnoteTnyeckmn - Rancher2 nmeet ceBoun npoBangep B Terraform



[1Ipo6nemMbl
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Helm tiller

. Bcerga HenpuAaTHO UMeTb cluster-admin Ha CBOEM KnacTepe
. MOXXHO noagHMMaTb JioKasibHO, Toraa 6yaeT nosib3oBaTbCA BalLlMMU NpaBaMy

. https://habr.com/ru/company/oleg-bunin/blog/462665 - cTaTbsi N0 6€30MacHOCTM
Helm, koTopasa MoXeT cnerka cMardymTb 60b

. C BbIxogoM Helm3 cTaHeT HeaKTyaJibHbIM.


https://habr.com/ru/company/oleg-bunin/blog/462665
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Persistence

. [paMOTHbIN persistence management NpoCcTo HEO6X0AUM
. HeaKTyaJibHbIM He CTaHeT
. XOoTs A cnbiwan o nonbiTKkax - Dell Technologies
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Kafka

. OpurnHanbHbin helm-chart ot Confluent - TpebyeT kKBanndpukauum gnsa BapeHus.
. CoBpeMEeHHble BUOBTMOTEKU KJITMEHTOB - C TPYAOM 3TO NEPEXUBAtOT.

. MOXXHO BbINOXWUTb 3a oTaAeNbHbIN load-balancer

. Kynntb cepBuc 1 3abbITh.
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. Jlerko nepeexartb K Apyromy npoBangepy

. Mano nH@ppacTpyKTypHOro Koaa

. Jlerko macLutabmupoBaTbCH

. Jlerko nogaep)xnBaTb HECKOJIbKO KOHTYPOB
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YTO NnoYMTaTh/NOCMOTPETDL?

. ®naHT 6n0r https://habr.com/ru/company/flant
. Atlantis https://www.runatlantis.io
. Google 6nor https://cloud.google.com/blog/products/devops-sre
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BbiBOAD



PasrpyxauTe Baiw Terraform

MuHnManucTuyHasa nHhpacTpyKTypa ¢ TrMOKUM Noaxo40M K nepeesny.



Harpy»xaunTte Baw Helm

[TakeTHbIN MeHeaXep C NErKoCTbio cnpaBfisieTcs ¢ 3aga4amMu MHPacTPyKTYpbl B
npegenax cepsuca.



Ha Balln BONPOCbl OTBETUT

Nma

Omntpuin N'yéeHko, KYPC

NouTa

dmeatriy@gmail.com

Telegram

@Dmeatriy


mailto:dmeatriy@gmail.com

