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M CMepPTb COKETOB

(Ha npumepe python)
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UTto Takoe cokeT?

KnueHT
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e?
CeP® MouTa Kak cBsizaTtbcs?
FTP-cepBep IP-appec +
Beb-cepsep HoMep nopTa

=TCP cokeT
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01.01.1983
ARPANET nepewenHa TCP

dd .we concatenate a
NETWORK tidenttifier,
and a TCP identifier
with a port name to
create a SOCKET name
which will be untque
throughout all
networks connected
together d4

AreHTCTBO MUHUCTEPCTBA 0H6OPOHDI
CLUA no nepcneKTUBHbIM
nccnepoBaHueM




CokeTbl bepknu

* 1983 (BSD Unix)
* 1988 ctaHpapt POSIX.1



3a4eM HYXHbl COKeTbl?



Mopenb OSInTCP/IP

DNS, Telnet,
SSH, FTP, DHCP,
HTTP, SMTP

TCP,UDP | TpaMCMOPTHbIA
/ :

IP,ICMP,ARP | Farerol

Ethernet,
Wi-Fi,
Bluetooth




PeanbHoe B3auMoaencTeue

Nonb3oBaTenbc ELUUELIICCLERN [poTokon CepBepHoe
Kun npouecc LD CLIE NMPUNoXeHUd npunoxeHue

[TpoTtokon TCP

TCP TCP

CTeK BHYTpH <

[lpoTokon IP
agpa

Npaiisep |} [lpoToKON | Opaiisep
Ethernet Ethernet Ethernet
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TCP cokeThl



3 3Tana

PoxpneHue
JXU3Hb
CMepTh



PoxpgeHue

server =

client =
socket.socket() socket.socket()

server.bind()

N N

{:server.listen()
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server.gccept() ” client.connect()
client ]
client.recv() |  client.send()
client.send() }——[ client.recv()
client.close() \
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[ server.close( ) J [ client.close() J




PoxpeHue

XXuns3Hb

CMmepThb

server = socket.socket()j

server.bind()

~

server.listen()

[client - socket.socket()]

server.accept() - client

client.connect()

client.recv()

client.send()

client.send()

client.close()

server.close( )

client.recv()

[ client.close() ]




Uto poxpaeT socket.socket()?

UNIX: Cospa |
BCE oeckpun "
open() Tb,
eCTb creat( TAKOE???
v ket ) -
Cba Mn! :zge;t() close()

pipe() select()
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[lpuMepbl



TCP umport socket
cepeep server = socket.socket()
server.bind(('192.168.220.5‘, 8888))
server.listen(1)

client, cl_addr = server.accept()
data_recv = client.recv(1024)
client.send(b‘Message from server’)

client.close()
server.close( )



TCP umport socket
KJIUEHT

client = socket.socket()
client.connect(('192.168.220.5‘, 8888))
client.send(b'Message from client')
data_recv = client.recv(1024)

client.close()



[ naBal

OcobeHHocTU TCP cokeTOB



TCP cokeTbl

* YcTaHaBnuBalT coefMHeHue (TpouMHOe pyKornoxaTue)

« CerMeHTaUMA, KOHTPOJIb A,0CTABKM U NopsaaKa coobLLeHUN
* KOHTpoOnb ownbokK

* UsbaBneHne oT Ay6NMpPOBaHHbIX CEFMEHTOB

UTo MOXXeT NOUTU He Tak?



CeaHc cBasu no npotokony TCP

KnueHT

[TobonTaem?
KoHeuHo, nobonTaem
OTnUYHO, NOAKIHOYUIIUCH
MHe HYy>XHbl TBOU LaHHbIe
Cnacubo 3anpoc nonyyeH
BoT paHHble, KOTOpbIe Thl MPOCUS
Cnacubo, paHHble MOAyYnn
A 3akoH4YMN, bonblue cflaTb HeYero

A To)XXe 3aKoOHYMN, cnacubo

CepaeP




OHnauvH urpa: cnyyan
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OHNauvH urpa: cnyyam 2

A

CLIENT SERVER
Encryption Compression Compression Encryption
Netchannel Netchannel
unDp upp
IP IP
Ethernet Ethernet

—
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He TCP eaunHbIM: UDP



MHUuManusaumnsg: co3gaHme cokeTa

-

S

N

ock = socket.socket(
family=..,

type=..,
proto=.

N




JlomeH

[ family=..

AF_INET IPv4, noprt

AF _INETG6 IPv6, nopTt, MeTKa MnMoToKa, MynbTUKACT
AF_UNIXx* NytTb K panny ('/tmp/process.s')
AF_CANx* NIMa uHTepdenca ('can®')
AF_BLUETOOTH* |[MAC appec, nopT




Tun

|

type-=..

SOCK_STREAM

[TOTOKOBbIN

SOCK_DGRAM

[laTarpaMMHbI

SOCK_RAW

Colpon (HecTaHOapTHble NakeThl)

SOCK_SEQPACKET

[locnegooBaTefibHble MaKeThl




[lpoTOKON

[ proto=..
IPPROTO_TCP TCP
IPPROTO_UDP UDP

IPPROTO_SCTP SCTP




TCP nUDP cokeTbl

// server = socket.socket(

TCP

UDP

)

family=socket.AF_INET,
type=socket.SOCK_STREAM,
proto=socket.IPPROTO_TCP

.

\_ )

//7 server = socket.socket(

family=socket.AF_INET,
type=socket.SOCK_DGRAM,
proto=socket.IPPROTO_UDP

/




PoxpeHue

CepBepHbIV cCOKeT

server = socket.socket()

v

server.bind()

KnueHTCKUU cokeT

[client = socket.socket()]

—{ client.éénnect() ]

A 4

server.close( ) J

!

[ client.close() J




server = socket.socket( UDP cepBep
family=socket.AF_INET,

type=socket.SOCK_DGRAM,
proto=socket.IPPROTO_UDP,
)
server.bind((‘192.168.220.5', 8888))
data_recv, cl _addr = server.recvfrom(1024)
data_send = b‘Message from server’
server.sendto(data_send, cl_addr)
server.close( )



client = socket.socket(
family=socket.AF_INET,
type=socket.SOCK_DGRAM,
proto=socket.IPPROTO_UDP,

UDP kKnueHT

)
client.connect((°192.168.220.5", 8888))

client.sendto(b’'Hello’, server_addr)
data_recv, server_addr = client.recvfrom(1024)
client.close()



Kakou cokeT nyyiue?

UDP TCP
YcTaHoBKa coeguHeHUs HeT | [d
[apaHTWs Bo0CTaBKM CO06LLEHNY HeT| Oad
LLlnpokoBew,atenbHasa paccbiyika na HeTt
[ocTtaBka coobuieHMn B npaBunbHoM nopsigke | HET na







[lpoTOKOADI

UDP

TCP




Qavic

Quick UDP Internet Connections

be3onacHoOCTb
[louT MrHOBEHHOE YCTaHOBJIeHWEe CoOeaUHEeHUS

COKpaLIJ,eHMe BPpeMeHU Ha nepenogkirnyvyeHme K CeTdMm
and nepeMeLllalOlLLnNXCA MOBUNbHbIX KIINEHTOB;



' > Google Cloud Platform Blog

HTTPS HTTPS
over TCP + TLS over QUIC
Sender Load Balancing Senoer Load Balancing
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1. Repeat connection
2. Newer talked 1o server befors


https://cloudplatform.googleblog.com/
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UNIX cokeThl



B3anmopenucTeme Mexay coKkeTaMm

e e
cepee? I C’ C’

[lpouecc]

Y

[lpouecc 2

[lpouecc]

|

[Mpouecc 2




UNIX cepBep

server = socket.socket(socket.AF_UNIX, socket.SOCK _DGRAM)
server.bind("/tmp/python_unix_sockets_example")

while True:
message = server.recv(1024)
1t not message :

break
else:
1t "DONE" == message.decode('utf-8'):
break

server.close( )



UNIXHa WINDOWS

AF_UNIX comes to Windows

%

Sarah

December 19th, 2017
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YCNOXHAEM X3Hb Kol



[lepencnonb3oBaHue agpeca

[ server = socket.socket() J—»{ server = socket.socket() J

4 N

server.setsockopt(
socket.SOL_SOCKET,
socket.SO_REUSEADDR,

{ server.bind()

< /

[ server.close() J [ servertbind() J

|
|
|
|
|
|
|
|
|
|
|




bnokupyrow,aa pyHKLUS

server = socket.socket()
‘ J

server.bind()
v

server.listen()

[server.accept() - client}




HebnokupytoLLasa c TauMepoB

-~

server = socket.socket()

J

b

server.bind()

J

v

server.setblocking(False)

|

server.settimeout(TIMEQUT)

y

-

\

server.listen()

o

L

-

\

server.accept() - client

o




ACUHXPOHHbIE COKETbI

import asyncio
async def tcp_echo_client(message):
reader, writer = await asyncio.open_connection(
'127.0.0.1', 8888)
writer.write(message.encode())

data = await reader.read(100)
writer.close( )

awailt writer.wait closed()

asynctio.run(tcp_echo_client('Hello World!"'))






O6paboTKa HOBbIX MOOKIHOYEHUN




Ouyepepb Ha NogKnOYeHUe

server.listen(3)

P
2T

Knunent KnueHt KnueHT

Time1 Time2 Time3



[ naBa 4

CoKeTbl Ha apyrux A3blkax



#include <sys/socket.h> CepBep Ha C/C++ (1/4)

tnt main()

{
int client, server;
struct sockaddr_in addr;
char buf[1024];
int bytes_read;

server = socket(AF_INET, SOCK_STREAM, 0);
if(server < 0)

{

perror("socket");
exit(1);



Cepsep Ha C/C++ (2/4)

addr.sin_family = AF_INET;
addr.sin_port = htons(8888);
addr.sin_addr.s_addr = htonl(INADDR_ANY);
Ltf(bind(server, (struct sockaddr *)&addr,
sizeof(addr)) < 0)

{

perror("bind");

ex1t(2);



Cepeep Ha C/C++ (3/4)

Listen(listener, 1);

while(1)
{
client = accept(server, NULL, NULL);
if(client < 0)
{
perror("accept");
exit(3);



Cepsep Ha C/C++ (4/4)

while(1)
{
bytes_read = recv(client, buf, 1024, 0);
Lf(bytes_read <= 0) break;
send(client, buf, bytes_read, 0);
}
close(client);
}
return 0;



TCP @ ,A322%3r 13 I OvToybE, At U DTy rE
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Bce ropasno cioxHee..

SO_REUSEADDR
SO_KEEPALIVE
SO_DONTROUTE
SO_SNDBUF
SO_RCVBUF
SO_LINGER
SO_USELOOPBACK
SO_OOBINLINE

..M3TO TOJIbKO ONUHUMN...

SO_SNDLOWAT
SO_RCVLOWAT
SO_SNDTIMEO
SO_RCVTIMEO
SO_TYPE
SO_ERROR
SO_BROADCAST
SO_REUSEPORT



CokeThl...

* DYHKLLMOHAbHDI
[MBKM

* YHUBepCanbHbl



[Oe YTo NPUMEHATDL

* TCP - png HapeXXHoU nepenaym AaHHbIX

 UDP - 06MeH KopoTKNMMUK coobuLeHUsaAMM,

MHOIroagpecHad paccblJika

 UNIX - 06MeH oaHHbIMU Ha OO HOU MaLLUHE



Cnacmbo 3a BHUMaHuel



