


3ayemM BooOLLEe 3TO BCE?

> public static void main(String[] args) {
LinkedHashMap<@lonNls String, Long> startupTimin
startupTimings.put("startup begin", System.nanoT

if (args.length == 1 && "%f".equals(args[0])) {
args = NO_ARGS;
Iy

if (args.length == 1 && args[0].startsWith(JetBr
JetBrainsProtocolHandler.processJetBrainsLaunc
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| : |. b L] .- B : C-— L] £~ . ra Y A Y r
» Run 'LightEdit on FSD <R FtupTimin
£ Debug 'LightEdit on FSD' ASD Eem. nanoT
Ub Run 'LightEdit on FSD' with Coverage

Run 'LightEdit on FSD' with 'CPU Profiler* s[0])) {

¥ Run 'LightEdit on FSD' with 'Allocation Profiler'
Gy Run 'LightEdit on FSD' with 'Java Flight Recorder"

# Modify Run Configuration... ith(JetBr
~JetBralnsProtocoHandler.processJetBrainslLaunc
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Flame Graph Call Tree Method List CPU Timeline Events
All threads merged ©) }Lﬁ-"""m"m D
AWT-AppKit id=25 freezeFileTypeTemporarilyln

o dolndexFileContent
AWT EventQueu.e 9.1d=30 FileBasedIndexImpl.indexFileContent
AWT-Shutdown id=26 lambda$indexOneFileOfJob$2
AWTThreading pool-2-thread-1id=36 o, call
Applicationimpl pooled thread 1id=15 (o] insideReadAction :
Applicationimpl pooled thread 10 id=38 = 'ri’:bdasa“emptc°m°“‘a“°“$3

Applicationimpl pooled thread 11 id=39
Applicationimpl pooled thread 12 id=40
Applicationimpl pooled thread 13 id=41
Applicationimpl pooled thread 14 id=42
Applicationimpl pooled thread 15 id=43

ApplicationImpl.tryRunReadAction
run

runActionAndCancelBeforeWrite
lambda$runWithWriteActionPriority$1

compute
Applicationimpl pooled thread 16 id=44 lambda$runProcess$0
Applicationimpl pooled thread 17 id=45 run
Applicationimpl pooled thread 18 id=46 Lir:bda$runprocess$2

Applicationimpl pooled thread 19 id=47

run

registerindicatorAndRun
Applicationimpl pooled thread 2 id=16 executeProcessUnderProgress
Applicationlmpl pooled thread 20 id=51 executeProcessUnderProgress
Applicationimpl pooled thread 3 id=17 CgreProgressManager.runProcess run
. . c.i.o.p.ProgressManager.runProcess run
Applicationlmpl pooled thread 4 id=18 runWithWriteActionPriority run
Applicationimpl pooled thread 5 id=19
Applicationimpl pooled thread 6 id=21 attemptComputation run
Applicationimpl pooled thread 7 id=22 executeSynchronously LC1L
L i executeSynchronously run
Applicationimpl pooled thread 8 id=24 indexOneFileOfJob run run run
Applicationimpl pooled thread 9 id=37 lambda$indexJobsFairly$1 run
Attach Listener id=11 run v Sablotectl
— executeNonSuspendableSection
Common.-CIeaner ia=8 . IndexUpdateRunner.indexJobsFairly
DefaultDispatcher-worker-1id=76 lambda$dolndexFiles$0
DestroyJavaVM id=13 1::IR run run run
Finalizer id=3 c.i.u.c.BoundedTaskExecutor.doRun(Runnable)
. S P::Register_Allocate c.i.u.c.BoundedTaskExecutor.access$200 compute
HandshakgCompIetedNoﬂfy-Thread 988 Compile::Code_Gen C::Optimize c.i.u.c.BoundedTaskExecutor$1.execute()
/0 pool 1id=48 Compile::Compile Compilation run
1/0 pool 2 id=49 C2Compiler::compile_method c.i.u.ConcurrencyUtil.runUnderThreadName call run
1/0 pool 3 id=50 CompileBroker::invoke_compiler_on_method c.i.u.c.BoundedTaskExecutor$1.run() un_|...
1/0 pool 4 id=71 CompileBroker::compiler_thread_loop j.u.c.ThreadPoolExecutor.runWorker(ThreadPoolExecutor$Worker)
. JavaThread::thread_main_inner java.util.concurrent.ThreadPoolExecutor$Worker.run()
/0 pool & id=74 JavaThread::run loop java.util.concurrent.Executors$PrivilegedThreadFactory$1$1.run()
1/0 pool 6 id=75 Thread::call_run java.util.concurrent.Executors$PrivilegedThreadFactory$1$1.run()
|dea Main Thread id=12 thread_native_entry j.s.AccessController.doPrivileged pumpEvents
Java2D Disposer id=35 _pthread_start J:ava.util.concurrent.Executors$PriviIegedThreadFactory$1.run() pumpEvents
thread_start java.lang.Thread.run() run

Java2D Queue Flusher id=31 all



Flame Graph Call Tree Method List

All threads merged

AWT-AppKit id=25

AWT-EventQueue-0 id=30
AWT-Shutdown id=26

AWTThreading pool-2-thread-1id=36
Applicationlmpl pooled thread 1id=15
Applicationimpl pooled thread 10 id=38
Applicationlmpl pooled thread 11 id=39
Applicationimpl pooled thread 12 id=40
Applicationlmpl pooled thread 13 id=41
Applicationlmpl pooled thread 14 id=42
Applicationlmpl pooled thread 15 id=43
Applicationimpl pooled thread 16 id=44
Applicationlmpl pooled thread 17 id=45
Applicationlmpl pooled thread 18 id=46
Applicationlmpl pooled thread 19 id=47
Applicationimpl pooled thread 2 id=16
Applicationlmpl pooled thread 20 id=51
Applicationlmpl pooled thread 3 id=17
Applicationimpl pooled thread 4 id=18
Applicationlmpl pooled thread 5 id=19
Applicationlmpl pooled thread 6 id=21
Applicationlmpl pooled thread 7 id=22
Applicationimpl pooled thread 8 id=24
Applicationlmpl pooled thread 9 id=37
Attach Listener id=11

Common-Cleaner id=8
DefaultDispatcher-worker-1id=76
DestroyJavaVM id=13

Finalizer id=3

CPU Timeline Events

N
LN

=

(0]

HandshakeCompletedNotify-Thread id=88

1/0 pool 1id=48

1/0 pool 2 id=49

1/0 pool 3 id=50

1/0 pool 4 id=71

1/0 pool 5 id=74

1/0 pool 6 id=75

Idea Main Thread id=12
Java2D Disposer id=35
Java2D Queue Flusher id=31

Method Samples

v 421% thread_start 45,294
v 42.1% _pthread_start 45,294
v 41.9% thread_native_entry 45168
v 41.9% Thread::call_run 45,166
v 38.2%  JavaThread::run - JavaThread::thread_main_inner 41124
v 36.8% CompileBroker::compiler_thread_loop 39,601
v 36.4% CompileBroker::invoke_compiler_on_method 39,197
> 28.1% C2Compiler::compile_method 30,215
> 7.9% Compiler::compile_method 8,479
>  3.0% GangWorker::loop 3,202
v 41.6% java.lang.Thread.run() 44,837
v 40.3% { java.util.concurrent.Executors$PrivilegedThreadFactory$1.run() - java.security.AccessController.doPrivileged(PrivilegedAction, AccessContr¢ 43,398
v 40.3% { java.util.concurrent.Executors$PrivilegedThreadFactory$1$1.run() - java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutol 43,396
v 32.2% com.intellij.util.concurrency.BoundedTaskExecutor$1.run() 34,681
v 29.3% com.intellij.util.ConcurrencyUtil.runUnderThreadName (String, Runnable) 31,561
v 29.3% com.intellij.util.concurrency.BoundedTaskExecutor$1$$Lambda$478.1015774167.run() 31,545
v 29.3% com.intellij.util.concurrency.BoundedTaskExecutor$1.execute() 31,5643
v 29.3% com.intellij.util.concurrency.BoundedTaskExecutor.access$200(Runnable) 31,542
> 2.9% com.intellij.util.concurrency.BoundedTaskExecutor$1.execute() 3119
> 2.8% java.util.concurrent.FutureTask.run() 3,002
> 2.0% java.util.concurrent.CompletableFuture$AsyncSupply.run() 2,162
>  1.7% com.intellij.openapi.options.newEditor.SettingsFilter$$Lambda$5509.513132836.run() 1,832

Method Samples ¥ Own Samples
com.intellij.openapi.progress.impl.CoreProgressManager.executeProcessUnderProgress(Runnable, Progressindicator) 28,911 2
com.intellij.openapi.progress.impl.ProgressManagerimpl.executeProcessUnderProgress(Runnable, Progressindicator) 28,911 4
com.intellij.openapi.progress.impl.CoreProgressManager.registerindicatorAndRun(Progressindicator, Thread, Progressindicator, Runnable) 28,909 12
com.intellij.openapi.progress.impl.CoreProgressManager.runProcess(Runnable, Progressindicator) 28,149 0
com.intellij.openapi.progress.impl.CoreProgressManager$$Lambda$424.1827051599.run() 28,140 0
com.intellij.openapi.progress.impl.CoreProgressManager.lambda$runProcess$2 (Progressindicator, Runnable) 28,140 1
com.intellij.openapi.progress.util.ProgressindicatorUtils.runinReadActionWithWriteActionPriority (Runnable, Progressindicator) 25,255 1
com.intellij.openapi.progress.ProgressManager.runProcess(Computable, Progressindicator) 25,254 0
com.intellij.openapi.progress.util.ProgressindicatorUtils.runWithWriteActionPriority (Runnable, Progressindicator) 25,254 0
com.intellij.openapi.progress.util.ProgressindicatorUtils.lambda$runinReadActionWithWriteActionPriority$0 (Ref, Runnable) 25,244 0
com.intellij.openapi.progress.util.ProgressindicatorUtils$$Lambda$876.405815208.run() 25,244 0
com.intellij.openapi.progress.ProgressManager.lambda$runProcess$0(Ref, Computable) 25,244 0
com.intellij.openapi.progress.util.ProgressindicatorUtils$ $Lambda$878.943336498.compute() 25,244 0
~nm intallii Ananani nranrace 1itil Dranracclindiratarl ltile lamhda&rinWithWritaA ~rtianDrinaritu®1(AnnliratinnEy Rinnahla Rinnahla) 2R 244 n



Flame Graph Call Tree Method List CPU Timeline Events

All threads merged

AWT-AppKit id=25

AWT-EventQueue-0 id=30
AWT-Shutdown id=26

AWTThreading pool-2-thread-1id=36
Applicationimpl pooled thread 1id=15
Applicationimpl pooled thread 10 id=38
Applicationimpl pooled thread 11 id=39
Applicationimpl pooled thread 12 id=40
Applicationimpl pooled thread 13 id=41
Applicationimpl pooled thread 14 id=42
Applicationimpl pooled thread 15 id=43
Applicationimpl pooled thread 16 id=44
Applicationimpl pooled thread 17 id=45
Applicationimpl pooled thread 18 id=46
Applicationimpl pooled thread 19 id=47
Applicationimpl pooled thread 2 id=16
Applicationlmpl pooled thread 20 id=51
Applicationimpl pooled thread 3 id=17
Applicationimpl pooled thread 4 id=18
Applicationimpl pooled thread 5 id=19
Applicationimpl pooled thread 6 id=21
Applicationimpl pooled thread 7 id=22
Applicationimpl pooled thread 8 id=24
Applicationimpl pooled thread 9 id=37
Attach Listener id=11

Common-Cleaner id=8
DefaultDispatcher-worker-1id=76
DestroyJavaVM id=13

Finalizer id=3
HandshakeCompletedNotify-Thread id=88
1/0 pool 1id=48

1/0 pool 2 id=49

1/0 pool 3id=50

1/0 pool 4 id=71

1/0 pool 5 id=74

1/0 pool 6 id=75

Idea Main Thread id=12

Java2D Disposer id=35

Java2D Queue Flusher id=31

Method Samples ¥ Own Samples
java.security.AccessController.doPrivileged(PrivilegedAction, AccessControlContext) 53,509 2
thread_start 45,299 0
_pthread_start 45,299 0
thread_native_entry 45173 0
Thread::call_run 45171 0
java.lang.Thread.run() 44,850 0
java.util.concurrent.ThreadPoolExecutor$Worker.run() 43,398 0
java.util.concurrent.Executors$Privileged ThreadFactory$1.run() 43,398 0
java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor$Worker) 43,398 11
java.util.concurrent.Executors$PrivilegedThreadFactory$1$1.run() 43,396 0
java.util.concurrent.Executors$PrivilegedThreadFactory$1$1.run() 43,396 0
JavaThread::thread_main_inner 41129 0
JavaThread::run 41,129 0
CompileBroker::compiler_thread_loop 39,601 4
CompileBroker::invoke_compiler_on_method 39,197 13
com.intellij.openapi.progress.impl.CoreProgressManager.executeProcessUnderProgress(Runnable, Progressindicator) 2
com.intellij.openapi.progress.impl.ProgressManagerimpl.executeProcessUnderProgress(Runnable, Progressindicator) 37,349 6
com.intellij.openapi.progress.impl.CoreProgressManager.registerindicatorAndRun(Progressindicator, Thread, Progressindicator, Runnable) 37,342 18
com.intellij.util.concurrency.BoundedTaskExecutor$1.run() 34,681 0
com.intellij.util.concurrency.BoundedTaskExecutor$1.execute() 34,662 0
com.intellij.util.concurrency.BoundedTaskExecutor.doRun(Runnable) 34,661 0
com.intellij.util.concurrency.BoundedTaskExecutor.access$200(Runnable) 34,661 0
com.intellij.openapi.progress.impl.CoreProgressManager.runProcess(Runnable, Progressindicator) 33,464 0

Back Traces Merged Callees Callee List

Collapse 218 recursive calls
v 4100.0% 37,349 samples com.intellij.openapi.progress.impl.CoreProgressManager.executeProcessUnderProgress(Runnable, Progressindicator)
v W 99.9% 37,321 samples com.intellij.openapi.progress.impl.CoreProgressManager.registerindicatorAndRun(Progressindicator, Thread, Progressindicator, Runnable)

w 82.5% 30,804 samples com.intellij.openapi.progress.impl.CoreProgressManager$$Lambda$424.1827051599.run()
> W 82.5% 30,804 samples com.intellij.openapi.progress.impl.CoreProgressManager.lambda$runProcess$2(Progressindicator, Runnable)

W 6.2% 2,302 samples com.intellij.codelnsight.daemon.impl.PassExecutorService$ScheduledPass$$Lambda$4712.852618057.run()

o 51% 1,923 samples com.intellij.serviceContainer.ServiceComponentAdapter$doCreatelnstance$1.run()

N 2.0% 764 samples com.intellij.psi.stubs.StubUpdatingindex$$Lambda$903.558875044.run()

W 1.7% 648 samples com.intellij.concurrency.ApplierCompleter$$Lambda$4774.248446060.run()

< 1% 354 samples com.intellij.serviceContainer.ComponentManagerimpl$getOrCreateLightService$1.run()

W < 1% 146 samples com.intellij.openapi.progress.impl.CoreProgressManager$$Lambda$2781.1341166794.run()

W <1% 143 samples com.intellij.util.indexing.ChangedFilesCollector$$Lambda$2687.828064720.run()

W <1% 126 samples com.intellij.psi.impl.source.tree.LazyParseableElement$$Lambda$3077.442629903.run()

“  <1% 17 samples com.intellij.psi.stubs.StubindexIimpl$$Lambda$3235.751504310.run()

A 219 AN camnlac inua uitil MachMan aamnutalfAheant/Nhinnt Cinntian)
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Flame Graph Call Tree Method List CPU Timeline Events
©@ ® 6 m = 0 sec 45 sec 1 min 1 min, 15 sec 1 min, 30 sec
AWT-AppKit id=25

‘ 0 01 00D 1 OO0 A 0 M 1 0 : 11 AN
AWT-Shutdown id=26
AWTThreading pool-2-thread-1 id=36
Applicationimpl pooled thread 1id=15
Applicationimpl pooled thread 10 id=38
ApplicationIimpl pooled thread 11 id=39
Applicationimpl pooled thread 12 id=40
Applicationimpl pooled thread 13 id=41
Applicationimpl pooled thread 14 id=42
Applicationimpl pooled thread 15 id=43
Applicationimpl pooled thread 16 id=44
Applicationimpl pooled thread 17 id=45
Applicationimpl pooled thread 18 id=46
Applicationimpl pooled thread 19 id=47
Applicationimpl pooled thread 2 id=16
Applicationimpl pooled thread 20 id=51
Applicationimpl pooled thread 3 id=17
Applicationimpl pooled thread 4 id=18
Applicationimpl pooled thread 5 id=19
Applicationimpl pooled thread 6 id=21
Applicationimpl pooled thread 7 id=22
Applicationimpl pooled thread 8 id=24
Applicationlmpl pooled thread 9 id=37
Attach Listener id=11
Common-Cleaner id=8
DefaultDispatcher-worker-1id=76
DestroyJavaVM id=13
Finalizer id=3
HandshakeCompletedNotify-Thread id=88
1/0 pool 1id=48
1/0 pool 2 id=49
1/0 pool 3 id=50
1/0 pool 4 id=71
1/0 pool 5 id=74
1/0 pool 6 id=75
Idea Main Thread id=12
Java2D Disposer id=35
Iava?2D Ouene Fliicher id=21




Kakon obl npodannep BolOpaTh?

ToutbIit* HaTtuBHble Pa6pTaeT Ha EeCnnaTHLI
CTeKu Windows
Visual VM — - + +
Java Flight Recorder +/- - + +
JTrobon™ nnaTtHbIn npodannep +/- - + -
async-profiler + + - +
Hanucatb cBon ??7? ?7? ??7? )

e AHngpen MNaHbruH, Safepoint — 1 nycTb Becb Mup nogoxaéT: https://youtu.be/rthWVvU9gWo
e Nitsan Wakart, Profilers are lying hobbitses: https://youtu.be/7IkHIgPeFjY
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https://youtu.be/rthWVvU9gWo
https://youtu.be/7IkHIqPeFjY

Kakon obl npodannep BolOpaTh?

ToutbIit* HaTtuBHble Pa6pTaeT Ha EeCnnaTHLI
CTeKu Windows
Visual VM — - + +
Java Flight Recorder +/- - + +
JTrobon™ nnaTtHbIn npodannep +/- - + -
async-profiler + + - +
Hanucatb cBon ??7? ?7? ??7? )

e AHngpen MNaHbruH, Safepoint — 1 nycTb Becb Mup nogoxaéT: https://youtu.be/rthWVvU9gWo
e Nitsan Wakart, Profilers are lying hobbitses: https://youtu.be/7IkHIgPeFjY
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https://youtu.be/rthWVvU9gWo
https://youtu.be/7IkHIqPeFjY

UTo Takoe async-profiler

Cnacunbo @AndreiPangin

OcHoBaH Ha AsyncGetCallTrace n POSIX curHanax

dukcbl nposora/anunora n gpyrux npobrnem packpyTku cTeka
HaTtuBHble cTekn, Kernel cumBorsibl Ha NMHYKCe, perf events, TpeknHr
TLAB annokauun, uta...

e 3anwucbiBaer jfr gamnbl, KOTOPbIE MOXHO OTKPbITb BHYTpU IntelliJ IDEA

12


https://twitter.com/andreipangin

YTto Takoe async-profiler

thread #1 thread #2
SIGPROF
Interrupt AsyncGetCallTrace
IJumE back| + get native trace
Interrupt
Jump back|

N

o\

Perf Event
ITimer

AsyncGetCallTrace
+ get native trace

13



A noyemy Boobue POSIX curHanol

e EpanHcTBeHHBIM cnocob cpeactBamn OC ocTaHOBUTL Tpea
e AsyncGetCallTrace co3gaH ans Bbi3oBa n3 obpabotymka curHana

e Ob6paboTunK BbINOMHSAET CBOW KO B NpepBaHHOM Tpeae

14



Windows POSIX signals google

GO gle windows posix signals

Q Al [ Images @ News < Shopping Q Maps

About 421,000 results (0.35 seconds)

¢ More

X

Settings

v Q

Tools

15



Windows POSIX signals google

Windows is not POSIX. It does not have signals. The only 'signals’ that console
programs get is if they call SetConsoleCtrIHandler , in which case it can be notified that
the user has pressed Ctrl+C, Ctrl+Break, closed the console window, logged off, or shut
the system down. sep 26, 2008

stackoverflow.com » questions » sending-an-arbitrary-sig...

Sending an arbitrary Signal in Windows? - Stack Overflow

@ About Featured Snippets @ Feedback

16



POSIX signals ¢ To4kn 3peHua nporpammmcTa

Hanucanu obpaboTuyuk:

void signalHandler(int signo, siginfo_t* siginfo, void* ucontext) {
//actually call AsyncGetCallTrace somewhere inside
Profiler:: instance.recordSample(ucontext);

}

17



POSIX signals ¢ To4kn 3peHua nporpammmcTa

Hanucanu obpaboTuyuk:

void signalHandler(int signo, siginfo t* siginfo, void* ucontext) {
//actually call AsyncGetCallTrace somewhere inside
Profiler:: instance.recordSample(ucontext);

}

3apernctpmpoBarnu:

void setupHandler() {
struct sigaction sa{};
sigemptyset(&sa.sa_mask);
sa.sa_sigaction = signalHandler;
sa.sa_flags = SA_SIGINFO | SA_RESTART;
sigaction(SIGPROF, &sa, NULL);

18



POSIX signals ¢ To4kn 3peHua nporpammmcTa

Hanucanu obpaboTuyuk:

void signalHandler(int signo, siginfo t* siginfo, void* ucontext) {

//actually call AsyncGetCallTrace somewhere inside
Profiler:: instance.recordSample(ucontext);

3apernctpmpoBarnu:

void setupHandler() {
struct sigaction sa{};
sigemptyset(&sa.sa_mask);
sa.sa_sigaction = signalHandler;
sa.sa_flags = SA_SIGINFO | SA_RESTART;
sigaction(SIGPROF, &sa, NULL);

Bbi3biBaeM 13 HaLLero npouecca.

pthread_kill(tid, SIGPROF);

19



POSIX signals ¢ Toukun 3peHusa OC

Target thread

suspend

Jump to handler

)

Jump back

Ls

Save context

Execute handler

Restore context

20



[HaBaunTe coenaem 10 Xe camoe Ha Windows pykamu

suspend

Target thread

Jump to handler

)

Jump back

Ls

Save context

Execute handler

Restore context

21



OdbdoTon: npo HesaMeTHOE N3MEHEHME BalLero Koaa

[Mpumepsbl N3 Java mupa:

baunTtkon TpaHcopmauma areHtamu: ASM n Byte Buddy
Spring Proxy

Aspect-oriented programming

KoooreHepauma Bo BpemMsi COOpKM NpoekTa

22



OcTaHaBnmBaem MNoToK

Target thread

suspend

Jump to handler

)

Jump back

Ls

Save context

Execute handler

Restore context

23



OcTaHaBnmBaem MNoToK

e DWORD SuspendThread(HANDLE hThread)

24



OcTaHaBnmBaem MNoToK

e DWORD SuspendThread(HANDLE hThread)
e BOOL GetThreadContext(HANDLE hThread, LPCONTEXT lpContext)

https://devblogs.microsoft.com/oldnewthing/20150205-00/?p=44743

25


https://devblogs.microsoft.com/oldnewthing/20150205-00/?p=44743

A uT0 3a LPCONTEXT?

A pointer to a CONTEXT structure that receives the appropriate context of the specified thread.
The CONTEXT structure is highly processor specific.
OpgHako, Hac nHTepecyeT ToNbKo x86-64.

Refer to the WinNT.h header file for processor-specific definitions of this structures and any alignment
requirements.

https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext

26


https://docs.microsoft.com/en-us/windows/desktop/api/winnt/ns-winnt-arm64_nt_context
https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext

Tak obpatumca xe Kk WinNT.h

typedef

struct DECLSPEC_ALIGN(16)

_CONTEXT {

/] ...

// Control flags.

DWORD ContextFlags;
DWORD MxCsr;

// Segment Registers

// and processor flags.

WORD
WORD

SegCs, SegDs, SegEs;
SegFs, SegGs, SegSs;

DWORD EFlags;
// Debug registers

DWORD64
DWORD64

// Special debug control registers.

DWORD64
DWORD64
DWORD64
DWORD64
DWORD64

Dro, Drl, Dr2;
Dr3, Dr6, Dr7;

DebugControl;
LastBranchToRip;
LastBranchFromRip;
LastExceptionToRip;
LastExceptionFromRip;

// Integer registers.
DWORD64 Rax, Rcx, Rdx;
DWORD64 Rbx, Rsp, Rbp;
DWORD64 Rsi, Rdi;

DWORD64 R8, R9, R10, R11l;
DWORD64 R12, R13, R14, R15;

// Program counter.
DWORD64 Rip;

// Vector registers.
M128A  VectorRegister[26];
DWORD64 VectorControl;

// Floating point state.
union {
XMM_SAVE_AREA32 FltSave;
struct {
M128A Header[2];
M128A Legacy[8];
M128A Xmmo;
M128A Xmml;
M128A Xmm2;
M128A Xmm3;
M128A Xmm4;
M128A Xmm5;
M128A Xmm6;
M128A Xmm7;
M128A Xmm8;
M128A Xmm9;
M128A Xmmlo;
M128A Xmmll;
M128A Xmml2;
M128A Xmml3;
M128A Xmml4;
M128A Xmml5;
} DUMMYSTRUCTNAME ;
} DUMMYUNIONNAME ;

27



[1Ba BaXXHbIX HAM permcrpa

DWORD64 Rsp;

// Program counter.
DWORD64 Rip;

28



[1Ba BaXXHbIX HAM permcrpa

DWORD64 Rsp;

// Program counter.
DWORD64 Rip;
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[1Ba BaXXHbIX HAM permcrpa

DWORD64 Rsp;

// Program counter.
DWORD64 Rip;

30



[lepegaem ynpaBneHne B 06padboTymk

Target thread

suspend

Jump to handler

>

Jump back

Ls

Execute handler

31



[lepegaem ynpaBneHne B 06padboTymk

e BOOL GetThreadContext(HANDLE hThread, LPCONTEXT lpContext)

32



[lepegaem ynpaBneHne B 06padboTymk

e BOOL GetThreadContext(HANDLE hThread, LPCONTEXT lpContext)
e BOOL SetThreadContext(HANDLE hThread, const CONTEXT *1pContext)
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[lepegaem ynpaBneHne B 06padboTymk

e BOOL GetThreadContext(HANDLE hThread, LPCONTEXT lpContext)
e BOOL SetThreadContext(HANDLE hThread, const CONTEXT *1pContext)

e DWORD SuspendThread(HANDLE hThread)

34



[lepegaem ynpaBneHne B 06padboTymk

e BOOL GetThreadContext(HANDLE hThread, LPCONTEXT lpContext)
e BOOL SetThreadContext(HANDLE hThread, const CONTEXT *1pContext)

e DWORD SuspendThread(HANDLE hThread)
e DWORD ResumeThread(HANDLE hThread)

https://medium.com/tenable-techblog/api-series-setthreadcontext-d08c9f84458d

35


https://medium.com/tenable-techblog/api-series-setthreadcontext-d08c9f84458d

[lepenaém ynpasreHne B o0bpaboTumk [2]

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;
ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);

36



[lepenaém ynpasreHne B o0bpaboTumk [2]

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;

ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);
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[lepenaém ynpasreHne B o0bpaboTumk [2]

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);

CONTEXT ctxt;

ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);
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[lepenaém ynpasreHne B o0bpaboTumk [2]

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;
ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);
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[lepenaém ynpasreHne B o0bpaboTumk [2]

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;
ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);
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[lepenaém ynpasreHne B o0bpaboTumk [2]

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;
ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);
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[lepenaém ynpasreHne B o0bpaboTumk [2]

void ourHandler() { printf("Hello world from thread %1d!\n", GetCurrentThreadId()); }

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;
ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);
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A Kak Bo3BpaLlaTh yrnpasneHue nporpaMmme”?

suspend

Target thread

Jump to handler

)

Jump back

L

Execute handler
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A KaK BO3BpallaTb yrnpasneHue nporpamme? [1]

void ourHandler() { printf("Hello world from thread %1d!\n", GetCurrentThreadId()); }

void doCallHandler() {
ourHandler();

}
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A KaK BO3BpallaTb yrnpasneHue nporpamme? [2]

void ourHandler() { printf("Hello world from thread %1d!\n", GetCurrentThreadId()); }

void doCallHandler() {
ourHandler();

}

(11db) disas -n doCallHandler
jokerconf_sample.exe doCallHandler():
<+0>: push rdi
<+2>: sub rsp, 0x20

<+21>: |call ©Ox7ff747e882c0 |; ourHandler()
<+26>: add rsp, 0x20

<+30>: pop rdi

<+31>: ret

(11db) disas -n ourHandler
jokerconf_sample.exe  ourHandler():

<+0>:
<+2>:

<+28>:
<+33>:
<+37>:
<+38>:

push rdi
sub rsp, 0x20

call ©ox7ff747e8119f ; printf
add rsp, 0x20
pop rdi

ret
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[lepenaém ynpaereHne B 0bpaboTtymk (M obpaTHO)

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;
ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

[MonoXxmnnu 3HavyeHune rip Ha CTek
ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64); ‘(////
*(DWORD64*)ctxt.Rsp = ctxt.Rip;
ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);



[lepenaém ynpaereHne B 0bpaboTtymk (M obpaTHO)

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;
ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

[MonoXxmnnu 3HavyeHune rip Ha CTek
ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64); /
*(DWORD64*)ctxt.Rsp = ctxt.Rip;
ctxt.Rip = (DWORD64) handler;

~—— Mepenanv ynpaenexve no agpecy

SetThreadContext(thread, &ctxt);
ResumeThread(thread);



[lepenaém ynpaereHne B 0bpaboTtymk (M obpaTHO)

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;
ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64);

* (DWORD64* ) ctxt.Rsp = ctxt.Rip; «— call (DWORD64)handler
ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);




[lepenaém ynpaereHne B 0bpaboTtymk (M obpaTHO)

suspend

Target thread

Jump to handler

>

L

Jump back

Execute handler
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Bbi3dbiBaeM Hall 0b6paboTyumK

void ourHandler() { printf("Hello world from thread %1d!\n", GetCurrentThreadId()); }

void callOtherFunction(HANDLE myPoorLittleThread) {
doInterruptThread(myPoorLittleThread, ourHandler);

}

int main() {
HANDLE thread = threadHandle(GetCurrentThreadId());
_beginthread(callOtherFunction, @, thread);
printf("main() is running on thread: %1d\n", GetCurrentThreadId());
ull result = doWork();
printf("result: %1lu\n", result);
return 0;
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Bbi3biBaeM Hall obpaboTyuk [1]

c:\Work\jokerconf-sample\cmake-build-debug\jokerconf_sample.exe
main() is running on thread: 11612
Hello world from thread 11612!

Process finished with exit code -1073740972 (0xC0000354)
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Bbi3biBaeM Hall obpaboTyuk [1]

YIC

c:\Work\jokerconf-sample\cmake-build-debug\jokerconf_sample.exe
main() is running on thread: 11612
Hello world from thread 11612!

Process finished with exit code -1073740972 (0xC0000354)
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UTto Takoe Calling Convention

OnuncaHne TeXHNYeCcKnx ocobeHHOCTEN BbI30Ba noariporpammsbl, onpegendrowlee.

Crnocobbl COXpaHEHUs KOHTEKCTa nepea BbI30BOM NoanporpamMmmbi

crnocoObl Nnepeaaym napameTpoB noanporpammMmam

CrnocoObl BbI30Ba NoAnNporpamMmm

crnocoObl Bo3BpaTa pe3ynbTaToB BbINONMHEHUsI NOANPOrpaMmbl

crnocoObl Nepeaayn ynpasneHusi U3 NoanporpaMmbl 00paTHO B TOYKY Bbi30Ba
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Microsoft x64 calling convention

e HyxHO coxpaHaTb perucTpbl(Volatile) , Ho moxHo He BCce (Nonvolatile)

e HyxHo BblpaBHMBaHME Ha 0x10 6anT cTeka nepen BbI30BOM
e HyxHo BblgenuTb ewe 0x20 6anTa cTeka nepen BbidoBoM (shadow space)

e A ecnu He BblpaBHMBaTb CTEK, TO, MOXET crnyynTtcs bena
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Tenepb coxpaHAeM KOHTEKCT

suspend

Target thread

Jump to handler

)

Save context

Execute handler

Jump back

Ls

Restore context
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Tenepb coxpaHAeM KOHTEKCT U Bbi3blBaeM (PYHKLUIO

pushfq
push
push
push
push
push
push
push
push

rax
rcx
rdx
r8

ro

rle
rll
rl2

sub  rsp, 020h ; Bblgensem shadow space
mov rl2, rsp ; COXpaHdaeMm rsp
and rsp, -010h ; BblpaBHMBaeM rsp

; MO3Xe 3aMEeHUM Ha agpec HYXXHOW YHKLUK
mov rax, 0101010101010101h
call rax

mov  rsp, rl2 ; BOCCTaHaBnvMBaeM rsp
add rsp, 020h

pop
pop
pop
pop
pop
pop
pop
pop
popfq

ril2
rll
rloe
ro

r8

rdx
rcx
rax
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A KaK HaMm BbIMOMHUTb NMPON3BOSbHLIN 0OpaboTynK?

void *loadHandler (HANDLE process, void *code, size t code_size) {
auto buffer = VirtualAlloc(nullptr, code_size,
MEM_COMMIT | MEM_RESERVE, PAGE_EXECUTE_READWRITE);
WriteProcessMemory(process, buffer, code, code size, nullptr);
FlushInstructionCache(process, buffer, code _size);
return buffer;

Tenepb Mbl MOXXEM UCMOSTHATbL TO, YTO ObINO 3anncaHo B void *code, ypa

(NpumepHo TO e camoe genaet JIT komnunaTtop)
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A gasante nonpobyem eule pas

void ourHandler() { printf("Hello world from thread %1d!\n", GetCurrentThreadId()); }
unsigned char code[] = { /**/ };

void callOtherFunction(HANDLE myPoorLittleThread) {
putPointer(find_start(code, sizeof(code), 0x01, 8), ourHandler); // 3ameHusnu Ha HyxHbIU adpec
void *handler = loadHandler(getProcess(), &code, sizeof(code));
doInterruptThread(myPoorLittleThread, handler);

int main() {
HANDLE thread = threadHandle(GetCurrentThreadId());
_beginthread(callOtherFunction, @, thread);
printf("main() is running on thread: %1d\n", GetCurrentThreadId());
ull result = doWork();
printf("result: %1lu\n", result);
return 0;

62



A paBanTe nonpobyem eule pas [2]

c:\Work\jokerconf-sample\cmake-build-relwithdebinfo\jokerconf _sample.exe
main() is running on thread: 20220

Hello world from thread 20220!

result: 6526521903664095233

Process finished with exit code ©
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A paBanTe nonpobyem eule pas [2]

YPA!

c:\Work\jokerconf-sample\cmake-build-relwithdebinfo\jokerconf _sample.exe
main() is running on thread: 20220

Hello world from thread 20220!

result: 6526521903664095233

Process finished with exit code ©
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Tenepb Bce paboraer, ypa

Ho, Ka)keTcs, Yero-to He XBaTaer...
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Tenepb Bce paboraer, ypa

Ho, Ka)keTcs, Yero-to He XBaTaer...

Hawa PyHKUMSA:

void ourHandler();

POSIX obpaboTuuk:

void signalHandler(int signo, siginfo t* siginfo, void* ucontext) {
Profiler:: instance.recordSample(ucontext);

}
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Tenepb Bce paboTaerT, ypa

Ho, Ka)keTcs, Yero-to He XBaTaer...

Hawa PyHKUMSA:

void ourHandler();

POSIX obpaboTuuk:

void signalHandler(int signo, sigin
Profiler::_instance.recordSample

}

fo t* siginfo,
ucontext)ﬂ

void* ucontext
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bynem nepenaBatb KOHTEKCT B Hall 0OpaboTymK

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);

CONTEXT ctxt;

ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt):
CONTEXT *ctxtCopy = saveContext(&ctxt);

ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64);
*(DWORD64*)ctxt.Rsp = ctxt.Rip;
ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64);

* (DWORD64*)ctxt.Rsp (DWORD64) ctxtCopy;
ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);

70



bynem nepenaBatb KOHTEKCT B Hall 0OpaboTymK

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);
CONTEXT ctxt;
ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);
CONTEXT *ctxtCopy = saveContext(&ctxt);

Ctxt.Rsp = ctxt.Rsp MoNOXUNM KOHTEKCT Ha CTeK
* (DWORD64*) ctxt.Rsp ctxt.Rip;

ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64); “/////////

* (DWORD64*)ctxt.Rsp (DWORD64) ctxtCopy;
ctxt.Rip = (DWORD64) handler;

sizeof (DWORD64) ;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);
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bynem nepenaBaTtb KOHTEKCT B Hall 0b6paboTyuk [2]

void ourHandler(CONTEXT* ctxt] {
// TODO: call profiler

}

void callOtherFunction(HANDLE myPoorLittleThread) {
doInterruptThread(myPoorLittleThread, ourHandler);

}

int main() {
HANDLE thread = threadHandle(GetCurrentThreadId());
_beginthread(callOtherFunction, 0, thread);
printf("main() is running on thread: %1d\n", GetCurrentThreadId());
ull result = doWork();
printf("result: %1lu\n", result);
return 0;
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Bonpoc B 4aTt: yem nnoxo printf no ResumeThread?

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);

CONTEXT ctxt;

ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

// _4mo _/10X020 _mym MOo)Xem Cryyumscs?

printf("Rip: ©x%11lx, Rsp: @x%1llx\n", ctxt.Rip, ctxt.Rsp);
CONTEXT *ctxtCopy = saveContext(&ctxt);

ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64);
*(DWORD64*)ctxt.Rsp = ctxt.Rip;
ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64);

* (DWORD64*)ctxt.Rsp (DWORD64) ctxtCopy;
ctxt.Rip = (DWORD64) handler;

SetThreadContext(thread, &ctxt);
ResumeThread(thread);

73



Bonpoc B 4aTt: yem nnoxo printf no ResumeThread?

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);

CONTEXT ctxt;

ctxt.ContextFlags = CONTEXT_FULL;
GetThreadContext(thread, &ctxt);

//_4mo_[1/10X020 _mym Moxem _ciy4yumscs?

printf("Rip: ©x%11lx, Rsp: Ox%1llx\n", ctxt.Rip, ctxt.Rsp);
CONTEXT *ctxtCopy = saveContext(&ctxt);

ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64);
*(DWORD64*)ctxt.Rsp = ctxt.Rip; BapwnaHTbl oTBETA:!
ctxt.Rsp = ctxt.Rsp - sizeof(DWORD64); 1. Bcé 6yﬂ'e'|' XOpPOLLIO

* (DWORD64*)ctxt.Rsp (DWORD64) ctxtCopy;

- [Mporpamma ynag€T Ha 9TOoM CTPoYKe
ctxt.Rip = (DWORD64) handler;

2.
3. [lporpamma HuKorga He 3aBepPLUMTCS
4.

SetThreadContext(thread, &ctxt); Undefined behavior

ResumeThread(thread);



Tenepb Bce TOYHO paboTaerT, ypa

Halla PyHKUMA:

void ourHandler (JCONTEXT* ctxt) {
Profiler:: instance.recordSample(jctxt);

}

posiX 00paboTyuK:

void signalHandler(int signo, siginfo t* siginfo,
Profiler::_instance.recordSamplerUEontext);

}

void* ucontext
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[laBanTte npoBepuM 31O Ha jdk

84



[laBanTte npoBepuM 31O Ha jdk

# A fatal error has been detected by the Java Runtime Environment:

#
#
#

Internal Error (c:\buildagent\work\src\hotspot\cpu\x86\bytes x86.hpp:43), pid=7140, tid=12276
assert(p != OLL) failed: null pointer
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[laBanTte npoBepuM 31O Ha jdk

# A fatal error has been detected by the Java Runtime Environment:

#

# Internal Error (c:\buildagent\work\src\hotspot\cpu\x86\bytes x86.hpp:43), pid=7140, tid=12276
# assert(p != OLL) failed: null pointer

# A fatal error has been detected by the Java Runtime Environment:
#
# EXCEPTION_ACCESS VIOLATION (©xc0000005) at pc=0x00007fff58df7375, pid=18984, tid=18504
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[laBanTe npoBepuM 3TO Ha jdk

#
#
#
#

H

A fatal error has been detected by the Java Runtime Environment:

Internal Error (c:\buildagent\work\src\hotspot\cpu\x86\bytes x86.hpp:43), pid=7140, tid=12276
assert(p != OLL) failed: null pointer

A fatal error has been detected by the Java Runtime Environment:

EXCEPTION_ACCESS_VIOLATION (@xc0@@00005) at pc=0x00007fff58df7375, pid=18984, tid=18504

A fatal error has been detected by the Java Runtime Environment:

Internal Error (c:/BuildAgent/work/src/hotspot/cpu/x86/macroAssembler x86.cpp:903), pid=20540, tid=15636
assert(false) failed: DEBUG MESSAGE: i2c adapter must return to an interpreter frame

87



O6 ncnonb3oBaHUM NpPaBUNbHbIX MHCTPYMEHTOB

src/hotspot/cpu/x86/stubGenerator x86_64.cpp:
address generate_my_forte_stub() {
StubCodeMark mark(this, "StubRoutines", "my_trampoline_stub");
address start = __ pc();
int total_frame_words;
RegisterSaver::save_live_registers(_masm, &total_frame_words, true);
___movptr(rcx, Address(rsp, wordSize * (total_frame_words + 1))); //ctxt pointer
mov64(rax, 0x0101010101010101); // target function
mov(rl2, rsp); // remember sp
andptr(rsp, -16);
call(rax);
__mov(rsp, rl12); // restore sp
RegisterSaver::restore_live_registers(_masm, true);
__ xchgptr(rsp, Address(rsp, wordSize * 1)); // swap with original rsp
// jmp qword [rip+0] (Oxff 6x25 6x0 0x0 0x0 0x0)
__emit_inti16((unsigned char)oxff, (unsigned char)ex25);
__emit_int32((unsigned char)ox@, (unsigned char)ox@, (unsigned char)ex@, (unsigned char)oxe);
___emit_int64(Oxcccccccccccccccc); // return address
—nop();
return start;



© ncrnonb3oBaHUK NnpaBUJibHbIX NHCTPYMEHTOB

0x2c04d191294:
0x2c04d191295:
0x2c04d191298:
0x2c04d191299:
0x2c04d19129d:
0x2c04d1912a2:
0x2c04d1912a9:
0x2c04d1912ae:
0x2c04d1912b3:
0x2c04d1912b8:
0x2c04d1912bd:
0x2c04d1912c2:
0x2c04d1912c7:
0x2c04d1912cc:
0x2c04d1912d1:
0x2c04d1912d6:
0x2c04d1912db:
0x2c04d1912e0:
0x2c04d1912e5:
0x2c04d1912ea:
0x2c04d1912ef:
0x2c04d1912f3:
0x2c04d1912fa:
0x2c04d1912ff:
0x2c04d19130a:
0x2c04d191315:
0x2c04d191320:
0x2c04d19132b:
0x2c04d191336:
0x2c04d191341:
0x2c04d19134c:
0x2c04d191357:
0x2c04d191362:
0x2c04d19136d:
0x2c04d191378:
0x2c04d191383:
0x2c04d19138e:
0x2c04d191399:
0x2c04d1913a4:
0x2c04d1913af:
0x2c04d1913b2:
0x2c04d1913b6:
0x2c04d1913be:
0x2c04d1913c8:
0x2c04d1913cb:
0x2c04d1913cf:

55
48
9c
48
48
48
48
48
48
48
48
48
48
4c
4c
4c
4c
4c
4c
4c
4c
48
48
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
ca
c5
48
48
48
4c
48
£F

8b

83
89
81
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89

00

Qa
24
84
8c
94
9c

ac
b4
bc
84

94
9c

ac
b4
bc

48
o1

00

00

24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24

ob
o1

00

00
01

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

ol

push
mov
pushfq
sub
mov
sub
mov

mov
mov
sub

rbp
rbp,

rsp,

qword
rsp,

qword
qword
qword
qword
qword
qword
qword
qword
qword
qword
qword
qword
qword
qword
qword
rsp,

fxsave64 [rsp]
vextractf128 xmmword
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vextractf128
vzeroupper

sub
mov
movabs
mov
and
call

rsp,
rex,
rax,
ri2,
rsp,
rax

rsp
ox8

ptr [rsp - 0x28], rsp
0x80

ptr [rsp + 0x78], rax

ptr [rsp + 0x70], rcx

ptr [rsp + 0x68], rdx

ptr [rsp + 0x60], rbx

ptr [rsp + 0x50], rbp

ptr [rsp + 0x48], rsi

ptr [rsp + 0x40], rdi

ptr [rsp + 0x38], r8

ptr [rsp + 0x30], r9

ptr [rsp + 0x28], rle

ptr [rsp + 0x20], ril

ptr [rsp + 0x18], ri2

ptr [rsp + 0x10], ri3

ptr [rsp + 0x8], ri4

ptr [rsp], ri5
0xas8o

ptr [rsp + 0x240],

xmmword ptr [rsp + 0x250],
xmmword ptr [rsp + 0x260],
xmmword ptr [rsp + 0x270],
xmmword ptr [rsp + 0x280],
xmmword ptr [rsp + 0x290],
xmmword ptr [rsp + ©x2a@],
xmmword ptr [rsp + 0x2b0],
xmmword ptr [rsp + 0x2c0],
xmmword ptr [rsp + 0x2d0],
xmmword ptr [rsp + 0x2e0],
xmmword ptr [rsp + 0x2f0],
xmmword ptr [rsp + 0x300],
xmmword ptr [rsp + 0x310],
xmmword ptr [rsp + 0x320],
xmmword ptr [rsp + 0x330],
0x20
qword ptr [rsp + 0xb48]
0x101010101010101

rsp

-0x10

ymmo,
ymml,
ymm2,
ymm3,
ymm4,
ymm5,
ymmé,
ymm7,
ymm8,
ymm9,
ymm10,
ymmll,
ymm12,
ymm13,
ymmi4,
ymm15,

ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1

0x2c04d1913d1:
0x2c04d1913d4:
0x2c04d1913d8:
0x2c04d1913db:
0x2c04d1913e6:
0x2c04d1913f1:
0x2c04d1913fc:
0x2c04d191407:
0x2c04d191412:
0x2c04d19141d:
0x2c04d191428:
0x2c04d191433:
0x2c04d19143e:
0x2c04d191449:
0x2c04d191454:
0x2c04d19145F:
0x2c04d19146a:
0x2c04d191475:
0x2c04d191480:
0x2c04d19148b:
0x2c04d191490:
0x2c04d191497:
0x2c04d19149b:
0x2c04d1914a0:
0x2c04d1914a5:
0x2ce4d1914aa:
0x2ce4d1914af:
0x2c04d1914b4:
0x2c04d1914b9:
0x2c04d1914be:
0x2c04d1914c3:
0x2c04d1914c8:
0x2c04d1914cd:
0x2c04d1914d2:
0x2c04d1914d7:
0x2c04d1914dc:
0x2c04d1914el:
0x2c04d1914e8:
0x2ce4d1914ec:
0x2c04d1914ed:
0x2c04d1914ee:
0x2c04d1914f3:
0x2c04d1914f9:
0x2c04d1914fa:
0x2c04d1914fb:
0x2c04d1914fc:
0x2c04d1914fd:
0x2c04d1914fe:
0x2c04d1914ff:
0x2c04d191500:
0x2c04d191501:

49
48
c5
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
c4
48
48
4c
4c
4c
4c
4c
4c
4c
4c
48
48
48
48
48
48
48
48
48
9d
5d
48
£f
cc
cc
cc
cc
cc
cc
cc
cc
90

8b
83
8
e3
e3
e3
e3
e3
e3
e3
e3
63
63
63
63
63
63
63
63
of
81
8b
8b
8b
8b
8b
8b
8b
8b
8b
8b
8b
8b
8b
8b
8b
81
83

87
25

ed
c4
!
7d
15!
6d
65
5d
55
4d
45
3d
35;
2d
25,
1d
15
od
05
ae
c4
3c
74
6c
64
5c
54
4c
44
7c
74
6¢
5c
54
4c
44
c4
c4

64
00

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
oc
80

24
24
24
24
24
24
24
24
24
24
24
24
24
24
80
08

24
00

84
8c
94
9c
a4
ac
b4
bc
84
8c
94
9c
a4
ac
b4
bc
24
Qa

08
10
18
20
28
30
38
40
48
50
60
68
70
78
00

08
00

24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24

00

00

00

40
50
60
70
80
90
ae
be
c@
de
)
fo
00
10
20
30

00

02
02
02
02
02
02
02
02
02
02
02
02
03
03
03
03

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

o1
o1
o1
o1
o1
o1
o1
o1
o1
o1
o1
o1
o1
o1
o1
o1

mov rsp,
add rsp,
vzeroupper

vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
vinsertf128
fxrstoré4 [
add rsp,
mov riS,
mov ri4,
mov ris,
mov rM2,
mov ril,
mov rie,
mov ro,

mov r8,

mov rdi,
mov Bsi;
mov rbp,
mov. rbx,
mov. rdx,
mov. REX;s
mov rax,
add rsp,
add rsp,
popfq

pop rbp

ri2
0x20

ymmo, ymme,
ymml, ymml,
ymm2, ymm2,
ymm3, ymm3,
ymm4, ymm4,
ymm5, ymm5,
ymmé, ymmé,
ymm7, ymm7,
ymm8, ymm8,
ymm9, ymm9,

ymm1@, ymmle,
ymmll, ymmil,
ymm12, ymmi2,
ymm13, ymmi3,
ymm1l4, ymmi4,
ymm15, ymmi5,

rsp]
0xa80

xmmword
xmmword
xmmword
xmmword
xmmword
xmmword
xmmword
xmmword
xmmword
xmmword

qword ptr [rsp]

qword ptr [rsp +
qword ptr [rsp +
quord ptr [rsp + 0x18]
quord ptr [rsp +
quord ptr [rsp +

xmmword
xmmword
xmmword
xmmword
xmmword
xmmword

ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr

ox8]
ox10]

ox20]
ox28]

qword ptr [rsp + 0x30]
qword ptr [rsp + 0x38]

qword ptr [rsp +
qword ptr [rsp +
qword ptr [rsp +
qword ptr [rsp + 0x60]
qword ptr [rsp +
qword ptr [rsp +
qword ptr [rsp +

0x80
ox8

0x40]
ox48]
ox50]

ox68]
ox70]
ox78]

xchg  qword ptr [rsp + 0x8], rsp

jmp qwory

d ptr [rip]

ptr
ptr
ptr
ptr
ptr
ptr

[rsp
[rsp
[rsp
[rsp
[rsp
[rsp
[rsp
[rsp
[rsp
[rsp

+
+
pS
E
+
Pt
&
¥
¥

#

[rsp
[rsp
[rsp
[rsp
[rsp
[rsp

ox240],
ox250],
ox260],
ox270],
ox280],
0x290],
0x2a0],
ox2b07,
0x2c0],
ox2de],

ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1
ox1

+ 0x2e0], Ox1
ox2fe], ox1
0x300], ox1

ox320], ox1

+
+
+ 0x310], exl
+
m

ox33e], ox1
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Mol Hayymnunees amynuposatb POSIX curHarnbl

Target thread

suspend

Jump to handler

%

Save context

Execute handler

Jump back

Ls

Restore context
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> java -agentpath:agent-final-final-v2.dll

@ideaUltimateArgs com.intellij.idea.Mailn
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Ho HamMm 3TO He NoMOorno...

Exception 0xc@000005 encountered at address 0x2dd39fa0000: Access violation
reading location 0x2dd©9130008
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Ho HamMm 3TO He NoMOorno...

Target thread

Access violation reading ...

/

Jump to handler >

Jump back |

Ls

push
mov
pushfq

rbp
rbp, rsp

(Handler)
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Ho HamMm 3TO He NoMOorno...

Target thread

test dword ptr [r1l@], eax |; safepoint poll

Jump to handler >

Access violation reading ...

/

L Jump back
p

push
mov
pushfq

rbp
rbp, rsp

(Handler)
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Ho HamMm 3TO He NoMOorno...

Target thread

test dword ptr [rl@], eax

/ Bo3moxeH nn TyT access violation?

; safepoint poll

Jump to handler >push rbp

mov rbp, rsp
pushfq

L Jump back | (Handler)
~
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Ho HamMm 3TO He NoMOorno...

> java -Xlog:os

JEP 158: Unified JVM Logging: hitps://openjdk.java.net/jeps/158
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https://openjdk.java.net/jeps/158

Ho HamMm 3TO He NoMOorno...

Exception 0xc0000005 encountered at address 0x2dd39fa@000: Access violation
reading location 0x2dd©9130008

> java -Xlog:os

[0.058s][info][os] SafePoint Polling address, bad (protected)
page:0x000002dd09130000, good (unprotected) page:0x000002dd09131000
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Ho Ham 3TO He NomMorno...

Exception 0xc0000005 encountered at address 0x2dd39fa@000: Access violation

reading location|©0x2dde9130008

> java -Xlog:os

té:éSSS][info]

s] SafePoint Polling address, bad (protected)

page10x000002dd09136000

, good (unprotected) page:0x000002dd09131000
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Ho HamMm 3TO He NoMOorno...

Target thread

. Access violation
test dword ptr [rle], eax 595 4///////////,

“~
Jump to handler >push rbp
mov rbp, rsp
pushfq

L Jump back | (Handler)
~




A 4TO, COOCTBEHHO, CITy4Ynnocb?

Access violation

reading location ©x2dd©9130008
test dword ptr [r10], eax lr”’//////////

Target thread

Jump to handler >

L Jump back
p

push rbp

mov rbp, rsp

pushfq
(Handler)
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A 4TO, COOCTBEHHO, CITy4Ynnocb?

Target thread

test dword ptr [rlO], eax

Jump to handler > push  rbp
mov rbp, rsp
pushfq

L Jump back | (Handler)
~
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A 4TO, COOCTBEHHO, CITy4Ynnocb?

Access violation

reading location ©x2dd09130008
test dword ptr [r10], eax lr”’//////////

Target thread

Jump to handler >

L Jump back
p

push rbp <=
mov rbp, rsp
pushfq

(Handler)

encountered at address
©x2dd39fa0000
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Hy Haxep

[Tongy Ha Kotlin nucatb

<A
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A 3a4em Bbi3biBaTb AGCT Ha TOM Xe Tpene?
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A 3a4em Bbi3biBaTb AGCT Ha ToOM Xe Tpene?

Mo Koay POBHbLIM COEM Pa3NoXeHbl acCepThbl:

assert(JavaThread::current() == thread,
"AsyncGetCallTrace must be called by the current interrupted thread");
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A 3a4em BbI3biBaTb AGCT Ha ToM Xe Tpene?

Mo Koay POBHbLIM COEM Pa3NoXeHbl acCepThbl:

assert(JavaThread::current() == thread,
"AsyncGetCallTrace must be called by the current interrupted thread");
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[Tpnwino Bpems nnaHa b

BcnomHum, kak pabotaeT JFR (1 noyemy oH 6e3 safepoint bias):

1. OcTtaHaBnuBaeT uenesomn notok cpeacreammn OC
2. [lblITaetcd nonyynThb java 4acTb CTeKka OCTaHOBJIEHHOIO MOTOKa
3. [MpobyxgaeT ueneson NOTOK
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[Mpunwino Bpema nnaHa b [2]

Ham Hy>XHO caenaTb Tak, YTobbl He cpabaTtbiBan 3TOT accepT:

assert(JavaThread: :current() == thread,
"AsyncGetCallTrace must be called by the current interrupted thread");

Torga Mbl CMOXeM denaTb Tak:

1. OctaHaBnuBaet ueneBomn notok cpeagcreamu OC
2. [lony4aem nonHbIN (java+native) ctek oCTaHOBJIEHHOrO NOTOKA
3. [lpobyxnoaeT ueneBon NoToK
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Kak MOXXHO BbIKIHOYUTb accepT

BapI/IaHTOB, Ha CaMOM fJerJie, MHOro.
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Kak MOXXHO BbIKIHOYUTb accepT

Bapl/laHTOB, Ha CaMOM fJerJie, MHOro.

e OTtnpasutb naty B OpendDK
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Kak MOXHO BbIKITIOYUTb accepT

BapI/IaHTOB, Ha CaMOM fJerJie, MHOro.

o OffpapnTofaT+B-OpendbKk ()
e O6ontn rpad BbizoBa PyHKUMKW, HaunHaa oT AGCT 1 B KaxXaon 3aMeHUTb BCe
BbI30Bbl 3TOro assert-a nop-amu
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Kak MOXHO BbIKITIOYUTb accepT

BapI/IaHTOB, Ha CaMOM fJerJie, MHOro.

o@*ﬁpaaﬂﬂrﬂaﬁ—a—epeﬁﬁé@

B-bl%@-B-bl—S’Fe-Fe—a-S-S&Ft—a—Heﬁ-a-M-H@

e 3amokaTb Bce BbI30Bbl JavaThread: :current()
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Kak MOXHO BbIKITIOYUTb accepT

BapI/IaHTOB, Ha CaMOM fJerJie, MHOro.

e [logmeHnTb gaHHbIe, KoTopble Bo3BpallaeT JavaThread: :current() Aang
KOHKPETHOro NoToKa
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Kak MOXHO BbIKITIOYUTb accepT

BapI/IaHTOB, Ha CaMOM fJerJie, MHOro.

e [logmeHnTb gaHHbIe, KOTOPLIE Bo3BpalwaeT JavaThread: :current() ans

KOHKPETHOrO NoTOoKa
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[1Be nnoctacu JavaThread: :current()

// Current thread is maintained as a thread-local variable
static _ declspec(thread) Thread* _thr_current;

inline Thread* Thread::current_or null() {
#ifndef USE_LIBRARY_BASED TLS_ONLY
return _thr_current;
#else
return current_or_null safe();
#endif

}

inline Thread* Thread::current_or null safe() {

if (ThreadlLocalStorage::is_initialized()) {
return ThreadlLocalStorage::thread();

}

return NULL;
}
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TLS onepaunoOHHOU CUCTEMDI

static DWORD _thread key;

void ThreadLocalStorage::init() {
_thread_key = TlsAlloc();

}

Thread* ThreadlLocalStorage::thread() {
return (Thread*) TlsGetValue( thread key);

}

void ThreadLocalStorage::set_thread(Thread* current) {
TlsSetValue( thread key, current);

}

https://docs.microsoft.com/en-us/windows/win32/procthread/thread-local-storage
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https://docs.microsoft.com/en-us/windows/win32/procthread/thread-local-storage

TLS onepaunoOHHOU CUCTEMDI

Thread #1:

117



TLS onepaunoOHHOU CUCTEMDI

Thread #1:

OsThreadId (JavaThread*)
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TLS onepaunOHHON CUCTEMBI

Thread #1:

Thread #2:
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TLS onepalnOHHON CUCTEMDI

Thread #1:

Thread #2:

Thread #3:
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TLS onepalnOHHON CUCTEMDI

Thread #1:

Thread #2:

Thread #3:

OsThreadId
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TLS onepaunOHHON CUCTEMBI

Thread #1:

Thread #2:

Thread #3:

OsThreadId (JavaThread*)
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Kak Mbl Haxoaum 3Tn odpdceThl

bool initOsTlsOffsets(VMThread* vm_thread) {

for (DWORD i = @; i < OS_TLS_MAX_COUNT; i++) {
if (TlsGetValue(i) == vm_thread) {
_tls_index = i;
return true;
}
}

return false;

}
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C komnunatopHbiM thread local Bcé cnoxHee

O‘-IeBI/I,EI,HO, 3Ha4YeHne XpaHUTCA rge-1o B naMdaTu
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C komnunatopHbiM thread local Bcé cnoxHee

O‘-IeBI/I,EI,HO, 3Ha4YeHne XpaHUTCA rge-1o B naMdaTu

Thread: :current():

push
sub
mov
mov
mov
mov
mov
test

rbx

rsp,
ecx,
rax,
ebx,
rax,
rbx,
rbx,

0x20
dword ptr
gqword ptr
ox8
gword ptr
gword ptr
rbx

[rip + ©Ox11f1238]
gs:[0x58]

[rax + 8*rcx]
[rbx + rax]
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C komnunatopHbiM thread local Bcé cnoxHee

OvyeBUaHO, 3Ha4YeHne XpaHUTCA rge-1o B NaMATn

Thread: :current():

push rbx

sub rsp, 0x20 , v

mov ecx, dword ptr [rip + ©x11f1238] (LLdb) disas --pc

mov rax, gqword ptr gs:[0x58] jvm.d1l1l Thread::current():

mov  ebx, Ox8 ->  Ox7fff8623c972 <+34>: test  rbx, rbx

mov__ rax, qword ptr [rax + 8*rcx] OX7fff8623c975 <+37>: jne  Ox7fff8623c9b0
mov  rbx, gword ptr [rbx + rax] | Ox7fff8623c977 <+39>: call  Ox7fff86740780

test  rbx, rox Ox7fff8623c97c <+44>: test al, al

(LLdb) register read rbx
[rbx = 0x000002bCc3869a800 |
(LLdb) frame variable
(JavaThread *) current = 0x000002bc3869a800

http://www.nynaeve.net/?p=190 127



http://www.nynaeve.net/?p=190

C komnunatopHbiM thread local Bcé cnoxHee

DLL 1:

DLL 2:

DLL 3:
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C komnunatopHbiM thread local Bcé cnoxHee

DLL 1:

DLL 2:

DLL 3:

e
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C komnunatopHbiM thread local Bcé cnoxHee

Thread #1: Thread #2:
® L I ® L I
DLL 1:
DLL 2:
Ly -
DLL 3:
— —

130



Kak Mmbl Haxoaum 3Tn odpdceThl [2]

bool initCompilerTlsOffsets(const void *target addr) {
for (int dll_index = ©; dll _index < DLL_COUNT; dll_index++) {

for (int i = 1; i <= MAX_TLS_VARIABLES COUNT; i++) {
auto maybe_ target addr = get addr by offsets(dll index, 1i);

if (maybe_ target_addr == target_addr) {
_compiler tls index = dll index;
_thread offset _in compiler tls = i;
return true;
}
}
}

return false;

}
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Kak Mmbl Haxoaum 3Tn odpdceThl [2]

bool initCompilerTlsOffsets(const void *target_addr) {
for (int dll_index = ©; dll _index < DLL_COUNT; dll_index++) {

for (int i = 1; i <= MAX_TLS_VARIABLES COUNT; i++) {
auto maybe_ target addr = get _addr_by offsets(dll index, 1i);

if (maybe target addr == target addr) {
_compiler tls index = dll index;
“thread offset _in compiler tls = 1,
return true,

}
}
}

return false;

}
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C komnunaTopHbiM thread local Bcé cnoxHee

Thread #1: Thread #2:

DLL 1: o o
> oo > . __1__
DLL 3: o
e — I

(JavaThread*)
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Kak oHO Tenepb paboTtaer

void get sample from_other_thread(CONTEXT *ctxt, HANDLE suspendedThread, DWORD tid) {
uintptr_t *thread_obj = get_thread_obj_pointer(suspendedThread);

replace_current_thread obj pointer(thread obj);

Profiler::_instance.recordSampleForThread(tid, &ctxt, 1);

}
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Kak oHO Tenepb paboTaet

void get sample from_other_ thread(CONTEXT *ctxt, HANDLE suspendedThread, DWORD tid) {
uintptr_t *thread_obj =|get_thread_obj_pointer(suspendedThread);

replace_current_thread obj pointer(thread obj);

Profiler::_instance.recordSampleForThread(tid, &ctxt, 1);

}
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Kak oHO Tenepb paboTaet

void get sample from_other_thread(CONTEXT *ctxt, HANDLE suspendedThread, DWORD tid) {
uintptr_t *thread_obj = get_thread_obj_pointer(suspendedThread);

replace_current_thread obj pointer(thread obj);

Profiler::_instance.recordSampleForThread(tid, &ctxt, 1);

}
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Kak oHO Tenepb paboTaet

void get sample from_other_thread(CONTEXT *ctxt, HANDLE suspendedThread, DWORD tid) {
uintptr_t *thread_obj = get_thread_obj_pointer(suspendedThread);

replace_current_thread_obj pointer(thread_obj);

Profiler::_instance.recordSampleForThread(tid, &ctxt, 1);
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Bonpoc B 4aTt: yem nnoxo printf no ResumeThread?

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);

doRecordSampleForThread(thread);
// 4mo Mn/0xo20 mym MOXXem CJly4umbCcs
printf("Sample Recorded for thread %p", thread);

ResumeThread(thread);
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Bonpoc B 4aTt: yem nnoxo printf no ResumeThread?

void doInterruptThread(HANDLE thread, void* handler) {
SuspendThread(thread);

doRecordSampleForThread(thread);
// 4mo Mn/0xo20 mym MOXXem CJly4umbCcs
printf("Sample Recorded for thread %p", thread);

ResumeThread(thread); BapuaHTbl oTBETA:

} 1. Bcé byaeT xopoLuo

2. [lporpamma ynag€t Ha 9TOn CTpoYKe
3. [lporpamma HuKorga He 3aBepPLUMTCS
4. Undefined behavior
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UT0 ke cnyduntca?

Target Thread
doWhateverWork()
doMemoryThings()

malloc()
memLock.lock()

memLock.unlock()
doOtherThings()

\/
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UT0 ke cnyduntca?

Target Thread Profiler Thread
doWhateverWork() SuspendThread()
doMemoryThings() GetThreadContext()

malloc() printf(...)
memLock.lock() malloc()
suspended|
ResumeThread()
r-————"~"~>"~>"~>"""~™""~™"™>—7—7—7—7— 1
. memLock.unlock() \\\\\\\\\\V//////////
i doOtherThings()
|
|

/
\

-
- —
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UT0 ke cnyduntca?

Target Thread Profiler Thread
doWhateverWork() SuspendThread()
doMemoryThings() GetThreadContext()

malloc() printf(...)
memLock.lock() malloc()
suspended| | memLock. lock()
ResumeThread()

r-————"~"~>"~>"~>"""~™""~™"™>—7—7—7—7— 1

. memLock.unlock() \\\\\\\\\\//////////

i doOtherThings()

|

|

/
\

-
-~ —_
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CnyuuTtca geanok

suspended

Target Thread

doWhateverWork()
doMemoryThings()
malloc()
memLock.lock()

[T T T T

/
\

3

emLock.unlock()
o0therThings()

Q.

-
-~ —_

Profiler Thread

SuspendThread()
GetThreadContext()
printf(...)
malloc()
memLock.lock()

memLock |4~

-

—_—_—————- - —————— ————

memLock.unlock()
ResumeThread()

-~ —
-~ —
—_—
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= /. Structure

Ypa, paboTtaet

Flame Graph ~ Call Tree  Method List

_ Nl

java.lang.Thread.run
sC 1,221 samples, 25.59% of parent, 25.59% of all
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=tructure

. L

Ypa, paboTaet

Profiler:  Stat [ outcollapsed

®

Flame Graph Call Tree

HatuneHble ctekn: komnunsatop nnm GC

[unknown_not_Java]
all

Method List

preload
run run
run run
run run
run run run ..
doRun
access$200 run L
execute doRun call
ciu.cb.1123382632.run access$200 call initialize
runUnderThreadName execute call
c.i.u.c.BoundedTaskExecutor$1.run FutureTask.run  run run

java.util.concurrent.ThreadPoolExecutor.runWorker
Jjava.util.concurrent.ThreadPoolExecutorSWorker.run
Jjava.util.concurrent. Executors$PrivilegedThreadFactory$1$1.run
java.utilconcurrent® oy ang.Thread.run
Jjava.security.AccessCl 1,221 samples, 25.59% of parent, 25.59% of all

java.util.concurrent.EXECUtOTsSPrivileged Threa, Factory S Trun
java.lang.Thread.run

run
doRun
runNextEvent
flushNow

run

dispatch run
run

run

doPrivileged
dispatchEvent

_dispatchEvent

837493746.compute
computePrioritized

€.1.11.1326782598.run

dispatchEvent
pumpOneEventForFilters

pumpEventsForFilter
pumpEventsForHierarchy
pumpEvents
pumpEvents

EventDispatchThread.run [unknown_Javal
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Windows x64 data-based unwinding

e 3arpyska gaHHbIXx u3 .pdata cermeHTa exe nnu dll
® BOOLEAN RtlAddFunctionTable(FunctionTable, EntryCount, BaseAddress)
O  BOOLEAN RtlDeleteFunctionTable(FunctionTable)

® BOOLEAN RtlInstallFunctionTableCallback(TableIdentifier, BaseAddress, Length,
Callback, Context, OutOfProcessCallbackDll)
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Windows x64 data-based unwinding [2]

Ho Ham He Tak BaXkeH COBCEM HU3KUN YPOBEHb, Y HAC Xe eCcTb yaobHbIn API:

® PRUNTIME_FUNCTION RtlLookupFunctionEntry(ControlPc, ImageBase, HistoryTable)

® PEXCEPTION_ROUTINE RtlVirtualUnwind(HandlerType, ImageBase, ControlPc,
FunctionEntry, ContextRecord, *HandlerData, EstablisherFrame, ContextPointers)
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Windows x64 data-based unwinding [3]

int getNativeTrace(CONTEXT ctxt, const void **callchain, StackBounds& bounds) {
int depth = 09;
while (is_valid_context(&ctx, bounds)) {
callchain[depth++] = (const void *) ctx.Rip;
uint64_t image_base;
auto *entry = RtlLookupFunctionEntry(ctx.Rip, &image_base, nullptr);
if (entry) {
void *data;
DWORD64 establisher;
RtlVirtualUnwind(@, image_base, ctx.Rip, entry, &ctx, &data, &establisher, nullptr);
} else {
ctx.Rip = *reinterpret_cast<uint64 t const *>(ctx.Rsp);
ctx.Rsp += sizeof(uint64_t);
}

}
return depth;
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Windows x64 data-based unwinding [3]

int getNativeTrace(CONTEXT ctxt, const void **callchain, StackBounds& bounds) {
int depth = 09;
while (is_valid_context(&ctx, bounds)) {
callchain[depth++] = (const void *) ctx.Rip;
uint64 t image base;
auto *entry = RtlLookupFunctionEntry(ctx.Rip, &image_base, nullptr);
if (entry) {
void *data;
DWORD64 establisher;
RtlVirtualUnwind(©, image base, ctx.Rip, entry, &ctx, &data, &establisher, nullptr);
} else {
ctx.Rip = *reinterpret_cast<uint64 t const *>(ctx.Rsp);
ctx.Rsp += sizeof(uint64_t);

}

}
return depth;
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Windows x64 data-based unwinding [4]

UEpPTOBbI A NMOKN, OHN HAYYMINUCh NpsTaTbCcsa gaxe TyT!

thread #5, name = 'sampler thread'’

frame
frame
frame
frame
frame

#0:
#1:
#2:
#3:
#4:

ntdll.dll ZwWaitForAlertByThreadId + 20
ntdll.dll RtlLookupFunctionEntry + 1728
ntdll.dll RtlLookupFunctionEntry + 73
profiler.exe” getNativeTrace
profiler.exe sampler

thread #6, name = 'dll loader', state = SUSPENDED

frame
frame
frame
frame
frame
frame
frame
frame
frame
frame

#0:
#1:
#2:
#3:
#4:
#5:
#6:
#7:

ntdll.dll RtlInitializeCriticalSectionEx+721
ntdll.d11 RtlGetExtendedContextLength + 249
ntdll.d11 Rt1lPcToFileHeader + 5037

ntdll.d1l1l RtlFreeUnicodeString + 1179
ntdll.dll RtlDosPathNameTo... + 806
ntdll.d11l LdrShutdownThread + 5120

ntdll.dll LdrShutdownThread + 1685

ntdll.dl1 RtlFreeUnicodeString + 1248
ntdll.dll RtlGetVersion + 775

ntdll.d11l LdrGetDllHandleByMapping + 2136

: ntdll.d11 LdrLoadDll + 228

: KernelBase.dll LoadLibraryExW + 368
: KernelBase.dll LoadLibraryExA + 49
: KernelBase.dll LoadlLibraryA + 63

: profiler.exe foreverLoadDllLoop
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Windows x64 data-based unwinding [4]

UEpPTOBbI A NMOKN, OHN HAYYMINUCh NpsTaTbCcsa gaxe TyT!

thread #5, name = 'sampler thread'’

frame
frame
frame

#0:
#1:
#2:

ntdll.dll ZwWaitForAlertByThreadId + 20
ntdll.dll RtlLookupFunctionEntry + 1728
ntdll.d11 RtlLookupFunctionEntry + 73

frame
frame

#3:
#4:

profiler.exe” getNativeTrace
profiler.exe sampler

thread #6, name = 'dll 1oader',|state = SUSPENDEDI

[frame #@: ntdll.d11 RtlInitializeCriticalSectionEx+721 |
frame #1: ntdll.dll RtlGetExtendedContextLength + 249
frame #2: ntdll.dl1 RtlPcToFileHeader + 5037

frame #3: ntdll.dll RtlFreeUnicodeString + 1179

frame #4: ntdll.dl1l RtlDosPathNameTo... + 806

frame #5: ntdll.dll LdrShutdownThread + 5120

frame #6: ntdll.dl1l LdrShutdownThread + 1685

frame #7: ntdll.dll RtlFreeUnicodeString + 1248

frame #8: ntdll.dll RtlGetVersion + 775

frame #9: ntdll.dll LdrGetDllHandleByMapping + 2136
frame #14: ntdll.dll LdrLoadDll + 228

frame #15: KernelBase.dll LoadLibraryExW + 368

frame #16: KernelBase.dll LoadLibraryExA + 49

|frame #17: KernelBase.dll LoadLibraryA + 63 |

frame #18: profiler.exe foreverLoadDllLoop
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Windows x64 data-based unwinding: paboTaert

Flame Graph Call Tree Method List
ar

® dil
dll
dll
dll
T dil
Q i
dll
dll
dil
dil
dll
dll
dll
dil
dll
dll
dll
tar\jbrsdk\bin\server\jvm.dIl
cttanjbrsdk\bin\server\jvm.dil
c.ttar\jbrsdk\bin\server\jvm.dll
cttar\jorsdk\bin\server\jvm.dil
c.ttar\jbrsdk\bin\server\jvm.dIl
cttar\jorsdk\bin\server\jvm.dil

C:\Users\kirilltimofeev\D: \jbrsdk-11_0_8-wind: 4-b1026 tar\jbrsdk\bin\server\jym.dil
C:\Users\kirill WD \jbrsdk-11_0_8-wind 4-b1026.tar\jborsdk\bi \jvm.dil
C\Users\kirill timofeev\Downloads\jbrsdk-11_0_8-windows-x64-b1026.tan\jbrsdk\bin\serverjvm.dil
C:\Users\kirill timofeev\D: \jbrsdk-11_0_8-windk 4-b1026 tar\jbrsdk\bin\server\jym.dll
C:\Users\kirill timofeev\Downloads\jbrsdk-11_0_8-windk 4-b1026.tar\jbrsdk\bi jvm.dil
C:\Users\kirill.timofeev\D: \jbrsdk-11_0_8-windows-x64-b1026.tar\jbrsdk\bin\server\jvm.dIl
C\Users\kirill V\D: \jbrsdk-11_0_8-windk 4-b1026.tar\jbrsdk\b \jvm.dil
C\Users\kirill.timofeev\Downloads\jbrsdk-11_0_8-windows-x64-b1026.tan\jbrsdk\bin\serverjvm.dll
C:\Users\kirill.timofeev\D: \jbrsdk-11_0_8-wind 4-b1026.tar\jbrsdk\b Ajvm.dil
C:\Users\kirill timofeev\Downloads\jbrsdk-11_0_8-windk 4-b1026.tar\jbrsdk\b \jvm.dll
C\Users\kirill.timofee\D \jbrsdk-11_0_8-wind 4-b1026.tar\jbrsdk\bin\serverjjvm.dil

C:\Windows\System32\ucrtbase.dll
C:\Windows\System32\KERNEL32.DLL
C\Windows\SYSTEM32\ntdlldll
[unknown_not_Java]

all

dl
dl
di
d
el
Ll
di
d

ueTneCass | an
defineClass dll
defineClass dll
_defineClass dil
defineClass dil
_findClass dll
findClass . dil

J1.ClassLoader.loadClass dil
jlClassLoaderloadClass I
java.lang.Class.forName0

javalang.Class.forName

ci.oa.iActionManagerimpl.instantiate
ci.o.aiActionManagerimpl.convertStub
c.i.o.aiActionManagerimpl.getActionimpl
ci.o.aiActionManagerimpl.preloadActions
comiintellij.openapi.actionSystem.impl.ActionPreloader.preload
com.intellij.openapi.application.Preloaderlambda$preload$0
€.1.0.a.p.684844142.run
ci.o.p.iCoreProgressManager.lambda$runProcess$2
€.i.0.p.i.c.58862254.run

CiopiC ger.regi d

ciio.pi.CoreProgressManager.executeProcessUnderProgress

ciop.iP uteProcessL rogr

comiintellij.openapi.progress.impl.CoreProgressManager.runProcess

com.intellj.openapiapplication.Preloaderlambda$preload$1
€.i.0.a.p.1243427815.run

com.intellij.util

rency.BoundedTask doRun
com.intellij.util.concurrency.BoundedTaskExecutor.access$200
com.intellij.util.concurrency.BoundedTaskExecutor$ 1.execute
C.i.u.c.b.138471900.run

com.intellij.util. ConcurrencyUtil.runUnderThreadName

com.intellij.util $1.run

rency.BoundedT:
Jjava.util.concurrent.ThreadPoolExecutor.runWorker
Jjava.util.concurrent.ThreadPoolExecutor$Worker.run
Jjava.util.concurrent.Executors$PrivilegedThreadFactory$1$1.run
Jjava.util.concurrent Executors$PrivilegedThreadFactory$1$1.run
java.security. AccessController.doPrivileged

java.util.concurrent ExecutorsSPrivilegedThreadFactory$1.run

java.lang.Thread.run

call

run

<init>
apply
main

run

tryFire

postFire
tryFire
run
execute ...
claim

tryFire

run
doRun
access$200
execute

run

run
run
run
run

run

run
run

run

run run
run

_dispatchEvent

compute

;796640.run
;ﬂ.\spatchEvEnt
‘p‘)‘umpEventsFoanller
pumpEvents

pumpEvents
run

dil
dil
dll
dll
dil
dil
dil
dll
dll
dil
dll
dil

main 56



Windows u e€ gebaxHble cumBonsl (pdb)

e Ob6bI4HO Hago kavaTb, a anst OpendDK ewé n cammm reHepuTb
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Windows u e€ gebaxHble cumBonsl (pdb)

e Ob6bI4YHO Hago KavaTb, a anst OpendDK ewé n cammm reHepuTb
e Y Hac yXXe eCTb BO3MOXXHOCTb CKaymBaTb camu JDK 1 nHaekcol anga Hux
npsmo n3 IDEA
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Windows n e€ gebaxHble cumsonbl (pdb)

e Ob6bI4YHO Hago KavaTb, a anst OpendDK ewé n cammm reHepuTb

e Y Hac yXXe eCTb BO3MOXXHOCTb CKaymBaTb camu JDK 1 nHaekcol anga Hux
npsmo n3 IDEA

e B byayuwem Hayuymmcs reHepuTb U NybrnunkoBaTb CMMBOJSIbI ANs cebs (ans
JBR) 1, BepoaTtHo, ana apyrnx JDK Toxe
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Cnang ¢ bnarogapHoOCTaAMU

Cnacmnbo BcemM MOUM NMpeKkpacHbIM Korsieram 3a nomMoLLpb!
N nunyHo;

e PomaHy ApTtembeBy — https://youtu.be/PYzsn8Mt7/mE

e CeméHny OropogHuky — https://cutt.ly/khi1OCr
e Muxauny lNMunuHy — https://pilin.name
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BbiBOAbI:

e \Windows — nHTepecHas onepawmoHHasa cmcrtema
e [loyTn Bceraa ectb nnaH b
e Async-profiler Ha Windows — yxe ckopo B IntelllJ IDEA
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Bcem cnacubo, Bonpocukn????

[1o Ty CTOPOHY MOHWUTOpPAa cuaen:

e Kupunn Tumodpeen
o Kkirill.timofeev@jetbrains.com
o https://twitter.com/Kirill_Tim
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