Coordinated Restore
at Checkpoint

bbicTpbin ctapT OpenJDK
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CRIU

CRIU: Checkpoint/Restore In Userspace
e KOHTEWHEPLI: MUrpaUns, pennukauus,..

e Checkpoint: coxpaHUTb COCTOsIHME npouecca

«

e Restore: cosgartb npouecc n3 coxpaHeHHOro COCTOSAHUA

>

«
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CRIU + Java

Ecnu Mbl noaroToBUMCS

e NPOMHMUMaANN3Npyem Java npunoxeHme
e pasorpeem JVM

e caenaem checkpoint

Toraa restore == ctapt
e C 3arpy>XeHHbIMWN N MPOUHULMANN3NPOBaHLIMU Kriaccamm
e C rotoBbiMu JIT-komnmnnaymnamm
o Mbl HA MMKOBOW NPOU3BOAUTENBHOCTU

A’AZUL
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[MTpumep

public class Test {
public static void main(String[] args) throws Exception {
for (int i = 1; 1 <= 3; ++i) {
System.out.println("Pre-compute something big " + i + "...");
Thread.sleep(1l 000);

}

System.out.println("Waiting for input");
int ¢ = System.in.read();
System.out.println("processing input: " + c);

Christine Flood. Checkpointing Java from outside of Java

‘:‘kI\ZZIJI.
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https://developers.redhat.com/blog/2020/10/15/checkpointing-java-from-outside-of-java/

[MTpumep

public class Test {
public static void main(String[] args) throws Exception {

for (int 1 = 1; i <= 3; ++i) {

System.out.println("Pre-compute something big " + i + "..

Thread.sleep(1l 000);
}
jdk.crac.Core.checkpointRestore();
System.out.println("Waiting for input");
int ¢ = System.in.read();
System.out.println("processing input: " + c);

github.com/CRaC/docs

)5

‘:‘kI\ZZIJI.
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https://github.com/CRaC/docs#jdk

[MTpumep Jetty

import org.eclipse.jetty.server.Server;

class ServerManager {
Server server;

public ServerManager(int port, Handler handler) throws Exception {
server = new Server(8080);
server.setHandler(handler);
server.start();
jdk.crac.Core.checkpointRestore();

‘:‘kI\ZZIJI.
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Java + CRIU

BHyTpeHHee cocToaHNne
e NpoLusias nHuumanusauma B HeakTyasibHbIX YCNOBUAX
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Java + CRIU

BHyTpeHHee cocToaHNne
e NpoLusias nHuumanusauma B HeakTyasibHbIX YCNOBUAX

BHelwHee cocTogaHme
e KOHMMUKTbI MPU 3arnyCcke HECKOSNbKUX 3K3EMMIAPOB
e MOBTOPHAadA perncrpauyms
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Coordinated Restore at Checkpoint

[MpunoxeHune n Java Bmecte pabotatot ansa Checkpoint/Restore
e NPUIOXEHNE YNPaBNSET COCTOSHNEM U pecypcamMu
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Coordinated Restore at Checkpoint

[MpunoxeHune n Java Bmecte pabotatot ansa Checkpoint/Restore

e NPUNOXEHNE YNpPaBnseT COCTOAHNEM U pecypcamu
o WUCMOSIb3YET pacLUMpsiEMbIN MEXAaHU3M A1 ONOBELLEHUS
o MOXeT oTMeHuTb Checkpoint

e CRaC nomoraetr HaxoguTb onacHble COCTOAHUSA
o obHapyxunsaet pecypcbl OC
= COKEThbI
= OTKPbITble goansbl
= MEXMNPOoLEeCCHble B3aUMOOENCTBUSA
o MOXeT oTMeHUTb Checkpoint
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NMpumep Jetty c CRaC API

import jdk.crac.Context;
import jdk.crac.Core;
import jdk.crac.Resource;

import org.eclipse.jetty.server.Server;

class ServerManager implements Resource {
Server server;

@Override

public void beforeCheckpoint(Context<? extends Resource> context) throws Exception {
server.stop();

}

@Override

public void afterRestore(Context<? extends Resource> context) throws Exception {
server.start();

}

public ServerManager(int port, Handler handler) throws Exception {

Core.getGlobalContext().register(this);

‘:‘kI\ZZIJI.
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A’AZUL
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CRaC

e CoxpaHunTb o0bpa3s nporpamMmmsbl, UCMOSb30BaThb AN pa3BepTbiBaHUS
e [lporpamma ynpaBnseT COCTOSIHUEM

e CRaC nomoraet HaxoauTb nNpobnembl Npu coxpaHeHum

e bbicTpoe pa3BepTbiBaHUEe, Java He TpebyeT nporpesa

A’AZUL
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KoopanHauusa - CnoxHo?

Mbl nonb3yemcst dpenmBopkamm, bMbnmoTekamm n 4acTo He yrpaBrsiem
pecypcamu

KoopauHauua TpebyeTt yamBuTenbHO Mano Koga
e B “cnokonHoM” pexxume: oTnyCcTUTb Pecypc 1 NnpnoctaHaBnmBaTb OOCTYN K

HEMY
e B "akTMBHOM" pexunme:

o bnokmpoaTtb Checkpoint, nepentn B CNOKONHOE

o oTMeHUTb Checkpoint

o MpeaocTaBUTb MOCK anga pecypca

MoXeT ObITb, 3TOT KOA Y>Ke HarnucaH:
e Fault-tolerance: BocctaHaBneHme nocrne owmndok
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Proof-of-Concepts

dpenmBopKHU

e Spring Boot (n gpyrne Ha ocHoBe Tomcat Embed)
e Quarkus

e Micronaut

Bubnunortekn
e JDBC Connection Pool

[TpnnoxxeHuns
e Tomcat Catalina

A’AZUL
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C | & github.com/CRaC/quarkus/compare/master..crac-master Lo W

= private static class WebDeploymentVerticle extends AbstractVerticle {

7+ private static class WebDeploymentVerticle extends AbstractVerticle implements Resource {

private HttpServer httpServer,
private HttpServer httpsServer;

- M@ -734,6 +735,8 @@ public WebDeploymentVerticle(HttpServerOptions httpOptions, HttpServerOptions ht

this. launchMode = launchMode;
this.domainSocketOptions = domainSocketOptions;
this.insecureRequests = insecureReguests;

org.crac.Core.getGlobalContext().register(this);

+
3
@verride
: @ -882,6 +885,24 @@ public void stop(Future<Void> stopFuture) {

domainSocketServer.close(handleClose),

public void afterRestore(org.crac.Context<? extends Resource> context) throws Exception {
CountDownlLatch latch = new CountDownLatch(1);
start(Future.future(event -> {
latch.countDown( );
Ny

latch.await();

¥
iy

888 +
889 + @override
g9g 4+ public void beforeCheckpoint(org.crac.Context<? extends Resource> context) throws Exception {
891 + CountDownlLatch latch = new CountDownLatch(1);
892 + stop(Future. future(event -> {
893 + latch.countDown();
894 + )
895 + latch.await();
896 + }

+

+ @0verride

+

+

+

+

+

+

+




API

import jdk.crac.Core;
import jdk.crac.Resource;

jdk.crac peanuniyetcs cbopkou java-crac

javax.crac?
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API

import jdk.crac.Core;
import jdk.crac.Resource;

jdk.crac peanuniyetcs cbopkou java-crac

javax.crac?

org.crac (bnbnuoteka)
e He 3aBucut ot JDK, He TpebyeT java-crac ansi cbopku
e onpepensaet Hanunuue jdk.crac n javax.crac Bo BpeMsi paboThbl

A’AZUL
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Pa3BepTbiBaHue
production
requests
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. Q’AZUL
Pa3BepTbiBaHue
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O azuL
API

e MoxHo npepBaTtb checkpoint (beforeCheckpoint BeibpackiBaeT
NCKNoYeHne)

@Override
public void beforeCheckpoint(Context<? extends Resource> context) throws Exception;

 MoxHO BoccTaHOBUTLCA Nocne restore (gaxe ecnu afterRestore
BblIOpacbIBAET UCKITIOYEHNE)

@Override
public void afterRestore(Context<? extends Resource> context) throws Exception;

41



CRIU: Checkpoint

CRIU
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CRIU: Checkpoint

ptrace

CRIU
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CRIU: Checkpoint

ptrace

/proc/pid/

CRIU

I

IPC

(_
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CRIU: Restore
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CRIU: Restore

CRIU

fork
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CRIU: Restore

CRIU

morph
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CRIU

[Mpouecc:

e PEMNCTPbI MNOTOKOB

e O0OLLAA NaMATb

e KOHTEKCT onepaunoHHOW CUCTEMDI

3agauu:
e COXpPaHUTb Becb KOHTeKCT OC
e OepeBo npoueccos: producer | filter
e aKTMBHbIE CETEBbIE COEANHEHUS

A’AZUL
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KoopanHauua ¢ JVM

beforeCheckpoint, afterRestore Bbi3biBalOTCA B YKa3aHHbIX (pasax.
o KoopanHupoBaHHbIN checkpoint:
o beforeCheckpoint's
o safepoint:
= NpoBepKa COCTOAHUSA (OEeCKpMNTOpPHbI,..)
» [moarotoBka JVM]
= OXXuaaHue restore
= CRIU checkpoint
o KoopauHupoBaHHbIN restore:
o CRIU restore + onoseweHnne JVM
o safepoint:
= KOHeL OXXnaaHus
= [MHMUManusauna JVM]
o afterRestore's

A’AZUL

50



m A’AZUL
[Mpobnema: jcmd

e jcmd/jps/... obHapyxusatoT gpyrue JVM c nomoLubo cneymansHoro danna
o /tmp/hsperfdata <user>/<pid>
o -XX:+UsePerfData

e (pann ygansaetcsa npu 3asepuweHun VM

91



m GAZUL
[Mpobnema: jcmd

e jcmd/jps/... obHapyxusatoT gpyrue JVM c nomoLubo cneymansHoro danna
o /tmp/hsperfdata <user>/<pid>
o -XX:+UsePerfData

e (pann ygansaetcsa npu 3asepuweHun VM

PelueHue:
e 00 checkpoint, coxpaHaem cogepXnumoe B NaMaTb Unn Apyron paunn
e rocne restore, BocctaHaBnnMeaem aunn
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[lpobnema: pasmep obpasa

| BN E

e Bblaensdem MHoro mycopa Ao checkpoint
e CRIU coxpaHsieT nosnHbin 0bpa3s npouecca

A’AZUL
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A’AZUL
[lpobnema: pasmep obpasa

| BN E

e Bblaensdem MHoro mycopa Ao checkpoint
e CRIU coxpaHsieT nosnHbin 0bpa3s npouecca

PelleHue:

e YUCTbIE CTPaHULbI HE OTIINYUMbI ELLIE HE BblAENEHHbIX

e CRIU He BKnto4YaeT NOMHOCTLIO YNCTbIE CTPaHULbl B 0bpa3s
e nenaem Full GC, nocne ouynwaem cTtpaHuLbl C MyCOPOM

| T ]
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: Threads ] [CodeCache: [ Internal
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[lpobnema: Bpems restore

Heap / GC ] Metaspace

: Threads ] [CodeCache: [ Internal

e CRIU BoccTtaHaBnueaet kapTy namaTtu
e CUYMTLIBAET U3 0bpasa cogepXumoe namsaTu
e 3alyckKaert npouecc

PeweHne(?): otobpakatb 0bpas neHmBo

[MosgHne CRIU: onuusa lazy-pages



B 6yayuiem

e yripaBneHne 3arpy3kon CTpaHuLl
o npeasarpys3ka KpUTUYHbIX 0bnacTten namsaTu
o cxaTune obpasa

C/R
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B 6yayuiem

e yNpaBrieHne 3arpy3kon cTpaHuy
o npenasarpyska KpUTUYHbIX obracTen namsTu
o cxaTune obpasa
e ObHOBMeHne npegnonoxeHun JVM
o CreHepupoBaHHbLIX KO
o pasMep Ky4iu
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e yNpaBrieHne 3arpy3kon cTpaHuy
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o cxaTune obpasa
e ObHOBMeHne npegnonoxeHun JVM
o CreHepupoBaHHbLIX KO
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B 6yayuiem

e yrpaBrieHMe 3arpy3kon cTpaHuy
o npenasarpyska KpUTUYHbIX obracTen namsTu
o cxaTune obpasa
e ObHOBMeHne npegnonoxeHun JVM
o CreHepupoBaHHbLIX KO
o pasMep Kyuu
e OTKa3s ot root npmeenernn ana CRIU
o ptrace
e anbrepHaTuBHble C/R MexaHn3Mbl
o He-Linux OC?

Dan Heidinga. Everyone wants fast startup

C/R

A’AZUL
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https://danheidinga.github.io/Everyone_wants_fast_startup/

CRaC oz

Time/space trade-off: pasamMeHATb BpeMs Ha NaMsTb

e ahead-of-time native image:
o compile-time: npoaHanu3anpoBaTb BCe NMyTU UCMNOSTHEHNS
o cTatundyeckasa komnunaums/profile-guided-optimization/anHamnyeckas
pekomnunaunsa (VM)

e CRaC:
o checkpoint: BbINONHUTb OAUH KOHKPETHbLIW NYTb UCMNOSIHEHUS
o nonHaa JVM nocne Restore

61



A’AZUL
CRaC

github.com/CRaC
e Java-crac
o CRaC API
o peanusauyms Ha CRIU
e ynyduweHHas CRIU
e MOANMPULMPOBAHHbLIE PPENMBOPKHA
e NPUMEpPLI NCNONb30BaHUA, TECTHI
o Jetty, Quarkus, Micronaut, Spring boot
e user's & programmer's tutorials

akozlov@azul.com
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https://github.com/CRaC/docs#readme
mailto:akozlov@azul.com

