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The Problem
12 \eaUV of deYeloSmenW foU WindoZV onl\

AboXW 1.000.000 lineV of C++

PeUYaViYe XVe of WindoZV SlaWfoUm-VSecificV WhUoXgh-oXW code baVe

PUodXcW iV an add-in, d\namicall\ loaded

NoW in conWUol of Whe main aSSlicaWion (noU Whe comSXWeU iWVelf!)
RendeU inWo aSSlicaWion-VXSSlied objecWV:

NSVieZ, CALa\eU, HWND, DiUecWX We[WXUe

RendeUeU needV Wo VXSSoUW DiUecWX and OSenGL/MeWal

ShaUe Whe main meVVage looS

SXSSoUW SlaWfoUm-VSecific feaWXUeV like hoVW aSSlicaWion

Need cUoVV-SlaWfoUm WoolkiW WhaW hideV SlaWfoUm VSecificV and behaYeV ideQWicaOO\ on diffeUenW SlaWfoUmV
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Agenda
1. LeYelV of AbVWUacWion: Handling FileV
2. KeUQeO ObMecW LLfeWLPeV: IQWeUSURceVV SKaUed MePRU\
3. DLYeUgLQg OS BeKaYLRU: HaQdOLQg MRXVe EYeQWV
4. CRPPRQ TRROLQg I: Te[W IQWeUQaWLRQaOL]aWLRQ
5. CRPPRQ TRROLQg II: EUURU ReSRUWLQg
6. MRYLQg WR WebAVVePbO\

� / ��



LeYelV of AbVWracWion

� / ��
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LeYelV of AbVWracWion
HoZ man\ Za\V Wo Uename a file?

BOOL MoYeFileE[W(LPCWSTR OSE[LVWLQJFLOeNaPe, LPCWSTR OSNeZFLOeNaPe, DWORD dZFOaJV)

inW Uename(chaU conVW* ROd, chaU conVW* QeZ)

inW Uename[_np(chaU conVW* fURP, chaU conVW* WR, XnVigned inW fOaJV)
inW cop\file(chaU conVW* fURP, chaU conVW* WR, cRS\fLOe_VWaWe_W VWaWe, cRS\fLOe_fOaJV_W fOaJ
V)

bool QFLOe::Uename(QSWULQJ conVW& QeZNaPe)
Yoid bRRVW::fLOeV\VWeP::Uename(conVW SaWK& ROd_S, conVW SaWK& QeZ_S)

- [NSFLOeMaQaJeU UeSOaceIWePAWURL:ZLWKIWePAWURL:bacNXSIWePNaPe:  
    RSWLRQV:UeVXOWLQJIWePURL:eUURU:]
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LeYelV of AbVWracWion
HaUd Wo geW idenWical VemanWicV on diffeUenW SlaWfoUmV
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LeYelV of AbVWracWion
HaUd Wo geW idenWical VemanWicV on diffeUenW SlaWfoUmV

We don'W need a file Uename fXncWion!

ThiV iV Whe ZURQg OeYeO Rf abVWUacWiRQ!

Need fXncWionV Wo
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LeYelV of AbVWracWion
HaUd Wo geW idenWical VemanWicV on diffeUenW SlaWfoUmV

We don'W need a file Uename fXncWion!

ThiV iV Whe ZURQg OeYeO Rf abVWUacWiRQ!

Need fXncWionV Wo
cUeaWe a XVeU aSSlicaWion VeWWingV file

cUeaWe a WemSoUaU\ file WhaW iV aXWomaWicall\ deleWed bXW Zhich can be oSened b\ anoWheU aSSlicaWion

doZnload a file Wo a cache in WhUead-Vafe Za\

cUeaWe a docXmenW in a XVeU-VSecified foldeU,
oSen V\VWem-VSecific ³SaYe File" dialog,
and cUeaWe Vandbo[ e[ceSWion

FXncWionV ZiWh VWURQg and ideQWicaO VemanWicV
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LeYelV of AbVWracWion
CUeaWe a XVeU aSSlicaWion VeWWingV file

WindoZV: %APPDATA%?WKLQN-FHOO >+ LQWHJULW\ OHYHO@?

macOS: a/LLEUDU\/ASSOLFDWLRQ SXSSRUW/WKLQN-FHOO/  oU 
 a/LLEUDU\/GURXS CRQWDLQHUV/>ASSOLFDWLRQ GURXS IGHQWLILHU@/

E[clXViYe acceVV Zhile ZUiWing

InheUiW ACL fUom SaUenW foldeU
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LeYelV of AbVWracWion
CUeaWe a WemSoUaU\ file WhaW iV aXWomaWicall\ deleWed bXW Zhich can be oSened b\ anoWheU aSSlicaWion

CUeaWeFLOe( 
     "%TEMP%\\...", 
    FILE_GENERIC_READ_FILE_GENERIC_WRITE, 
    FILE_SHARE_READ, 
     // PaNe SECURITY_ATTRIBUTES FILE_ALL_ACCESS&aFILE_EXECUTE
     // acceVVLbOe b\ cXUUeQW XVeU RQO\, 
    CREATE_NEW, // WKe fLOe VKRXOd QRW aOUead\ e[LVW 
    FILE_ATTRIBUTE_TEMPORARY _ FILE_ATTRIBUTE_HIDDEN 
     _ FILE_FLAG_DELETE_ON_CLOSE, 
    nXllpWU
);
// V\QcKURQL]e fLOe acceVV
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LeYelV of AbVWracWion
CUeaWe a WemSoUaU\ file WhaW iV aXWomaWicall\ deleWed bXW Zhich can be oSened b\ anoWheU aSSlicaWion

RSeQ(
    "a/LLbUaU\/GURXS CRQWaLQeUV/[ASSOLcaWLRQ GURXS IdeQWLfLeU]/...", 
    O_RDWR _ O_CREAT _ O_EXCL
    _ O_NOFOLLOW _ O_CLOEXEC
    _ O_SHLOCK,
    S_IRUSR_S_IWUSR
); 
// V\QcKURQL]e fLOe acceVV
// KaQdOe EINTR
// PaQXaO UefeUeQce cRXQWLQJ LQ VKaUed PePRU\
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LeYelV of AbVWracWion
CUoVV-SlaWfoUm inWeUfaceV need Wo haYe Zell-defined, VWUong VemanWicV

Weak VemanWicV lead Wo VXbWle eUUoUV

WaUning Vign: HaYing Wo look aW Whe imSlemenWaWion

Too high-leYel: YoX miVV a chance Wo Xnif\ code

Too loZ-leYel:
YoX'll foUce idenWical inWeUfaceV on YeU\ diffeUenW WhingV

SemanWicV don'W maWch oSeUaWing V\VWem ( QFLOH::VHWPHUPLVVLRQV )

oU \oX loVe a loW of e[SUeVViYeneVV ( UHQDPH )
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Agenda
1. LeYeOV Rf AbVWUacWLRQ: HaQdOLQg FLOeV
2. KeUnel ObjecW LifeWimeV: InWeUSUoceVV ShaUed MemoU\
3. DLYeUgLQg OS BeKaYLRU: HaQdOLQg MRXVe EYeQWV
4. CRPPRQ TRROLQg I: Te[W IQWeUQaWLRQaOL]aWLRQ
5. CRPPRQ TRROLQg II: EUURU ReSRUWLQg
6. MRYLQg WR WebAVVePbO\
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Kernel ObjecW LifeWimeV
We XVe VhaUed memoU\ Wo imSlemenW inWeU-SUoceVV commXnicaWion

BooVW.InWeUSUoceVV (like QW) offeUV a common API foU VhaUed memoU\ on WindoZV and PoVi[
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Kernel ObjecW LifeWimeV
We XVe VhaUed memoU\ Wo imSlemenW inWeU-SUoceVV commXnicaWion

BooVW.InWeUSUoceVV (like QW) offeUV a common API foU VhaUed memoU\ on WindoZV and PoVi[

named memoU\ objecWV maSSable inWo diffeUenW SUoceVVeV

ERRVW::LQWHUSURFHVV::PDQDJHGBVKDUHGBPHPRU\

SoinWeUV VWoUed in VhaUed memoU\

ERRVW::LQWHUSURFHVV::RIIVHWBSWU

VWoUe offVeW Wo WheiU oZn WhiV SoinWeU

VhaUed memoU\ can be maSSed aW diffeUenW addUeVVeV

named V\nchUoni]aWion objecWV

ERRVW::LQWHUSURFHVV::QDPHGBPXWH[
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Kernel ObjecW LifeWimeV
SeUYeU SUoceVV:

#inclXde <bRRVW/LQWeUSURceVV/PaQaJed_VKaUed_PePRU\.KSS>
...
XVing nameVpace bRRVW::LQWeUSURceVV;
XVing T = VWd::SaLU<doXble, inW>;

// NaPe VSecLfLc WR bXLOd YeUVLRQ, KRVW,  VecXULW\ LdeQWLfLeU
chaU conVW V]NaPe[] = ^ ... `;
PaQaJed_VKaUed_PePRU\ Veg(cUeaWe_RQO\, V]NaPe, /* VL]e */ 65536);
T* S = VeJ.cRQVWUXcW<T>("A") // QaPe Rf WKe RbMecW
    (10.0, 0); // cWRU fLUVW aUJXPeQW

Child SUoceVV:

// OSeQ PaQaJed VKaUed PePRU\
PaQaJed_VKaUed_PePRU\ Veg(RSeQ_RQO\, V]NaPe);

// FLQd RbMecW
T* S = VeJ.fLQd<T>("A").fLUVW;
aVVeUW(S->fLUVW == 10.0);

21 / ��



Kernel ObjecW LifeWimeV
SeUYeU SUoceVV:

#inclXde <bRRVW/LQWeUSURceVV/PaQaJed_VKaUed_PePRU\.KSS>
...
XVing nameVpace bRRVW::LQWeUSURceVV;
XVing T = VWd::SaLU<doXble, inW>;

// NaPe VSecLfLc WR bXLOd YeUVLRQ, KRVW,  VecXULW\ LdeQWLfLeU
chaU conVW V]NaPe[] = ^ ... `;
PaQaJed_VKaUed_PePRU\ Veg(cUeaWe_RQO\, V]NaPe, /* VL]e */ 65536);
T* S = VeJ.cRQVWUXcW<T>("A") // QaPe Rf WKe RbMecW
    (10.0, 0); // cWRU fLUVW aUJXPeQW

Child SUoceVV:

// OSeQ PaQaJed VKaUed PePRU\
PaQaJed_VKaUed_PePRU\ Veg(RSeQ_RQO\, V]NaPe);

// FLQd RbMecW
T* S = VeJ.fLQd<T>("A").fLUVW;
aVVeUW(S->fLUVW == 10.0);

22 / ��



Kernel ObjecW LifeWimeV
BXW PDQDJHGBVKDUHGBPHPRU\  doeV noW XVe naWiYe WindoZV VhaUed memoU\

HANDLE KMaSFLOe = CUeaWeFLOeMaSSLQJ(
    /* XVe SaJe fLOe */ INVALID_HANDLE_VALUE,
    /* VecXULW\ aWWULbXWeV */ NULL,
    PAGE_READWRITE, 
    0,
    /* VL]e */ 256,
    /* RbMecW QaPe */ V]NaPe);

On WindoZV, if laVW SUoceVV acceVVing Whe named memoU\ VegmenW dieV, memoU\ iV fUeed

ThiV iV a feaWXUe \RX ZaQW
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Kernel ObjecW LifeWimeV
BXW PDQDJHGBVKDUHGBPHPRU\  doeV noW XVe naWiYe WindoZV VhaUed memoU\

HANDLE KMaSFLOe = CUeaWeFLOeMaSSLQJ(
    /* XVe SaJe fLOe */ INVALID_HANDLE_VALUE,
    /* VecXULW\ aWWULbXWeV */ NULL,
    PAGE_READWRITE, 
    0,
    /* VL]e */ 256,
    /* RbMecW QaPe */ V]NaPe);

On WindoZV, if laVW SUoceVV acceVVing Whe named memoU\ VegmenW dieV, memoU\ iV fUeed

ThiV iV a feaWXUe \RX ZaQW

... and noW VXSSoUWed on PoVi[
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Kernel ObjecW LifeWimeV
ThiV VeemV Wo caXVe SUoblemV occaVionall\:
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Kernel ObjecW LifeWimeV
On WindoZV, VhaUed memoU\ and mXWe[eV aUe UefeUence coXnWed,
i.e., Zhen Whe laVW XVeU dieV oU cUaVheV, UeVoXUce iV fUeed

On PoVi[, VhaUed memoU\ iV eiWheU

1. File-backed:
backing file VWill e[iVWV if SUoceVVeV cUaVh, eYen afWeU UebooW

2. PoVi[ VhaUed memoU\ ( VKPBRSHQ / VKPBXQOLQN ):
 backing memoU\ SeUViVWV XnWil UebooW

PoVi[ model aVVXmeV VeUYeU-clienW model
& SeUYeU oZnV VhaUed memoU\ objecW

If noW, WheUe aUe WZo VolXWionV Wo WhiV SUoblem.
BooVW.InWeUSUoceVV and QW imSlemenW QeiWheU
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Kernel ObjecW LifeWimeV
1. RRbXVW PXWe[eV

SWKUead_PXWe[aWWU_W aWWU;
SWKUead_PXWe[aWWU_LQLW(&aWWU);
// AOORZ PXWe[ WR be SOaced LQ VKaUed PePRU\
SWKUead_PXWe[aWWU_VeWSVKaUed(&aWWU, PTHREAD_PROCESS_SHARED);
// MaUN PXWe[ aV URbXVW
SWKUead_PXWe[aWWU_VeWURbXVW(&aWWU, PTHREAD_MUTEX_ROBUST);

SWKUead_PXWe[_W PW[;
SWKUead_PXWe[_LQLW(&PW[, &aWWU);

[...]

if(EOWNERDEAD == SWKUead_PXWe[_ORcN(&PW[)) ^
    // OZQeU Rf ORcN KaV dLed, UeLQLWLaOL]e VKaUed PePRU\
`

See LinX[ man SageV and   WhiV BooVW.InWeUSUoceVV SXll UeTXeVW hWWSV://giWhXb.com/booVWoUg/inWeUSUoceVV/SXll/67
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Kernel ObjecW LifeWimeV
2. FiOe LRckiQg

macOS doeV noW VXSSoUW UobXVW SWhUead lockV XnfoUWXnaWel\

Whe onl\ oWheU UeVoXUce WhaW haV SUoceVV-lifeWime aUe file lockV

AWWeQWiRQ! File lockV aUe ZeiUd on PoVi[ aV Zell:
 "EYeU\Whing \oX neYeU ZanWed Wo knoZ aboXW file locking" hWWSV://aSenZaUU.ca/log/20101213

PleaVe  oXU BooVW.InWeUSUoceVV SXll UeTXeVW hWWSV://giWhXb.com/booVWoUg/inWeUSUoceVV/SXll/132
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Kernel ObjecW LifeWimeV
InWUodXceV EDVLFBPDQDJHGBQRQSHUVLVWHQWBVKDUHGBPHPRU\

QRQSHUVLVWHQWBVKDUHGBPHPRU\BREMHFW::SULYBRSHQBRUBFUHDWH :

KaQdOe = ::RSeQ(VWUFLOe, O_CREAT _ O_EXLOCK _ O_NONBLOCK, SeUP);
if(LScdeWaLO::LQYaOLd_fLOe()==KaQdOe) ^
    ...
    // We aUe QRW WKe fLUVW WR RSeQ bacNLQJ fLOe
    // bORcN XQWLO Ze JeW VKaUed ORcN LQVWead
    KaQdOe = ::RSeQ(VWUFLOe, O_SHLOCK);
` elVe ^
    LScdeWaLO::WUXQcaWe_fLOe(KaQdOe, 0);
    // DeJUade ORcN WR VKaUed ORcN ZKeQ Ze KaYe WUXQcaWed fLOe
    // NRW acWXaOO\ aWRPLc?
    // WKaW abRXW NFS?
    fORcN(P_KaQdOe, LOCK_SH);
    ...
`

PXll UeTXeVW hWWSV://giWhXb.com/booVWoUg/inWeUSUoceVV/SXll/132
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Kernel ObjecW LifeWimeV
InWUodXceV EDVLFBPDQDJHGBQRQSHUVLVWHQWBVKDUHGBPHPRU\

QRQSHUVLVWHQWBVKDUHGBPHPRU\BREMHFW::SULYBRSHQBRUBFUHDWH :

KaQdOe = ::RSeQ(VWUFLOe, O_CREAT _ O_EXLOCK _ O_NONBLOCK, SeUP);
if(LScdeWaLO::LQYaOLd_fLOe()==KaQdOe) ^
    ...
    // We aUe QRW WKe fLUVW WR RSeQ bacNLQJ fLOe
    // bORcN XQWLO Ze JeW VKaUed ORcN LQVWead
    KaQdOe = ::RSeQ(VWUFLOe, O_SHLOCK);
` elVe ^
    LScdeWaLO::WUXQcaWe_fLOe(KaQdOe, 0);
    // DeJUade ORcN WR VKaUed ORcN ZKeQ Ze KaYe WUXQcaWed fLOe
    // NRW acWXaOO\ aWRPLc?
    // WKaW abRXW NFS?
    fORcN(P_KaQdOe, LOCK_SH);
    ...
`

PXll UeTXeVW hWWSV://giWhXb.com/booVWoUg/inWeUSUoceVV/SXll/132
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Kernel ObjecW LifeWimeV
InWUodXceV EDVLFBPDQDJHGBQRQSHUVLVWHQWBVKDUHGBPHPRU\

QRQSHUVLVWHQWBVKDUHGBPHPRU\BREMHFW::SULYBRSHQBRUBFUHDWH :

KaQdOe = ::RSeQ(VWUFLOe, O_CREAT _ O_EXLOCK _ O_NONBLOCK, SeUP);
if(LScdeWaLO::LQYaOLd_fLOe()==KaQdOe) ^
    ...
    // We aUe QRW WKe fLUVW WR RSeQ bacNLQJ fLOe
    // bORcN XQWLO Ze JeW VKaUed ORcN LQVWead
    KaQdOe = ::RSeQ(VWUFLOe, O_SHLOCK);
` elVe ^
    LScdeWaLO::WUXQcaWe_fLOe(KaQdOe, 0);
    // DeJUade ORcN WR VKaUed ORcN ZKeQ Ze KaYe WUXQcaWed fLOe
    // NRW acWXaOO\ aWRPLc?
    // WKaW abRXW NFS?
    fORcN(P_KaQdOe, LOCK_SH);
    ...
`

PXll UeTXeVW hWWSV://giWhXb.com/booVWoUg/inWeUSUoceVV/SXll/132
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Kernel ObjecW LifeWimeV
InWUodXceV EDVLFBPDQDJHGBQRQSHUVLVWHQWBVKDUHGBPHPRU\

QRQSHUVLVWHQWBVKDUHGBPHPRU\BREMHFW::SULYBRSHQBRUBFUHDWH :

KaQdOe = ::RSeQ(VWUFLOe, O_CREAT _ O_EXLOCK _ O_NONBLOCK, SeUP);
if(LScdeWaLO::LQYaOLd_fLOe()==KaQdOe) ^
    ...
    // We aUe QRW WKe fLUVW WR RSeQ bacNLQJ fLOe
    // bORcN XQWLO Ze JeW VKaUed ORcN LQVWead
    KaQdOe = ::RSeQ(VWUFLOe, O_SHLOCK);
` elVe ^
    LScdeWaLO::WUXQcaWe_fLOe(KaQdOe, 0);
    // DeJUade ORcN WR VKaUed ORcN ZKeQ Ze KaYe WUXQcaWed fLOe
    // NRW acWXaOO\ aWRPLc?
    // WKaW abRXW NFS?
    fORcN(P_KaQdOe, LOCK_SH);
    ...
`

PXll UeTXeVW hWWSV://giWhXb.com/booVWoUg/inWeUSUoceVV/SXll/132
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Kernel ObjecW LifeWimeV
InWUodXceV EDVLFBPDQDJHGBQRQSHUVLVWHQWBVKDUHGBPHPRU\

QRQSHUVLVWHQWBVKDUHGBPHPRU\BREMHFW::SULYBRSHQBRUBFUHDWH :

KaQdOe = ::RSeQ(VWUFLOe, O_CREAT _ O_EXLOCK _ O_NONBLOCK, SeUP);
if(LScdeWaLO::LQYaOLd_fLOe()==KaQdOe) ^
    ...
    // We aUe QRW WKe fLUVW WR RSeQ bacNLQJ fLOe
    // bORcN XQWLO Ze JeW VKaUed ORcN LQVWead
    KaQdOe = ::RSeQ(VWUFLOe, O_SHLOCK);
` elVe ^
    LScdeWaLO::WUXQcaWe_fLOe(KaQdOe, 0);
    // DeJUade ORcN WR VKaUed ORcN ZKeQ Ze KaYe WUXQcaWed fLOe
    // NRW acWXaOO\ aWRPLc?
    // WKaW abRXW NFS?
    fORcN(P_KaQdOe, LOCK_SH);
    ...
`

PXll UeTXeVW hWWSV://giWhXb.com/booVWoUg/inWeUSUoceVV/SXll/132

3� / ��



Kernel ObjecW LifeWimeV
Aiming foU VWUong and idenWical VemanWicV
... VWUong VemanWicV meanV VWUong gXaUanWeeV!
... don'W VacUifice oSeUaWing V\VWem gXaUanWeeV foU idenWical API!

ImSlemenWing VWUong & idenWical VemanWicV ma\ be haUd
 ... and iV lefW Wo Whe XVeU Zhen cUoVV-SlaWfoUm WoolkiWV fail

3� / ��



Agenda
1. LeYeOV Rf AbVWUacWLRQ: HaQdOLQg FLOeV
2. KeUQeO ObMecW LLfeWLPeV: IQWeUSURceVV SKaUed MePRU\
3. DiYeUging OS BehaYioU: Handling MoXVe EYenWV
4. CRPPRQ TRROLQg I: Te[W IQWeUQaWLRQaOL]aWLRQ
5. CRPPRQ TRROLQg II: EUURU ReSRUWLQg
6. MRYLQg WR WebAVVePbO\
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MoXVe EYenWV
SXSeUficiall\, WindoZV and macOS haYe a VimilaU eYenW handling aUchiWecWXUe

WindoZV VendV meVVageV Wo ZindoZV:

VWUXcW CM\WLQdRZ: ATL::CWLQdRZIPSO<CM\WLQdRZ>
^
    // ZLQdRZ PeVVaJe PaS    
    BEGIN_MSG_MAP(CM\WLQdRZ)
        MESSAGE_HANDLER(WM_MOUSEMOVE, OQMRXVeMRYe)
        MESSAGE_HANDLER(WM_LBUTTONDOWN, OQBXWWRQDRZQ)
        MESSAGE_HANDLER(WM_LBUTTONDBLCLK, OQDRXbOeCOLcN)
    END_MSG_MAP()
    ...
    LRESULT OnMoXVeMoYe(UINT QMVJ, WPARAM ZSaUaP, LPARAM OSaUaP, 
        BOOL& bHaQdOed);
    LRESULT OnBXWWonDoZn(UINT QMVJ, WPARAM ZSaUaP, LPARAM OSaUaP, 
        BOOL& bHaQdOed);
    LRESULT OnDoXbleClick(UINT QMVJ, WPARAM ZSaUaP, LPARAM OSaUaP, 
        BOOL& bHaQdOed);
`;
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MoXVe EYenWV
SXSeUficiall\, WindoZV and macOS haYe a VimilaU eYenW handling aUchiWecWXUe

macOS handleV Whe meVVageV and callV eYenW handleUV diUecWl\:

@LQWeUface M\VLeZ : NSVLeZ ^
    - (Yoid)PRXVeMRYed:(NSEYeQW*)QVeYeQW;
    - (Yoid)PRXVeDUaJJed:(NSEYeQW*)QVeYeQW;
    - (Yoid)PRXVeDRZQ:(NSEYeQW*)QVeYeQW;
`
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MoXVe EYenWV
SXSeUficiall\, WindoZV and macOS haYe a VimilaU eYenW handling aUchiWecWXUe

macOS handleV Whe meVVageV and callV eYenW handleUV diUecWl\:

@LQWeUface M\VLeZ : NSVLeZ ^
    - (Yoid)PRXVeMRYed:(NSEYeQW*)QVeYeQW;
    - (Yoid)PRXVeDUaJJed:(NSEYeQW*)QVeYeQW;
    - (Yoid)PRXVeDRZQ:(NSEYeQW*)QVeYeQW;
`

The VemanWical diffeUenceV aUe laUge WhoXgh
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MoXVe EYenWV

WiQdRZV PacOS

CooUdinaWeV UelaWiYe Wo clienW-aUea of Whe
ZindoZ/comSonenW

CooUdinaWeV UelaWiYe Wo WoS-leYel ZindoZ

Single oU doXble click ->NSEYHQW FOLFNCRXQW@

WMBMOUSELEAVE , WMBMOUSEENTERED  aUe oSW-in eYenWV. ->NSRHVSRQGHU PRXVHEQWHUHG@
->NSRHVSRQGHU PRXVHE[LWHG@

No diVWincWion beWZeen WMBMOUSEMOVE  and dUag eYenWV. ->NSRHVSRQGHU PRXVHMRYHG@
->NSRHVSRQGHU PRXVHDUDJJHG@
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MoXVe EYenWV

WiQdRZV PacOS

SHWCDSWXUH/RHOHDVHCDSWXUH  Wo UeceiYe moXVe
meVVageV afWeU moXVe haV e[iWed Whe ZindoZ.
WMBCAPTURECHANGED  WMBCANCELMODE

CaSWXUe iV aXWomaWic

MoXVe meVVage oUdeU can be "VXUSUiVing", Vee
QWLQGRZVMRXVHHDQGOHU::WUDQVODWHMRXVHEYHQW

->NSRHVSRQGHU PRXVHMRYHG@
->NSRHVSRQGHU PRXVHDRZQ@
->NSRHVSRQGHU PRXVHDUDJJHG@
->NSRHVSRQGHU PRXVHUS@
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MoXVe EYenWV

WiQdRZV PacOS

SHWCDSWXUH/RHOHDVHCDSWXUH  Wo UeceiYe moXVe
meVVageV afWeU moXVe haV e[iWed Whe ZindoZ.
WMBCAPTURECHANGED  WMBCANCELMODE

CaSWXUe iV aXWomaWic

MoXVe meVVage oUdeU can be "VXUSUiVing", Vee
QWLQGRZVMRXVHHDQGOHU::WUDQVODWHMRXVHEYHQW

->NSRHVSRQGHU PRXVHMRYHG@
->NSRHVSRQGHU PRXVHDRZQ@
->NSRHVSRQGHU PRXVHDUDJJHG@
->NSRHVSRQGHU PRXVHUS@

The macOS model iV mXch VaneU, offeUV VWUong gXaUanWeeV.
 SWUong gXaUanWeeV aUe good!
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MoXVe EYenWV
(SiPSOified) MRXVe MeVVage SWaWe MachiQe

1. WMBMOUSEMOVE

keeS WUack of moXVe ZindoZ
TUDFNMRXVHEYHQW  UegiVWeUV foU WMBMOUSELEAVE

2. WMBXBUTTONDOWN

keeS WUack of SUeVVed bXWWon
ignoUe all oWheU bXWWon SUeVVeV
call SHWCDSWXUH  Wo UeceiYe meVVageV

3. WMBXBUTTONUP

Pressed bXWWon iV UeleaVed, ignoUe oWheUV
call RHOHDVHCDSWXUH

3. WMBCANCELMODE / WMBCAPTURECHANGED

CleaU moXVe VWaWe
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MoXVe EYenWV
Aiming foU VWUong and idenWical VemanWicV
... VWUong VemanWicV iPSOieV VWURQg iQYaUiaQWV
... mXVW hold on each oSeUaWing V\VWem
... Xnif\ Whe nXmbeU of VWaWeV \oXU aSS ma\ haYe
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Agenda
1. LeYeOV Rf AbVWUacWLRQ: HaQdOLQg FLOeV
2. KeUQeO ObMecW LLfeWLPeV: IQWeUSURceVV SKaUed MePRU\
3. DLYeUgLQg OS BeKaYLRU: HaQdOLQg MRXVe EYeQWV
4. Common Tooling I: Te[W InWeUnaWionali]aWion
5. CRPPRQ TRROLQg II: EUURU ReSRUWLQg
6. MRYLQg WR WebAVVePbO\
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Te[W InWernaWionali]aWion
InWeUnaWionali]aWion iV moUe Whan WUanVlaWion, bXW focXV on WhaW Woda\

ImSoUWanW WUanVlaWion feaWXUeV:

1. AnnoWaWe WUanVlaWable We[W in code

TRANSLATE("DR QRW aVN fRU XVeU QaPe/SaVVZRUd")

2. TUanVlaWion conWe[W

TRANSLATECTX("PUR[\ AXWKeQWLcaWLRQ", 
"PUR[\: KWWS://eQ.ZLNLSedLa.RUJ/ZLNL/PUR[\_VeUYeU.")

3. TheUe aUe aUbiWUaU\ nXmbeU of SlXUal foUmV
0 weeks - 0 ɧедеɥɶ
1 week - 1 ɧедеɥɹ
4 weeks - 4 ɧедеɥи
5 weeks - 5 ɧедеɥɶ
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Te[W InWernaWionali]aWion
WhaW iV Whe geneUal floZ foU i18n:

1. AnnoWaWion in VoXUce code

2. E[WUacWion of WUanVlaWable We[W

3. Send Wo WUanVlaWoUV

4. GeW [OLII  (XML Locali]aWion InWeUchange File FoUmaW) file

5. ImSoUW inWo SUojecW aV UeVoXUce

6. AW SUogUam UXnWime, lookXS We[W/langXage SaiU

SXSSoUWing naWiYe mechaniVmV ZoXld VXck

YoX ZanW Whe Vame maUkXS in code

YoX ZanW a Vingle We[W e[WUacWion UXn, SUefeUabl\ SlaWfoUm indeSendenW

YoX ZanW a XnifoUm acceVV mechaniVm foU WUanVlaWable VWUingV, no lifeWime iVVXeV ( FKDU FRQVW* !)

BooVW.Locale ZoXld fiW Whe bill
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Te[W InWernaWionali]aWion
BooVW.Locale ZaV added 2018 in booVW 1.67:

VWd::coXW << WUaQVOaWe("HeOOR WRUOd") << VWd::eQdO;

"͕Ͷͮͨͫ͸ ͲͮͶ"

VWd::coXW << WUaQVOaWe("FLOe","RSeQ") << VWd::eQdO;

"¸ffQeQ"

VWd::coXW << fRUPaW(WUaQVOaWe("YRX KaYe ^1` fLOe LQ WKe dLUecWRU\",
                          "YRX KaYe ^1` fLOeV LQ WKe dLUecWRU\",
                          3)) % 3 << VWd::eQdO;

"͙ ͨͦͷ ͫͷ͸΂ 3 ͺͦͯͱͦ ͨ Ͱͦ͸ͦͱʹͩͫ"
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Te[W InWernaWionali]aWion
BooVW.Locale ZaV added 2018 in booVW 1.67:

VWd::coXW << WUaQVOaWe("HeOOR WRUOd") << VWd::eQdO;

"͕Ͷͮͨͫ͸ ͲͮͶ"

VWd::coXW << WUaQVOaWe("FLOe","RSeQ") << VWd::eQdO;

"¸ffQeQ"

VWd::coXW << fRUPaW(WUaQVOaWe("YRX KaYe ^1` fLOe LQ WKe dLUecWRU\",
                          "YRX KaYe ^1` fLOeV LQ WKe dLUecWRU\",
                          3)) % 3 << VWd::eQdO;

"͙ ͨͦͷ ͫͷ͸΂ 3 ͺͦͯͱͦ ͨ Ͱͦ͸ͦͱʹͩͫ"

We don'W haYe Wo do UXnWime We[W lookXSV like WhiV iV 1995

We haYe FRQVWH[SU  fXncWionV!
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Te[W InWernaWionali]aWion

#inclXde <aUUa\>

enXm ESXSSRUWedLaQJXaJe ^ 
    eOaQJEN, eOaQJRU, eOaQJCOUNT 
`;

XVing STUaQVOaWabOeSWULQJ = VWd::aUUa\<chaU conVW*, eOaQJCOUNT>;

chaU conVW* WUaQVOaWe(STUaQVOaWabOeSWULQJ WV) noe[cepW;

#define TRANSLOOKUP(SWULQJ, CRQWe[W) ...
#define TRANSLATECTX(SWULQJ, CRQWe[W) \
    WUaQVOaWe(TRANSLOOKUP(SWULQJ, CRQWe[W))

inW main() noe[cepW ^
    VWd::coXW 
        << TRANSLATECTX("CaQceO", "CaQceO: aV LQ WLQdRZV dLaORJV.") 
        << VWd::eQdO;
`

53 / ��



Te[W InWernaWionali]aWion

#inclXde <aUUa\>

enXm ESXSSRUWedLaQJXaJe ^ 
    eOaQJEN, eOaQJRU, eOaQJCOUNT 
`;

XVing STUaQVOaWabOeSWULQJ = VWd::aUUa\<chaU conVW*, eOaQJCOUNT>;

chaU conVW* WUaQVOaWe(STUaQVOaWabOeSWULQJ WV) noe[cepW;

#define TRANSLOOKUP(SWULQJ, CRQWe[W) ...
#define TRANSLATECTX(SWULQJ, CRQWe[W) \
    WUaQVOaWe(TRANSLOOKUP(SWULQJ, CRQWe[W))

inW main() noe[cepW ^
    VWd::coXW 
        << TRANSLATECTX("CaQceO", "CaQceO: aV LQ WLQdRZV dLaORJV.") 
        << VWd::eQdO;
`
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Te[W InWernaWionali]aWion

#inclXde <aUUa\>

enXm ESXSSRUWedLaQJXaJe ^ 
    eOaQJEN, eOaQJRU, eOaQJCOUNT 
`;

XVing STUaQVOaWabOeSWULQJ = VWd::aUUa\<chaU conVW*, eOaQJCOUNT>;

chaU conVW* WUaQVOaWe(STUaQVOaWabOeSWULQJ WV) noe[cepW;

#define TRANSLOOKUP(SWULQJ, CRQWe[W) ...
#define TRANSLATECTX(SWULQJ, CRQWe[W) \
    WUaQVOaWe(TRANSLOOKUP(SWULQJ, CRQWe[W))

inW main() noe[cepW ^
    VWd::coXW 
        << TRANSLATECTX("CaQceO", "CaQceO: aV LQ WLQdRZV dLaORJV.") 
        << VWd::eQdO;
`
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Te[W InWernaWionali]aWion

XVing STUaQVOaWabOeSWULQJ = VWd::aUUa\<chaU conVW*, eOaQJCOUNT>;

WemplaWe<VWd::XinW64_W, VWd::XinW64_W, VWd::XinW64_W, VWd::XinW64_W>
VWUXcW STUaQVOaWabOeSWULQJMaS ^
    VWaWic STUaQVOaWabOeSWULQJ conVW P_aSV];
`;

#define TRANSLOOKUP(SWULQJ, CRQWe[W) \
    (STUaQVOaWabOeSWULQJMaS< \
        SWaWLcMXUPXUHaVK::HaVK(X8 ## SWULQJ).fLUVW, \
        SWaWLcMXUPXUHaVK::HaVK(X8 ## SWULQJ).VecRQd, \
        SWaWLcMXUPXUHaVK::HaVK(X8 ## CRQWe[W).fLUVW, \
        SWaWLcMXUPXUHaVK::HaVK(X8 ## CRQWe[W).VecRQd \
    >::P_aSV])
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Te[W InWernaWionali]aWion

XVing STUaQVOaWabOeSWULQJ = VWd::aUUa\<chaU conVW*, eOaQJCOUNT>;

WemplaWe<VWd::XinW64_W, VWd::XinW64_W, VWd::XinW64_W, VWd::XinW64_W>
VWUXcW STUaQVOaWabOeSWULQJMaS ^
    VWaWic STUaQVOaWabOeSWULQJ conVW P_aSV];
`;

WemplaWe<> conVWe[pU VWd::aUUa\<chaU conVW*, eOaQJCOUNT> 
STUaQVOaWabOeSWULQJMaS<0[17aa19f18a894459, 0[ab6ff21156e8a341, 
     0[691fc12842a48f3c, 0[4720a1a3af148ae1
>::P_aSV]^
     "CaQceO", "͔͸Ͳͫͳͮ͸΂"
`;

#define TRANSLOOKUP(SWULQJ, CRQWe[W) \
    (STUaQVOaWabOeSWULQJMaS< \
        SWaWLcMXUPXUHaVK::HaVK(X8 ## SWULQJ).fLUVW, \
        SWaWLcMXUPXUHaVK::HaVK(X8 ## SWULQJ).VecRQd, \
        SWaWLcMXUPXUHaVK::HaVK(X8 ## CRQWe[W).fLUVW, \
        SWaWLcMXUPXUHaVK::HaVK(X8 ## CRQWe[W).VecRQd \
    >::P_aSV])
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Te[W InWernaWionali]aWion
RemindeU conVWe[SU fXncWionV:

imSliciWl\ inline.

mXVW acceSW and UeWXUn onl\ liWeUal W\SeV.
i.e. VcalaUV, UefeUenceV,

aggUegaWe W\SeV T W = ^ ... `; , e.g., VWG::DUUD\

W\Se ZiWh FRQVWH[SU  cWoU and dWoU, all daWa membeUV and baVe claVVeV aUe liWeUal W\SeV, e.g., VWG::SDLU

aUUa\V of VXch W\SeV

can'W be YiUWXal, cannoW conWain JRWR  oU WU\/FDWFK

ma\ conWain LI , VZLWFK , all looS VWaWemenWV

local YaUiable declaUaWionV if YaUiable iV iniWiali]ed and liWeUal W\Se

cWoU cannoW be FRQVWH[SU  if claVV haV YiUWXal baVe claVVeV
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Te[W InWernaWionali]aWion

nameVpace SWaWLcMXUPXUHaVK ^
    XVing XLQW128_W = VWd::SaLU<VWd::XinW64_W, VWd::XinW64_W>;

    WemplaWe<inW N>
    conVWe[pU XLQW128_W HaVh(
        chaU conVW (&aW)[N], 
        VWd::XinW32_W Veed=0) noe[cepW 
    ^
        UeWXUn MXUPXUHaVK3_[64_128(&aW[0], N, Veed);
    `
`

See hWWSV://giWhXb.com/aaSSleb\/VmhaVheU foU MXUmXUHaVh VoXUceV
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Te[W InWernaWionali]aWion

nameVpace SWaWLcMXUPXUHaVK ^
    XVing XLQW128_W = VWd::SaLU<VWd::XinW64_W, VWd::XinW64_W>;

    WemplaWe<inW N>
    conVWe[pU XLQW128_W HaVh(
        chaU conVW (&aW)[N], 
        VWd::XinW32_W Veed=0) noe[cepW 
    ^
        UeWXUn MXUPXUHaVK3_[64_128(&aW[0], N, Veed);
    `
`

See hWWSV://giWhXb.com/aaSSleb\/VmhaVheU foU MXUmXUHaVh VoXUceV

Aiming foU VWUong and idenWical VemanWicV
... WhaW inclXdeV e[WeUnal WoolV in \oXU bXild SUoceVV!
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Agenda
1. LeYeOV Rf AbVWUacWLRQ: HaQdOLQg FLOeV
2. KeUQeO ObMecW LLfeWLPeV: IQWeUSURceVV SKaUed MePRU\
3. DLYeUgLQg OS BeKaYLRU: HaQdOLQg MRXVe EYeQWV
4. CRPPRQ TRROLQg I: Te[W IQWeUQaWLRQaOL]aWLRQ
5. Common Tooling II: EUUoU ReSoUWing
6. MRYLQg WR WebAVVePbO\
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Error ReporWing
Whink-cell haV a SoZeUfXl eUUoU UeSoUWing aUchiWecWXUe

We XVe a loW of ASSERTV Wo check inYaUianWV

Check all V\VWem API eUUoU codeV, diVWingXiVh e[SecWed and Xne[SecWed eUUoUV

Once Ze encoXnWeU Xne[SecWed behaYioU
1. Decide Wo VhoZ XVeU meVVage

2. Send an eUUoU UeSoUW home
OXU backend anal\]eV eUUoU UeSoUW

CheckV if Ze haYe alUead\ fi[ed bXg
 oU if Ze ZoXld like moUe info fUom XVeU

ReSoUWV back

Ma\ VilenWl\ doZnload & inVWall XSdaWe
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Error ReporWing

DeYeloSeUV check and anal\]e moVW fUeTXenW bXg UeSoUWV UegXlaUl\
AnnoWaWe in Zhich YeUVion bXg iV fi[ed

Backend SUe-anal\]eV bXg UeSoUWV:
Walk VWack back Wo UeleYanW fUame (VkiS VmaUW SoinWeUV, eUUoU UeSoUWing code)

GUoXS eUUoUV baVed on meWhod offVeW (noW VoXUce line, noU eUUoU meVVage)

FiQdV a ORW Rf bXgV WhaW deSeQd RQ XVeU'V VeWXS

�3 / ��



Error ReporWing
The coUe of WhiV fXncWionaliW\ on WindoZV:

BOOL MiniDXmpWUiWeDXmp(
  HANDLE                            KPURceVV,
  DWORD                             PURceVVId,
  HANDLE                            KFLOe,
  MINIDUMP_TYPE                     DXPST\Se,
  PMINIDUMP_EXCEPTION_INFORMATION   E[ceSWLRQPaUaP,
  PMINIDUMP_USER_STREAM_INFORMATION UVeUSWUeaPPaUaP,
  PMINIDUMP_CALLBACK_INFORMATION    CaOObacNPaUaP
)

WUiWeV dXmS inclXding Whe fXll VWack and UegiVWeUV

MicUoVofW SUoYideV V\mbol VeUYeUV foU V\VWem libUaUieV

LeW \oX V\mbolicaWe Whe dXmS and anal\]e iW

A loW of infoUmaWion in a 100kb

NRWhiQg ViPiOaU e[iVWed RQ PacOS
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Error ReporWing
TheUe iV Google BUeakSad/CUaVhSad of coXUVe:

WUiWeV WindoZV minidXmSV on all V\VWemV

Need cXVWom WoolV Wo anal\]e foU PoVi[ cUaVheV (inVWead of lldb)

NoZ Slanning Wo leW lldb VXSSoUW ZindoZV Sdb foUmaW

A loW of code (WhaW \oX need Wo VXSSoUW if \oX inclXde iW!)

noW YeU\ SoZeUfXl VolXWion
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Error ReporWing
TheUe iV Google BUeakSad/CUaVhSad of coXUVe:

WUiWeV WindoZV minidXmSV on all V\VWemV

Need cXVWom WoolV Wo anal\]e foU PoVi[ cUaVheV (inVWead of lldb)

NoZ Slanning Wo leW lldb VXSSoUW ZindoZV Sdb foUmaW

A loW of code (WhaW \oX need Wo VXSSoUW if \oX inclXde iW!)

noW YeU\ SoZeUfXl VolXWion

Mach-o file foUmaW iV Zell docXmenWed, google "Mach-O File FoUmaW RefeUence"

ThiV inclXdeV Whe coUe file foUmaW
WheUe aUe docV foU ELF aV Zell, bXW ELF coUe file iV noW VWandaUdi]ed
(Check ZhaW gdb doeV)

"all" Ze haYe Wo do iV ZUiWe mach-o coUe file onl\ ZiWh VWack memoU\
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Error ReporWing
OXW-Rf-SURceVV cUaVh haQdOiQg: SeQd WaVk acceVV UighWV

PacK_SRUW_W SRUWBRRWVWUaS;
WaVN_JeW_bRRWVWUaS_SRUW(PacK_WaVN_VeOf(), &SRUWBRRWVWUaS);

// LRRNXS SRUW RSeQed b\ KaQdOeU SURceVV
PacK_SRUW_W SRUWCKLOd;
bRRWVWUaS_ORRN_XS(SRUWBRRWVWUaS, "SRUW QaPe", &SRUWCKLOd);

STcDXPSMVJ PVJ = ^
    ^ MACH_MSGH_BITS_REMOTE(MACH_MSG_TYPE_COPY_SEND) 
        _ MACH_MSGH_BITS_COMPLEX, Vi]eof(PVJ), SRUWCKLOd `,
    ^ 1 `, 
    // MeVVaJe cRS\LQJ acceVV ULJKWV WR PacK_WaVN_VeOf()
    ^ PacK_WaVN_VeOf(), 0, 0, MACH_MSG_TYPE_COPY_SEND, 
        MACH_MSG_PORT_DESCRIPTOR ` 
`;
PacK_PVJ(VWd::addUeVVRf(PVJ.KeadeU), MACH_SEND_MSG, Vi]eof(PVJ), 0, 
    MACH_PORT_NULL, MACH_MSG_TIMEOUT_NONE, MACH_PORT_NULL);
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Error ReporWing
OXW-Rf-SURceVV cUaVh haQdOiQg: SeQd WaVk acceVV UighWV

PacK_SRUW_W SRUWBRRWVWUaS;
WaVN_JeW_bRRWVWUaS_SRUW(PacK_WaVN_VeOf(), &SRUWBRRWVWUaS);

// LRRNXS SRUW RSeQed b\ KaQdOeU SURceVV
PacK_SRUW_W SRUWCKLOd;
bRRWVWUaS_ORRN_XS(SRUWBRRWVWUaS, "SRUW QaPe", &SRUWCKLOd);

STcDXPSMVJ PVJ = ^
    ^ MACH_MSGH_BITS_REMOTE(MACH_MSG_TYPE_COPY_SEND) 
        _ MACH_MSGH_BITS_COMPLEX, Vi]eof(PVJ), SRUWCKLOd `,
    ^ 1 `, 
    // MeVVaJe cRS\LQJ acceVV ULJKWV WR PacK_WaVN_VeOf()
    ^ PacK_WaVN_VeOf(), 0, 0, MACH_MSG_TYPE_COPY_SEND, 
        MACH_MSG_PORT_DESCRIPTOR ` 
`;
PacK_PVJ(VWd::addUeVVRf(PVJ.KeadeU), MACH_SEND_MSG, Vi]eof(PVJ), 0, 
    MACH_PORT_NULL, MACH_MSG_TIMEOUT_NONE, MACH_PORT_NULL);
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Error ReporWing
OXW-Rf-SURceVV cUaVh haQdOiQg: SeQd WaVk acceVV UighWV

PacK_SRUW_W SRUWBRRWVWUaS;
WaVN_JeW_bRRWVWUaS_SRUW(PacK_WaVN_VeOf(), &SRUWBRRWVWUaS);

// LRRNXS SRUW RSeQed b\ KaQdOeU SURceVV
PacK_SRUW_W SRUWCKLOd;
bRRWVWUaS_ORRN_XS(SRUWBRRWVWUaS, "SRUW QaPe", &SRUWCKLOd);

STcDXPSMVJ PVJ = ^
    ^ MACH_MSGH_BITS_REMOTE(MACH_MSG_TYPE_COPY_SEND) 
        _ MACH_MSGH_BITS_COMPLEX, Vi]eof(PVJ), SRUWCKLOd `,
    ^ 1 `, 
    // MeVVaJe cRS\LQJ acceVV ULJKWV WR PacK_WaVN_VeOf()
    ^ PacK_WaVN_VeOf(), 0, 0, MACH_MSG_TYPE_COPY_SEND, 
        MACH_MSG_PORT_DESCRIPTOR ` 
`;
PacK_PVJ(VWd::addUeVVRf(PVJ.KeadeU), MACH_SEND_MSG, Vi]eof(PVJ), 0, 
    MACH_PORT_NULL, MACH_MSG_TIMEOUT_NONE, MACH_PORT_NULL);
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Error ReporWing
OXW-Rf-SURceVV cUaVh haQdOiQg: Read WhUead VWaWe

PacK_PVJ_W\Se_QXPbeU_W cTKUeadV;
WKUead_aUUa\_W aWKUead;

WaVN_WKUeadV(WaVN, &aWKUead, &cTKUeadV);

VWUXcW STKUeadCRPPaQd ^
    WKUead_cRPPaQd P_KeadeU;
    [86_WKUead_VWaWe P_WKUeadVWaWe;
    [86_fORaW_VWaWe P_fORaWVWaWe;
    [86_e[ceSWLRQ_VWaWe P_e[ceSWLRQVWaWe;
`;
VWd::YecWoU<STKUeadCRPPaQd> YecWKUeadcPd;
// caOO WKUead_JeW_VWaWe fRU eacK WKUead/VWaWe SaLU
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Error ReporWing
OXW-Rf-SURceVV cUaVh haQdOiQg: Read VWack PePRU\

PacK_YP_addUeVV_W SYBeJLQ = 0;
PacK_YP_VL]e_W cb = 0;
YP_UeJLRQ_VXbPaS_LQfR_64 YPUeJLRQLQfR;
QaWXUaO_W QDeSWK = 0;
PacK_PVJ_W\Se_QXPbeU_W cbVMReJLRQIQfR = 
    VM_REGION_SUBMAP_INFO_COUNT_64;

VWd::YecWoU<VeJPeQW_cRPPaQd_64> YecVeJPeQW;
Zhile(KERN_SUCCESS == PacK_YP_UeJLRQ_UecXUVe(
     WaVN, &SYBeJLQ, &cb, &QDeSWK, &YPUeJLRQLQfR, &cbVMReJLRQIQfR
)) ^
    if(VM_MEMORY_STACK==YPUeJLRQLQfR.XVeU_WaJ) ^ // VWacN PePRU\
        YecVeJPeQW.ePSOace_bacN(
            VeJPeQW_cRPPaQd_64^LC_SEGMENT_64, ...`
        );
    `    
    SYBeJLQ += cb;
`
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Error ReporWing
OXW-Rf-SURceVV cUaVh haQdOiQg: Read VWack PePRU\

PacK_YP_addUeVV_W SYBeJLQ = 0;
PacK_YP_VL]e_W cb = 0;
YP_UeJLRQ_VXbPaS_LQfR_64 YPUeJLRQLQfR;
QaWXUaO_W QDeSWK = 0;
PacK_PVJ_W\Se_QXPbeU_W cbVMReJLRQIQfR = 
    VM_REGION_SUBMAP_INFO_COUNT_64;

VWd::YecWoU<VeJPeQW_cRPPaQd_64> YecVeJPeQW;
Zhile(KERN_SUCCESS == PacK_YP_UeJLRQ_UecXUVe(
     WaVN, &SYBeJLQ, &cb, &QDeSWK, &YPUeJLRQLQfR, &cbVMReJLRQIQfR
)) ^
    if(VM_MEMORY_STACK==YPUeJLRQLQfR.XVeU_WaJ) ^ // VWacN PePRU\
        YecVeJPeQW.ePSOace_bacN(
            VeJPeQW_cRPPaQd_64^LC_SEGMENT_64, ...`
        );
    `    
    SYBeJLQ += cb;
`

�4 / ��



Error ReporWing
OXW-Rf-SURceVV cUaVh haQdOiQg: WUiWe WR FiOe

    VWUXcW PacK_KeadeU_64 
    + VWd::YecWoU<STKUeadCRPPaQd>
    + VWd::YecWoU<VeJPeQW_cRPPaQd_64>
    + acWXaO PePRU\ VeJPeQWV

ReVXlWing file can be loaded in lldb aV coUe file

AV ]iS file a100-200 Kb

Need Vome addiWional meWa daWa

<P_QTKUead YaO="0"/>
<P_YecPRdXOe OeQJWK="538">
    <eOeP>
        <P_SYSWaUWAddUeVV YaO="140735072636928"/>
        <P_VWUPaWK>/XVU/OLb/OLb].1.d\OLb</P_VWUPaWK>
        <P_PRdYeU YaO="66059"/>
        <P_XXLd YaO="db120508-3bed-37a8-b439-5235eab4618a"/>
    </eOeP>
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Error ReporWing
OXW-Rf-SURceVV cUaVh haQdOiQg: BackeQd

NeedV debXg V\mbolV foU \oXU bXildV

Cached V\VWem binaUieV foU macOS

S\mbol lookXS: hWWSV://lldb.llYm.oUg/XVe/V\mbolV.hWml

Backend ZUaSV lldb hWWSV://lldb.llYm.oUg/deVign/VbaSi.hWml

load coUe file

lookXS binaUieV/V\mbolV and add Whem aV modXleV

Check oXW hWWSV://giWhXb.com/Whink-cell/minidXmS
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Agenda
1. LeYeOV Rf AbVWUacWLRQ: HaQdOLQg FLOeV
2. KeUQeO ObMecW LLfeWLPeV: IQWeUSURceVV SKaUed MePRU\
3. DLYeUgLQg OS BeKaYLRU: HaQdOLQg MRXVe EYeQWV
4. CRPPRQ TRROLQg I: Te[W IQWeUQaWLRQaOL]aWLRQ
5. CRPPRQ TRROLQg II: EUURU ReSRUWLQg
6. MoYing Wo WebAVVembl\
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WebAVVembl\
Whink-cell VhiSV ZiWh Google ChUome e[WenVion and Zeb aSS

WhaW langXage Wo XVe?
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WebAVVembl\
Whink-cell VhiSV ZiWh Google ChUome e[WenVion and Zeb aSS

WhaW langXage Wo XVe?

1. JaYaScUiSW ZaV a haUd no
2. T\SeScUiSW looked mXch beWWeU

VomeZhaW W\Se-Vafe, W\Se definiWion libUaUieV hWWSV://giWhXb.com/DefiniWel\T\Sed/DefiniWel\T\Sed

bXW VhaUing code ZiWh C++ ZaV imSoVVible

3. EmVcUiSWen looked inWeUeVWing
InWeUfacing ZiWh JaYaScUiSW loVeV W\Se-VafeW\ again

    aXWo [KU = ePVcULSWeQ::YaO::JORbaO("XMLHWWSReTXeVW").QeZ_();
    [KU["RSeQ"]("GET", "KWWS://JRRJOe.cRP");
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WebAVVembl\
Whink-cell VhiSV ZiWh Google ChUome e[WenVion and Zeb aSS

WhaW langXage Wo XVe?
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    aXWo [KU = ePVcULSWeQ::YaO::JORbaO("XMLHWWSReTXeVW").QeZ_();
    [KU["RSeQ"]("GET", "KWWS://JRRJOe.cRP");

... VR Ze bXiOd RXU RZQ cRPSiOeU
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WebAVVembl\
T\Se definiWion libUaUieV

inWeUface HTMLElemenW e[WendV ElemenW, GlobalEYenWHandleUV, ... ^
    KLddeQ: boolean;
    LQQeUTe[W: VWULQJ;
    UeadRQO\ RffVeWPaUeQW: EOePeQW _ nXll;

    cOLcN(): Yoid;

    ...
`
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WebAVVembl\
+ T\SeVcUiSW comSileU API

fXncWion WUanVfoUm(fLOe: VWULQJ) : Yoid ^
    leW SURJUaP = WV.cUeaWePURJUaP([fLOe]);
    conVW VRXUceFLOe = SURJUaP.JeWSRXUceFLOe(fLOe);

    WV.fRUEacKCKLOd(VRXUceFLOe, QRde => ^
        if (WV.LVFXQcWLRQDecOaUaWLRQ(QRde)) ^
            // dR VRPeWKLQJ
        ` elVe if (WV.LVVaULabOeSWaWePeQW(QRde)) ^
            // dR VRPeWKLQJ eOVe
        ` 
    `);
`
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WebAVVembl\

tcjs ² https://githXb.com/think-cell/tcjs
ComSileV W\SeVcUiSW inWeUface declaUaWionV Wo C++ inWeUfaceV

i.e. W\Se-Vafe caOOV WR JaYaScUiSW OibUaUieV Yia ePVcUiSWeQ

AlmoVW Velf-hoVWing, i.e., comSiling W\SeVcUiSW comSileU inWeUface

SWill miVVing W\SeVcUiSW langXage feaWXUeV, bXW alUead\ XVable

OUiginall\ maVWeU WheViV of EgoU SXYoUoY aW Whink-cell

Check iW oXW!
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WebAVVembl\
T\Se-Vafe callV Wo JaYaScUiSW/T\SeScUiSW libUaUieV Yia emVcUiSWen

Yoid WUanVfoUm(MV::VWUing conVW& fLOe)  ^
    MV::AUUa\<MV::VWUing> aUU(MVW::cUeaWe_MV_RbMecW);
    aUU->SXVK(fLOe);

    aXWo conVW SURJUaP = MV::WV::cUeaWePURJUaP(aUU, ...);
    aXWo conVW VRXUceFLOe = SURJUaP->JeWSRXUceFLOe(fLOe);

    MV::WV::fRUEacKCKLOd(VRXUceFLOe, 
        MV::MV::OaPbda(
            [](MV::WV::NRde MQRdeCKLOd) noe[cepW -> MV::XQNQRZQ ^
                if(MV::WV::LVFXQcWLRQDecOaUaWLRQ(MQRdeCKLOd)) ^
                `
            `
        )
    );
`

Check oXW hWWSV://giWhXb.com/Whink-cell/WcjV
LoWV of inWeUeVWing ZoUk Wo do!
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ConclXVion

No prematXre Xnification in code

Unif\ object lifetimes across Operating S\stems

Maintain cross-platform inYariants Zith state machines

Make \oXr bXild tools and backends cross-platform
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ConclXVion

No prematXre Xnification in code

Unif\ object lifetimes across Operating S\stems

Maintain cross-platform inYariants Zith state machines

Make \oXr bXild tools and backends cross-platform

AlZa\s Xse C++ 
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ThaQk \RX!

NoZ Wo \oXr qXeVWionV!
SebaVWian TheoShil, Whink-cell SofWZaUe, BeUlin

 VWheoShil@Whink-cell.com
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