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Uto bypeT

Bl 1. Sanitizer - 4yto 910? KpaTtkmun o630p BNOOB.
2. OcHoBHasa noes peanunsaunn ASan
3. Koa ASan -4To rae nexur
B 4. [loppepxka ASan B KoMnunatope
BN 5. Runtime noaanepxka ASan.
Bl 6. 3Hakomum ASan co CBOMM ansiokatTopom
Bl /. [lpumep n3 xmn3Hu, kak ASan sctpetunn C++
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Uto bypeT

Sanitizer - yto 3T107? KpaTtkun 0630p BNIOB.
OcHoBHasa naeqa peanusaumm ASan

Kono ASan - 4YTto rae nexuT

[Topnepxka ASan B KOMNUNATOpE

Runtime nogaepxka ASan.

3HakoMuM ASan co CBOMM anfiokatopom
[Tpnumep n3 xn3Hu, kak ASan sctpetun C++




Sanitizer aT0...
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Sanitizer aT0...

[1nHamMmmnyeckmnn aHann3aTop Koaa

YT10 31O



Sanitizer aT0...

[lnHamMmmnyeckmn aHann3aTop Koaa
Runtime npoBepkn ana pasnun4yHbix Tunos UB
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Sanitizer aT0...

[lnHamMmmnyeckmn aHann3aTop Koaa
Runtime npoBepkn ana pasnun4yHbix Tunos UB

BbicoKad TOYHOCTb
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Sanitizer aT0...

[lnHamMmmnyeckmn aHann3aTop Koaa
Runtime npoBepkn ana pasnun4yHbix Tunos UB

BblcOKkada TOYHOCTb
MunHumMmanbHbIU WaHc false positive
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Sanitizer aT0...

[lnHamMmmnyeckmn aHann3aTop Koaa
Runtime npoBepkn ana pasnun4yHbix Tunos UB

BblcOKkada TOYHOCTb
MunHumMmanbHbIU WaHc false positive

HaKriaHble pacxXxodbl BO BpeMA UCIMOJIHEHUA TNporpamMmMmbl
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Sanitizer aT0...

[lnHamMmmnyeckmn aHann3aTop Koaa
Runtime npoBepkn ana pasnun4yHbix Tunos UB

BblcOKkada TOYHOCTb
MunHumMmanbHbIU WaHc false positive

HaKriaHble pacxXxodbl BO BpeMA UCIMOJIHEHUA TNporpamMmMmbl

HaknapgHble pacxoabl B compile time (HO He Bcerga
3aMeTHble)

YT10 31O




Sanitizer a70...

Make undefined behavior defined again*

* He Bceraa

Y70 370 H



Sanitizer aT0...

CKOpOCTb A0CTaTO4HHaAd AJia rnoJyiHoueHHoro TeCtmpoBaHuA

YT10 31O

12



clang

YT10 31O

Sanitizers - kakue oObiBaloOT

gCC
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Sanitizers - kKakme ObIBaloOT

clang

Address Sanitizer (ASan) +
Leak Sanitizer (LSan)

YT10 31O

gCC

Address Sanitizer (ASan) +
Leak Sanitizer (LSan)
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Sanitizers - kKakme ObIBaloOT

clang gce

Address Sanitizer (ASan) + Address Sanitizer (ASan) +
Leak Sanitizer (LSan) Leak Sanitizer (LSan)
Thread Sanitizer (TSan) Thread Sanitizer (TSan)
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Sanitizers - kKakme ObIBaloOT

clang gce

Address Sanitizer (ASan) + Address Sanitizer (ASan) +
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Sanitizers - kKakme ObIBaloOT
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Sanitizers - kKakme ObIBaloOT

clang gce

Address Sanitizer (ASan) + Address Sanitizer (ASan) +
Leak Sanitizer (LSan) Leak Sanitizer (LSan)
Thread Sanitizer (TSan) Thread Sanitizer (TSan)

Undefined Behavior Sanitizer (UBSan) Undefined Behavior Sanitizer (UBSan)
Memory Sanitizer (MSan)

Data Flow Sanitizer
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Sanitizers - kKakme ObIBaloOT

clang gce

Address Sanitizer (ASan) + Address Sanitizer (ASan) +
Leak Sanitizer (LSan) Leak Sanitizer (LSan)
Thread Sanitizer (TSan) Thread Sanitizer (TSan)

Undefined Behavior Sanitizer (UBSan) Undefined Behavior Sanitizer (UBSan)
Memory Sanitizer (MSan)

Data Flow Sanitizer
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Sanitizers - kKakme ObIBaloOT

MSVS 2019 Version 16.7.0 Preview 3.1:

Address Sanitizer

YT10 31O
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Sanitizers - kKakme ObIBaloOT

MSVS 2019 Version 16.7.0 Preview 3.1:

Address Sanitizer
Het Leak Sanitizer (ero B npuHuune nog Windows HeT)

YT10 31O




Sanitizers - kKakme ObIBaloOT

MSVS 2019 Version 16.7.0 Preview 3.1:

Address Sanitizer
Het Leak Sanitizer (ero B npuHuune nog Windows HeT)
Tenepb ecTtb nopa, x86_64

YT10 31O




Sanitizers - kKakme ObIBaloOT

MSVS 2019 Version 16.7.0 Preview 3.1:

Address Sanitizer
Het Leak Sanitizer (ero B npuHuune nog Windows HeT)
Tenepb ecTb nog x86_64. PaboTtaeT noka nnoxo (¢ MFC He

paboTaeT coBceM, ¢ KOHcoSbHbIM hello world MoXHO
nonbITaTbCS).
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Sanitizers - kKakme ObIBaloOT

MSVS 2019 Version 16.7.0 Preview 3.1:

Address Sanitizer
Het Leak Sanitizer (ero B npuHuune nog Windows HeT)
Tenepb ecTb nog x86_64. PaboTtaeT noka nnoxo (¢ MFC He

paboTaeT coBceM, ¢ KOHcoSbHbIM hello world MoXHO
nonbITaTbCS).

Xx86 32 BapuaHT MOXHO akKKypaTHO npoboBaTh
MCMonNb30BaTb B 3KCMEPUMEHTASIbHOM pexume

YT10 31O




Address Sanitizer

J'Ique BCEro HA4nMHaTb C HETro

YT10 31O
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Address Sanitizer

J'Ique BCEro HA4nMHaTb C HETro

* MOXHO CMeWnBaATb KOA4

YT10 31O
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Address Sanitizer

J'Ique BCEro HA4nMHaTb C HETro

* MOXHO CMeWnBaATb KOA4
* YMepEeHHaA Harpy3ka Ha KOMMMJIATOP

YT10 31O




Address Sanitizer

J'Ique BCEro HA4nMHaTb C HETro

* MOXHO CMelunBaThb Kop
* YMepeHHas Harpy3ka Ha KOMMNUIaTop
* YMEepeHHOe nageHune npon3BoanTenbHOCTU (2X)
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Address Sanitizer

J'Ique BCEro HA4nMHaTb C HETro

* MOXHO CMelunBaThb Kop

* YMepeHHas Harpy3ka Ha KOMMNUIaTop

* YMEepeHHOe nageHune npon3BoanTenbHOCTU (2X)

* nopnepXxmBaeTca gaxe ApeBHUMU KOMNUIATOpaMu
(clang 3.2, gcc 4.8)
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Address Sanitizer

J'Ique BCEro HA4nMHaTb C HETro

* MOXHO CMelluuBaThb Ko

* YMEPEHHaqa Harpy3ka Ha KOMMNUIIATop

* YMEepeHHOe nageHune npon3BoanTenbHOCTU (2X)

* nopnepXxmBaeTca gaxe ApeBHUMU KOMNUIATOpaMu
(clang 3.2, gcc 4.8)

» HoHycom nget Leak Sanitizer
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Address Sanitizer

J'Ique BCEro HA4nMHaTb C HETro

* MOXHO CMELUMBaTb KOJ,

* YMEepEeHHas Harpy3ka Ha KOMMuUnaTop

* YMEepeHHOe nageHune npon3BoanTenbHOCTU (2X)

* noaaepXxuBaeTcsa gaxe ApeBHUMUN KOMMUAATOpaMu
(clang 3.2, gcc 4.8)

» HoHycom nget Leak Sanitizer

* JIOBUT CaMble HEMPUATHbIN N YacCTbIK KJlacc owmnboK

YT10 31O




Address Sanitizer

UTo noBut
* use after free * use after return
* heap buffer overflow * use after scope
» stack buffer overflow » global initialization order
* global buffer overflow  memory leaks (LSan)
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Address Sanitizer

UTo noBut
* use after free
* heap buffer overflow * use after scope
» stack buffer overflow
* global buffer overflow  memory leaks (LSan)

YT10 31O




Address Sanitizer

YTo6bl N36aBUTLCA OT 3TUX OLUMOOK NpuayManu Uesnbin a3blK

Y70 37O 4



Address Sanitizer

YTo6bl N36aBUTLCA OT STUX OLLMBOK NpuaymManu LUernbin A3bIK

Java ((
)
—

Java

YT10 3TO =



Address Sanitizer

YTo6bl N36aBUTLCA OT STUX OLLMBOK NpuaymManu LUernbin A3bIK

§

Jav

Java
C#H

YT0 3TO 36



Address Sanitizer

UTo6bl N36aBUTLCS OT 3TUX OLLMOOK NpuayManu Uesnblni A3blK

Java
C#H
D

YT0 3TO 37



Address Sanitizer

UTo6bl N36aBUTLCS OT 3TUX OLLMOOK NpuayManu Uesnblni A3blK

Java
C#H
D
Go

YT0 3TO 38



Address Sanitizer

UTo6bl N36aBUTLCS OT 3TUX OLLMOOK NpuayManu Uesnblni A3blK

Java Fa
C#H ,

D c#

Go o o
Rust Javec D\ - =

YT0 3TO 39




Address Sanitizer

==2982==ERROR: AddressSanitizer: heap-buffer-overflow on address 0x602000000011 at pc
OXx000000400759 bp Ox7ffcfd5b24b0 sp Ox7ffcfd5b24a0
WRITE of size 1 at 0x602000000011 thread TO

#0 0x400758 in main /home/build/Projects/atest/test.cpp:4

#1 0x7f962d6dd494 in _ libc_start main (/1ib64/libc.so0.6+0x22494)

#2 0x400658 (/home/build/Projects/atest/a.out+0x400658)

OXx602000000011 is located @ bytes to the right of 1-byte region
[0X602000000010,0x602000000011)
allocated by thread TO here:

#0 Ox7f962e3871a8 in operator new(unsigned long) (/lib64/libasan.so.4+0xe01a8)

#1 O0x400718 in main /home/build/Projects/atest/test.cpp:3

#2 0x71962d6dd494 in _ libc _start main (/1ib64/libc.so.6+0x22494)
SUMMARY: AddressSanitizer: heap-buffer-overflow /home/build/Projects/atest/test.cpp:4 in
main

Y10 31O 40



Shadow bytes around the buggy

OxX0co47fff7fbo:
Ox0co47fff7fco:
Ox0co47fff7fdo:
Ox0co47fff7fe0:
OxX0co47fff71f0:
=>0x0c047ff18000:
Ox0co47ff18010:
Ox0co47ff18020:
Ox0co47ff18030:
Ox0co47ff18040:
Ox0co47ff18050:

YT10 31O

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
fa[@l1l]fa
fa fa fa
fa fa fa
fa fa fa
fa fa fa
fa fa fa

Address Sanitizer

address:

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
(5]%)
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

00
00
00
00
00
fa
fa
fa
fa
fa
fa

Addressable:
Partially addressable:
01 02 03 04 05 06 07

Heap left redzone:
Freed heap region:
Stack left redzone:
Stack mid redzone:
Stack right redzone:
Stack after return:

Stack use after scope:

Global redzone:
Global init order:
Poisoned by user:
Container overflow:
Array cookie:

Intra object redzone:
ASan internal:

Left alloca redzone:
Right alloca redzone:

41

fa
fd
f1
f2
f3
f5
f8
9
6
7
fc
ac
bb
fe
ca



Address Sanitizer ocHoBHaa noes

langem Bce obpalleHns K naMaTu 1 npoBepum

*address = ..; => 1if (IsPoisoned(address)) {
ReportError(address, ..);

}

*address = ..;

YT10 31O




Address Sanitizer ocHoBHaa noes

HyXHa bbicTpas pyHKuua IsPoisoned

YT10 31O
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Address Sanitizer ocHoBHaa noes

HyXHa bbicTpas pyHKuua IsPoisoned

ShadowMemory - obnactbs namMaTn, raoe byaem xpaHuTb
COCTOSIHME OCHOBHOUW NamMaTu

YT10 31O




Address Sanitizer ocHoBHaa noes

ShadowMemory - obnactbe namMaTn, raoe byaem xpaHuTb
COCTOSAHME OCHOBHOUW NMaMATU

‘shadow_address = address + kOffset;‘
if (*shadow address == kPoisoned) {
ReportError(address, ..);

}

*address = ..;

YT10 31O
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Address Sanitizer ocHoBHaa noes

ShadowMemory - obnactbe namMaTn, raoe byaem xpaHuTb
COCTOSAHME OCHOBHOUW NMaMATU

shadow address = address + kOffset;
‘if (*shadow address == kPoisoned) EW
ReportError(address, ..);

}

*address = ..;

YT10 31O
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Address Sanitizer ocHoBHaa noes

ShadowMemory - obnactbe namMaTn, raoe byaem xpaHuTb
COCTOSAHME OCHOBHOUW NMaMATU

shadow address = address + kOffset;
if (*shadow_address == kPoisoned)
| ReportError(address, ..);

}

*address = ..;

YT10 31O
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Address Sanitizer ocHoBHaa noes

ShadowMemory - obnactbe namMaTn, raoe byaem xpaHuTb
COCTOSAHME OCHOBHOUW NMaMATU

shadow address = address + kOffset;
if (*shadow address == kPoisoned) {
ReportError(address, ..);

}

| *address = ..; |

YT10 31O
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Address Sanitizer ocHoBHaa noes

ShadowMemory - obnactbe namMaTn, raoe byaem xpaHuTb
COCTOSAHME OCHOBHOUW NMaMATU

O
shadow address = address + kOffset; §N$§
if (*shadow _address == kPoisoned) { Q&gﬁ“

ReportError(address, ..); cﬁ
}

*address = ..;

YT10 31O 49




Address Sanitizer ocHoBHaa noes
0ObIvHO Npu malloc ncnonb3yeTcs BblpaBHUBAHUE

YT10 31O
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Address Sanitizer ocHoBHaa noes

0ObIvHO Npu malloc ncnonb3yeTcs BblpaBHUBAHUE
OObIYHO BblpaBHMBaAHWE Kak MUHUMYM Ha 8 6anT

YT10 31O




Address Sanitizer ocHoBHaa noes

0ObIvHO Npu malloc ncnonb3yeTcs BblpaBHUBAHUE
OObIYHO BblIpaBHUBAHUE KaK MUHUMYM Ha 8 6anT
0

O BO3MOMHDbIX
COCTOAHUM

O INIOUN | P W|IN|(K

YT0 3TO =



Address Sanitizer ocHoBHaa noes

OObIYHO BblpaBHMBaHWE Kak MUHMMYM Ha 8 6anT
1 6anT B ShadowMemory Ha 8 6ainT B OCHOBHOW NaMATH

0 <0
1 1
2 2
3 3
4 4
TeHb 5 5
6 6
7 7/
8 %)

Y10 31O



Address Sanitizer ocHoBHaa noes

OObIYHO BblpaBHMBaHWE Kak MUHMMYM Ha 8 6anT
1 6anT B ShadowMemory Ha 8 6ainT B OCHOBHOW NaMATH

0 <0
1 1
2 2
3 3
int32 t [ 4
5 5
6 6
7 7/
8 %

Y10 31O



Address Sanitizer ocHoBHaa noes

OObIYHO BblpaBHMBaHWE Kak MUHMMYM Ha 8 6anT
1 6anT B ShadowMemory Ha 8 6ainT B OCHOBHOW NaMATH

0 <0
int8 t |1 1
2 2
3 3
4 4
5 5
6 6
7 7
8 0

Y10 31O



Address Sanitizer ocHoBHaa noes

obbi4Ho BCeraa BblpaBHUBAHME Kak MUHUMYM Ha 8 6aunT
1 6anT B ShadowMemory Ha 8 6ainT B OCHOBHOW NaMATH

0 <0
1 1
2 2
3ameHunm malloc |3 3
Ha CBOWU, 4 4
rapaHTUpyroLWnn |5 5
BblpaBHMBaHWE 6 6
7 7/
8 0

Y10 31O



Address Sanitizer ocHoBHaa noes

obbi4Ho BCeraa BblpaBHUBAHME Kak MUHUMYM Ha 8 6aunT

cBon malloc:
* rapaHTUpyeT BblpaBHMBaAHME Ha 8

 pnobasnsetred zone BOKPYr annokauunm

Y10 31O
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Address Sanitizer ocHoBHaa noes

obbi4Ho BCeraa BblpaBHUBAHME Kak MUHUMYM Ha 8 6aunT

cBon malloc:
* rapaHTUpyeT BblpaBHMBaAHME Ha 8

 pnobasnsetred zone BOKPYr annokauunm

Shadow memory

YT0 3TO o8



Address Sanitizer ocHoBHaa noes
shadow_address = address/8;

YT10 31O
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Application address

Address Sanitizer ocHoOBHaA NOEA | .pace
shadow_address = address >> 3;

Shadow

0x00000000

YT10 31O 60



Application address

Address Sanitizer ocHOBHaA UOEA | pace
shadow _address = address >> 3; (11

3 Shadow

0x00000000

YT0 3TO ol



Application address

Address Sanitizer ocHOBHaA UOEA | pace
shadow _address = address >> 3; (11

3awmntum Shadow memory oT A0oCTyna
NoNb30BaTENIbCKOro Koaa

3 Shadow
0x00000000

YT10 3TO =



HighMem

Address Sanitizer ocHoBHaa noes
shadow address = (address >> 3) + kOffset; T

B peanbHOCTM HyNeBbLIE afpeca
3aHAThbIl, noaBuHeM Shadow

HighShadow

ShadowGap *

D

2 LowShadow

LowMem

0x00000000
.




HighMem

Address Sanitizer ocHoOBHaa naes
shadow address = (address >> 3) + kOffset; 11
kOffset = ox7fff8000; // for x86_64 linux

HighShadow

ShadowGap *

D

2 LowShadow

LowMem

0x00000000
«




HighMem m

Address Sanitizer ocHoBHaa noes
shadow address = (address >> 3) + kOffset; T
KOffset = Ox7fff8000; // for x86_64 linux
[0x10007FFF8000, | 1.\ \/
ox7FFFEEEFFFEF] | TISNIVIEM
[0x02008F 7000, |,,.
ox10007FFf7££] | HiBhShadow
[0x00008 7000, Ox10007FF8000 ,
oxo2008ffferf] ohadowGap ; HighShadow
[oxoe007ff 8000, 0x02008f {7000
oxooesfiferfr] | OWShadow o 00008t F 7000 ShadowGap i
[0X000000000000, i LowShadow
oxeo007fff7££F] | FOWMem Ox00007TTTE080 1 wMem

0X00000OOVO
.




Address Sanitizer ocHoBHaa noes
3awumTa cTeka

void foo() {
char a[13];

¥

YT10 31O
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Address Sanitizer ocHoBHaa noes

3aliuTa CTeKa
OKpYXUM NepeMeHHbIE Ha CTEKE pea30HaMMN.

void foo() {
char a[13];

¥

YT10 31O




3awmTa cTeka

Y10 31O

void foo() {

char a[13];
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3awmTa cTeka

Y10 31O

void foo() {

char redzonel[32]
char a[13];

69



3alwuTa CTeka

Y10 31O

void foo() {

C
C
C

nar redzonel[32]
nar al[13];

nar redzone2[32-13];

70



3awmTa cTeka

Y10 31O

void foo() {

nar redzonel[32]

nar al[13];

nar redzone2[32-13];
nar redzone3[32];

O O O 0O

71



3almTa cTeka

Y10 31O

void foo() {

nar redzonel[32]

nar al[13];

nar redzone2[32-13];

nar redzone3[32];

n = MemToShadow(redzonel);

nw 0o 60 O 0O

72



3awmTa cTeka

Y10 31O

void foo() {

n nuh_ n» v 0O 0O O 0N
> 3 O 5
N R O

Nd
Nd
Nd
Nd

r
r
r
r

redzonel[32]

all13];
redzone2[32-13];
redzone3[32];
MemToShadow(redzonel);

]= OXFFFFFfff;
]= Oxffff0500;
]= OXFFFFFfff;
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3almTa cTeka void foo() {

nar redzonel[32]

nar al[13];

nar redzone2[32-13];

nar redzone3[32];
MemToShadow(redzonel);
]= Oxffffffff;

]= Oxffff0500;

]= Oxffffffff;

n nuh_ n» v 0O 0O O 0N
> 3 O 5
N R O

gh[@]=sh[1]=sh[2]=@;

Y10 31O 74



YT10 31O

Address Sanitizer petanu opraHn3auun

ASan src
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Address Sanitizer petanu opraHn3auun
[lopoepxka KoOMNUNATopamMu:

Yt0 31O ASan src
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Address Sanitizer petanu opraHn3auun
[lopoepxka KoOMNUNATopamMu:
oTAenbHasa peanu3auuna clang, otoenbHaqa B gcc

Yt0 31O ASan src




Address Sanitizer petanu opraHn3auun
[lopoepxka KoOMNUNATopamMu:
oTAenbHasa peanu3auuna clang, otoenbHaqa B gcc

Runtime ounbnunoTeka:

Yt0 31O ASan src




Address Sanitizer petanu opraHn3auun
[lopoepxka KoOMNUNATopamMu:

oTAenbHasa peanu3auuna clang, otoenbHaqa B gcc

Runtime ounbnunoteka:

eanHasa peann3auusa, pa3smBaeTcad B llvm npoekre,
beknopTupyeTca B 4EPEBO gCC

LLVM: https://github.com/llvm/llvm-project/tree/master/compiler-rt/lib

GCC: https://github.com/gcc-mirror/gcc/tree/master/libsanitizer

79

Yt0 31O ASan src


https://github.com/llvm/llvm-project/tree/master/compiler-rt/lib
https://github.com/gcc-mirror/gcc/tree/master/libsanitizer

Y10 31O

Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

‘ Fortran front-end ARM back-end ‘
‘ C++ front-end m|do!le-.end X86 64 back-end ‘
Optimizer
‘ D front-end PowerPC back-end ‘




Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

‘ Fortran front-end ARM back-end ‘
‘ C++ front-end m|do!le-.end X86 64 back-end ‘
Optimizer
‘ D front-end PowerPC back-end ‘

Sanitizer *XuBseT 34€ecCb




Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

‘ Fortran front-end ARM back-end ‘

middle-end

. X86 64 back-end ‘
Optimizer

‘ C++ front-end

‘ D front-end PowerPC back-end ‘

Sanitizer }XuseT 34€ecCb
Ho front-end moxeT KoHGUTrypmnpoBaTb sanitizer




gCC

Y10 31O

Address Sanitizer petanu peanusauumn
caHunTansepsbl He Tonbko ana C++
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gCC
Ada

YT10 31O

Address Sanitizer petanu peanusauumn
caHunTansepsbl He Tonbko ana C++

Time-tested, safe and secure
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gCC
Ada

Y10 31O

Address Sanitizer petanu peanusauumn
caHunTansepsbl He Tonbko ana C++

Time-tested } |
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gCC

Ada
D
Fortran

Y10 31O

Address Sanitizer petanu peanusauumn
caHunTansepsbl He Tonbko ana C++
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gCC

Ada
D

Fortran
Go

Y10 31O

Address Sanitizer petanu peanusauumn
caHunTansepsbl He Tonbko ana C++

Adll!

Time-tested,

88



gCC

Ada
D

Fortran
Go

Y10 31O

Address Sanitizer petanu peanusauumn

caHunTansepsbl He Tonbko ana C++

LLVIM
Go
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gCC

Ada
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GCC

Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

master/gcc/asan.h
master/gcc/asan.c
master/gcc/sanopt.c
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

GCC

master/gcc/asan.h
master/gcc/asan.c
master/gcc/sanopt.c

OdopmaeHbl Kak ONTUMM3ALUUNOHHbIE
npoxoabl no GIMPLE:

* pass_sanopt

* pass_asan

* pass_asan 00
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM

master/llvm/include/llvm/Transforms/Instrumentation/AddressSanitizer.h

master/llvm/lib/Transforms/Instrumentation/AddressSanitizer.cpp
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM

master/llvm/include/llvm/Transforms/Instrumentation/AddressSanitizer.h

master/llvm/lib/Transforms/Instrumentation/AddressSanitizer.cpp

OdopmneHo B Buae 2 npoxogos: AddressSanitizerPass
ModuleAddressSanitizerPass
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM

master/llvm/include/llvm/Transforms/Instrumentation/AddressSanitizer.h

master/llvm/lib/Transforms/Instrumentation/AddressSanitizer.cpp
AddressSanitizerPass - WHCTPYMEHTUPYET Tena @yHKUumn
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM

master/llvm/include/llvm/Transforms/Instrumentation/AddressSanitizer.h

master/llvm/lib/Transforms/Instrumentation/AddressSanitizer.cpp

AddressSanitizerPass - WHCTPYMEHTUPYET Tena @yHKUumn
ModuleAddressSanitizerPass - co3paeT rnobasibHble
nepemMeHHble ANa noaaepxku ASan B eauHMULAX KOMMOUAALUU
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Address Sanitizer petanu peanusauumn

1 foo(unsigned long*):

1 #include <cstdint> _
2 void foo(uinté64 t* a) { ’ MoV rax, rdi
2 T 3 shr rax, 3
? 4 cmp BYTE PTR [rax+2147450880], ©
4 H 5 jne .L7
6 mov QWORD PTR [rdi], 42
7 ret
8 .L7: Ox7fff8000
9 push rax
10 call __asan_report_stores8
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Address Sanitizer petanu peanusauumn

1 foo(unsigned long*):

1 #include <cstdint> , 4
: : mov rax, rdi
2 void foo(uint64 t* a) {
- 3 shr rax, 3
3 *a = 42;
4 cmp BYTE PTR [rax+2147450880], ©
4 5 jne  .L7
6 mov QWORD PTR [rdi], 42
mov a,b & a = b
o 7 ret
shr a,Xx a >> X 8 .L7: Ox7F 3000
cmp a,b zz }i (?;;b) flag=1l — ay
Jne L if (!flag) goto L 10 call __asan_report_store8

rdi - Haw aprymeHT ¢yHKumm (a)

shadow address = (address >> 3) + Ox7fff8000;
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Address Sanitizer petanu peanusauumn

1 foo(unsigned long*):

1 #include <cstdint> , | 1
: : mov rax, rdi
2 void foo(uint64 t* a) {
- 3 shr rax, 3
3 *a = 42;
4 cmp BYTE PTR [rax+2147450880], ©
4 5 jne  .L7
6 mov QWORD PTR [rdi], 42
mov a,b & a = b
o 7 ret
shr a,x a >> X 8 .L7: ox7ff8000
cmp a,b zz }i (?;;b) flag=1l — ay
Jne L if (!flag) goto L 10 call __asan_report_store8

rdi - Haw aprymeHT ¢yHKumm (a)

shadow address = (address >> 3) + Ox7fff8000;
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Address Sanitizer petanu peanusauumn

1 foo(unsigned long*):

1 #include <cstdint> , 4
: : mov rax, rdi
2 void foo(uint64 t* a) { | |
X o 3 shr rax, 3
= 5 4 cmp BYTE PTR [rax+2147450880], ©
4 ) 5 jne .17
6 mov QWORD PTR [rdi], 42
mov a,b & a = b
o 7 ret
shr a,x a >> X 8 .L7: ox7ff8000
fmp a,b z 1? (?;;b) flag=1 9 push rax
Jne L if (!flag) goto L 10 call __asan_report_store8

rdi - Haw aprymeHT ¢yHKumm (a)

shadow address = (address >> 3) + Ox7fff8000;
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Address Sanitizer petanu peanusauumn

1 foo(unsigned long*):

1 #include <cstdint> , 4
: : mov rax, rdi
2 void foo(uint64 t* a) {
- 3 shr rax, 3
3 *a = 42; | |
4 cmp BYTE PTR [rax+2147450880], ©
4 5 jne  .L7
6 mov QWORD PTR [rdi], 42
mov a,b & a = b
o 7 ret
shr a,x a >> X 8 .L7: ox7ff8000
cmp a,b zz }i (?;;b) flag=1l — ay
Jne L if (!flag) goto L 10 call __asan_report_store8

rdi - Haw aprymeHT ¢yHKumm (a)

shadow address = (address >> 3) + Ox7fff8000;
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Address Sanitizer petanu peanusauumn

1 foo(unsigned long*):

1 #include <cstdint> , 4
2 void foo(uint64 t* a) { mov C 1A
- 3 shr rax, 3

3 *a = 42;

4
4 }‘ 5 ine L7

6 mov QWORD PTR [rdi], 42
mov a,b & a = b

o 7 ret

shr a,x a >> X 8 .L7: ox7ff8000
fmp a,b z 1? (';;b) flag=1 9 push rax
Jne L if (!flag) goto L 10 call __asan_report_store8

rdi - Haw aprymeHT ¢yHKumm (a)

shadow address = (address >> 3) + Ox7fff8000;
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Address Sanitizer petanu peanusauumn

1 foo(unsigned long*):

1 #include <cstdint> , 4
: : mov rax, rdi
2 void foo(uint64 t* a) {
- 3 shr rax, 3
3 *a = 42;
4 cmp BYTE PTR [rax+2147450880], ©
4 ) 5 jne .7
6 mov OWORD PTR [rdi], 42 |
mov a,b & a = b ]
o 7 ret
shr a,x a >> X 8 .L7: ox7ff8000
fmp a,b z 1? (?;;b) flag=1 9 push rax
Jne L if (!flag) goto L 10 call __asan_report_store8

rdi - Haw aprymeHT ¢yHKumm (a)

shadow address = (address >> 3) + Ox7fff8000;
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Address Sanitizer petanu peanusauumn

1 foo(unsigned long*):

1 #include <cstdint> , 4
: : mov rax, rdi
2 void foo(uint64 t* a) {
- 3 shr rax, 3
3 *a = 42;
4 cmp BYTE PTR [rax+2147450880], ©
4 5 jne  .L7
6 mov QWORD PTR [rdi], 42
mov a,b & a = b
o 7 ret
shr a,x a >> X 8 .L7: ox7ff8000
cmp a,b zz }i (?;;b) flag=1l = —
Jne L if (!flag) goto L 10 call __asan_report_stores8

rdi - Haw aprymeHT ¢yHKuum (a)

shadow address = (address >> 3) + Ox7fff8000;
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Address Sanitizer petanu peanusauumn

1 foo(unsigned long*):

1 #include <cstdint> _
2 void foo(uinté64 t* a) { ’ MoV rax, rdi
2 T 3 shr rax, 3
? 4 cmp BYTE PTR [rax+2147450880], ©
4 H 5 jne .L7
6 mov QWORD PTR [rdi], 42
7 ret
8 .L7: Ox7fff8000
9 push rax
10 call __asan_report_stores8
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Address Sanitizer petanu peanusauumn

1 1int main()

2=

3 uinte4 t* p = uint64 t;
4 delete p;

5 foo(p);

6 }
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Address Sanitizer petanu peanusauumn

$ gcc -fsanitize=address main.cpp
$ ./a.out
==45087==ERROR: AddressSanitizer: heap-use-after-free on

address 0x602000000010 at pc Ox000000400774 bp Ox7ffc48da3led
sp Ox7ffc48da31do

WRITE of size 8 at Ox602000000010 thread TO
#0 0x400773 in foo(unsigned long long*)

(/home/build/Projects/mm/a.out+0x400773)
#1 0x4007b4 in main

(/home/build/Projects/mm/a.out+0x4007b4)
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Address Sanitizer petanu peanusauumn

1 #include <cstdint> 1 foo(unsigned int*):
2 void foo(uint32_t* a) { 2 mov rax, rdi
3 *a = 42; 3 shr rax, 3
il H = movzx  edx, BYTE PTR [rax+214745688@]
5 mov rax, rdi
6 and eax, 7
7 add eax, 3
8 cmp al, dl
9 jl L2
10 test dl, dl
11 jne .L13
12 .L2:
13 mov DWORD PTR [rdi], 42
14 ret
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Address Sanitizer petanu peanusauumn

1 #include <cstdint> 1 foo(unsigned int*):
2 void foo(uint32_t* a) { 2 mov rax, rdi
3 *a = 42; 3 shr rax, 3
4 H 4 movz X edx, BYTE PTR [rax+2147450880]
5 mov rax, rdi
|shAddr=(a>>3 + kOffset);l 6 and eax, 7
n=(a%8) + 3; 7 add eax, 3
if (n < *shAddr) *a = 42; 8 iy al, dl
else if (*shAddr==0) *a=42; ° J1 2l2
else ReportError(a); 10 ?ESt dl, dl
11 Jne LL13
12 .L2:
13 mov DWORD PTR [rdi], 42
14 ret
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Address Sanitizer petanu peanusauumn

1 #include <cstdint> 1 foo(unsigned int*):
2 void foo(uint32_t* a) { 2 mov rax, rdi
3 *a = 42; 3 shr rax, 3
4 H 4 movz X edx, BYTE PTR [rax+2147450880]
5 mov rax, rdi
shAddr=(a>>3 + kOffset); 6 and eax, 7
\n_= (a % 8) + 3; | 7 add eax, 3
if (n < *shAddr) *a = 42; B iy al, dl
else if (*shAddr==0) *a=42; ° J1 2l2
else ReportError(a); 10 ?ESt dl, dl
11 Jne LL13
12 .L2:
13 mov DWORD PTR [rdi], 42
14 ret
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Address Sanitizer petanu peanusauumn

1 #include <cstdint> 1 foo(unsigned int*):
2 void foo(uint32_t* a) { 2 mov rax, rdi
3 *a = 42; 3 shr rax, 3
4 H 4 movz X edx, BYTE PTR [rax+2147450880]
5 mov rax, rdi
shAddr=(a>>3 + kOffset); 6 and eax, 7
n =(a%8) + 3; 7 add eax, 3
E‘: (n < *shAddr) *a = 42; | 8 cmp al, dl
else if (*shAddr==0) *a=42; ° J1 -L2
else ReportError(a); 16 ms el b
11 Jne LL13
12 .L2:
13 mov DWORD PTR [rdi], 42
14 ret
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Address Sanitizer petanu peanusauumn

#include <cstdint>
void foo(uint32 _t* a) {

a = 42; LD T R T

)
shAddr=(a>>3 + kOffset); |
n=(a%8) + 3;
if (n < *shAddr) *a = 42;
else if (*shAddr==0) *a=42;
else ReportError(a);

= w N B
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Address Sanitizer petanu peanusauumn

1 #include <cstdint>

2 void foo(uint32 t* a) { 0|1]2]3|4]>]6]7
4y

shAddr=(a>>3 + kOffset); | n==1+3; // 4
n=(a%8) + 3; *shAddr == 5;

if (n < *shAddr) *a = 42; 4 < 5; // ok

else if (*shAddr==0) *a=42;
else ReportError(a);
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Address Sanitizer petanu peanusauumn

1 #include <cstdint>
2 void foo(uint32_t* a) { 011/2(3]4|5|6]/7/
L I
4y
| ==
shAddr=(a>>3 + kOffset);
n=1(a%8)+ 3;
if (n < *shAddr) *a = 42; UTto 6y,£I,ET?

else if (*shAddr==0) *a=42;
else ReportError(a);
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Address Sanitizer petanu peanusauumn

[laBante Hanaem 3Ty TPOMKY B KOMMNUNATOPE

1 foo(unsigned long*):

2 mov rax, rdi

3 shr [rax, 3|

4 cmp BYTE PTR [rax+2147450880], ©
5 jne L7

6 mov QWORD PTR [rdi], 42

7/ ret

8 .L7:

9 push rax

10 call __asan_report_stores8
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

gcc (asan.h)

/* Shadow memory is found at

(address >> ASAN_SHADOW _SHIFT) + asan_shadow_offset (). */
#define ASAN_SHADOW SHIFT 3

#define ASAN_SHADOW_GRANULARITY (1UL << ASAN_SHADOW_SHIFT)

LLVM (AddressSanitizer.cpp)

static const uinte4_t kDefaultShadowScale = 3;
size t Granularity = 1ULL << Mapping.Scale;
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM (AddressSanitizer.cpp)

static const uinte4_t kDefaultShadowScale = 3;
size t Granularity = 1ULL << Mapping.Scale;
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM (AddressSanitizer.cpp)

static const uinte4_t kDefaultShadowScale = 3;
size_ t Granularity = 1ULL << Mapping.Scale;

static const uinte4_t kMyriadShadowScale = 5;
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM (AddressSanitizer.cpp)

static const uinte4_t kDefaultShadowScale = 3;
size_ t Granularity = 1ULL << Mapping.Scale;

static const uinte4_t kMyriadShadowScale = 5;

static cl::opt<int> ClMappingScale("asan-mapping-scale”,
cl::desc("scale of asan shadow mapping"),
cl::Hidden, cl::init(@));
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM (AddressSanitizer.cpp)

static cl::opt<int> ClMappingScale("asan-mapping-scale”,
cl::desc("scale of asan shadow mapping"),
cl::Hidden, cl::init(@));

static cl::opt<uinted t>
ClMappingOffset("asan-mapping-offset”,
cl::desc("offset of asan shadow mapping [EXPERIMENTAL]"),
cl::Hidden, cl::init(@));
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM (AddressSanitizer.cpp)

static cl::opt<int> ClMappingScale("asan-mapping-scale”,
cl::desc("scale of asan shadow mapping"),
cl::Hidden, cl::init(@));

Mapping.Scale = IsMyriad ? kMyriadShadowScale : kDefaultShadowScale;
if (ClMappingScale.getNumOccurrences() > 0) {

Mapping.Scale = ClMappingScale;
}
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

LLVM (AddressSanitizer.cpp)

static cl::opt<int> ClMappingScale("asan-mapping-scale”,
cl::desc("scale of asan shadow mapping"),
cl::Hidden, cl::init(®©));

[Tonpobyem NpuMeHnTb
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

bbino:

1 #include <cstdint> 1 foo(unsigned long*):

2 void foo(uinte4 t* a) { 2 push rax

3 X3 = 42 3 mov rax, rdi

- J

4 H 4 shr [rax, 3 |
5 cmp byte ptr [rax + 2147450880], ©
6 jne .LBBO 1
7 mov gword ptr [rdi], 42
8 pop rax
9 ret
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

Ctano: -mllvm -asan-mapping-scale=2

1 #include <cstdint> 1 foo(unsigned long*):
2 void foo(uint64 t* a) { 2 push  rax
3 *a = A42; 3 mov rax, rdi
4 H 4 shr rax, 2
5 cmp word |ptr| [rax + 21474672641} ©
6 jne .LBBO 1
7 mov gword ptr [rdi], 42
8 pop rax
9 ret
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Address Sanitizer petanu peanusauumn
nopgaepxkKka KOMNUNATopom

Onumsa KOMNUNALUKM paHTanMa:
COMPILER RT ASAN SHADOW SCALE=2
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

Cobepem 6e3 ASan

1 #include <cstdint>
2 void foo() {

3 uinté4 t a = 3;
4}
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

Cobepem 6e3 ASan

1 #include <cstdint> 1 foo():

2 void foo() { 2 push rbp

3 uint64 t a = 3; 3 LE rbp, rsp

4 3} 4 mov QWORD PTR [rbp-8], 3
5 nop
6 pop rbp
7/ ret
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

Cobepem ¢ ASan: -fsanitize=address

1 #include <cstdint> 1=foo():

2 void foo() { 2 push rbp

3 uinté4 t a = 3; 3 mov rbp, rsp

4 3} 4 mov QWORD PTR [rbp-8], 3
5 nop
6 pop rbp
7 ret
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

Cobepem ¢ ASan: -fsanitize=address, pobasum volatile

1 #include <cstdint> | —

push
[ mo rbp, rsp
L 7 push 12
2 void foo() { : oan 1o
9 sub rsp, 64
- - 1@ lea rbx, [rbp-88]
3 volatile uinté4 t a = 3; 1 12, i
— " 12 cmp DWORD P i n_option_detect_stack_ ft i [rip
13 je L1
4 } 14 mov edi, 64
15 call __asan_stack_malloc_8
16 test rax, rax
17 je L1
13 Mo rbx, rax
~ 19 L1:
NHCTPYKLNU
21 mov rdx, rax
22 mov QWORD PTR [rbx], 1182416563
23 mow QWORD PTR [rbx+8], OFFSET FLAT:.LC@
24 mow QWORD PTR [rbx+16], OFFSET FLAT:.LASANPCO
npeBpaTUIINCL B
26 shr rax, 3
27 oV DWORD PTR [rax+214745888@], -235882127
28 oW DWORD PTR [rax+2147458884], -282116352
oV QWOR TR [rdx-32], 3
nop
cmp FalEly
32 je L2
33 mov QWORD PTR [rbx], 1172321886

movabs rox, -723481728388766731
QWORD PTR [rax+2147458888], rcx
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

[To6asum ontummnsauuto: -O2 -fsanitize=address

1 #include <cstdint> ; Mwm;

pus bp
[ push rbx
d _F 7 sub rsp, 72
2 VO 1 OO { 3 mov eax, DWORD PTR __asan_option_detect_stack_use_after_return[rip]
9 mov rbx, rsp
L . 1@ mov rbp, rbx
3 volatile uinté4 t a = 3; 1 est eax, eax
— J 12 jne LL7
13 L1:
4 14 mov rax, rbx
15 mav QWORD PTR [rbx], 1182416563
16 shr rax, 3
17 mav QWORD PTR [rbx+3], OFFSET FLAT:.LC@
18 mov QWORD PTR [rbx+16], OFFSET FLAT:.LASANPCA
19 mov DWORD R[ cx+214?459583] 235882127
28 maov DWORD PTR [rax+2147458884], -2082116352
— 21 mov QWORD PTR [rbx+32], 3
=> 31 UHCTPYKLMA
23 jne .L8
24 mav QWORD PTR [rax+2147458830], @
25 L3
26 add p, 72
pop
pop p
ret
L7
mov d o4
2 call __asan_stack loc_{
3 test rax, rax
cmov ax
jmp L1

movabs rox, -723481728388766731
OWORD PTR Irbx1., 1172321886
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

Yb6epem volatile, nobasum BbI30B (byHKLI,I/II/I

#include <cstdint>

void bar(uint64 t&); :

void foo() { = ;EM]
uinte4 t a = 3; ; s %E%ﬁ”“m
bar(a); Y

sub rsp, &4

call bar{unsigned long&)

N Oy v Bw NN

add rsp, &4

pop riz
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

B ASan ucnonb3yetca escape analysis
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

B ASan ucnonb3yetca escape analysis

OnpegenaeT MOXET NI NnepeMeHHas “coexaTtb” 13
TekyLen obnactm BUANMOCTY
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

B ASan ucnonb3yetca escape analysis

OnpegenaeT MOXET NI NnepeMeHHas “coexaTtb” 13
TekyLen obnactm BUANMOCTY

Escape analysis ncnonb3yertcsa ana ontuMmusauum,
paboTtaeT paxe npu -0O0
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Address Sanitizer petanu peanusauumn
3allnTa CTeKa

HeT “cbexaBLmnx” nepeMeHHbIX - 0onbLie 6e30nacHOCTb
N NPON3BOANTESNIbHOCTb
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Address Sanitizer petanun peann3auun: runtime
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Address Sanitizer petanun peann3auun: runtime

Hy*XHO nepexsaTbiBaTb Bce Bbi30Bbl Malloc, free, new, delete...
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Address Sanitizer petanun peann3auun: runtime

INTERCEPTORS
a.out
2 ifﬁ:lnain() { linux-vdso.so.1l (0x00007ffet
3} libstdc++.s50.6 => /opt/comp]

libm.so.6 => /1ib/x86 64-1ir
libgcc s.so.1l => /opt/compil
libc.so.6 => /1ib/x86 64-1ir
/1ib64/1d-1inux-x86-64.s0.2
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Address Sanitizer petanun peann3auun: runtime

INTERCEPTORS
la.out |
2 ifﬁ:lnain() { linux-vdso.so.1l (Ox00007ffe¢
3} libstdc++.s50.6 => /opt/comp]

libm.so.6 => /1ib/x86 64-1ir
libgcc s.so.1l => /opt/compil
libc.so.6 => /1ib/x86 64-1ir
/1ib64/1d-1inux-x86-64.s0.2
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Address Sanitizer petanun peann3auun: runtime

INTERCEPTORS
a.out
2 ifﬁ:lnain() { hinux—vdso.so.l (9x98997ffe1
3} libstdc++.s50.6 => /opt/comp]

libm.so.6 => /1ib/x86 64-1ir
libgcc s.so.1l => /opt/compil
libc.so.6 => /1ib/x86 64-1ir
/1ib64/1d-1inux-x86-64.s0.2
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Address Sanitizer petanun peann3auun: runtime

INTERCEPTORS
a.out
2 ifﬁ:lnain() { linux-vdso.so.1l (Ox00007ffe¢
3 } |1ibstdc++.so.6 => /opt/compl

libm.so.6 => /1ib/x86 64-1ir
libgcc s.so.1l => /opt/compil
libc.so.6 => /1ib/x86 64-1ir
/1ib64/1d-1inux-x86-64.s0.2
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Address Sanitizer petanun peann3auun: runtime

INTERCEPTORS
a.out
2 ifﬁ:lnain() { linux-vdso.so.1l (Ox00007ffe¢
3} libstdc++.s50.6 => /opt/comp]

|1ibm.so.6 => /1ib/x86_64-1if
libgcc s.so.1l => /opt/compil
libc.so.6 => /1ib/x86 64-1ir
/1ib64/1d-1inux-x86-64.s0.2
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Address Sanitizer petanun peann3auun: runtime

INTERCEPTORS
a.out
2 ifﬁ:lnain() { linux-vdso.so.1l (Ox00007ffe¢
3} libstdc++.s50.6 => /opt/comp]

libm.so.6 => /1ib/x86 64-1ir
|1ibgcc_s.so.1 => /opt/compil
libc.so.6 => /1ib/x86 64-1ir
/1ib64/1d-1inux-x86-64.s0.2
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Address Sanitizer petanun peann3auun: runtime

INTERCEPTORS
a.out
2 ifﬁ:lnain() { linux-vdso.so.1l (Ox00007ffe¢
3} libstdc++.s50.6 => /opt/comp]

libm.so.6 => /1ib/x86 64-1ir
libgcc s.so.1l => /opt/compil
|1ibc.so0.6 => /1ib/x86 64-1if
/1ib64/1d-1inux-x86-64.s0.2
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Address Sanitizer petanun peann3auun: runtime

INTERCEPTORS
a.out
2 ifﬁ:lnain() { linux-vdso.so.1l (Ox00007ffe¢
3} libstdc++.s50.6 => /opt/comp]

libm.so.6 => /1ib/x86 64-1ir
libgcc s.so.1l => /opt/compil
libc.so.6 => /1ib/x86 64-1ir
/1ib64/1d-1inux-x86-64.50.2]
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Address Sanitizer petanun peann3auun: runtime

INTERCEPTORS
1 #include <cstdlib> a.out
2 #include <cstdio> linux-vdso.so.1l (Ox00007ffes
3 void* malloc(size t) { libstdc++.s0.6 => /opt/comp:
4 puts(“hello\n"); libm.so.6 => /1ib/x86 64-1ir
5 return nullptr; libgcc_s.so.1 => /opt/compil
6 } libc.so.6 => /1ib/x86 64-1ir
7 int main() A /1ib64/1d-1inux-x86-64.50.2
8 malloc(10); $ ./a.out
- hello
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10
11
12
13

Address Sanitizer petanun peann3auun: runtime

#include <dlfcn.h>

INTERCEPTORS

a.out

using real malloc_t = void*(*)(size_t);

void* malloc(size_t arg) { inux-vdso.so.1
puts("hello"); ibdl.so.2
void* func = dlsym(RTLD_NEXT, "malloc"); ?bStdC"""-SO-G
auto real malloc = real _malloc_t(func); ibm.so.6
return real malloc(arg); ibgcc_s.so.1
/lib64/Id-linux-
main() { x86-64.50.2

int

¥

malloc(10);
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Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

bool InterceptFunction(const char *name, uptr *ptr _to_real, uptr func,
uptr wrapper) {
void *addr = GetFuncAddr(name, wrapper);
*ptr_to real = (uptr)addr;

return addr && (func == wrapper);

Y10 3TO ASan src Compiler Runtime 151


https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

bool InterceptFunction(const char *name, uptr *ptr _to_real, uptr func,

uptr wrapper) {

|void *addr = GetFuncAddr(name, wrapper);l

*ptr_to real = (uptr)addr;

return addr && (func == wrapper);
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https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

bool InterceptFunction(const char *name, uptr *ptr _to_real, uptr func,
uptr wrapper) {
void *addr = GetFuncAddr(name, wrapper);
|*ptr_to_rea1 = (uptr)addr; |

return addr && (func == wrapper);
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https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

bool InterceptFunction(const char *name, uptr *ptr _to_real, uptr func,
uptr wrapper) {
void *addr = GetFuncAddr(name, wrapper);

*ptr_to real = (uptr)addr;

|Peturn addr && (func == wrapper); |
}
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https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

bool InterceptFunction(const char *name, uptr *ptr _to_real, uptr func,

uptr wrapper) {

|void *addr = GetFuncAddr(name, wrapper);l

*ptr_to real = (uptr)addr;

return addr && (func == wrapper);
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https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

static void *GetFuncAddr(const char *name, uptr wrapper_addr) {

void *addr = dlsym(RTLD NEXT, name);

if (laddr) A
addr = dlsym(RTLD DEFAULT, name);
53 if ((uptr)addr == wrapper_ addr)
addr = nullptr;
}
return addr;


https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

static void *GetFuncAddr(const char *name, uptr wrapper_addr) {

| void *addr = dlsym(RTLD _NEXT, name); |

if (laddr) A
addr = dlsym(RTLD DEFAULT, name);
53 if ((uptr)addr == wrapper_ addr)
addr = nullptr;
}
return addr;


https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

static void *GetFuncAddr(const char *name, uptr wrapper_addr) {

void *addr = dlsym(RTLD NEXT, name);

| if (laddr) { |
addr = dlsym(RTLD DEFAULT, name);
53 if ((uptr)addr == wrapper_ addr)
addr = nullptr;
}
return addr;


https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

static void *GetFuncAddr(const char *name, uptr wrapper_addr) {

void *addr = dlsym(RTLD NEXT, name);

if (laddr) A
| addr = dlsym(RTLD _DEFAULT, name);
53 if ((uptr)addr == wrapper_ addr)
addr = nullptr;
}
return addr;


https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

static void *GetFuncAddr(const char *name, uptr wrapper_addr) {
void *addr = dlsym(RTLD_NEXT, name);
if (laddr) A

addr = dlsym(RTLD DEFAULT, name);
53 | if ((uptr)addr == wrapper_addr)

addr = nullptr;
}

return addr;


https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

static void *GetFuncAddr(const char *name, uptr wrapper_addr) {

void *addr = dlsym(RTLD NEXT, name);

if (laddr) A
addr = dlsym(RTLD DEFAULT, name);
53 if ((uptr)addr == wrapper_ addr)
|  addr = nullptr;
}
return addr;


https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception linux.cpp

static void *GetFuncAddr(const char *name, uptr wrapper_addr) {

void *addr = dlsym(RTLD NEXT, name);

if (laddr) A
addr = dlsym(RTLD DEFAULT, name);
53 if ((uptr)addr == wrapper_ addr)
addr = nullptr;
}
| return addr; |



https://github.com/llvm/llvm-project/blob/master/compiler-rt/lib/interception/interception_linux.cpp

Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

[MepexsaTtbiBatotca malloc, free, new, delete, ctanaapTHbIE POSIX-
dyHKUMK, printf & co, strcemp & co, swapcontext, cxa_throw,
pthread create, pthread_join, etc.
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Address Sanitizer petanun peann3auun: runtime
INTERCEPTORS

[MepexsaTtbiBatotca malloc, free, new, delete, ctanaapTHbIE POSIX-
dyHKUMK, printf & co, strcemp & co, swapcontext, cxa_throw,
pthread create, pthread_join, etc.

ASan He nepexBaTblBaeT mmap.



Address Sanitizer petanun peann3auun: runtime

#include <sys/mman.h>
int main() {
auto addr = mmap(nullptr, 4096,
PROT_READ|PROT _WRITE,
MAP_ PRIVATE |MAP_ANONYMOUS, -1, 9);
char* str = (char*)addr;
str[0] = 42;

0O N O VT B W N R



Address Sanitizer petanun peann3auun: runtime

B shadow memory no ymonyaHuto Hynu. ASan HUKaK He
BUAUT 3Ty NamMdaTb => HeT false positive

1 #include <sys/mman.h>
int main() {
auto addr = mmap(nullptr, 4096,
PROT_READ|PROT _WRITE,
MAP_ PRIVATE |MAP_ANONYMOUS, -1, 9);
char* str = (char*)addr;
str[0] = 42;

O NN O VT B WM



Address Sanitizer petanun peann3auun: runtime

Cnenaem, 4Tobbl yBUAEN



Address Sanitizer petanun peann3auun: runtime

Cnenaem, 4Tobbl yBUAEN

sanitizer/asan_interface.h

ASAN_POISON MEMORY REGION(addr, size)
ASAN_UNPOISON_MEMORY REGION(addr, size)



Address Sanitizer petanun peann3auun: runtime

Cnenaem, 4Tobbl yBUAEN

1 #include <sys/mman.h>

2 #include <sanitizer/asan interface.h>

3 =int main() {

4 |- auto addr = mmap(nullptr, 4096,

5 PROT_READ|PROT_WRITE,

6 MAP PRIVATE|MAP ANONYMOUS, -1, 9);
7 ASAN_POISON MEMORY REGION(addr, 8);

8 char* str = (char*)addr;

9 str[@] = 42;

10}



Address Sanitizer petanun peann3auun: runtime

Cnenaem, 4Tobbl yBUAEN

WRITE of size 1 at 0x7f9¢c68bda000 thread TO
#0 0x400a01 in main (/home/build/Projects/san/a.out+0x400a01)
#1 0x7f9c66e4e494 in __libc_start_main (/lib64/libc.s0.6+0x22494)
#2 0x400818 (/home/build/Projects/san/a.out+0x400818)

Address 0x7f9¢68bda000 is a wild pointer.
SUMMARY: AddressSanitizer: use-after-poison



Address Sanitizer petanun peann3auun: runtime

Cnenaem, 4Tobbl yBUAEN

Shadow bytes around the

Ox0ff40d1733b0:
Ox0ff40d1733coO:
Ox0ff40d1733d0:
Ox0ff40d1733e0:
Oox0ff40d1733f0:

=>0x0f140d173400:

ox0ff40d173410:
ox0ff40d173420:
ox0ff40d173430:
ox0ff40d173440:
ox0ff40d173450:

YT10 31O

00 00
00 00
00 00
00 00
00 00
[f7700
00 00
00 00
00 00
00 00
00 00

ASan src Allocator

buggy

(515
(515
(515
(515
00
00
00
00
00
00
00

00
00
00
00
5]%)
00
00
00
00
00
00

address:

00
00
00
00
5]%)
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00

00
(5]%)
(5]1%)
(5]%)
00
00
(5]1%)
(5]1%)
00
00
00

00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
5%
00
00

5]1%)
00
5]1%)
5]1%)
00
00
(5]1%)
(5]1%)
00
00
00

00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
(5]%)
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
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Address Sanitizer petanun peann3auun: runtime

Cnenaem, 4Tobbl yBUAEN

Shadow byte legend (one shadow byte represents 8 application bytes):
Addressable: 00
Partially addressable: 01 02 03 04 05 06 07

Heap left redzone: fa
Freed heap region: fd
Stack left redzone:

Stack mid redzone:

Stack right redzone:

Stack after return: 5
Stack use after scope: 8
Global redzone: f9

Container GVerflow:

Array cookie:
Intra object redzone: bb
ASan internal: fe

Left alloca redzone:
Right alloca redzone: 172

Global init order: fﬁ“________-—----
Poisoned by user: I




Address Sanitizer petanun peann3auun: runtime

* rapaHTUpyeT BbipaBHMBAHMNE Ha 8
 pnobasnsetred zone BOKPYr annokauunm

Shadow memory



Address Sanitizer npnmep N3 X1U3Hu



Address Sanitizer npnmep N3 X1U3Hu

1 struct DataHolder {

2 auto beginDict() {return dict.begin();}

3 void deletelWord(const std::string& key) {

4 auto n = dict.erase(key);

5 std::cerr << "key '" << key << "' "

5 << n << " elements was deleted.\n";
7 }

8 std: :map<std::string, std::string> dict;

9 I

10

11 dh.deleteWord(dh.beginDict()->first);



Address Sanitizer npnmep N3 X1U3Hu

1 struct DataHolder {

2 auto beginDict() {return dict.begin();}

3 void deletelWord(const std::string& key) {

4 auto n = dict.erase(key);

5 std::cerr << "key '" << key << "' "

5 << n << " elements was deleted.\n";
7 }

8 std: :map<std::string, std::string> dict;

9 I

10

11 dh.deleteWord(dh.beginDict()->first);



Address Sanitizer npnmep N3 X1U3Hu

1 struct DataHolder {

2 auto beginDict() {return dict.begin();}

3 void deletelWord(const std::string& key) {

4 auto n = dict.erase(key);

5 std::cerr << "key '" << key << "' "

5 << n << " elements was deleted.\n";
7 }

8 std: :map<std::string, std::string> dict;

9 I

10

11 dh.deleteWord(dh.beginDict()->first);



Address Sanitizer npnmep N3 X1U3Hu

1 struct DataHolder {

2 auto beginDict() {return dict.begin();}

3 void deletelWord(const std::string& key) {
4 auto n = dict.erase(key);

5 std::cerr << "key '" << key << "' "
5 << n << " elements was deleted.\n";
7 }

8 std: :map<std::string, std::string> dict;
9 I

10

11 |dh.deleteWord(dh.beginDict()->first);




Address Sanitizer npnmep N3 X1U3Hu

1 struct DataHolder {

2 auto beginDict() {return dict.begin();}

3 void deletelWord(const std::string& key) {

4 auto n = dict.erase(key);

5 std::cerr << "key '" << key << "' "

5 << n << " elements was deleted.\n";
7 }

8 std: :map<std::string, std::string> dict;

9 I

10

11 dh.deleteWord(dh.beginDict()->first);



Address Sanitizer npnmep N3 X1U3Hu

1 struct DataHolder {

2 auto beginDict() {return dict.begin();}

3 void deletelWord(const std::string& key) {

4 auto n = dict.erase(key);

5 std::cerr << "key '" << key << "' "

5 << n << " elements was deleted.\n";
7 }

8 std: :map<std::string, std::string> dict;

9 I

10

11 dh.deleteWord(dh.beginDict()->first);



Address Sanitizer npnmep N3 X1U3Hu

$ g++ --fsanitize=address main.cpp
$ ./a.out
for key 'ab



Address Sanitizer npnmep N3 X1U3Hu

$ g++ --fsanitize=address main.cpp
$ ./a.out
for key 'ab

Oo
WAT?!



Address Sanitizer npnmep N3 X1U3Hu

$ g++ --fsanitize=address -02 main.cpp
$ ./a.out
==40383==ERROR: AddressSanitizer:
heap-use-after-free
READ of size 8 at 9x604000000030 thread TO
#0 Ox402a56 in mailn
#1 Ox71t67d408f494 1in
#2 0x402c39



Address Sanitizer npnmep n3 >|<|/|3(r15

$ g++ --fsanitize=address -02 main.cpp
$ ./a.out

==40383==ERROR: AddressSanitizer: WAT? I

heap-use-after-free

READ of size 8 at @x6@4@@®@@ t@ad TO
HO Ox402a56 in mailn

#1 0x71t67d408f494 1in

#2 Ox402c39 W AT? !



Address Sanitizer npumep N3 XN3HU

1 struct DataHolder {

2 auto beginDict() {return dict.begin();}

3 void deleteWord(const std::string& key) {
4 auto n = dict.erase(key);

5 printf(“%s\n", key.c str());

6 }

7 std: :map<std::string, std::string> dict;
8 };

S

10 dh.deleteWord(dh.beginDict()->first);



Address Sanitizer npnmep N3 X1U3Hu

$ g++ --fsanitize=address main.cpp
$ ./a.out
ab
$ g++ --fsanitize=address main.cpp -02
$ ./a.out
==44382==ERROR: AddressSanitizer:
heap-use-after-free
on address 0x604000000030



Address Sanitizer npumep N3 XN3HU

1 struct DataHolder {

2 auto beginDict() {return dict.begin();}

3 void deletelWord(const std::string& key) {
4 auto n = dict.erase(key);

- printf("for key %s ...", key.c str());
6 }

7 std::map<std::string, std::string> dict;

8 15

S

10 dh.deleteWord(dh.beginDict()->first);



Address Sanitizer npnmep N3 X1U3Hu

$ g++ --fsanitize=address main.cpp

$ ./a.out
==44496==ERROR: AddressSanitizer:

heap-use-after-free
on address 0x603000000088



Address Sanitizer npnmep N3 X1U3Hu

$ g++ --fsanitize=address main.cpp
$ ./a.out
==44496==ERROR: Addre:
heap-use-after-free
on address Ox60300000(




Address Sanitizer npnmep N3 X1U3Hu

#include <stdio.h>
void foo() A

A W N PR

}

Y10 31O

printf("%s\n", "hello");

O 0 N O 1 B W

10

foo():

push rbp

mov rbp, rsp

mov edi, OFFSET FLAT:.LCO
call puts

nop

pop rbp

ret




Address Sanitizer npnmep N3 X1U3Hu

1 #include <stdio.h> 3 foo():

2 void foo() { 4 push rbp

3 printf("%s\n", "hello"); = mov rbp, rsp

4 } 6 mov edi, OFFSET FLAT:.LCO
7 call puts
8 nop
9 pop rbp

GCC: gimple-fold.c 19 ret

OyHkumnAa: gimple fold builtin printf



Address Sanitizer npnmep N3 X1U3Hu

1 #include <string> 4 =lfoo(std:: cxx1l::basic_string<char, std::«
2 const char* foo(std::string& s) { ° el e
6 mov rbp, rsp
3 return s.c_str();
4 ) 7 sub rsp, 16
8 mov QWORD PTR [rbp-8], rdi
9 mov rax, QWORD PTR [rbp-8]
--fsanitize=address 16 mov rdi, rax
11 call <char> >::c_str() const
12 leave
13 ret



Address Sanitizer npnmep N3 X1U3Hu

1 #include <string> 1 foo(std:: cxxl1ll::basic_string<char, std::ch
2 const char* foo(std::string& s) {2 mov rax, rdi
: 3 shr rax, 3
3 return s-c_str0); 4 cmp BYTE PTR [rax+2147450880], ©
+ B > jne L7
6 mov rax, QWORD PTR [rdi]
7 ret

--fsanitize=address -02



Address Sanitizer npnmep N3 X1U3Hu

1 #include <string> 1 foo(std:: cxx1ll::basic_string<char, std::ch
2 const char* foo(std::string& s) {° oY rax, rdi
_ 3 shr rax, 3
’ return s.c_str(); 4 cmp BYTE PTR [rax+2147450880], ©
4} 5 jne L7
6 mov rax, QWORD PTR [rdi]
7 ret

--fsanitize=address -02




Address Sanitizer npnmep N3 X1U3Hu
bits/basic string.tcc:1607

extern template class basic _string<char>;



Address Sanitizer npnmep N3 X1U3Hu

1 'OO
2 template <typename T> 1 ~main:
3 struct S { 2 push rbp
4 void foo(){} 3 mov rbp, rsp
' A sub rsp, 16
5}
5 lea rax, [rbp-1]
6 6 mov rdi, rax
7 extern template struct S<char>; 7 call S<char>: :foo()
2 8 mowv eax, O
. . 9 leave
9 int main() 10 ret
10 {
-02
11 S<char> s;
1 main:
12 s.foo(); 2 xor eax, eax
13 } 3 ret
14
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