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CoBpeMeHHble CUCTEMB

MOHUTOPWUHIa — NMPOCTO JI1 3TO?
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O 4yeém noroBopum

v" Ba¥HOCTb MOHWUTOPUHTA

v Veeam ONE un Zabbix: KpaTKknin 0630p NpoayKToB

v" Veeam ONE un Zabbix: challenges (ypoHum, HO He 3anan)

Challenge Ne 1: «[ne Moé 3aaBneHme Ha oTnycKk??» (nnm «The Print Spooler service
entered the stopped state»)

Challenge No 2: «Guess who?» (nnun «Bad Hyper-V username logon attempt»)

v BbiBOZ,

VEeEESAM



YTO MCNONb30BanoCh Npu NoAroToBKe

v Veeam ONE 9.5 Update 4 user guide

v' Zabbix Documentation 4.2

v Google BceMoryLmm

v" TONbKO JIMYHbIM OMbIT aBTOpa [I0KNaAa, TOMbKO XapaKop

VEeEESAM


https://helpcenter.veeam.com/docs/one/deployment/about.html?ver=95u4
https://www.zabbix.com/documentation/4.2/start

Ba)>XHOCTb MOHUTOPWHra IT-
MHMPPACTPYKTYPb!




ATTENTION
&

i
YOU ARE BEING
MONITORED




3a4yeM Hy>KeH MOHUTOPUHT?

YeM HacbILEHHEE U CIOXKHEE KopnopaTuUBHAs MHMPACTPYKTypa, 60/bLle yrpo3, TEM OHa
ya3BuMee. VIHCTpYMEHTbI ee KOHTPOS MO3BONAIOT COKpaLlaTb BpeMS NMPOCTOS U
yCTpaHeHUs1 Henonaaok. CucreMa MOHUTOPUHra:

=  CfleguT 3a COCTOSIHMEM O06BLEKTOB

= MOHWUTOPUT NMpouCXoasLmne B cucteme cobbiTms

=  KOHTPONUPYET AaHHble HArpy3Kkn Ha cepsBepa

= cobupaeT AaHHble nepdomMaHca

=  CO30AET OTYETHI U rpadmkum no TpebyeMbiM NapaMeTpam

=  OTrnpaBndeTr yBeaomMsieEHNA O NtoBbIX COBBLITUAX U aBapm‘/’lelx CUTyauundax

VEeEESAM
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MHCTPYMEHTbI A9 MOHUTOPUHIa IT-
MHMPACTPYKTYPHI

becnnaTHble: KoMmepyeckue npoayKThl:

- Zabbix - Veeam ONE

Zabbix (optional support)

Veeam ONE Community edition

- Nagios - PRTG Network Monitor
- Icinga - SolarWinds NPM

- Cacti - VRealize Network Insight
- OpenNMS

VEeEESAM



Veeam ONE n Zabbix:
NOArOTOBKA K UCMNOJ/Ib30BAHMUIO



KpaTkmnn 0630p NpoayKToB

Veeam ONE

“Veeam ONE-3TO KOMIM/IEKCHOE pelleHune,
pa3paboTaHHoe koMnaHuen Veeam Software
AN YyrpaBieHUs BUPTYyanbHbIMK CpeaaMm m
cpeAamMn 3aWnTbl AaHHBIX.

Veeam ONE obecrneunBaeT MOHUTOPUHI B
peanbHOM BpeMeHM, b3HeC-A40KyMeHTaUMIo
N yrpaBfieHYecKyo OTYETHOCTb A1 Veeam
Backup & Replication, VMware vSphere u
Microsoft Hyper-V. ”

https://helpcenter.veeam.com/docs/one/deployment/about.html?ver=95u4
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Zabbix /ABBIX

“Zabbix - 310 pelweHne pacnpegeneHHoro
MOHUTOPUHIA KOpNopaTUBHOMO Kacca C
OTKPbITbIMU UCXOAHBIMU KOAAMM.

Zabbix - 3To nporpaMMHoe obecneyeHne ans
MOHWUTOPWHIA MHOMOYMC/IEHHBIX MapaMeTpoB
CETU, XXN3HECNOCOOHOCTU M LIeNTOCTHOCTU
cepBepoB. Zabbix Ucnonb3yeT rmbkun
MEXaHW3M OMOBELLEHNI, YTO NO3BONSET
Nnosb30BaTeNsiM KOHMUrypupoBaTb
yBeAOM/IEHNSI OCHOBaHHble Ha e-mail
npakTUyeckn ans noboro cobbiTns. 310
Nno3BonsieT 6bICTPO pearMpoBaTh Ha NpobeEMBI
C cepsepamu. "

https://www.zabbix.com/documentation/4.2/ru/manual/introduction/about



https://helpcenter.veeam.com/docs/one/deployment/about.html?ver=95u4
https://www.zabbix.com/documentation/4.2/ru/manual/introduction/about

CucreMHble TpeboBaHusa: Veeam ONE

«  [loguepxnBaemsie riar@opmel (415 MOHUTOPUHIE):

VMware vSphere 5.x, 6.x (English version only), VMware vCloud Director 8.0, 8.10, 8.20, 9.0, 9.1 and 9.5,
Microsoft Hyper-V Environment: Windows Server 2008 R2 SP1 - Windows Server 2019 (including 1809) +
SCVMM 2008 R2 SP1-1803 (optional)

«  UnTErpayns c Veeam Backup and Replication:
Veeam Backup & Replication 9.0 Update 2 - 9.5 (all updates) + Veeam Backup Enterprise Manager
(optional)

- Veeam ONE Server:
Windows Server 2008 SP2 - Windows Server 2019 64 bit (+Web UI and Monitor Client)

«  PexomeHgauymm ro pecypcam.
https://helpcenter.veeam.com/docs/one/deployment/system requirements.html?ver=95u4#hw

VEeEESAM
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https://helpcenter.veeam.com/docs/one/deployment/system_requirements.html?ver=95u4

CucreMHble TpeboBaHus: Veeam ONE -
CYB/

SQL server: Microsoft SQL Server 2008 — 2017 + Reporting Services (optional)

- [nsa npoun3sBoACTBEHHOro pa3sepTbiBaHns Veeam ONE pekomeHayeTcs ncnonb3osaTtb Microsoft SQL
Server Standard Edition nnu gbiwe.

«  [Ans kpynHoMacwTabHbIX pa3BepTbiBaHUA (MOHUTOPUHT > 10 000 BUTpYyanbHbIX MALLMWH)
pekoMeHayeTcsa ucnonb3osaTb Microsoft SQL Server Standard Edition nnwm sbiwle.

« YbeauTecb, YTO Ha AUCKE AOCTAaTOYHO MecTa Ans 6a3bl AaHHbIX Veeam ONE. ba3a AaHHbIX MOXET
6bICTPO YBENMUYMBATLCS B pa3Mepax u3-3a 6onbworo obbema cobpaHHbIX AaHHbIX UK K3-33
KoHdurypauun Microsoft SQL Server. https://www.veeam.com/kb2246 - cTaTbsi, KOTOpasi NOMOXeT
paccyMTaTb UTOroBbIN 06bEM 6a3bl AaHHbIX Veeam ONE.
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https://www.veeam.com/kb2246

CucreMHble TpeboBaHUs: Zabbix

o [logaepxvBaemsle rniar@opmsl (419 YCTaHOBKM):!

Linux, IBM AIX, FreeBSD, NetBSD, OpenBSD, HP-UX, Mac OS X, Solaris a Takxe apyrue Unix-nogobHble
cucteMbl; Windows: Bce BepCcum A1 HACTONbHbIX KOMIMbIOTEPOB U cepBepoB HaumHas ¢ XP (Tonbko Zabbix
areHT)

e Zabbix nocTtpoeH Ha coBpeMeHHOM Beb-cepBepe Apache (1.3.12 nnu 6onee No3gHAs BEPCUS) U A3bIKe
cueHapues PHP (5.4.0 nnn 6onee no3gHas Bepcus)

o 0653aTe/IbHbIE TPEOOBAaHMS [/151 CEPBEDA.
libpcre, libevent, libpthread, zlib

o OriynoHasibHble TPeboBaHus [/151 CEPBEDA.
OpenIPMI, libssh2, fping, libcurl, libiksemel, libxmlI2, net-snmp

VEeEESAM
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CucreMHble TpeboBaHus: Zabbix - CYB/

CYB/: MySQL, Oracle, PostrgeSQL, IBMDB2(3kcnepumeHTanbHas nogaepkka), SQLite

MpuvMep KoHbUrypaummn:

HaseaHue Mnatcpopma CPU/MamATb Basa AaHHbIX Ha6niogaeMble yanel ceT
ManeHbkas CentOS BupTyanbHasa mawmHa = MySQL InnoDB 20

CpedHaa CentOS 2anpa CPU/2Ib MySQL InnoDB 500

Bonbwas RedHat Enterprise Linux | 4 agpa CPU /8Ib RAID10 MySQL InnoDB mnu PostgreSQL >1000

OueHb Oonbwan = RedHat Enterprise Linux = 8 agep CPU / 166 BbICTPbI RAID10 MySQL InnoDB unu PostgreSQL | >10000

daKTUYECKM NapaMeTpbl KOHUIYpaLMKU 3aBUCAT OT KOMIMYECTBA aKTUBHbIX 3/IEMEHTOB AaHHbIX M YacTOTbl OGHOBNEHNS 3TUX
3N1eMEHTOB. HacToATeNbHO PEKOMEH/IYETCs NPOU3BOAMTbL 3anycK 6asbl AaHHbLIX HA OTAENbHOM cepBepe ANs KPYMHbIX
YCTAHOBOK.

Pa3mep: 3aBUCUT OT KOMYeCTBa 06pabaTbiBaeMbIX 3aNpOCOB B CEKYHAY, HACTPOMKM OYMCTKM UCTOPUM U AMHAMUKM
N3MeHeHU B 6a3e AaHHbIX, HACTPOMKM OYMCTKM COOBITUIA

VEeEESAM
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YctaHoBKa: Veeam ONE

« ®ann .iso GA Bepcnm nnb0o (B BONBLUMHCTBE CNyYaeB) BKIOYAOLWMA B cebs anaenTs -
VeeamONE. 9.5.4.4566./s0

« HeszaBucumMble darnbl 06HOBNEHUN - VeeamONE_9.5.0.3801 Update#3.exe
«  “Next-next” ycTtaHoBKa

- X

Veeam ONE

Standalone components:

EENN Veeam ONE Server
(Al Upgrade

Veeam ONE Monitor Client

Ml Toinstall Veeam ONE Monitor Client on this machine please
remove existing Veeam ONE server.

Documentation Training

© Veearn Software AG. All rights reserved.
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YcTtaHoBKa: Zabbix

Nnatdopma

n3 UCXOAHbIX KOA4OB Installation CD/DVD (.iso)

VirtualBox, VMWare (.vmdk)

N3 NaKeToB:
N3 NaAKeToB D‘MCTpM6YTMBOB Microsoft Hyper-v 2012
N3 opuumanbHOro penosntopus Zabbix Microsoft Hyper-V 2008

KVM, Parallels, QEMU, USB stick, VirtualBox, Xen (.raw)

N3 KOHTEMHEPOB

KVM, QEMU (.gcow2)

roToBoe pelleHue (¢ noaaepxxkon MySQL): Live CD/DVD (.iso)

Open virtualization format (.ovf)

VEeEESAM
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Kak MOHUTOPUM:

Veeam ONE

Agentless monitoring

WMI

Remote Performance Monitor
vSphere API

SSH

Remote Registry

Veeam ONE Agent (in case of Veeam
Intelligent Diagnostics)

Zabbix

Zabbix agent

Zabbix API
SNMP

IPMI

SSH

Telnet

JMX

fping
HTTP/HTTPS

VEeEESAM



Veeam ONE n Zabbix:
challenges



Challenge N°1:

«The Print Spooler service entered the stopped state» aka

«pe Moe 3asaBJieHMe Ha OTNYCK??2>»




Veeam ONE
HaCTpPOWKa

VEeEESAM
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& (0) = — K A £ )

Back Refresh Add Server Notifications Reports Modeling Options Full Screen

Infrastructure View

€3 Configuration issues (3 detected).

Show details

= v
= 5§ scvmm
D'_'_b' abru-Hv:

=
1 abru-scom

ldll Summary ARG Overall CPU Network Datastore Virtual Disks Tasks & Events

Memory

Processes Services

0 Selected Object: abru-VBRu4 - 2 errors, 1 warning

iters: Al |[© | ' y . =S ~ This obj ‘
5% poigon Fiters: Al | |4 @ O © G| N E 2] ‘ {5 This object @J 7}

E] abru-Tiny —T T T T
71 abru-Tiny2012_rep Status _\ Time v | Source  Type | Name | Rep
(5§ abru-vBR ‘ ‘ €3 Error 8/20/2019 12:19:09 ...  This object (abru-VBRu4) 53 Guest disk space 59
€ Error 8/15/2019 8:35:08 PM  This object (abru-VBRu4) E“_I Latest snapshot size 8
i abru-VBRu4-fr -
Ii‘-‘; abru-VBRU4-5p 1. Warning 8/15/2019 8:29:47PM  This object (abru-VBRu4) o Latest snapshot age 2
(5 abru-WinProxy
(53 abru-zabbix \

test-vc.main.support2. veeam.local (Exduded) o - 4

= :
B 17217.1337 = < Page 1 |of1 > = Records per page | 13

EEE Infrastructure View Alarm details

- ] ] Description

Elil vCloud Director View . X .
State of virtual machine equals "Running”

Amount of free disk space "E:\" (1.4%) is below a defined threshold (5.0%). Current free disk space is 0.71 GB.

ﬁ Business View

Knowledge

jwy Data Protection View Guest 0S volume is low on available guest disk space

‘ Alarm Management Cause

n >

Collector state: idle

Service: ABRU-VBRU4 (connected)




Zabbix
HacTpounka: item

VECSAM

© 2049 /eeam Softnare Confdenta nformaton A 1ghts teseried 4 ademarks are the nronerty of the 1 1esnect e onners.



ZAB B IX Monitoring Inventory Reporis Configuration Administration

Dashboard Problems Overview Web Latestdata Graphs Screens Maps Discovery Services

Global view

System information

Zabbix server is running Yes
Number of hosts 90
(enabled/disabled/templates)

Number of items 178

(enabled/disabled/not supported)

Number of triggers 80
(enabled/disabled [problem/ok])

Number of users (online) 3

Problems

Problems by severity

localhost: 10051 MyP(

5101/

13970/

79/1[1/78]

abru-PC ime on abru-PC

10d 12h 47m

QO QSuppot [AShare ? 2 U

Local

Favourite ...




Zabbix
HacTpouka: trigger

VECSAM
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ZABBIX Monitoring Inventory Reports Configuration Administration

Hostgroups Templates Hosts Maintenance Actions Event correlation Discovery  Services

ltems

All hosts / VBRu4 Enabled Applications 1 ltems 4 Triggers Graphs  Discovery rules
zard Name Triggers Key Interval History
Template Module ICMP Ping: ICMP ping Triggers 1 icmpping 1im 1w
cos Template Module ICMP Ping: ICMP loss Triggers 1 icmppingloss im iw
Template Module ICMP Ping: ICMP response time Triggers | icmppingsec im 1w
Spooler on VER service.info[Spooler] im 90d

365d

365d

365d

Q  QSupport |[AShare

Simple check
Simple check
Simple check

Zabbix agent (active)

Status a

Enabled




VECSAM
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My notifications - Anastasia.Brukhanda@veeam.com - Outlook

N =
K/
File Home Send / Receive Folder View Help ESET Q@ Tell me what you want to do

= Ret (7 ‘ﬁf B G Search People ) =

M| Q|5 W B (2 B | & |[0] ][R Roomcon ) [eioee )| |2 RER®)
X Reply All 4C3 ress Boo

Tags Speech Get nsights

New New New Quick Move i i
? Filter Email ~ - Add-ins

Email ltems~ | Meeting % i Forwar ffﬁ[jj Steps ~ M M
New TeamViewer Delete Respond Quick.. & Groups Find Add-ins
<

4 Favorites — -
| Search My notifications ,O l Current Folder ~

Bxogawme
My notifications ByDatev T
Aol | ; Is.. Ielsic/m.] )
D e Vx| O|@ |FROM |S... |F[s|cm.|%

We didn’'t find anything to show here.

Your Daily Digest for Veeam

Survey submission confirmation

FIOMouons
4 My notifications
VBR
Zabbix
Veeam ONE
Support Internal Digest
Your Daily Digest for Veeam
Survey submission confirmation
Veeam Community Forums Digest
YepHoBukn
OTnpaeneHHble

I> YaaneHHble

Items: 0

‘8 m “ee
All folders are up to date. Updating address book. Connected to: Microsoft Exchange |]:| Eﬁ] - + -+




Challenge N92:

«Bad Hyper-V username logon attempt» aka

«Guess who?»




Veeam ONE
HaCTpPOWKa

VEeEESAM
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- Q

Back Refresh

Sy = = ol L uE ) :

Infrastructure View

g
»
5

&
SEHEHEEHDIE

B VY

== Datastores

miml ’
F test-vc.man. support2. veeam.

2 (F 172.17.13.37

= Local storage

= piskoC:
[ suphv16n1.support2.veeam.lo 1\,
= 3 |

)| . 3
E]_. vCloud Director View

ﬁ Business View

éﬂ Data Protection View

‘ Alarm Management

B : Search...
Add Server  Notifications Reports Modeling Options Help Full Screen
€3 Configuration issues (3 detected). Show details

Summary AELICM VMs  Overall CPU  Memory Network Virtual Switch Disk Top VMs  Tasks & Events Processes

® selected Object: 172.17.13.37( version: 10.0.14393 ) -0 errors, 0 warnings

Filters: Al \’0 A O ﬂ“@ iy a =SB {= This object O | J)
| Status ‘ Time v ‘ Source ‘ Type ‘ Name ‘ Rep
[ |l | | | T
\

4

- < Page| 1 :ofl > wp Records per pageE

< L1} | >

Service: ABRU-VBRU4 (connected) Collector state: idle



Zabbix
HacTpounka: item

VECSAM
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ZABBIX Monitoring Inventory Reporis Conﬁgu&tion Administration

Dashboard Problems Overview Web Latestdata Graphs Screens Maps Discovery  Services

Global view

System information

Zabbix server is running Yes
Number of hosts (enabled/di lates) 90
Number of items (enabled/disabled/not supported) 179
Number of triggers (enabled/disabled [problem/ok]) 80
Number of users (online) 3
Required server performance, new values per second 228
Problems

Problems by severity

localhost: 10051
5101
14070/

79/1[1178]

8d 14h 24m

Q. (3 Support [ Share ?
Edit dashboard

\
—

Favourite maps




Zabbix
HacTpouka: trigger

VECSAM
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101al QISK space on / n w 3050 £abDiX agent 2UT19-U8-21 TUUZ22D3 34.34 GB
vi zell total]

Total disk space on /boot 1h 1w 365d Zabbix agent 2019-08-21 10:02:54 4716 MB

vis.fs.size[/boot,total]

Used disk space on / im iw 365d Zabbix agent 2019-08-21 10:42:55 276 GB +4 KB
fs.fs [/,used]

Used disk space on /boot im 1w 365d Zabbix agent 2019-08-21 10:42:56 113.12MB
vis.fs.siz ot,used

Free disk space on/ im 1w 365d Zabbix agent 2019-08-21 10:43:49 30.29 GB -4 KB

l,iree]

Free disk space on /boot im 1w 365d Zabbix agent 2019-08-21 10:43:50 33413 MB

vis.fs.size[/boot,free]

Free disk space on / (percentage) im 1w 365d Zabbix agent 2019-08-21 10:43:51 91.65 %
Vi [/,pfree]
Free disk space on /boot (percentage) im 1w 365d Zabbix agent 2019-08-21 10:43:52 747074 %

vis.fs.si

[/boot,piree]
General (2 ltems)

Memory (5 ltems)

Network interfaces (2 ltems)

OS (2 ltems)

Performance (7 ltems)

Processes (1 Item)

Number of processes im 1w 365d Zabbix agent 2019-08-21 10:43:26 221
proc.num(]

Zabbix agent (3 ltems)

- other - (1 ltem)

Bad logon attempt im 90d Zabbix agent (a...

eve curity




VECSAM
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File Action

= N Select Administrator: Windows PowerShell

= =t PS C:\Users\Administrator> 1pconfig
Event Viewer
7 Custom Vi

Windows IP Configuration

Connection-specific DNS Suffix . : abru.local
IPvd-Addressi .. ¢ o« e e o e o 2 20530:10.32
Subnet Mask . . . . . . . . . . . : 255.255.255.224
Default Gateway . . . . . . . . . : 10.10.10.1

Connection-specific DNS Suffix . : support2.veeam.local
B e Lo L 172.17.13. 37
SubneEaMaskaT ot . = e - e o - 2555255525250
Default Gateway . . . . . . . . . :172.17.12.1

Tunnel adapter Local Area Connection® 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix -

Tunnel adapter isatap.abru.local:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix . : abru.local

Tunnel adapter isatap.support2.veeam.local:
Media State . . . . . : Media disconnected

Connection-specific DNS Suffix . : support2.veeam.local
PS C:\Users\Administrator> _




BbiBOA



YTo B utore?

MOHWUTOPUHI — 3TO Ba>XHO!

HeobxoamMMo BbIOGUPaTb YTUAUTY A/I1 MOHUTOPUHI@ B COOTBETCTBUM C
MHMPACTPYKTYPON M onpeaenéHHbIMN 3aadaMu:

NpocTon NyTb Ans MoHuTOpuHra VMware, Hyper-V n Veeam Backup&Replication
— Veeam ONE

rmbkasi cucrema, KOTopyto HeobxoanMMo rnoAacTpamBaTth noa cebsi — Zabbix (u
0000000000000000000000000000004YEHBb MHOIO Tepneva)

VEeEESAM
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