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BbiCcTpble 3anpochbl -
novyeMy 3To BaXKHO?

. 0
+ 1 0 0 ms = A 100 ms latency penalty implies a 1%

sales loss.

nageHue
npogax

3agepxKa

Amazon, 2009

Liddle, J.: Amazon Found Every 100ms of Latency Cost Them 1% in Sales.
http://goo. gl/BUJgV

INTRO



BbiCcTpble 3anpochbl -
noYyeMy 3TO BaXKHO?

+3s =

3arpyska Tpadumk
CTpaHuUbI nornb3oBaTerneun

INTRO

Starting in July 2018, page speed will be

a ranking factor for mobile searches.

Google, 2018

https://webmasters.googleblog.com/2018/01/using-page-speed-in-mobile-search.html



https://webmasters.googleblog.com/2018/01/using-page-speed-in-mobile-search.html

BbiCcTpble 3anpochbl -
noYyeMy 3TO BaXKHO?

The reduction in latency can improve

Ha NPOoKagKy
performance, and even improve

Kabensd, YTo6bl yMEHbLUNTb
3agep>kKy Mexxay Hbro-
NopkoM n JIoHOoOHOM Ha

6McC

profitability and increase sales for some
customers.

Hibernia Networks, 2015

https://www.submarinenetworks.com/en/systems/trans-atlantic/project-express/hiber

nia-express-connects-new-york-to-london-in-under-58-95ms

3a MunnucekyHay!

INTRO


https://www.submarinenetworks.com/en/systems/trans-atlantic/project-express/hibernia-express-connects-new-york-to-london-in-under-58-95ms
https://www.submarinenetworks.com/en/systems/trans-atlantic/project-express/hibernia-express-connects-new-york-to-london-in-under-58-95ms

BbiCcTpble
3anpochbl -
noyemy 3To
Ba)XHO?

We study tradeoffs amongst QoE
metrics: do members prefer faster
playback start with lower video quality or

do they prefer to wait a bit longer but
start at a higher quality?

Netflix, 2017

https://medium.com/netflix-techblog/a-b-testing-and-beyond-improving-the-netflix-str

eaming-experience-with-experimentation-and-data-5b0ae9295bdf

INTRO


https://medium.com/netflix-techblog/a-b-testing-and-beyond-improving-the-netflix-streaming-experience-with-experimentation-and-data-5b0ae9295bdf
https://medium.com/netflix-techblog/a-b-testing-and-beyond-improving-the-netflix-streaming-experience-with-experimentation-and-data-5b0ae9295bdf

BbiCTpPbIN
NHTepHeT - 3TO

BooO6OLe 4YTO0?

CKOpOCTb CeTU BblLLE He BJ1InNdeT TMbps  2Mbps  3Mbps  4Mbps  SMbps  6Mbps  7Mbps  8Maps  OMbps 10Mbps
Ha BPEMs 3arpy3Ku TUMOBOro CanTa. o
3aBMCMMOCTb Me)'K,D,y 3ap|ep)KKOl7| M 000 200ms  180ms  160ms  140ms  120ms  100ms  80ms 60ms 40ms

BPEMEHEM 3arpy3Ku canta JIMHENHa.

Mike Belshe

https://hpbn.co/primer-on-web-performance/

INTRO


https://hpbn.co/primer-on-web-performance/

O yem 6ypem pasrosapuBaTb?

e Kak yMeHbLlKNTb 3agep>kKy (latency) MHTepHeT 3anpocos.
e Kak Netflix yckopsieT 3anpocsil.

e O xopouweM cHe: operational excellence.

AGENDA



YTO Bbl Y3HaeTe?

e MaTYacTb: Kak ceTeBble MPOTOKOJSIbl BSIMAIOT Ha 3a4EPXKKY.
e [IpakTuyeckmnm noaxon K pewweHuto 3agaym B ctune Netflix.

e Kak npoekTnpoBaTb, NogLepP>XMBaTb U MOHUTOPUTb
fault-tolerant cuctemol.

AGENDA



Netflix: dunbmbl u cepuannl

BLACK J#IRROR

/ ¢

A NETFLIX ORIGINAL

ELCAMIND

A BREAKING BAD MOVIE

NETFLIX - ocTn
Stranger House of Cards Black Mirror El Camino
Things A Breaking Bad

Movie

ABOUT
NETFLIX

The Crown






BHYTpM
Netflix
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INSIDE
NETFLIX

Netflix Client

TbICAYM TUMOB YCTPOUCTB

[MepcoHanmnanpoBaHHbIn Ul

4 oTOoenbHble KOMaHObI:
iOS, Android, TV, Web

CotHU AB TecToB




INSIDE
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HTTP APlIs

AWS Cloud

COTHU MUKPOCEPBUCOB
[lepcoHanunsayus
Control plane
Telemetry

Big Data

Encoding




INSIDE
NETFLIX




Netflix CDN

Bugeo CTpMUHr
HTTP APlIs
CtaTtnyeckume O6beKTbI

DNS

INSIDE
NNNNNNN




Netflix CDN
Open Connect

OCA
Open Connect Appliance

CDN Edge Server:

FreeBSD

Nginx

Lots of SSDs/HDDs

Optimized for max network throughput

INSIDE
NETFLIX
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AOCTaBIATb OKONO
1% NHTepHeT
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Open Connect locations: IX
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Canada
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INSIDE
NETFLIX

SSSSS

China



Open Connect locations: IX + ISP

INSIDE
NETFLIX




Open Connect BacIEbone ek
Network i

R 5 v




Sandvine report on Netflix traffic

1|||III

Operator HTTP HTTP (TLS) BitTorrent HTTP Facebook HTTP

IPTV Download Media
Stream

12.6% of worldwide downstream traffic

NETFLY Source: Sandvine 1H2019 Global Internet Phenomena Report

Percentage

Netflix YouTube
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HeMHOro o6o MHe

e HHIY uM. JlobayeBckoro’12
e Microsoft Imagine Cup’09
e Past: Intel/Microsoft
e Netflix, 7 years
o CDN Monitoring
o FAST.com
o APl acceleration

o QoE optimization




TaK YTO TaM
npo
YCKOpeHue
MHTepHeTa?
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Netflix: 3 AWS regions

Russia
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How can CDN help?

INSIDE
NETFLIX

ussia

China



How can CDN help?

Russia

Canada .E
nted Statg
China

India

3anpocshl C KNWeHTa HanpaenalTCa Yepes bnuxanwmnm
NETRLX CDN server, u ganswe B AWS uepes backbone network.



MoykeT Nu

VCKOPUTb

3aMnpochl B [ Na J[ HeTJ
ob6nako?




MoykeT Nu

VCKOPUTb

3anpochl B m[ HeT ]

06/1aK0?
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ACCELERATION




MoykeT Nu

VCKOPUTb

3anpochbl B | na ]

06/1aK0?
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ACCELERATION




MaTtyacTtb: TCP + TLS

TTFB: 400 ms

INTERNET
ACCELERATION

100 ms RTT

-
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MaTtyacTtb: TCP + TLS

s —>
Client CDN ™ g \''
30 ms RTT 100 ms RTT
(persistent connection)
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TTFB: 220 ms T

INTERNET
ACCELERATION



MatyacTtb: TCP Loss Recovery

e [loTepu gaHHbIX Yalle BCEro NpomMcxoaoaTt
B goMallHen ceTu (last mile): WiFi, Traffic
Shaping, nnoxon poyTep.

e TCP ype3zaeT congestion window Ha
KaXKOyto NOTepto nakeTa:

0 1+ RTT, 4yTO6bl OGHAPY>XUTb NOTEPIO
o 1.5+ RTT, 4TOObl BOCCTAaHOBUTb

e YemM Hmke RTT, TeM MeHbLUe BnUAHNE
noTepb.

INTERNET
ACCELERATION

Client

(y)
A

— Recovery —

Client

s

CDN




MaTtyacTb: Internet Congestion

Client Client
e “Nonras” yactb RTT - oT IHTepHeT

npoBangepa oo AWS. (((AQ) (((é?)
e “lpo6bkn” Ha coegnHeHuax B IHTepHeTe,

0CO6EHHO B Yac-MuK. ‘ .
e KOHKypeHuus ¢ “TarkenbiM” TpadUKoM -

CTPUMUHT, 06MeH dannamu. OTcyTcTBUE

KOHTPONS Hag KoHdUrypauuen — CDN
npoBanaepos.

e Backbone ceTb no3zBonseT HacTpouTb QOS — Congestion —
no Tuny Tpaduka.

INTERNET . ‘

ACCELERATION




Matyactb: HTTP 2 (+)

HTTP/ ®
Client ®
® .
Multiplexing
fEm—— : / with HTTP/2
Client
ien .

Proxy

HTTP/2 o—0-0

Client

Better resource utilisation

Less idling

Higher chance to keep congestion window high
Out of the box header compression

No head-of-line blocking at HTTP layer

HTTP/2 o—0-0
Client

INTERNET
ACCELERATION



OT Teopum K
npaKTUKe.
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How can CDN




How can CDN

m .
Canada .m
China

CDN

3anpocshl C KNWeHTa HanpaenalTCa Yepes bnuxanwmnm
NETRLX CDN server, u ganswe B AWS uepes backbone network.



TpaauuUoOHHas
apxXuTeKTypa

HTTP APlIs

INTERNET
ACCELERATION




TpaauuUoOHHas
apxXuTeKTypa

Client

e e e o o o =

INTERNET
ACCELERATION
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Npes: reverse proxy Ha
CDN cepBepax

Client

o — — — ~
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Private
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INTERNET
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MoykeT Nu

VCKOPUTb

3aMnpochl B [ Na J[ HeTJ
ob6nako?




MoykeT Nu

VCKOPUTb

3anpochl B m[ HeT ]

06/1aK0?
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MoykeT Nu

VCKOPUTb

3anpochbl B | na ]
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He rapan -

Uamepsan. =50
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Ha Kakue Bonpocbl HY)XHO OTBETUTb?

° 6yoeT n NPoKcu bbicTpee?
° oygeT v Yaue nomMaTtbca?
° KaK MHTEerpmpoBaTb C MNPUNOXKEHUAMN?

o CTOMMOCTb A0MNOJIHNTENBbHON MHPPACTPYKTYPbI?

MEASURE



Ha Kakue Bonpocbl HY)XHO OTBETUTb?

6yoeT n NPoKcu bbicTpee?
e Hapge>XHOCTb: byaeT fin Yalle noMaTbCca?
e CNOXXHOCTb: KaK UHTErpmnpoBaTb C NPUTOXXEHUAMUN?

e CTOMMOCTb: CTOMMOCTb AOMNO/IHUTENTbHON MHPPACTPYKTYPbI?

MEASURE



UpeanbHbiX pe3ynbTtaTr

e To4HasA OUEHKa OT TEKYLLMX NOSib30oBaTeNemn
e [losIHOE NMOKPbLITUE YCTPOUCTB
e be3 nunwHKMX 3aTpaT Ha pa3paboTky

e He cnomatb production

MEASURE



RUM: I'NaccmBHoOe
n3MepeHume 3anpocos.

~ I
W BENA Y ( N
~ E o ‘." "
i 27 ) Q\
ORIGINAL ;EYFI.IXOWGVNAL K‘N!‘Trux
ACK !! S S[RANGER x L

BLA C
WIRROR  TABLE THINGS

LCHEE

100% reo s PR e = 'heu _,
100% yCTpOMCTB e —

HecTtabunbHbIU CUMHanN
Tonbko production Tpaduk

App Launch
API Call
Asset Loading
Rendering

NETFLIX
GRAPH




JTabopaTopHble
TeCThbl.

Cloud TecTbl

MOJSIHBIU KOHTPOSIb
YeTKuM curHan

HenonHbin reo
HenonHoe NokpbITE YCTPOMUCTB




Mpo6bl Ha KNNEHTe =
RUM + J1a6

' T ABLE “THINGS.

PA
o FREED T ;s 5
s by = e i N

E

NMonyyaem
peuenT

MEASURE

3anpocbl u
U3MepeHus

LOG

PenopTtc
pe3ynbTaTaMu



Workflow

App Start Browsing

Client I

CTPUMUHT 3anpochi

-
CTapToBble 3anpochl I

MEASURE



Lar 1: KnueHT nony4vaer
peuenT

API Call

Config Client

MEASURE



PeLenT onucbiBaeT uTo
HY>XHO U3SMEepPUTb.

type: HTTP GET
name: reachability test
targets:
http://targetl. test.me/probe
-< http://target2.test.me/probe
http://target3.test.me/probe
payload: 5KB
pulses: 3
delay: 5s

Config

MEASURE




PeLenT onucbiBaeT uTo
HY>XHO U3SMEepPUTb.

Config

MEASURE

Y4

type: HTTP GET
name: reachability test
targets:

http://targetl. test.me/probe
http://target2.test.me/probe
http://target3.test.me/probe

payload: 5KB

pulses: 3

delay: 5s

type: HTTPS GET
name: large payload test
targets:
https://targetl. test.me/probe
https://target2.test.me/probe
https://target3.test.me/probe

payload: 100KB
pulses: 3
delay: 10s

AN




MO>XHO TeCTUpPOBaTb HECKOJIbKO
TeCTOB NapassiesibHo.

Bbibrpaem Ha ocHoOBe
“Beca” KaXXgoro tecTta

20% Reachability Test
102 DNS Providers Test .
° API Call
1% CDN Test
29 Large Payload Test o

Client
Config

MEASURE



LLlar 2: gpenaem 3anpoc n nuamepsieMm.

API Call

Config Client

MEASURE Fetch & Measure
X pulses

>



3anpochbl U NynbChbl.

Pulse 1

Target 1 L

Target 2 G o

Target N D

Start End

MEASURE

Pube
Pause

Pulse 2

Start

End

Pulse
Pause

Start

Pulse 3

End



MeTpuku.

Response Code: OK / FAIL /

MEASURE



Lar 3: 3arpy>xaem
pe3ynbTaThbl

Logblob
API Call

> 9 LOG
o X

Config Client Report

MEASURE Fetch & Measure
X pulses




Mpo6bi B Netflix.

6K+ 14

npo6 B cekyHAay peLenToB
1K+ 100M+
yCTpOMUCTB noKaumii

B roa

MersURE 3a ycnyrm seHaopos



hd Iosepsa, HO
[Mpobyn.

PROTOTYPE



Y10 6ynem usmepstb?
Hy>XeH npoTtoTun 6yayLien CUCTEMDI.

° Hago co3naTtb NnpotoTun Ha CDN.
° Kak BblopaTb CDN cepBep 014 KnneHTta?

° cpaBHMBaeM AWS-direct 3anpochl ¢ proxy.

PROTOTYPE



Proof-of Concept: CDN Reverse Proxy

e Go-based
e Ha kaxxgoMm CDN, static binary
e HTTP2 connection pooling and request multiplexing

e [IpocTo, Kak Benocunen: 6aszosasd GyHKLMNOHANBHOCTD,
NCMOJ1Ib3YEeM CTaHOapPTHblE KOMIMOHEHTbI.

MEASURING
NETWORK
COMPONENTS



Client to AWS
Routing Options:
Direct Link

L]

Cloud Steering:

e 3 AWS pernoHa
e geoDNS gna 6anaHCUpOBKMK

PROTOTYPE



Client to AWS
Routing Options:
Proxy via IX CDN

L] .

y— P .
! ore IX |
& r_oiqi _____ ) Private
Backbone
IX CDN Steering:
e TCP Anycast
e SinglelIP

e 70+ sites

PROTOTYPE



Client to AWS

Routing Options:
Proxy via ISP - \
[ ISP ,
! |
] . __Proxy | — | .
t 1 —>>
ﬂ ! L (T T T T T T T T T T T T T N
: o 5 ' IX |
e y & r_oiqi _____ ) Private
____________ Backbone
ISP CDN Steering:

e ToOT>ke cepBep 4YTO UCNONb3yeTcs A9 BUOeo
o 1K+ sites

PROTOTYPE



Client to AWS

Routing Options
//— \‘\
" ISP .
|
1
I
|
] : | Proxy | — | -
1
F— N i | (Sooossoommoooos \ e
: o 5 ' IX |
1 rox
A s @ { _____ ) Private

_____________

Backbone

Kakown nyTb 6bicTpee?

Kakou nyTb 6onee Hage>xeH?

PROTOTYPE



3 Network Paths
to Reach the

Cloud PO E

e N
type: HTTP GET

name: steering test
targets:

ix-cloud.test.me/probe
isp-cloud.test.me/probe
. Y

PROTOTYPE

el il e e

cloud.test.me/probe >~ >

o

cloud:
ix-cloud:
isp-cloud:

>
—
=TT T
IX !
____ ) Private
Backbone
time / OK / FAIL
time / OK / FAIL
time / OK / FAIL



MoykeT Nu

VCKOPUTb

3aMnpochl B [ Na J[ HeTJ
ob6nako?




[oe cBeTnee = 6onblue KJIMEHTOB

INTERNET

ACCELERATION PrOxy 6bICTpee Proxy MepJsieHHee




O6o6wwaemM.

e [IpocTaga proxy HegoCcTaTO4YHa.

e OUEHUTN 0XKMOaEMYIO NPOU3BOAUTENbHOCTb C KITMEHTOB.

PROTOTYPE



n pO6Yﬁ IoBepsin, HO NpoBepsn.
°

2X
| |

PROTOTYPE:
STEERING



HeTy oaHO3HA4YHOro 6bICTPOro
peweHus. Hy)kHo penaTtb steering.

Ha40 BblOpaTb CaMbl ObICTPbIVA NYTb U3 TPEX ONUUN.

- AWS-direct
- IX-proxy (TCP Anycast)
- ISP-proxy (Unicast)

Client Steering

PROTOTYPE:



Client Steering

e e = e o — -

1
1
1
1
1
1
1
1
1
1
J

[::::] Cﬁept
Steering

X
\-——

Private
Backbone

Llenb: BbiOpaTb caMbl BbICTPLIN NYTb:
e Cloudvs!|XvsISP
e be3 gononHuTenbHbiX APl 3anpocos
¢ MWHUMYM N3MEHEHUI Ha KITUEHTE

PROTOTYPE:
STEERING



Client DNS Steering.

——————————

e e = e o — -

1
1
1
1
1
1
1
1
1
1
J

T Proy

v
=
o
X
<

Private
Backbone

— e o o o —

PeweHue: DNS

api.netflix.com -> IP cepBepa No caMoMy BbICTPOMY MyTK.
e Cloud: AWS Region IP
° : Anycast IP
PROTOTYPE: e |SP: Site UnicastIP

STEERING



DNS Resolver Based
Steering.

b e = = - -

Resolver

1
1
1
1
1
1
1
1
1
1
J

Recursive ]_-
J

|

/

/
|
|
1

PROTOTYPE:
STEERING

—— o o o o o o o Ew Em o o - =

v
=
o
X
<

Private
Backbone

Auth DNS mMo)eT BnaeTb TONIbKO

Recursive Resolver IP.



DNS Resolver Based

Steering.
// ---------------------- \\
. [ ISP ‘I
-~ ~a | !
// ®®® \\ ! 1
'(D@ 00 -® | Recursive ]_- :
000, : Resolver | R -
Yo% " | g - X
e ' 1 Proxy ' .
SN ____ o Private
__________________ Backbone

KakK BblbupaTb 6bICTPbIA NYTb Ha
OCHOBE rpynnbl KIIMEHTOB?

PROTOTYPE:
STEERING



LLlar 1: usmepsieM BpeMs No KaXkaomy m3

nyTeun, ¢ KJIMeHTa.

i

type: HTTP GET

name: steering test
targets:

< cloud.test.me/probe
ix-cloud.test.me/probe
isp-cloud.test.me/probe

-

PROTOTYPE:
STEERING

cloud:

S —_— ix-cloud:
isp-cloud:

>
—
=TT T
D(:
____ )  Private
Backbone
time / OK / FAIL
time / OK / FAIL
time / OK / FAIL



LUar 2: arpernpyem Mpo6bl no

Recursive Resolver.

.

Probe

PROTOTYPE:
STEERING

Targets:

IX Proxy

\

J

GROUP BY resolver:

resolver 1:

resolver 2: ISP Proxy (stack #)
resolver 3: AWS

resolver 4:

resolver 5: AWS

resolver 6:



LUar 2: arpernpyem Mpo6bl no
Recursive Resolver.

-y
- -~
~

/// \\‘\
II/ ©“
00e0®,
Ce®e

\\ -

-
e -

Resolver 1 Resolver 2 Resolver 3

EEEEEEEE



LLar 3: 3arpy>xaem mogenb Ha Auth DNS u
HanpaBnseMm no Recursive Resolver IP.

/ - > \

[ ISP ‘I

I |

I 1

D ' Recursive ]__ |
Resolver | r e -
i — N : l ) — | -
| | 1 IX |
\ I Prox :

R ,/' \______y____,' Private
____________ Backbone
([ wepoy |

Resolver IP > IX Proxy

REMEDIATION



ABTOMaTU4Yeckum Steering.

Data Pipeline Client Steering
N3mMepsem Bbibnpaem cambin Ncnonb3lyem
3a0ep>KKy no ObICTPbIN NYTb BblIGpaHHbIV NyTb
BO3MOXXHbIM MyTSM ons production

B CeTU Tpaduka

PROTOTYPE:
STEERING



MUcnonb3yemM MNMpo6bl 4TOO6bI OLLEHUTDb
DNS Steering.

-~

-

type: HTTP GET

name: steering test

targets:
cloud.test.me/probe

dns-steering.test.me/probe

PROTOTYPE:

STEERING

J

e

cloud:
dns-steering:

Private
Backbone

time / OK / FAIL
time / OK / FAIL



[Oe cBeTnee = 60JibLUe KIMEHTOB
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O6o6wwaemM.

e DNS noaxopn cpaboTtan.
e HacTpounu mogenu arperaumm no DNS Resolvers.

e [lpoTecTmpoBanu n namepunn end-to-end pelleHme.

PROTOTYPE:
STEERING



n pOAYKTM3M pyﬁ . PaboTatowmm NnpoToTmn - 3TO

naneKko He Bce.

P wezsue P Prototype

PPPPPPPPPP



Scope of work

PRODUCTIZE

HTTP APIs

v

nosib3oBaTteneun

BMOOB YCTPOUCTB

CDN Servers
nokKauumn
3anpocoB B CEKyHOY

PoyTuHr yepes NIHTepHeT

MUKpocepBnCoOB

deployments B aeHb






Kak cnaTtb
CNMOKOUHO?

PPPPPPPPPP



Kak npoao/nkaTtb pa3paboTky, a He
TPaTUTb BCe BpeMs Ha NoaaepIKKy?

YMeHbLllan Macwtab nonomok (blast radius).
IlyMan 06 omnbkax 1 NoOSIOMKax B MOMEHT MPOEKTUPOBaHUA.

[MocTeneHHas gerpagauus (graceful degradation).

PRODUCTIZE



dyMan o noNIoMKax B MOMEHT

NMPOEKTUPOBaHUA.

Client ftl.netflix.com = Proxy

|

|

|

Logs I

: |

Fallback

api-global.netflix.com

PRODUCTIZE
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ManeHbkue namMmeHeHums. Yacrtbie
deployments. MocTeneHHbIN release.

Workflow:

1. TecT Ha Npobax.

2. AB TecT unu Canaries.

3. [llocTeneHHbIM BbINYCK (progressive rollout).
4. Done.

PRODUCTIZE



Canary deployments.

PRODUCTIZE N



Canary analysis.

BASELINE CANARY TIME THRESHOLD SOURCE
SCOPE SCOPE START MARGINAL
o cacheName,c198.atl001.ix|c336.dfw001.ix|c508.0rd001.ix|c0...  cacheName,c196.atl001.ix|c339.dfw001.ix|c513.0rd001.ix|c0... ~ 2019-10-24 16:42:42 PDT 75

FAIL LOCATION LOCATION END
2019-10-25 16:37:42 PDT

svm-canary-prox
y p y STEP

1min
L s I

METRIC NAME DEVIATION RESULT
METRIC NAME: P50 AWS Upstream Time

Errors Count +2.1% Paseline Canary
FTL Requests Error
P25 AWS Upstream Time

P5 AWS Upstream Time

P50 AWS Upstream Time

metric value

P75 AWS Upstream Time

P95 AWS Upstream Time

Requests Count -0.39 18:00 21:00
P50 AWS Upstream Time was classified as Low

START COUNT

Baseline 2019-10-24 16:42:00 PDT Canary Value Differences from Bésiine

Candry 0 201971024 1642500 PDT 1435
PRODUCTIZE




Canary dashboard.

Config
Probes

QoE

SVM Logs
Proxy: System

Proxy: Vars

FTL Requests Error

Proxy: Vars Extras

Requests Count

PRODUCTIZE

PROD:GLOBAL V2 & b 2 OER Log

Canary/Control - FTL Requests Error

)

L :,J\‘W}l i hA
MD‘ 1 1’ A % H» }M
WM

04:00 08:00 12:00

PROD:GLOBAL . &' & [ E' & Log

FTL Requests Error % delta
50.64(Canary + Control)

PROD:GLOBAL .~ 2 & [ & =& Log

FTL Requests Error per site
delta (Capary - Control)

PROD:GLOBAL V2 & W & OER Log

Canary/Control - Requests Count

A
ff“’f
w/ \

PROD:GLOBAL ™ @ [ = =& Log

Requests Count delta
2.504 (Canary - Confjrol)

PROD:GLOBAL ¢ & W =

Requests Count per site
delta (Canary - Control)

50.0 -

PROD:GLOBAL V2 & W & R Log

Canary/Control - Errors Count

PROD:GLOBAL . & @& [ ' = Log

Errors Count % delta
(Canary - Control) 1

& W £ Log

Errors Count per site delta
- Control)

PROD:GLOBAL [ &




Canary your deployments.
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Versions

Proxy

PRODUCTIZE



MHCTpyMeHTauusa Ha BCeX YPOBHSX.

o Cly —_— =
Clients 20t I . N

DNS logs Kafka
Access logs o °
CDN Proxy 1ogs Plpellne

|

|

|

8° !

1O |

|

AWS < ——-— -——[ Hive ] 1y

+ableau

ETLs

PRODUCTIZE

* Lumen: Custom, Self-Service Dashboarding For Netflix: https://medium.com/netflix-techblog/lumen-custom-self-service-dashboarding-for-netflix-8c56b54 1548c



https://medium.com/netflix-techblog/lumen-custom-self-service-dashboarding-for-netflix-8c56b541548c

3Hawn Korga (He) Tbl BO

MOHMUTOPb. =it

AT

MONITOR



Korga Tbl MeHsiellb KpUTUHECKUN NYTb
- BUHOBAT BO BCeM.

MONITOR

nosib3oBaTteneun

BMOOB YCTPOUCTB

CDN Servers
nokKauumn
3anpocoB B CEKyHOY

PoyTUHI Yepe3 VIHTepHeT

MUKPOCEPBUCOB

deployments B geHb



NMopxon K MOHUTOPUHTY.

Bonee

real-time
AN
1. OOGHapyxeHune
2. Triage
1 3. Jlokannsauug
4. [narHocTtuka
5. MoagenunpoBaHue

v bonee

aeTtanbHo

MONITOR

Dashboard cratncruka:
40 B Lumen

15 B Kibana

25 B Tableau



NMopxon K MOHUTOPUHTY.

Bonee
real-time

O\

O6Hapy>xeHune
Triage
Jlokanunsauus

o & WIN -

InarHoctunka
MopaenunpoBaHue

v bonee

aeTtanbHo

MONITOR

Bpems triage: 1-2 MUHYTDI

Bpemsa Ha AMarHoCTUKYy:
MUHYTbI O HECKO/IbKNX YacoB



Alerting Fatigue

Manb4nK KOTOpPbIN
Kpudan “Bonkn”

MONITOR



Moaxon K anepTUHry.

2 Alerts:

e [lIpoueHT Client Fallback
e [IpoueHT Probe errors

Alerts @ Time to resolve

()]

)

p -

2
DN YN0 OO NY o QY - ®I - 0O
P R m =SS e e3CCcs9% 5955 aa0
ST T TSH5S5535333g23535530wnm 00 0O
== = D oD < < < n N n

KonunyecTtBo kputndeckux alerts (B Hegento) / cpegHee BpeMSA MOYMHKN

sinoy ‘awl|



Mpo6bl NS AMarHOCTUKMU OLLMOGOK.

— o —

e N
[ ISP ‘.
|
: I
|
(Coepciow }— CDN ; l .
l cLouD 'L = : —
| Y \
A ) — T
! 1 CDN : .
. » ‘. y Private
o Backbone
- N
type: HTTP GET
name: steering test cloud: time / OK / FAIL
J tagiiiftest.me/prwe N —p ix-cloud: time / OK / FAIL
ix-cloud.test.me/probe iSp—ClOUd: time / OK / FAIL
isp-cloud.test.me/probe

~ J

MONITOR



Mpo6bl NS AMarHOCTUKMU OLLMOGOK.

[ ISP ‘.
! I
: :
(Creectow0 }— CDN ; .
|
g oo P — —xX=
e — | |
! 1 CDN : .
- 4 e y Private
"""""" Backbone
Y10 chomanocb?
cloud: FAIL - CoepuHeHune npoBangepa B 06/1aK0
ix-cloud: (0) ¢
isp-cloud: FAIL Can we fix it?

MONITOR

- A - nepeHanpaBnsem Tpauk yepes
IX CDN u Backbone



Mpo6bl NS AMarHOCTUKMU OLLMOGOK.

— o —

// - \
: ISP |
‘ !
|
] |
(Coepciow }— CDN - l .
l cLouD 'L - : —>
| Y
AR (on — | b o
| 1
1 I CDN
N - @@ ) “Private
"""""" Backbone
Y10 chomanocb?
cloud: FAIL - Backbone nyTtb B 06nako
ix-cloud: (0) ¢
isp-cloud: FAIL MoXeM NMOUYUHUTL?

MONITOR

- HA - nepeHanpaButb Tpadnk B 06/1aK0
HanpaMyto



Remediation for
Full Isolation

el il e e

CDN . .
—>
A \
I I IX !
| CDN 1 R
____________ Y o, Private
Backbone
Y10 cnomanoch?
cloud: FAIL -  WHdpacTpykTypa npoBavgepa nnm
ix-cloud: FAIL JOMAaLUHASA CEeTb

isp-cloud: FAIL

Can we fix it?
MONITOR - HET (HeTy paboTatoLiero nytm)



Automatic traffic

steering
Probes Data Pipeline Client Steering
N3mMepsem Bbibnpaem cambin Ncnonb3lyem
3a0ep>KKy no HadEe>HbIN NYTb BblIGpaHHbIV NyTb
BO3MOXXHbIM MyTSM ons production

B CeTU Tpaduka

MONITOR



NMpuHUUNbI NoAAepP>XXKU CUCTEMDI.

MONITOR

YMeHbllaem Mmacwtad nonoMOK.
Cobunpaem MeTpUKM.

Pab6ortaem Hag dashboards v triage toolset.
ABTOMaTUYECKN YNHUM MOTOMKU €C/TN MOXEM.
AnepTtnHr ecnm 6onbLUMe NOMOMKMN.



Workflow




Workflow

First prototype First prod traffic

Tmo

2+yr l

Probing system DNS Steering Gradual deployment

WORKFLOW



[NoaBepram COMHEHUIO CBOU

Yyucho.

Cnywawn, YTO roBOPSAT OaHHbIE.

4,

()
9,
\90’.

LEARN



He Bepb MHTYMLUM.

[MpuMepbl rae MHTYUUNS Hac noaBena:

LEARN

YckopeHue 3agepxkn ¢ CDN Proxy
CrabunbHoctb TCP Anycast
BnnaHne DNS koHurypaumm
BnuaHune TLS HacTpoek
PacnpegeneHune tpadmnka
Harpyska Ha MHQpaCTpyKTypy




Y4yucb Ha gaHHbIX us production.

[Mpumepbl npobnem n3s production:

LEARN

baru c HTerpaumen Ha KNMeHTe
JlIumntel Ha annHy URL

Legacy TLS kKoHurypaumnm
Baru B DNS Recursive Resolvers




Tonbko Tbl Mmo)xeLWlb TOMHO 3HATb UTO
paboTtaeTt gnsa TBOUX nonb3oBaTtenen.

Hawwuun pe3ynbTaTbl OT/IMHAKOTCHA OT.

e Akamai: DNS resolvers stats
e Uber: HTTP2 performance stats

e Cloudflare: TLS performance stats
o

LEARN

YYCb BCE JIENATb CAM!



foBopu HET MogHbIM TpeHAaM U puyam,
rnoka He aoKa3aJi UX NOoJZIe3HOCTb.

Y10 Mbl HE coenanu:

Nopggepxka ECS EDNSO subnet
N3meHeHne network policies gna anycast
Real-time PID loop ana 6anaHcUpoBKuK
KawnpoBaHme gaHHbIX

LEARN



O6pawia BHUMaHUE Ha HOBble
NPUMEeHeHwus.

MbI Ha4anm Co CHUXEHUS 3agepXxKn, HO
Tenepb TaKXe Ae/1aeM.

e banaHcupoBky AWS Ttpadumka no
permoHam

MopenunpoBaHune CDN reliability
KoHpurypmnposaHmne DNS
KoHurypmuposanune TLS/TCP

LEARN




3akno4vyeHue: noaxon K YCKOPeHUIo
3anpocos.

Probes Data Pipeline Client Steering
N3mMepsem Bbibnpaem cambin Ncnonb3lyem
3a0ep>KKy no ObICTPbIN U BblIGpaHHbIV NyTb
BO3MOXXHbIM NyTAM HaOEe>XHbIN NyTb ons production
B CeTU Tpaduka

MONITOR



3akJioueHue: noaxopn K YCKOPeHUIo
3anpocos.

AT TEEEEEEEEEEEEEEEEEEEE ~
V4 \
[ ISP :
|
D ' Recursive )
| Resolver | |
A= . ) —
| 1
1 1
)
\ - - \r-...-.---- - _______ _7 \
Path:
(e |

Resolver IP > IX Proxy

REMEDIATION

Private
Backbone



3aklo4YeHue: YTo HY>XHO AeNlaTb .

[MoHMMaun BNuUaHWE CeTU Ha CepBUC.
Mepsii TO UTO MOXKEeLLb MU3MEHUTD.
Ha4yunHaum ¢ npocToro.

IlyMai o nosioMKax npu NpoOeKTUPOBaHUN.
N36eran alert fatigue.

Ienan yto paboTaeT gnsa 1ebs, 9 He Ans
OPYyrux.

Yuyucb B npoLecce.

SUMMARY




Cnacubo.

N sfedorov@netflix.com

y) @sfedov
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