Thread Local
B C++

Kak OH ecTb

DINS



KTo aTOT MaJl4yumK, n YTo OH HaMm TyT 3aTUpPaET ;-)

Ctapwun paspabotunk B DINS

e PaspaboTka cepBuca nepegaym BMAEO B pearisHOM BPEMEHMU
e Cewmencteo npotokosioB RTP (Real-time Transport Protocol)
e Peanusauyua npotokosioB no RFC



KTo aTOT MaJl4yumK, n YTo OH HaMm TyT 3aTUpPaET ;-)

OnbIT 3a nnedYamu, Paragon Software 10+ net BeayLum paspadboTymk
HanpaBneHusl, TUMNnA.

Hpaneepa dpannoBbix cuctem nog macOS
imnnemeHTauua goannoBbiX CUCTEM

Cucrtema CHernwoTUHra 6roYHbIX (OUCKOBLIX) YCTPOMUCTB
ByT 3arpy34ymk

PeBepc MHXUHUPWHT

A ewe o4 MHOIo BCEro CUCTEMHOIO =)



Thread Local
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U710 BO3bMEM 3a OCHOBY?

Linux

e Ha cerogHsaWwWHNM aeHb UMEET Hanbonee ooLWnpHYyO0 nogaepxky thread local.
e Hanbonbliee pasHoobpa3ne BUOAOB MMMNIEMEHTALMN



HemHoro o6 asonwoumnm

CtaHoBneHue thread_local

e POSIX pthread getspecific / pthread_setspecific
e _ thread He cTtaHgapTHoe pacwumnpenmne GCC
e thread_local ctaHpapTmnsoaHo ¢ C++11



Thread Local

Tak KTO )Xe Tbl Takon?
-

Snippet 1 https://godbolt.org/z/hm82DC



https://godbolt.org/z/hm82DC

Kak Bce Ha4ymnHanocb

MNopoepxka B POSIX

Cospgatb kntod pthread_key create
CoXxpaHUTb KItoY B r11ob6anbHy0 NepeMEHHYH0
3apaem 3Ha4vyeHue pthread_setspecific
[Monyyaem 3HayeHue pthread_getspecific

He 3a0biTb yoanutb kntod pthread_key delete
N na! 3HayeHne Mmoxet ObITb TONbKO void*®



Kak n3daBuTbCHa OT 3TUX CIOXHOCTEN?

Hy>|<Ha nogaep>XkKa Co CTOPOHblI KOMIMUINATOPAa

e HectangaptHoe pacwupeHue _ thread
e CraHpapTtnsauuns B C++11 thread_local



[ ne MoXHO ucnornb3oBaTb HOBbIE Thread Local

Global scope

thread local unsigned t somevar;

Structure / class
struct A {

static thread_local unsigned t_somevar;
}i
[lepemeHHasa B oyHKLMN

unsigned fn() {
thread_local unsigned t_somevar = 0;

t_somevar++;

return t_somevar;
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A ewe -D

HaunHaga ¢ C++17 genatb inline
N B GNU coBmMecTUMbIX KOMNUNSAToOpax genarb ¢ aTpmbytom weak
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UTO Mbl OOMKHbI Y4ECTb

Executable DSO 1 DSON

o |
o |

Main thread Data

Thread 1 Data

7, . N
Inread N

“_
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Hayano BpemMeHun xun3Hu TL nepemMeHHOU

Havanom BpemeHun xusHn TL nepemMeHHON SBNSeTca 04HO 13 Crieaytowmnx
ycnoBun (6e3 ydeta ontummsaumnn)

e (Co3gaHune HoBOro Tpega
e 3arpyska HoBoro DSO cogepxatuero TL

(K



KoHeu BpeMeHun Xn3uu TL nepemeHHON

KoHuoM BpemMmeHu xun3Hn TL nepemMeHHOon ABNArTCS

e 3aBepLUeHMe Tpeaa
e Bruirpyska DSO cogepxauwtero TL
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HoBble cekumnmn

e .tdata
o .tbss

[Mloonepxka B ELF
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[Mloonepxka B ELF

HoBble pernoKkaunn

e R _X86_64 DTPMOD64
e R _X86_64 DTPOFF64

Nnn o6beanHeHHble B 0OHY 3anuchb
e R X86 64 TLSLD

Relocation table
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Global Offset Table (GOT)

OpraHusauus Position Independent Code (PIC)

.data

text

GOT

GOTrec O

GOT rec 1

GOT rec 2

OxDEAOOO

PLT rec O

PLT rec 1

0xDE9000

Mmoccapun

PIC - Position Independent Code
GOT - Global Offset Table
PLT - Procedure Linkage Table
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Thread Local Storage (TLS)

brnoku B namaTu, B KOTOPbIX XPaHATCA Tpe,u,-cneul/lcbmqecme OaHHble.

e Static - co3paeTtcs npu ctapTe nporpaMmmbl U TPEOOB
e Dynamic - cosgaetcsa npu 3arpy3ke DSO npu nomowm dlopen
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Anroputm coopmupoBaHusa Static TLS

Cratnyeckun TLS dopmupyetcss AMHaAMNUYECKUM NMNHKOBLLIMKOM Ha 3anycke
nporpamMmbil

o~ wbh =

[obaensaem TLS ucnonHsemoro canna (cekunu .tbss .tdata)
3arpyxaem npunumHkosaHHble DSO

[ob6asnsaem TLS ot 3arpyxeHHbix DSO (cekuuu .tbss .tdata)
Boliaensiem ognH 6mnok Ha Bce y4acTByoLmMe MOOYIN

HekoTtopble! PaHTainmMbl MoryT 0obaBnsaTbe 3anacHou Kycok (surplus)
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TCB & TLS

Ip’ tI.\':g[]IV(’II tisoffset | ll.s'u_f_'t.\'el{ TLS Blocks for
‘ } ¢ ) Dynamically—loaded modules

]

dtv
t

gen dtv dtv dtv dtv drv
t 1,1 1,2 t3 1,4 o’

Figure 1: Thread-local storage data structures, variant |

Ulrich Drepper: https://www.uclibc.org/docs/tls.pdf
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https://www.uclibc.org/docs/tls.pdf

[Ba “TpagnumoHHbIX” BapunaHTta TLS

Ipl II.\'(({]I\'(*II tlsoffset | ll.\'(g['/.'\'t’l( TLS Blocks for ’[»\'O/.‘f:\’l"‘, tisoffset tlsoffset 1p TLS Blocks for
- ’ Dynamically—loaded modules ‘ ; ‘ - ¢

Dynamically—loaded modules

]

¢ TCB

dwv dtv
: it 1t 1t ! gen dtv dtv

v v v 4
: 1,3 2 1.4 : 1.5 t 11 1,2

X , , drv drv drv
gen, dn ” dn i2 L3 14 L5

Figure 1: Thread-local storage data structures, variant I Figure 2: Thread-local storage data structures, variant II

Ulrich Drepper: https://www.uclibc.org/docsl/tls.pdf
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https://www.uclibc.org/docs/tls.pdf

TLS static & dynamic BapuaHT 2

tisoffset ; tlsoffset I[.s‘(z/_'lﬁs'ell lpl TLS Blocks for
) - Dynamically—loaded modules
TCB

]

dtv
t

gen dtv dtv dtv dtv drv _
! 1,1 1,2 1,3 1,4 1,5

Figure 2: Thread-local storage data structures, variant II
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Mopenu goctyna

General Dynamic
Local Dynamic
Initial Exec

Local Exec

TLS
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General Dynamic

Haunbonee obwasa moagenb U camas TaXenoBecHas.

e Tpen nokan nepeMeHHbIe NMMHKYKOTCS CHapy»xu (extern)
e Mbl He 3HaeM HaxoaaTca Ny oHn B Ctatnyeckom mnm uHammdeckom TLS
e Kaxpgasi n3 Tpepn nokan nepeMeHHbIX MOXeT ObITb U3 gpyroro DSO

BIN DSO 1 DSO 2
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33
34
35
36
37
38
39
40
41
42
43
44
45
46

__tls _get addr

void * __tls_get_addr (GET_ADDR_ARGS)
{
dtv_t *dtv = THREAD_DTV ();

if (__glibc_unlikely (dtv[0].counter != GL(d1_t1ls_generation)))
return update_get_addr (GET_ADDR_PARAM);

void xp = dtv[GET_ADDR_MODULE].pointer.val;

if (__glibc_unlikely (p == TLS_DTV_UNALLOCATED))
return tls_get_addr_tail (GET_ADDR_PARAM, dtv, NULL);

return (char %) p + GET_ADDR_OFFSET;

Penokauumn

R_X86_64 DTPMODG64
R_X86_64_DTPOFF64
R_X86_64_TLSLD
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TLS static & dynamic BapuaHT 2

tisoffset ; tlsoffset I[.s‘(z/_'lﬁs'ell lpl TLS Blocks for
) - Dynamically—loaded modules
TCB

]

dtv
t

gen dtv dtv dtv dtv drv _
! 1,1 1,2 1,3 1,4 1,5

Figure 2: Thread-local storage data structures, variant II
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[Tpumep GD

[Tpmep: example gd
https://godbolt.org/z/QfvmAV
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https://godbolt.org/z/QfvmAV

Local Dynamic

I'IepemeHHble HaxoaaTcsa B DSO, Mmbl 3HaeM 4TO OHM AN HAc NoKarbHbI

e [lepemeHHble MOryT HaxoanTbcs kak B CTaTtnyeckom Tak n B IMHaMNU4eCckom
TLS

e Ho Mbl 3HaeM YTO OHM HAaXOOATCA B OQHOM CTOpaaXe

e [locTaTo4HO MOMyYUTb aApec cTopaaka aAns agpecauumn BCex

BIN DSO 1

xS



[Mpumep LD

[Mpnmep: example Id
https://godbolt.org/z/g3y8uW
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https://godbolt.org/z/g3y8uW

Initial Exec

[lepemMeHHble HaxoaaTcs B O4HOM M3 MOAYynen OCHOBHOIO UcnonHaemoro dgpavna

e Haxopgarca B Ctatndeckom TLS (gaxe ecnun ns DSO)
e [lonyyaewm agpec ns GOT
e [lpocTON MHONPEKT OOCTYM

DSO
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[Tpumep IE

[Mpnmep: example ie
https://godbolt.org/z/BjWW68P
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https://godbolt.org/z/BjW68P

Local Exec

I'IepemeHHble HaxogATCA J1OKaJibHO B OCHOBHOM UCMOJTHAEMOM cba|7me

e CwMmelleHne 3apaHee N3BECTHO OTHOCUTENBLHO peructpa fs
e Cambin gelleBbl OCTYN U3 BCEX MOAESEN
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[Tpumep LE

[Mpnmep: example le
https://godbolt.org/z/YKQUrK

KK]


https://godbolt.org/z/YkQUrK

ManeHbK1U TproK oNnTUMU3aLnun

Ecnu mbl yBepeHbl 4To Haw DSO He ByaeTt 3arpyxatbces yepes dlopen.

e Ha cbopke DSO moxHo 3agatb -ftlIs-model=initial-exec
e Tonbko B cTaTndyeckomMm TLS
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MHnumanusauma: 4yTo HaMm roBopuT ctaHaapT!

Dynamic initialization of a block-scope variable with static storage duration or thread storage duration is
performed the first time control passes through its declaration; such a variable is considered initialized upon
the completion of its initialization. If the initialization exits by throwing an exception, the initialization is not

complete, so it will be tried again the next time control enters the declaration. If control enters the
declaration concurrently while the variable is being initialized, the concurrent execution shall wait for
completion of the initialization.%% If control re-enters the declaration recursively while the variable is being

initialized, the behavior is undefined. [ Example:
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[lecTpyKumna: 4TO HamMm roBopuT ctaHgapT!

Destructors ([class.dtor]) for initialized objects (that is, objects whose lifetime ([basic.life]) has begun) with
static storage duration are called as a result of returning from main and as a result of calling std::exit
([support.start.term]). Destructors for initialized objects with thread storage duration within a given thread
are called as a result of returning from the initial function of that thread and as a result of that thread calling
std::exit. The completions of the destructors for all initialized objects with thread storage duration within
that thread are sequenced before the initiation of the destructors of any object with static storage duration. If

the completion of the constructor or dynamic initialization of an object with thread storage duration is
sequenced before that of another, the completion of the destructor of the second is sequenced before the
initiation of the destructor of the first. If the completion of the constructor or dynamic initialization of an
object with static storage duration is sequenced before that of another, the completion of the destructor of
the second is sequenced before the initiation of the destructor of the first. [ Note: This definition permits
concurrent destruction. — end note ] If an object is initialized statically, the object is destroyed in the same
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Hy 4T0? Tenepb TO HaM BCe NOHATHO?

Snippet 1

https://godbolt.ora/z/Yh oZ

Wrappers
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https://godbolt.org/z/Yh_oZ_

Bpannepbl

[na nepemeHHon t_var
_ZTH5t_var - “TLS init function for t_var’ (weak symbol)

_ZTW5t_var - “TLS wrapper function for t_var*
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[Mpnmep thread local obbekTa

Snippet 2 Class
https://godbolt.ora/z/hha¥Ymg
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https://godbolt.org/z/hhaYmq

CymMmmmnpyem no obbekTam

NHuunanusnpyetcsa no nepsomy obpalleHuto
[Mopoxpaet gononHuTteneHyo HesBHYo Guard nepemeHHyto (thread local)
HesiBHO pernctpupyet BbldoBa gecTpyktopa ”_ cxa_ thread atexit”
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 ewle ogHo npasuno

He cmelumBaem OeCTPYKUMIO CTAaTUYECKMX OOBEKTOB C MCMNOSIb30BaAHNEM
nHnuymanusnpyemblx thread local
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A 4yTO ganbLue?

[eckpuntopHas Moaenb

e B GOT MOXHO XpaHUTb yKasaTernb Ha (PYHKUMIO pe3osiBep
e JIMHKep MOXeET BblbMpaTb Hanboree onTUMarsibHbI BapuaHT pe3osisepa

http://www.fsfla.org/~Ixoliva/writeups/TLS/RFC-TLSDESC-x86.txt
https://android.googlesource.com/platform/bionic/+/HEAD/docs/elf-tls.md
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http://www.fsfla.org/~lxoliva/writeups/TLS/RFC-TLSDESC-x86.txt
https://android.googlesource.com/platform/bionic/+/HEAD/docs/elf-tls.md

TLS Descriptors (TLSDESC)

struct TlsDescriptor { // NB: arm32 reverses these fields
long (*resolver) (long);
long arg;

}s

char*x get_tls_var() {
// allocated in the .got, uses a dynamic relocation
static TlsDescriptor desc = R_TLS_DESC(tls_var);
return (charx)__get_tls() + desc.resolver(desc.arg);

long static_tls_resolver(long arg) {
return arg;

43



Kak nonpoboBaTthb

[Moonepxka B komnunatopax vyepes donar -mtls-dialect=<dialect> (trad-vs-desc on
armo4, otherwise gnu-vs-gnu2)

e [lognepxka B GCC
e Clang noka He nogaepxmBaeT (kpome ARMG4)

https://godbolt.ora/z/-iZR4r

44


https://godbolt.org/z/-jZR4r

Benchmarks

[MponssoguTenbHoCTb!!?77?

benchmark

45



[lonBegem Utoru

Tak 4To y Hac B obounme!?

POSIX pthread * wupoko noggepxnsaetcs, Ho yctapen!??
Hosbin thread local adodpeKTUBHLIN MexaHN3M

HO nHorga coBcem He BecnnarteH

A KOHEYHO 3TO elle pa3BMBaOLLNNCS MHCTPYMEHT

46



A roe xe mecto anga Thread Local?
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[Tone3Hble CCbISIKA

Ulrich Drepper: https://www.uclibc.org/docs/tls.pdf
Alexandre Oliva http://www.fsfla.org/~Ixoliva/writeups/TLS/RFC-TLSDESC-x86.txt

Android https://android.googlesource.com/platform/bionic/+/HEAD/docs/elf-tls.md
ELwle ogHo uccnepnosanme https://chao-tic.qithub.io/blog/2018/12/25/tis#fnref:main
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https://www.uclibc.org/docs/tls.pdf
http://www.fsfla.org/~lxoliva/writeups/TLS/RFC-TLSDESC-x86.txt
https://android.googlesource.com/platform/bionic/+/HEAD/docs/elf-tls.md
https://chao-tic.github.io/blog/2018/12/25/tls#fnref:main1

Cnacnbo 3a BHMMaHue!

EBreHnn EpoxuH
mailto: the _gabber@mail.ru
telegram: @the_gabber

GitHub: https://github.com/the-gabber/tls _speech.git
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