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[hy 2] charlie [ﬂruslan.baimuhametov]

6onblume npo6nembl ¢ pab6utom, aukuit IOWAIT Ha kube-3

B0

L7 [ O6wee: 3h 41m 005] [03.09 08:52:40 — 03.09 12:33:40

trigger = IngressErrors5xx, NodePressureConditions,
KubernetesDaemonSetReplicasUnavailable
kubernetes = main

prometheus = kube-prometheus/main

Aneprbi Uctopus  Mopo6Hble Dpyrue B npoekTte UHCTpyKLMuM

0
E] (03.0909:28:12 = 03.09 09:38:12 | [ 03.09 09:48:42 — 03.09 10:09:42 |
(=] [¢)

trigger = KubernetesDaemonSetReplicasUnavailable

daemonset = oom-killer-exporter
namespace = kube-prometheus

Count of unavailable replicas in DaemonSet kube-prometheus/oom-killer-exporter above threshold.

0
[E [i] (03,09 09:27:42 — 03.09 09:37:42 | [ 03.09 09:48:42 — 03.09 10:09:42
(&) [¢]

trigger = KubernetesDaemonSetReplicasUnavailable

daemonset = node-exporter
namespace = kube-prometheus

Count of unavailable replicas in DaemonSet kube-prometheus/node-exporter above threshold.
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[ L7 ] [ Obwwee: 3h 41m 00s ] [ 03.09 08:52:40 — 03.09 12:33:40

trigger = IngressErrors5xx, NodePressureConditions,
KubernetesDaemonSetReplicasUnavailable
kubernetes = main

prometheus = kube-prometheus/main

Uctopus  Mopo6Hble Dpyrue B npoekTte UHCTpyKLMuM
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;
[ O6usee: 3n 41m 00s | { 03.09 08:52:40 — 03.09 12:33:40

trigger = IngressErrors5xx, NodePressureConditions

KubernetesDaemonSetReplicasUnavailable
kubernetes = main

prometheus = kube-prometheus/main

AnepTbl Uctopua TMopobHble Lpyrve B npoekTe MHCTpyKLMM
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(s3)(# ][ |[=2][03.0909:28:12— 03.09 09:38:12 ] [ 03.09 09:48:42 — 03.09 10:09:42 ]

(=) (=)[s] (=]

trigger = KubernetesDaemonSetReplicasUnavailable

daemonset oom-killer-exporter
namespace = kube-prometheus

Count of unavailable replicas in DaemonSet kube-prometheus/oom-killer-exporter above threshold.

T i
@ E] (= 2] [03.09 09:27:42 = 03.09 09:37:42 | [ 03.09 09:48:42 — 03.09 10:09:42 |
(o) (¢]

trigger = KubernetesDaemonSetReplicasUnavailable

daemonset = node-exporter
namespace = kube-prometheus
Count of unavailable replicas in DaemonSet kube-prometheus/node-exporter above threshold.
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6onblume npobnembl ¢ pab6utom, aukuii IOWAIT Ha kube-3

;
[ O6usee: 3n 41m 00s | { 03.09 08:52:40 — 03.09 12:33:40

trigger = IngressErrors5xx, NodePressureConditions
KubernetesDaemonSetReplicasUnavailable

kubernetes = main

prometheus = kube-prometheus/main

' Aneprbl Uctopus  Mopo6Hble Dpyrve B npoekTe WUHCTpyKumm
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(s3)(# ][ |[>2][03.0909:28:12— 03.09 09:38:12 ] [ 03.09 09:48:42 — 03.09 100942 |
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trigger = KubernetesDaemonSetReplicasUnavailable

daemonset oom-killer-exporter
namespace = kube-prometheus

Count of unavailable replicas in DaemonSet kube-prometheus/oom-killer-exporter above threshold.

D
@ E] (= 2] [03.0909:27:42 — 03.09 09:37:42 | { 03.09 09:48:42 — 03.09 10:09:42 |
(#] (¢

trigger = KubernetesDaemonSetReplicasUnavailable
daemonset = node-exporter
namespace = kube-prometheus

Count of unavailable replicas in DaemonSet kube-prometheus/node-exporter above threshold.




000 - 2

% = | B charlie | | g ruslan.baimuhametov

6onblume npobnemol ¢ pab6utom, aukuii IOWAIT Ha kube-3
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L7 \ Obiuee: 3h 41m 00s | \ 03.09 08:52:40 — 03.09 12:33:40

trigger = IngressErrors5xx, NodePressureConditions,
KubernetesDaemonSetReplicasUnavailable

kubernetes = main

prometheus = kube-prometheus/main

AnepTbl
4 ) ‘ 03.09 09:28:12 — 03.09 09:38:12 ’ [ 03.09 09:48:42 — 03.09 10:09:42
| |2 | & || B
trigger = KubernetesDaemonSetReplicasUnavailable
daemonset = oom-killer-exporter
namespace = kube-prometheus

Count of unavailable replicas in DaemonSet kube-prometheus/oom-killer-exporter above threshold.

L ‘ =) [ 03.09 09:27:42 — 03.09 09:37:42 ] [03.09 09:48:42 — 03.09 10:09:42
IR
trigger = KubernetesDaemonSetReplicasUnavailable
daemonset = node-exporter
namespace = kube-prometheus

Count of unavailable replicas in DaemonSet kube-prometheus/node-exporter above threshold.
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6onbline npobnemol ¢ pab6utom, ankui IOWAIT Ha kube-3

trigger = IngressErrors5xx, NodePressureConditions,
KubernetesDaemonSetReplicasUnavailable

kubernetes main

prometheus = kube-prometheus/main

AnepTtbl
4
2| |%%| & ||
1 trigger = KubernetesDaemonSetReplicasUnavailable

| daemonset = oom-killer-exporter
| namespace = kube-prometheus

I Count of unavailable replicas in DaemonSet kube-prometheus/oom-killer-exporter above threshold.

trigger = KubernetesDaemonSetReplicasUnavailable

Count of unavailable replicas in DaemonSet kube-prometheus/node-exporter above threshold.
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KpaTKoe onucaHue...
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[L» 1] [26.10 04:55:21]

trigger = backup
backup_target = str
backup_type = MYSQLDUMP

(#]

Aneprbl Uctopus  TMopoGHble Npyrue B npoexTe UHCTpyKLMK

Q
(54] [o1] 2610045521
]

mysqldump failed, exit code 2. Pruning of old archives skipped
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KpaTKoe onucaHue...

(] (@95)

[L» 1] [ 26.10 04:55:21]

trigger = backup
backup_target = str
backup_type = MYSQLDUMP

£l

Aneprbl WUctopus  MopoGHble Npyrue B npoexTe WUHCTpyKLmMM

mysgldump failed, exit code 2. Pruning of old archives skipped
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3TOT XOCT — BCé
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[ 1] [26.10 010007 | [ - [16] = | [ 26.10 18:0009

trigger = Run of backup script failed
start_point = cron-55cddfcf4f-ktrwp
backup_target = !
backup_type = borg_backup_files_ext.sh REDIS-RDB /var/lib/redis/dump.rdb --prune
"--keep-hourly 72 --keep-daily=30"
@]

Aneprbl Uctopus  Mopo6Hbie Dpyrue 8 npoekTe UHCTpyKumm

o I |
(- 18] [26.10 01:00:07 | [ = [16] = | [ 26.10 18:00:09 |
(=)

This error occurred in the borg_run_on_ext.sh script, it may be redundant




0:00
0:00

0:00

Aneprtbl Uctopus

aa

alfa

JTOT XOCT — BCé

a00

¥§] vadim.lazovsky

nogpobHoe onucaHue. ..

o

& 9/9

(- 1] [ 26.10 010007 | [ - [16] = | [ 26.10 18:0009

trigger
start_point
backup_target
backup_type

o]

Run of backup script failed
cron-55cddfcf4f-ktrwp

borg_backup_files_ext.sh REDIS-RDB /var/lib/redis/dump.rdb --prune
"--keep-hourly 72 --keep-daily=30"

Mono6Hble [pyrue B npoekTe MHCTpYKLMK

|['-»18] [ 26.10 01:00:07 | | — [16] = | [2610180009]'

&

This error occurred in the borg_run_on_ext.sh script, it may be redundant




0:00 0 o

0:00

0:00

Aneptbl UcTopus

@e0Ban
Y Eiu | | =B chartie | | B yulia.zaykova

¢nanaer

@&

(O6uee: 32m 30s | [ 26.10 15:09:47 — 26.10 15:1347 | [— [8] = | [ 26.10 17:41:17 — 26.10 17:41:47 |

trigger = IngressResponses5xx
kubernetes = msm-prod
controller = main

ingress = site

location = /
namespace = site-production
prometheus = kube-prometheus/main

service = site
service_port = 80
vhost =

(=) (4]
MonoGHble [pyrve B npoekTe MHCTpYKLmK

E] (- 11] (2610 15:09:47 — 26.10 15:13:47 | [ = [8] = | [ 26.10 17:41:17 = 26.10 174147 |

() (=] (¢][#]
URL

on Ingress site has more than 10% 5xx responses from backend.
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= IngressResponses5xx

msm-prod

main

ingress = site

service_port = 80

vhost
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on Ingress site has more than 10% 5xx responses from backend.
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trigger = TargetDown
kubernetes = kube-sandbox-21
container = ca-auth-proxy
instance = 10.244.37.14:9403
job = cert-manager

namespace = d8-cert-manager
cert-manager-d74867c84-485n4.
Kube-prometheus/main

pod

prometheus
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trigger = TargetDown
Kkubernetes = kube-sandbox-21

container = ca-auth-proxy
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job = cert-manager
namespace = d8-cert-manager
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prometheus = kube-prometheus/main
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trigger = TargetDown
Kkubernetes = kube-sandbox-21
container = ca-auth-proxy
instance = 10.244.37.14:9403
job = cert-manager
namespace = d8-cert-manager
pod = cert-manager-d74867c84-485n4

prometheus = kube-prometheus/main
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[MpumMepbl MQL (gna nomncka):

trigger = "IngressResponses5xx"



[MpumMepbl MQL (gna nomncka):
trigger = "IngressResponses5xx"

trigger = "IngressResponses5xx" AND project = "horns-and-hooves"



[MpumMepbl MQL (gna nomncka):

trigger = "IngressResponses5xx"
trigger = "IngressResponses5xx" AND project = "horns-and-hooves"
project = "horns-and-hooves" AND trigger = "IngressResponses5xx"

AND ~kubernetes = "msm-prod" and ~vhost =~ '"static.example.com"



[MpumMepbl MQL (gna nomncka):

trigger = "IngressResponses5xx"

trigger = "IngressResponses5xx" AND project = "horns-and-hooves"
project = "horns-and-hooves" AND trigger = "IngressResponses5xx"
AND ~kubernetes = "msm-prod" and ~vhost =~ '"static.example.com"

[Mpumepbl MQL (g1a MapupyTusaumm):

project = "horns-and-hooves" AND ~server = '"gitlab" -> @vasiliy.vasiliyev



[MpumMepbl MQL (gna nomncka):

trigger = "IngressResponses5xx"

trigger = "IngressResponses5xx" AND project = "horns-and-hooves"
project = "horns-and-hooves" AND trigger = "IngressResponses5xx"
AND ~kubernetes = "msm-prod" and ~vhost =~ '"static.example.com"

[Mpumepbl MQL (g1a MapupyTusaumm):

project = "horns-and-hooves" AND ~server = '"gitlab" -> @vasiliy.vasiliyev

project "horns-and-hooves" AND ~kubernetes = '"dev" -> @petr.petrov
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trigger = KubernetesStatefulSetReplicasUnavailable
kubernetes = main

namespace = gogomonia-production
prometheus = kube-prometheus/main
statefulset = gogomonia-alfa-russia

(=) (8] (=]

Anepbl Mctopus  MopobHbie [pyrue B npoekTte MHCTpYKLMM

@ (¢] (28.10 14:03:12 — 2810 1405:42 |

()(=)(e] (=]

Count of unavailable replicas in StatefulSet gogomonia-production/gogomonia-alfa-russia above threshold.




0:00 -

kubernetes
namespace
prometheus

statefulset

LAk

¥ tfmon |11 ) polina.gazizova 4 & 0/0
KpaTKOE onvcake... 5 1 | [ O6uee: 02m 30s ] | 28.10 14:03:12 — 28.10 14:05:42
trigger KubernetesStatefulSetReplicasUnavailable

main
gogomonia-production
kube-prometheus/main

gogomonia-alfa-russia

r
Aneptol [l Mcropus | Mopo6Hole ([SXEE) (CIERY 1 Lpyrve & npoexre [0 47 Mucrpykumm [CH00)

L e |

n \EJ (2810 140312 — 28.10 1405:42 |

2| ||| &) (0

Count of unavailable replicas in StatefulSet gogomonia-production/gogomonia-alfa-russia above threshold.
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trigger
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trigger
kubernetes
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statefulset

KubernetesStatefulSetReplicasUnavailable

main

gogomonia-production

kube-prometheus/main
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kubernetes
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trigger
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main

gogomonia-production
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trigger
kubernetes
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24/7 & CMeHbl No 8 YacoB TOMbKO ByAHME AHW
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@\ Changes to escalation documents 1643858F G
Sergey Grigoryev authored 3 days ago

B no_data_for.md 950 Bytes ‘® ¢ B @ @B @ Edit WebIDE Replace

title: DRM-stat no-data-for

mql: project=~ and trigger=~no-data-for
priority: 3
DRM-stat no-data-for

B cny4ae nony4yeHus aToro anepra yBeAoMUTb AEXYPHbIX

DneKTpoHHas noyra:
TenedoH:

OTNpaBuTb NUCbMO:

3pgpascTeynTte! HabnopaeM Kak nepectanu OTHaBaTLCA [aHHLIE N0 CYETYUKY <HA3BaHME CYETHYWKa>, OaHHble BepyTcs oTclpa
MpoBepbTe noXanyWcrTa XMB NU CEPBUC U €CAM Aa, TO NOYEeMy nepecTany 0THaBaTbCA OAaHHbIe.

B Konuio nucbMa NnocTaBuTh:




@ Changes to escalation documents
Sergey Grigoryev authored 3 days ago

B no_data_for.md 950 Bytes ®

1 n_lql: project=~ a d_tr gger=~no-da_ta-for I

DRM-stat no-data-for

B cnydae nony4eHus aToro anepra yBeAoMUTb AeXYPHbIX

OneKTpoHHas noyra:
TenedoH:

OTnpasuTb NUCbMO:

1b43858f @

¢ B ™ @B @ Edit WebIDE Replace

3ppascTeyiTe! HabnwpaeM kak nepectand OTAABaTLCA AaHHLIE NO CYETYMKY <HA3BaHME CYeT4MKa>, AaHHble GepyTcs oTcwoaa

l‘lpoaepre noxanyﬁma XUB NU CepBuUC U eCcnu fga, TO no4YeMmy nepectand oTAaBaThbCA OaHHbIE.

B Konuio nucbMa NnocTaBuTh:
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Y10 “MOHUTOPUTDL ?



Y10 “MOHUTOPUTDL ?

BHyTpeHHMe nokasatenun?
df, loadavg, free, ..



Y10 “MOHUTOPUTDL ?

BHyTpeHHMe nokasatenun?
df, loadavg, free, ..

[MokasaTenn AoCTynHOCTU?

KOZbl OTBETOB, BPEMS OTBETOB, NpoxoauT curl, smoke-TecTh, ...



Y10 “MOHUTOPUTDL ?

BHyTpeHHMe nokasatenun?
df, loadavg, free, ..

[MokasaTenn AoCTynHOCTU?
KO[bl OTBETOB, BpeMA OTBETOB, NMPOXOoANT curl, smoke-TtecTbl, ...

busHec MeTpukn?
,D,O6aB}'IeHl/IFI B KOP3UHY, CAe/laHHble 3aKa3bl, YCrewHble TpaH3akKunn, ..



AunemmMma
«MNO3[4HO> / «NULUHEEe>

Y10 “"MOHUTOPUTDL"? P

BHyTpeHHMe nokasatenun?
df, loadavg, free, ..

[MokasaTenn AoCTynHOCTU?
KO[bl OTBETOB, BpeMA OTBETOB, NMPOXOoANT curl, smoke-TtecTbl, ...

busHec MeTpukn?
,D,O6aB}'IeHl/IFI B KOP3UHY, CAe/laHHble 3aKa3bl, YCrewHble TpaH3akKunn, ..



Severity?

DEBUG
INFO
WARNING
ERROR
CRITICAL

Priority?

Minor
Moderate
Major
Critical



Impact ¢

Negligible

[wnarHoctuyeckas uHdopmaums. Monb3osartenu He
3aMeyatoT Kakux-nubo aHoManuii B paborte CUCTEMbI.

Likelihood

certain ©

likely €

possible €

unlikely €

rare ©

Likelihood ¢
Certain
MHumaeHT *yxe* nponsowwén, cpasy npuctynartb k damage
control.
2 deadly © catastrophic © critical © marginal €& negligible &




Impact ¢

Negligible

[wnarHoctuyeckas uHdopmaums. Monb3osartenu He

3aMevaloT Kakux-nubo aHoManuit B pa60Te CUCTEMDI.

Likelihood ¢
Certain

MHumaeHT *yxe* nponsowwén, cpasy npuctynartb k damage

control.

Likelihood

certain ©

likely €

possible €

unlikely €

rare ©

deadly ©

catastrophic ©

critical ©

marginal €&

negligible &

A TakK Xe:

® OTaeneHune okpy*>keHud



Impact ¢

Negligible

[wnarHoctuyeckas uHdopmaums. Monb3osartenu He

3aMevaloT Kakux-nubo aHoManuit B pa60Te CUCTEMDI.

Likelihood

Certain

MHumaeHT *yxe* nponsowwén, cpasy npuctynartb k damage

control.

Likelihood

certain ©

likely €

possible €

unlikely €

rare ©

deadly ©

catastrophic ©

critical ©

marginal €&

negligible &

A TakK Xe:

® OTaeneHune okpy*>keHud

e [lapameTpusaums
MOPOroBbIX 3HAYEHWI



x A TakK Xe:

Impact
Negligible
[wnarHoctuyeckas uHdopmaums. Monb3osartenu He o OT .ﬂle nedme O pr)'KeH e

3aMevaloT Kakux-nubo aHoManuit B pabote cUCTEMbI.

Likelihood
e [lapameTpusaums
Certain P 2 a _
MHumaeHT *yxe* nponsowwén, cpasy npuctynartb k damage Mo po FOBbIX 3HAYEHUU
control.
e [lapameTpusaums
—_— i deadly © catastrophic € critical © marginal & negligible & ypOBHﬂ Ce BepMTM
certain €
likely €
possible €
unlikely €

rare ©




Likelihood

certain ©

likely €

possible €

unlikely ©

rare ©

deadly ©

Impact

Negligible

[wnarHoctuyeckas uHdopmaums. Monb3osartenu He
3aMevaloT Kakux-nubo aHoManuit B pabote cUCTEMbI.

Likelihood
Certain

MHumaeHT *yxe* nponsowwén, cpasy npuctynartb k damage
control.

catastrophic © critical © marginal €& negligible &

A TakK Xe:

® OTaeneHune okpy*>keHud

e [lapameTpusaums
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Xotute Open Source?

Mbl nto6uM Open Source..

werf, grafana-statusmap, shell-operator, loghouse.. — y Hawmnx NpoOeKToB
y>e 6bonee 3000 3BE3[, cM. github.com/flant

.. HO pecypcbl OrpaHUYEHbl

Bblno 6bl KNACCHO Aenath Bce NPoAyKThl kak Open Source.
K coxaneHuto, 310 3aTpaTHO U 60/blIas OTBETCTBEHHOCTb

Mpepnaraem ¢pnewmMob: pacckarkmTe, YTO BaM 3TO HYXKHO
MogenuTech CCbIIKOM Ha 3TOT Aoknaj B Facebook mnu Twitter ¢ xawterom #OnaHT


https://github.com/flant/

XoTuTte K cebe B KOMMNaHUIO?

Mbl roToBbI BHELPATb

Ecnu Bbl paboTaeTe B KPYMNHOM KOMMaHUM
M BaC 3aUHTEPECOBAO peLlleHne — aaBamTte ob6CyanM ero BHe4peHne

.. U gopabaTbiBaTb
Apantaums — Heobxoammas cocTaBsiowas NoAOOHbIX pPeLeHUiA

Hanuwute Ha sales@flant.ru
TeMa: «CucteMa ynpasneHns MHUMAEHTaMn»



mailto:sales@flant.ru

3HaKoMble npobnembi?

Mbl nwem 6usHec-napTHeEpaA!

MoMoub caenaThb Nyyllee pelleHne no ynpaeneHuio MHUMAEHTaMM
B ponu product-meHemykepa 1 NpoaBNHYTb €ro Ha PbIHOK

Ycnex npogykTa — Bal ycnex
ObmMeHsem OOJIIO C MPOEKTA HAa NOTOBHOCTb NMOCBATUTb EMY CBOE BpeMA

Hanuwute Ha hr@flant.ru
TeMa: «CucteMa ynpasneHns MHUMAEHTaMn»



mailto:hr@flant.ru

Cnacunbo Cepreto [HyckoBy, [eHHaauo KanalwHMKoBy
M AHTOHY KNMMOBY, KOTOpbIE BCe 3TO caenanm!
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Kp"nr B cron DATADOG ﬂ,e)'KyprlV] NHXEHEP

NCTOYHUKN COOBLEHNI



Cnacunbo!

Omutpun Ctonapos
CTO & Co-founder

dmitry.stolyarov@flant.com

ONAHT

Haw 6nor Ha Xa6pe

Q habr.com/company/flant

Haw YouTube-kaHan
B \outubecom/c/®nant

MpuxoguTte K HaM paboTaTtb

job.flant.ru


https://habr.com/company/flant
https://www.youtube.com/c/%D0%A4%D0%BB%D0%B0%D0%BD%D1%82
mailto:dmitry.stolyarov@flant.com
http://job.flant.ru

