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Kpuntorpadusa ana Java-nporpammmcTa

* [eHepaToOp CAYYaUHbIX YUCen * java.security.SecureRandom
* LiIndpoBaHme e javax.crypto.Cipher
e Xew-pyHKUUN * java.security.MessageDigest

* LLindpoBaHMe c OTKPbITbIM Katod4om  * javax.crypto.Cipher

e DL * java.security.Signature



Kpuntorpadusa ana Java-nporpammmcTa

* [eHepaToOp CAYYaUHbIX YUCen * java.security.SecureRandom
* LiIndpoBaHme e javax.crypto.Cipher
e Xew-pyHKUUN * java.security.MessageDigest

* LLindpoBaHMe c OTKPbITbIM Katod4om  * javax.crypto.Cipher

e DL * java.security.Signature

@since 1.4
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Secure Random

Kpuntorpadpuyeckn-cTOMKUM reHepaTop nceBaoCaAy4amHbIX YMcen



Secure Random

* [eHepaToOp CAy4YaUHbIX Yncen
* [TouTun KaK java.util.Random

* ...TONIbKO KpUNTOrpapuyeckmn CTOMKnUm



Secure Random

* [eHepaToOp C/AYyYaUHbIX Ynucen
* [TouTun KaK java.util.Random
* ...TOIbKO KpUNTOrpapmuyeckmn CTOMKnUn

* HUKTO He NnpeacKaskeT cneayoLnii Bbixoa, AaxKe 3Hasa npegblaylme



Secure Random

var random = new SecureRandom();

var bytes hew byte[20];

var result = random.nextBytes( bytes );



Secure Random

var random = new SecureRandom();
var bytes = new byte[20];

var result = random.nextBytes( bytes );

var i = random.nextInt()
var 1 = random.nextLong()
var d = random.nextDouble()



Secure Random

var random = new SecureRandom();

String newPassword = random.ints( 30, 'A', 'Z' )
.mapToObj( Integer::toString )
.collect( joining() )
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Secure Random: 4yTo AenaTb TOYHO He Haao!

* He Hy*HO "ycnnmsatb 6e3onacHoOCTbL'

// TaK genaTtb He HY}KHO

new SecureRandom( new SecureRandom().generateSeed( 128 ) )

// TaK TOXe He Haao
var nextByte = (byte) ( random.nextLong() && OxFFeO >> 8 )
var nextInt = (int) ( random.nextLong() && OxFFFFFFFF )
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Secure Random: "mMakcMmanbHana 3awmrta’

var secureRandom = SecureRandom.getInstanceStrong()

* ObecneynBaeT 3aLLUUTY NoyYLle

* Ho moxKeT NPUBECTU K 6ECKOHe‘-IHON\y OXNAaAHUIO

* B 3aBncmmocTu ot Bepcui n Hactpoek OC n JVM
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javax.crypto.Cipher

CummeTpuyHoe WwndppoBaHme
a.k.a.

WndpoBaHUE HA CEKPETHOM K/to4e
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javax.crypto.Cipher

CoobuweHne —
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javax.crypto.Cipher
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javax.crypto.Cipher

napameTpbl

napameTpbl
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javax.crypto.Cipher

napameTpbl

napameTpbl
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javax.crypto.Cipher: Bbibop transformation

ANropuUtTm WMpPOBaAHUA

a.k.a. transformation:

AES/GCM/NoPadding

AESIGGMIHnPaddmg
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javax.crypto.Cipher

napameTpbl
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javax.crypto.Cipher: Knto4 1 napameTpsbl

* AES/GCM/NoPadding:
e Kntoy: 128, 192 unm 256 but

* [lapameTpbl:
* BekTOop nHuumanunsauum IV: 96 but

e [1nnHa Tera uenoctHoctu: "128" (bur)
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javax.crypto.Cipher: Knto4 1 napameTpsbl

* AES/GCM/NoPadding:
e Kntoy: 128, 192 unm 256 but

* NMapameTpb!: Boobue
/ He ceKper
* BekTOop nHuumanmsaumnm [V: 96 6MT/

e 1nnHa Tera uenoctHoctu: "'128"

21



javax.crypto.Cipher: Knto4 1 napameTpsbl

* AES/GCM/NoPadding: CTpaLUHbIA

ceKper!
e Kntoy: 128, 192 unm 256 but

* NapameTpbi: Boobue
/He ceKkper
* BekTOop nHuumanunsauum IV: 96 but

Mpu wundpposaHuu
Java creHepupyet

camocToaTenbHoO v
22

e 1nnHa Tera uenoctHoctu: "'128"



javax.crypto.Cipher: nony4yeHune Kntoya

A. MpocTo 3anuncaTb cnyyamHble 16 6anT B
KOHdUrypauuto B baseb4 nnam B hex
*» 95J9Rg8phB4VGjC3jUS5L
e 3f2f6ffced4bOf5eb25c5dt6d94e724
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javax.crypto.Cipher
AES Cipher Example

@ GitHib gist




javax.crypto.Cipher: reHepauma Kar4a

B. Wcnonb3oBaTb reHepauuto Kao4a 13 NaponA

byte[] SALT = "Saltl".getBytes(StandardCharsets.UTF_8);
char[] SECRET_PHRASE = "mySecretPassword".toCharArray();

SecretKey generateKey( char[] secretPhrase ) throws Exception {
var factory = SecretKeyFactory.getInstance( "PBKDF2WithHmacSHA256" );
var spec = new PBEKeySpec( secretPhrase, SALT, 1, 128 );
var temp = factory.generateSecret( spec );

return new SecretKeySpec( temp.getEncoded(), "AES" );

25



javax.crypto.Cipher: reHepauma Kar4a

B. Wcnonb3oBaTb reHepauuto Kao4a 13 NaponA

byte[] SALT = "Saltl".getBytes(StandardCharsets.UTF_8);
char[] SECRET_PHRASE = "mySecretPassword".toCharArray();

SecretKey generateKey( char[] secretPhrase ) throws Exception {
var factory = SecretKeyFactory.getInstance( "PBKDF2WithHmacSHA256" );
var spec = new PBEKeySpec( secretPhrase, SALT, 1,{(128));
var temp = factory.generateSecret( spec );

return new SecretKeySpec( temp.getEncoded(), \"AES"));
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byte[] encrypt( SecretKey secretKey, byte[] openText ) throws Exception {

var cipher = Cipher.getInstance( "AES/GCM/NoPadding" );
cipher.init( Cipher.ENCRYPT_MODE, secretKey );

cipher.doFinal( openText ); @

var gcmParams = cipher.getParameters().
getParameterSpec( GCMParameterSpec.class );

byte[] iv = gcmParams.getIV();

byte[] cipherText

var result = new byte[ iv.length + cipherText.length ];
System.arraycopy( iv, 0, result, 0, iv.length );
System.arraycopy( cipherText, 0, result, iv.length, cipherText.length );

return result;

} 27



Pe3ynbTaTt BbINOAHEHMA meToda encrypt()

* byte[] result

I

e 12 6aUT BEKTOp MHUUMANU3ALUNN
e N 6aUT - [OaHHbIE

28



javax.crypto.Cipher: pacwmnppoBaHue

1. nony4ynTb U3 KoHPUrypauum / oT nosb3oBaTens Kawou
2. uU3BNeYb U3 AaHHbIX BEKTOP MHMnUuanmnsaumm IV

3. pacwmndpoBaTb

29



int IV_LENGTH = 12; // bytes
int TAG SIZE = 128; // bits
byte[] decrypt( SecretKey secretKey, byte[] message ) throws Exception {

var iv = Arrays.copyOfRange( message, 0, IV _LENGTH ); @

var cipherText = Arrays.copyOfRange( message, IV _LENGTH,
message.length );

var gcmParams = new GCMParameterSpec( TAG_SIZE, iv );
var cipher = Cipher.getInstance( "AES/GCM/NoPadding" );
cipher.init( Cipher.DECRYPT _MODE, secretKey, gcmParams )

J

byte[] openText = cipher.doFinal( cipherText );
return openText;
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javax.crypto.Cipher

* Boixoa decrypt:

a) byte[ ]
b) Exception
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Icnonb3oBaHWe WndpoBaHUA

* LiIndppoBaHMe — 3TO cO3aaHUE
30WUWEHHO20 KaHOA €8A3U

32



Icnonb3oBaHWe WndpoBaHUA

* [lpyrne KaHanbl CBA3U:
*tcp
* http
* pannoBasa cucTema
* pensaumoHHana 6a3a AaHHbIX
*redis
* cookies

33



Icnonb3oBaHWe WndpoBaHUA

e..cOenaTb HEHAAEKHbIM KaHan cBA3n bonee
HaAEeXHbIM
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Icnonb3oBaHWe WndpoBaHUA

e..cOenaTb HEHAAEKHbIM KaHan cBA3n bonee
HaAEeXHbIM

* ...MCMNO/Ib30BATb HEHAAEXKHbIN KaHaN CBA3M BMECTO
HaAEXHOro
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Icnonb3oBaHWe WndpoBaHUA

e..cOenaTb HEHAAEKHbIM KaHan cBA3n bonee
HaAEeXHbIM

* ...MCMNO/Ib30BATb HEHAAEXKHbIN KaHaN CBA3M BMECTO
HaAEXHOro

®...0TKA3aTbCA OT IMWUHETO KaHa/la CBA3MU...
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Icnonb3oBaHWe WndpoBaHUA

e..cOenaTb HEHAAEKHbIM KaHan cBA3n bonee
HaAeXHbIM

* ...MCMNO/Ib30BATb HEHAAEXKHbIN KaHaN CBA3M BMECTO
HaAEXHOro

e ...OTKa3aTbCA OT /IMLLUHEro KaHa/na CBA3WU... HANpumep
OoT 6a3bl AAHHbIX

37



Icnoab30BaHMe WMPPOBAHUA

cepsep
NPUNOXKEHUN

K3LW

ceccum
(redis)

38



E=sossion | D

cepsep

NPUNOXEHUN

login
password

) | emmmm{ing Use ]y
aE— ) \/ O Session—

em——cession |Delp

ceccum
(redis)

o N d Session—
—user d atg———
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Icnonb3oBaHWe WndpoBaHUA

* Mbl XpaHUM AaHHble B redis, NOTOMY YTO He AoBepsAem

nepenayvyy AdaHHbIX NMNoJ/ib30BaTeNO:

* NO/Ib30BaTE/Ib MOXKET NOMeHATb userid / cBou npasa B

oTnpaBaAAeMbIX AaHHbIX (cookie)

* MOXET Mbl NMPOCTO HE XOTUM OTAABATb YUTO-TO MOJZIb30BATEJIHO

(Hanp. Kapmy)
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|3 ckbOxm—

cepsep

NPUNOXEHUN

login
password

) | essmmmm{ing Use ey

: encrypt

e ) | 5 Ck b O Xl

: decrypt
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[TAtoCkbl MICNOAb30BaAHMA WKMPPOBAHUA

* HE HYXXeH A0MO/IHUTE/bHbIN cepBuc (KoL)

* Nerkoe macwTabupoBaHue peLleHuns

* (DaxKe mexay aaTa-ueHTpamm)

42



MWHYCbI NCMO/Ib30BaHUA LWUNPPOBAHUSA
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MWHYCbI NCMO/Ib30BaHUA LWUNPPOBAHUSA

* HET MHBaIMAALUMNN KILLIA

4.4



Icnonb3oBaHMe WwWndpoBaHua: blackbox mHr
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send code to

api-mobile

q

+7 (123) 456-7890

W  session|d: .. =——

session: {sessionld}

code: 123456

q

+7 (123) 456-7890

ok
access granted

send code to

+7 (123) 456-7890
G session|d: .. e—

backend

q

session: {session
code: 123456

+7 (123) 456-7890

ok
access granted

|d}
—
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send code to

api-mobile

q

+7 (123) 456-7890

W  session|d: .. =——

session: {sessionld}

code: 123456

0
access granted

q

+7 (123) 456-7890

send code to

+7 (123) 456-7890
G session|d: .. e—

backend

q

session: {session
code: 123456

+7 (123) 456-7890

ok
access granted

|d}
—
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Kak npegoTBpaTnUTb U3MEHEHUE TenepoHa?

*BannamnpoBaTb CBA3KY sessionld <-> phone
* r4e-TO XPaHUTb 3TY CBA3KY?

48



Kak npegoTBpaTnUTb U3MEHEHUE TenepoHa?

*BannamnpoBaTb CBA3KY sessionld <-> phone
* r4e-TO XPaHUTb 3TY CBA3KY?

*Alcnonb3oBaTb WNPpoBaHUE?
* 3 KaK?

49



Kak npegoTBpaTnUTb U3MEHEHUE TenepoHa?

*BannamnpoBaTb CBA3KY sessionld <-> phone
* r4e-TO XPaHUTb 3TY CBA3KY?

*Alcnonb3oBaTb WNPpoBaHUE?
* NOCbI/IaTb BCE AAaHHbIe B sessionld

50



api-mobile

send code to

+7 (123) 456-7890

=k sessionData: .. =

code: 123456

ok

access granted

session: {sessionData} :

send code to ;
+7 (123) 456-7890

G session|d: .. e—
: lencrypt {phone; sessionld}

backend

— ]

: decrypt

session: {sessionld}

code: 123456 ==
+7 (123) 456-7890

ok

access granted
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java.security.MessageDigest

52



Xelw-QyHKLUMNK

*hashCode () kak coctaBHas 4acTb [...]JHashMap

* Npeobpa3oBaHME KAOYa NPOU3BOIbHOU AJIUHDI
B 3Ha4YeHue 3a4aHHON [GPUKCUPOBAHHOW] ANNHDI

*hashCode()

* ObICTpaHf
* MMUHUMYM KONINN3UM

53



Xew-QyHKLMNM

obblYHbIE
*ObICTPanA

* MUHUMYM KONTN3UN

Kpuntorpadpuyeckue
*6bICTPanA

*'VCTOMYNBOCTDL "

54



Kpuntorpapuyeckme xew-pyHKLU MU

* [Ipeobpa3zoBaHne aprymeHTa Npon3B0O/IbHOW ANNHbI
B aprymeHT 3a4aHHON AJINHDbI

* YCTOMYMBOCTb
* ...K BOCCTaHOBNEHUIO Npoobpa3a
* ...K MOUCKY BTOpPOro npoobpasa
* ...K MOUCKY KONNN3UU
e ...K yannHeHunto npoobpasa
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Kpuntorpapuyeckme xew-pyHKLU MU

* [lpeobpa3oBaHME aprymeHTa Npomn3BOIbHOM AJINHbI

B aprymeH® 3a4aHHOW O/INHbI

* YCTOMYMBOCTb
* ...K MOUCKY BTOPOro npoobpasa
* ...K MOUCKY KONNN3UU
e ...K yannHeHunto npoobpasa

56



Java.security.MessageDigest

byte[] src = ..

var md = MessageDigest.getInstance( "SHA-256" );

byte[] digest = md.digest( src );

57



java.security.MessageDigest

e (std) MD5

e (std) SHA-1

* (std) SHA-256
*MD?2

* SHA-224

* SHA-384

* SHA-512
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java.security.MessageDigest

e (std) MD5

e (std) SHA-1

. (std
*MD?2

* SHA-224

* SHA-384

* SHA-512
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YTo MOXKHO Aenatb ¢ MessageDigest?

* Icnonb30BaTb KaK YHUKANbHbIN NAEHTUDUKATOP

* HekoTtopble Bnabl GUID "BHYTpM'" ncnonb3ytoT xew-GyHKUUN

* icnonb3oBaTb ANA CKPbITUA MHPOpPMALMM (T.e. XpaHEHUA NAPONEN)

* icnonb3oBaTb 4/ NoaaepKaHuA LeNoCTHOCTM AaHHbIX

60



YTo He Haao genatb ¢ MessageDigest?

* He Hago KOMBbUHUPOBATL Pa3Hble PYHKLMNM
Ana "noBblWEeHUs YHUKAZIbHOCTU" nan "3amnéHHocTn”
 MD5( message ) || SHA256( message ) || GOST( message )
 SHA256( MD5( message ) )

* He Hapgo "obpe3aTb" PyHKUMIO ANA NOBbIWEHUA 3aWUTDI

* SHA256( message ).substring( @, length - 50 );

61



YTo He Haao genatb ¢ MessageDigest?

* He xewmpoBaTb TO, YTO MMEET OrTPAHNYEHHOE KOMYECTBO 3HAYEHUN:
* ENUM
* Homepa TenedOoHOB
* email'bl
* HOMEpPaA KpeauTHbIX KapT

* PIN-koapl! (*)

62



MHTeraLI,I/IH C BHEWHWMUN CUCTEMaMU

www.sitel.org

www.site2.org

e— 04\ CEPBUC |ﬁ

G304 redirect. . ————

nepexoa Ha ApPyrom caut
B URL — paHHble 0 nonb3oBaTtene (HuK, TenedoH, etc.)
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MHTeraLI,I/IH C BHEWHWMUN CUCTEMaMU

www.sitel.org

www.site2.org

e— 04\ CEPBUC |ﬁ
304 redirect. . e——

1eDexXO/1l HAd /10 () U q‘

<<MoapenbiBaTb AaHHbIE TYT!>>

B URL — paHHble 0 nonb3oBatene (HUK, TenedoH, etc.] =
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MHTerpaLI,I/IH C BHEWHWMUN CUCTEMaMU

a)

b)

MOXHO UCMOJ/Ib30BATb I£I,OI'IO!'IHl/ITe!'IbeIl\/JI KaHal O6IJ.I,€HVIFI

("3aWNLLEHHDBIM OT NoNb30BaTeNA" KaHaa CBA3MW)

MOXHO 3alindpoBaTb AaHHbIE

(M nepegaBaTb NPOCTO AJIMHHYIO CTPOKY)

MOXHO nepenaBatb AdHHbIE KaK O6b|‘-IHO, HO AOMNOJ/IHUTb ee

"moanuncblo” Ha oCHOBeE Xew-PpYyHKUNK
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MHTerpaLI,I/IFI C BHEWHWMUN CUCTEMaAMU

wundpposaHue XelwmnpoBaHue

* (+) HUYero He BUAHO * (+) HOBbIN aprymeHT
B cTapom API

* (+) naHHble BuAHbI B URL
* (-) HoBbIN "endpoint”
* (-) HMYero He BUAHO * (-) naHHbIe BuAHbI B URL

66






String digest( String... data ) {

var srcString = Arrays.stream( data )
.map( s -> s == null ? "" : s ) @
.map( String::trim )
.map( s -> normalize( s, Form.NFC ) )

.collect( joining() ); (:::)

var srcBytes = srcString.getBytes(StandardCharsets.UTF _8);

var md = MessageDigest.getInstance( "SHA-256" );
var result = md.digest( srcBytes );
return Base64.getEncoder().encodeToString( result );

@
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String encode( String str ) {

return URLEncoder.encode( str,
StandardCharsets.UTF _8.name() );

void redirectWithSignature(
HttpServletResponse response,
String name, String phone

) {
response.sendRedirect( "https://site2.org/path”

+ "?name=" + encode( name )
+ "&phone=" + encode( phone )
+ "&digest=" + encode( digest( name, phone ) ) );

69



MHTerpaLI,I/IH C BHEWHWMUN CUCTEMaMU

* [lponcxoaunT nepeHanpasaeHUe Ha agpec

 https://site2.org/path?name=...&phone=...&digest=...

70



MHTerpaLI,I/IH C BHEWHWMUN CUCTEMaMU

* [lponcxoaunT nepeHanpasaeHUe Ha agpec

 https://site2.org/path?name=...&phone=...&digest=...

* Bcé HoOpMm?

71



MHTerpaLI,I/IH C BHEWHWMUN CUCTEMaMU

* [lponcxoaunT nepeHanpasaeHUe Ha afpec

 https://site2.org/path?name=...&phone=...&digest=...

* Hnyero He meLaeT 3/10YMbILWJIEHHUKY BbIYUCINUTD
digest camoctosaTenbHO!

72



MHTerpaLI,I/IH C BHEWHWMUN CUCTEMaMU

* [IponcxoguT NepeHanpaseHmne Ha agpec

* https://site2.org/path?name=...&phone=...&digest=...

* He xBaTtaeT ceKpeTHoU conu!

* He nepenaéTca, HO yYyacTByeT B BblymncieHmnmn digest

e digest( name || phone || secretSalt )
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String SALT = "Some secret salt for site2 only",;

void redirectWithSignature(
HttpServletResponse response,
String name, String phone

) A
response.sendRedirect( "https://site2.org/path”

+ "?name=" + encode(name)

+ "&phone=" + encode(phone)

+ "&digest=" + encode(digest(name, phone, SALT)));
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String SALT = "Some secret salt for site2 only";

~—

void redirectWithSignature( Cosnb cBOHA )
HttpServletResponse response, A/IA RAHLOTO Cantd
String name, String phone

) A

response.sendRedirect( "https://site2.org/path”
+ "?name=" + encode(name) Cosib B KOHUg!
+ "&phone=" + encode(phone) ,’

+ "&digest=" + encode(digest(name, phone, SALT)));
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XpaHeHne naposien

76



XpaHeHne naposien

* He nsobpetamnte Benocmnnen, ncnonbaymte Spring Security Crypto
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XpaHeHne naposien

* He nsobpetamnte Benocmnen, ncnonbdymte Spring Security Crypto
@Autowired
private PasswordEncoder pEncoder;

String toStoreInDb = pEncoder.encode( newPlainPassword )

boolean matches = pEncoder.matches( enteredPass, storedInDb );

78



javax.crypto.Cipher

AcmmeTpunyHoe WndpoBaHue
a.k.a.

WNPPOBaAHMNE C OTKPbLITbIM K/THOHYOM
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javax.crypto.Cipher

30



javax.crypto.Cipher

OTKPbITbIN KNHOY
public key

3aKPbITbIN KO
private key

31



javax.crypto.Cipher

OTKPbITbIN KNHOY
public key
cepTMdunKaTt
certificate

3aKpPbITbIN K04
private key
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PopmaTbl BXOAHbIX AAaHHbIX

* CepTUdUKaThbI
* PKCS#12 (binary)
* DER
* PEM "----- BEGIN CERTIFICATE----- !

* Knouun
e PEM "----BEGIN PUBLIC KEY----"
e PKCS#1 RSAPublicKey "----BEGIN RSA PUBLIC KEY----"
e RFC 4253 "ssh-dsa ..."
e RFC 4253 "ssh-rsa ..."

* Java keystore
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PopmaTbl BXOAHbIX AAaHHbIX

* CepTUdUKaThbI
* PKCS#12 (binary)
* DER

* Knouun
e PEM "----BEGIN PUBLIC KEY----"
e PKCS#1 RSAPublicKey "----BEGIN RSA PUBLIC KEY----"
e RFC 4253 "ssh-dsa ..."
e RFC 4253 "ssh-rsa ..."

* Java keystore
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PopmaTbl BXOAHbIX AAaHHbIX

* CepTMdPUKaThI
* PKCS#12 (binary)
* DER

* Knouun
e PEM "----BEGIN PUBLIC KEY----"
e PKCS#1 RSAPublicKey "----BEGIN RSA PUBLIC KEY----"
e RFC 4253 "ssh-dsa ..."
e RFC 4253 "ssh-rsa ..."

* Java keystore

Moxkanyucra,
He wudpyurte
cepTudUKaTbl U
He 3awuLlanTe
nx naponamm!




PopmaTbl BXOAHbIX AAaHHbIX

* java.security.PublicKey
* java.security.interfaces.DSAPublicKey
* java.security.interfaces.ECPublicKey

* java.security.interfaces.RSAPublicKey
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PopmaTbl BXOAHbIX AAaHHbIX

// w3 cepTtupukaTta X.509
X509Certificate certificate = .. ;

PublicKey publicKey = certificate.getPublicKey();

// w3 Java-keystore
var keystore = KeyStore.getInstance( KeyStore.getDefaultType() );
var cert = keystore.getCertificate( alias );

PublicKey publicKey = cert.getPublicKey();
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LindpoBaHMe ¢ RSA

PublicKey publicKey = ..;

byte[] data = ..;

var cipher = Cipher.getInstance( "RSA/.." );
cipher.init( Cipher.ENCRYPT_MODE, publicKey );

cipher.doFinal( data );

byte[] cipherText

38



Owu, onaTtb Transformation...

*RSA/ECB/ +
* NoPadding,

PKCS1Padding,
NMD5ANndMGF1Padding,
A1AndMGF1Padding,

Padding,

OAEPWit
OAEPWit
OAEPWit
OAEPWit
OAEPWit
OAEPWit
OAEPWit

NS
NS
NS
NS
NS

NS

A-1AndMGF1
A-224AndMG
A-256AndMG
A-384AndMG
A-512AndMG

-1
-1
-1

-1

Padc
Padc
Padc

Padc

ing,
ing,
ing,
ing
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Owu, onaTtb Transformation...

*RSA/ECB/ +
—NeraaarigeT——

OAEPWithSHA-256AndMGF1Padding,
OAEPWithSHA-384AndMGF1Padding,
OAEPWithSHA-512AndMGF1Padding

90



Owu, onaTtb Transformation...

*RSA/ECB/ +

- m - = -~
q-—j-l*-.‘;:;I-lvl-l-l—--leM-

‘0]‘ EP\/\llt NSHA-256AndMGF1Padding

OAEPW1ThSHA-384AndVM adding,
OAEPWi1ithSHA- 512AndMG'13adc1ng




LindpoBaHMe ¢ RSA

String TRANSFORMATION = "RSA/ECB/OAEPWithSHA-256AndMGF1Padding”;
byte[] encrypt( PublicKey publicKey, byte[] openText ) {
var cipher = Cipher.getInstance( TRANSFORMATION );
cipher.init( Cipher.ENCRYPT_MODE, publicKey );
byte[] cipherText = cipher.doFinal( openText );

return cipherText;



PacwunopposaHume ¢ RSA

String TRANSFORMATION = "RSA/ECB/OAEPWithSHA-256AndMGF1Padding”;
byte[] encrypt( PrivateKey privateKey, byte[] cipherText ) {
var cipher = Cipher.getInstance( TRANSFORMATION );
cipher.init( Cipher.DECRYPT_MODE, privateKey );
byte[] openText = cipher.doFinal( cipherText );

return openText;



RSA B Java

* Het "My4yenunin" c napametpamu cuennenma 6nokos (1V)
* He TpebyeTtca kKombuHmposatb IV 1 gaHHbIe
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RSA B Java

* Het "My4yenunin" c napametpamu cuennenma 6nokos (1V)
* He TpebyeTtca kKombuHmposatb IV 1 gaHHbIe

* lleHa?
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RSA B Java

Exception in thread

at
at
at
at
at

main" javax.crypto.IllegalBlockSizeException:

Data must not be longer than 62 bytes

com.sun.crypto.provider.RSACipher.doFinal (RSACipher.java:344)
com.sun.crypto.provider.RSACipher.engineDoFinal (RSACipher.java:389)
javax.crypto.Cipher.doFinal(Cipher.java:2165)
ru.nspk.vlsergey.test.RsaTest.encrypt(RsaTest.java:37)

ru.nspk.vlsergey.test.RsaTest.main(RsaTest.java:28)
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RSA B Java

PeweHune: eubpuoHoe wndpoBaHue
1. MMpunaymbiBaem HOBbIN KAtoY AES
2. Wndppyem paHHble AES
3. Cam Kkntoy wndppyem RSA
4. OTtnpaBnaem Kyaa Haao
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Icnoab30BaHMe WMPPOBAHUA
Ha OTKPbITbIX KAtOYax

* [lepepaya AaHHbIX Yepe3 "NonyHadEKHbIe" cucTembl

reverse proxy
reverse proxy
reverse proxy
reverse proxy
reverse proxy

Firewall 1 Mobile API Backend Firewall 2

>
x
@)
| -
o
Q
()
-
Q
>
Q
| -

reverse proxy

Processing
System
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Icnoab30BaHMe WMPPOBAHUA
Ha OTKPbITbIX KAtOYax

* [lepepaya AaHHbIX Yepe3 "NonyHadEKHbIe" cucTembl

reverse proxy
reverse proxy
reverse proxy
reverse proxy
reverse proxy

Firewall 1 Mobile API Backend Firewall 2

e Cxema, KOHeYHo, LWYyTOYHas...

>
x
@)
| -
o
Q
()
-
Q
>
Q
| -

reverse proxy

Processing
System
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Icnoab30BaHMe WMPPOBAHUA
Ha OTKPbITbIX KAtOYax

* [lepepaya AaHHbIX Yepe3 "NonyHadEKHbIe" cucTembl

>
x
@)
| -
o
Q
()
-
Q
>
Q
| -

reverse proxy

reverse proxy
reverse proxy
reverse proxy
reverse proxy
reverse proxy

Firewall 1 Mobile API Backend Firewall 2

Processing
System

e Cxema, KOHeYHo, LWYyTOYHas...

* Ha camom pene Ha Bxoge 3 Firewall'a pa3Hbix THnos
+ ewé oanH mexxy Mobile APl n Backend'om 100



Icnoab30BaHMe WMPPOBAHUA
Ha OTKPbITbIX KAtOYax

* [lepepaya AaHHbIX Yepe3 "NonyHadEKHbIe" cucTembl

reverse proxy
reverse proxy
reverse proxy
reverse proxy
reverse proxy

>
x
@)
| -
o
Q
()
-
Q
>
Q
| -

reverse proxy

Firewall 1 Mobile API Backend Firewall 2

Processing
System

[Mepenaya AaHHbIX NNATEXKHOM KapTbl nosb3osatena (PAN)
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Icnonb3oBaHWe WndpoBaHUA
Ha OTKPbITbIX K/tOYaAX

* [lepepaya AaHHbIX Yepe3 "NonyHadEKHbIe" cucTembl

e GET /api/cards/certs
* MoJIyYeHMe cnmcka ceptudukaTos (X.509)
* He Te e camble, yTo n ana HTTPS

e POST /api/cards
* nepeaava AaHHbIX C WWMPpPOBAHNEM
Ha OTKPbITOM K/lto4e cepBepa
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Icnoab30BaHMe WMPPOBAHUA
Ha OTKPbITbIX KAtOYax

Mobile App Mobile API
GET /cards/certs——_—-

‘ oo ‘PEM-CepTM(I)I/IKaTbI ocoocoooooe

BaAnaaumna ceptndpuKkarta no ROOT
(npaBunbHbIM ROOT 3aWKT B NpUIOKEHMWe)

; I WwudpoBaHmMe aaHHbIX RSA + AES
eassssss———— P O ST /Cards— emmmmpP(OST /Cards*

103



ObpaTnTe BHMMaHMeE

* KopHeBoM cepTUPUKAT — 3TO cepTnPuUKaT eawez2o CA
* nmeet cpok aenctama =100 net

* lcnonb3ymTte anropmTmbl, KOTOPble eCcTb U Ha Java, n Ha Swift
 AES/CBC/PKCS5Padding

« Java (bc): RSA/NONE/OAEPWithSHA256AndMGF1Padding
* iOS Swift: rsakEncryptionOAEPSHA256
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Java.security.Signature

LndpoBaa nognmco
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LiIndposaa noanmce

* He nyTtaTtb ¢ "anekTpoHHaA undpoBas noanuch"
* He nyTtaTb ¢ "aneKTpoHHasa noanumce"

e CTPOKa, 3aBUCALLAA OT COODOLLLEHMNA U 3aKPbITOro K/toua.
* Jlerko nposepsieTca 6e3 4ocTyna K 3aKpPbITOMY KAtOYy.
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LiIndposaa noanmce

byte[] sign( byte[] message,
PrivateKey key )

boolean verify( byte[] message,
byte[] signhature
PublicKey publicKey )
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LiIndposaa noanmce

byte[] sign( byte[] message,
PrivateKey key <

boolean verify( byte[] message,
byte[] signhature
PublicKey publicKey )
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LiIndposaa noanuce: reHepaumsa LI

Signature signature = Signature.getInstance( .. );
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LindpoBasa noanunch: reHepauma LI

* NONEwithDSA * NONEwithRSA

e SHA1withDSA * MD2withRSA

e SHA224withDSA  MD5withRSA

e SHA256withDSA  SHA1withRSA
* SHA224withRSA
* SHA256withRSA
* SHA384withRSA
* SHA512withRSA
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LiIndposaa noanuce: reHepaumsa LI

o S iEvr i Sylmm— o NS NETrtrR S—
* SiehirdrritirD S m— o D2 rrtiTR S —
* SHA224withDSA * PABSrvItiTR S —
* SHA256withDSA o SishrirTeppisiar R m—

* SHA224withRSA
* SHA256withRSA
* SHA384withRSA
* SHA512withRSA

111



LiIndposaa noanuce: reHepaumsa LI

o S iEvr i Sylmm—
* SiehirdrritirD S m—
* SHA224withDSA
* SHA256withDSA

* SHA224wit

e SHA256withRSA

* SHA384wit
* SHA512wit

NRSA

NRSA

NRSA
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LiIndposaa noanuce: reHepaumsa LI

o S iEvr i Sylmm—
* SiehirdrritirD Sim—
* SHA224withDSA
* SHA256withDSA

* SHA3-512withECDSA u3 BC

* SHA224wit

e SHA256withRSA

* SHA384wit
* SHA512wit

NRSA

NRSA

NRSA
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LiIndposaa noanuce: reHepaumsa LI

byte[] sign( PrivateKey privateKey, byte[] openText ) {
var dsa = Signature.getInstance( "SHA256withRSA" );
dsa.initSign( privateKey );
dsa.update( openText );
byte[] signature = dsa.sign();

return signature;
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LlndpoBas noanncb: BannaaLna

boolean verify( PublicKey publicKey,
byte[] openText, byte[] signature ) {

var dsa = Signature.getInstance( "SHA256withRSA" );
dsa.initVerify( publicKey );
dsa.update( openText );

return dsa.verify( signature );
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He Hago ncnonb3osBatb LT ana...

* KOHTPOANA UEe/NOCTHOCTU AaHHbIX
OOHUM U meM Xce NPUNOKEHNEM

* B 6a3e AaHHbIX
* B palNOBOU CUCTEME

e [1na KOHTPOAA LENOCTHOCTU MOMOKA AAHHDbIX
(rurabutbl)
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cnonb3oBaHue L[

* I'Iepe,u,aqa AdHHbIX B APYyrme He o4YeHb aOBEpEHHble CUCTEMDI

* YMeHblleHne NoTeHUMUaNbHOro Cl)pOHTa dTdKU B CXEMaAX
ayTEHTVICI)VIKaLI,VIVI N aBTOpPmn3aunmnun
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Mcnonb3oBaHWe LI nepegava AaHHbIX

*[lpy ncnonb3oBaHMM MessageDigest:

https://site2.org/path ? name=Vas¥a
& phone=75551234567
& digest-=..

digest = SHA256( {name} || {phone} || {salt} )

*Cnucrtema nony4v4aTtenb MoOXeT nopaenaTb 3anpoc
camomn-cebe
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Mcnonb3oBaHWe LI nepegava AaHHbIX

*[lpn nMcnonb3oBaHuUn Signature:

https://site2.org/path ? name=Vasya
& phone=75551234567

& sign=..
sign = sign( privateKey, {name} || {phone} )
pass = verify ( publicKey, {name} || {phone} )

119



cnonb3oBaHume LUIM: OAuth + JIWT

e ayTEHTMCI)MKaLI,VIFI#
hz, sess o n| D—————

----~5~ 4. 3anpocC AaHHbIX O

3. 3anpoc pecypca
(sessionlID)

&

ceccunm no sessionlId
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cnonb3oBaHume LUIM: OAuth + JIWT

3. 3anpoc pecypca
(TOKeH)

S, 4. Bannpauys
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cnonb3oBaHume LUIM: OAuth + JIWT

* JSON Web Token ( RFC 7519 )

* JSON 3aronosok (header)
* JSON none3Has Harpy3kKa (payload)

* byte[] AaHHble Ana Bannaaumnm TOKEHa
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cnonb3oBaHume LUIM: OAuth + JIWT

* JSON Web Token ( RFC 7519 )

base64( headerJson )

+
+ base64( payloadlson )

+

+ base64( validateVata )
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cnonb3oBaHume LUIM: OAuth + JIWT

* JSON Web Token ( RFC 7519 )

eyJhbGci01JIUzUXM1iIsInR5cCI6IkpXVCI9.eyJzdWI
101IXMJMONSIsIm5hbWUi1i01JKb2huIEdvbGQiLCJIhZG1
pbiI6dHI1ZXOK.LIHJWCBORSWMEibq-

tnT8ue deUqZx1KOXxCOXZRrBI
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cnonb3oBaHume LUIM: OAuth + JIWT

* JSON Web Token ( RFC 7519 )

eyJhbGci01JIUzUXxM1IsInR5cCI6I kpXVCJ zdWI
101IXMJMONSIsIm5hbWU101JKb2huIEdvbGQiLCIhZG1

pbiI6dH3 1ZX@HjWCBORSWMEibq—
tnT8ue deUqZx1KOXxCOXZRrBI
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cnonb3oBaHume LUIM: OAuth + JIWT

* JSON Web Token ( RFC 7519 )

{llalgll: "HSSJ_ZH, lltypll: IlJWTII }
{ "sub": "12345", "name": "John Gold", "admin": true }

LIHJWCBORSWMEibg-tnT8ue deUgZx1K@XXCOXZRrBI
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cnonb3oBaHume LUIM: OAuth + JIWT

* JSON Web Token ( RFC 7519 )

{llalgll: IIH5512II’ lltypll: "JWT" }

/V

{ "sub": "12345", "name": "John Gold", "admin": true }

LIHJWCBORSWMEibg-tnT8ue deUgZx1K@XXCOXZRrBI

/
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cnonb3oBaHume LUIM: OAuth + JIWT

* Baanpauma JWT — B 3aBUCUMOCTU OT alg

* HS... : c nomouwbto MessageDigest ("hash")
* RS... : c nomouwbto LT RSA

* EC... : c nomouwbto Ul Ha annenTn4eCcKnx KpuBbIX
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cnonb3oBaHume LUIM: OAuth + JIWT

3. 3anpoc pecypca
(20,(95) 7P 6) RS, EC: public key

\ l a) HS: 06wt cekpert

S, 4. Bannpauys

129



[lapa-TpoOnKa COBETOB...
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[Tynbl o6bekToB Cipher / MessageDigest

pro contra
* apache commons-pool * Xopowmni Ny Hago ewweé
HaCTPOUTb

* B3aTb 13 nyna — 6bICTPO

* Hago He 3abbiBaTb 06 OYMCTKE
* BO3MOXXHO MOHUTOPUTDL
* Cipher.init()

* MessageDigest.reset()
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[TOKYMEHTUPYNTE C NPUMEPAMMA

° anMepbl AOJ1KHbl BK/TKOYATb BCE TECTOBbLIE K/THOUMN,
AdHHbIE U MPOMeEXYTOUYHbIE PE3Y/1bTATbI

«lMycTb BbIOpaH TECTOBLIN KAtOM... (Aamn B PEM-dpopmarte)»
«[lyctb creHepuposaH BeKkTop IV ... (aamn IV B base64)»
«1aHHble 06beanHeHbl B maccmB N 6aunT (namn B base64)»
«Monyumnu Bbixoa N 6anT (namn B base64)»

«UTorosbin pe3ynbrat: N cumBon0B (CTpOKa)»

Lk wh e
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Q&A

BOMPOCHI
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