Nenaem SFU cepsep ns WebRTC
CBOMMM PYKaMM

Omutpmnn banaaes
(IVA Technologies)

VideoTech 2021 ‘VA

EEEEEEEEEEEE

JUGRU




WebRTC — «3TO YTOObI 3BOHUTbLY

Signaling server

audio/video

Alice



signaling server

ba3oBasg cxema

SDP, ICE candidates

ws, https, notepad,... SDP, ICE candidates

IP discovery STUN server IP discovery

= g =

~

Alice
Bob
192.168.1.XXX NAT NAT
192.168.1.xxx
media (DTLS-SRTP, SCTP) media (DTLS-SRTP, SCTP)
STUN -> stun.l.google.com '

TURN -> coturn (apt-get, git clone) TURN server



Simulcast SFU 1920x1080@30 ‘

-

1920x1080@30

>

1280x720@30

>

640x360@30

»

SFU server

640x360@10

3a:
* JKOHOMMUA KaHaNa Ha NPUEMHUKe
* CHuXeHue pecypconoTpebneHuns ceppepom Harpy3Ka Ha OTNpaBuUTeNns — 3 SHKOAEPa
* Yem 6osble Y4aCTHUKOB, TeM bosblue « BbICOKMUI BUTPEitT

3KOHOMMUSA '

lNpoTtus:



BarnAag ceepxy

Javascript Session Establishment Protocol - JSEP API
(Javascript)

OOpalueHus na/B JS (bpaysep)

PeerConnection APl (c++)

Congestion NAT
Transport
control traversal




PeerConnection API

Voice Engine (VoE) Video Engine (VIE) Congestion Control (CC) Data Engine
codecs (Opus) codecs (+h/w) traffic pacer text
Jitter Buffer (NetEQ, PLC) Jitter Buffer bitrate prober binary
AEC NACK module bandwidth estimator
Gain Control (AGC) FEC (+ULP) tw statistics (tx,rx)
Noise Suppressor (NS) denoise filter retransmit control NAT traversal
Voice Activity Detector (VAD) quality adaptation STUN ICE

TURN

microphone
speaker

camera, screenshare
rendering

(a/v synchronization)

lipsync

Media/Data transport

RTP RTCP SCTP

DTLS-SRTP




e Codecs (opus)
e Jitter buffer (NetEQ, PLC)
* AEC
| | * Gain control (AGC)
Voice Engine * Noise suppressor
* Voice Activity Detector
(VAD)

* Microphone
e Speaker



* Codecs (+h/w)
e Jitter buffer
* NACK module
| | e FEC (+ULP)
Video Engine * Denoise filter

* Quality adaptation

* Camera, Screensharing
* Rendering (vulkan, metal, GL)



* Outgoing traffic pacer

* Bandwidth estimator

* Bitrate prober

* Transport Statistics
(transport wide CC stats)

* Retransmit control

Congestion Control



* Text
* Binary

Data engine (SCTP)
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DINS

ICE-cold connection

nT, 3 AeKabpsa, 16:00
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« RTP/RTCP

* SCTP
Media/Data transport  DTLS

* AES (deprecated)

« SRTP



PeerConnection API

Voice Engine (VoE) Video Engine (VIE) Congestion Control (CC) Data Engine
codecs (Opus) codecs (+h/w) traffic pacer text
Jitter Buffer (NetEQ, PLC) Jitter Buffer bitrate prober binary
AEC NACK module bandwidth estimator
Gain Control (AGC) FEC (+ULP) tw statistics (tx,rx)
Noise Suppressor (NS) denoise filter retransmit control NAT traversal
Voice Activity Detector (VAD) quality adaptation STUN ICE

TURN

microphone
speaker

camera, screenshare
rendering

(a/v synchronization)

lipsync

Media/Data transport

RTP RTCP SCTP

DTLS-SRTP
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Voice Engine

* Codees(OpUST
e Jitter buffer (NetEQ,PtE)

* Voice Activity Detector
(VAD)

*_ Microphone
*Speaker



~Codecs (Fhyw)—

e Jitter buffer
* NACK module
| | e FEC (+ULP)
Video Engine «-Benoiseflitar

. Ouatitvad .

—Cammerd, Screensharitg

, MEtal,



* Text
* Binary

Data engine (SCTP)



Congestion Control, NAT traversal, Transport



CTtpoutenbHble 610KkM ana Simulcast SFU

Congestion Control (CC)

Voice Engine (VoE) Video Engine (VIE)
Jitter Buffer Jitter Buffer
Voice Activity Detector (VAD) NACK module
FEC (+ULP)

tw statistics (tx,rx)
traffic pacer

bitrate prober

bandwidth estimator

retransmit control

Rate adapter

lipsync
(a/v synchronization)

simulcast layer selector
(spatial, temporal)

NAT traversal

Media/Data transport

RTP RTCP SCTP

DTLS-SRTP

STUN ICE
TURN

SDP processor

offer/answer handler
(+ unified plan)
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A Tem BpemeHeMm...Janus

.M‘ Extensible Architecture and API

P e ———————

Janus Gateway

WEBRTE
ROLKSTARS

e
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~
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-
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Janus, Kak pedepeHc, B N1aHe NPon3BoANTENbHOCTH

[Touemy:
* MUHMManbHbIN PYHKLMOHAN —

TONbKO npuem/nepecbinka Tpaduka

* [ToppepKKa transport wide statistics J : NVS

OrpaHuyeHuna (by design): WEBRTC SERVER

* HeT crnakusatowien ouepeam
* HeT CMHXpPOHM3aUuM ayamo/smnaeo
 Het apantauuu
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[lepBbin cTapT. CpaBHEHMe C Janus.
Local Stream Remote Stream

Chrome + virtual 1/0O:

--use-fake-device-for-media-stream
--use-file-for-fake-audio-capture=“1.wav” --use-file-for-fake-video-
capture=“Johnny_1280x720 60.y4m”
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AHann3. OT Yyero oTTaNKMBaAEMCH

1.9-2.1% 4.7-5.0%
-
91,031 4,485 56,640,793
19,654 20,476 1,258 212,674,982

MHoro nepekntouyeHmnin KOHTeKcrTa!
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OTKy[da CTO/IbKO NepeKJtYEHUN N OXKNOAHNA?

[lToTOKOBaA moaenb. Bua c ntuybero noaera

PeerConnectionObserver

ﬁcellbacks JL

PeerConnection API
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rtp packet

HaBoamnm pe3KocTb. OTNPaBKa

enqueue packet

A4

traffic pacer

send packet

3 on packet add

w. thread

A 4 Y

transport cc stats

5

A 4

on packet sent

socket

6 nepekNtoYeHnn Ha NakeT
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HackonbKo rnyboka
KPOMYbA HOPa?

Bxoaawmm nakeT
[nybuHa cTeKa: 38

Thread-11 N

I0] cricket:
:RtpDemuxer: :0nRtpPacket
:RtpTransport: :DemuxPacket

Il webrtc:
I webrtc:

IC1 webrtc: :
:RtpTransport: :0nReadPacket

webrtc:

1 0000000000000 000000000000000000000ad

sigslot::
sigslot:
sigslot::
sigslot::
cricket::
sigslot:
sigslot::
sigslot::
sigslot:
cricket:
sagslot::
sigslot::
sigslot:
sagsilot::
cricket:
cricket::
cricket:
cricket::
sigslot::
sigslot:
sigslot::
sigslot::

sigslot:
sigsilot::
sigslot:
sigslot:

:BaseChannel: :0nRtpPacket channel.cc:477

SrtpTransport::0nRtpPacketReceived

_opaque_connection::emitter<webrtc::RtpTransport, rtc::PacketTransportIntern
:_opaque_connection: :emit<rtc: :PacketTransportInternalx, char constx*, unsigne
signal_with_thread_policy<sigslot::single_threaded, rtc::PacketTransportInte
signal_with_thread_policy<sigslot::single_threaded, rtc::PacketTransportInte
DtlsTransport: :0nReadPacket

:_opaque_connection: :emitter<cricket::DtlsTransport, rtc::PacketTransportInte
_opaque_connection::emit<rtc::PacketTransportInternal*, char const*, unsigne
signal_with_thread_policy<sigslot::single_threaded, rtc::PacketTransportlInte
:signal_with_thread_policy<sigslot::single_threaded, rtc::PacketTransportInte
:P2PTransportChannel: :0nReadPacket

_opaque_connection::emitter<cricket: :P2PTransportChannel, cricket::Connectio
_opaque_connection::emit<cricket::Connection*, char const*, unsigned long, 1
:signal_with_thread_policy<sigslot::single_threaded, cricket::Connectionx, ch
signal_with_thread_policy<sigslot::single_threaded, cricket::Connectionx, ch
:Connection: :0nReadPacket

UDPPort: :0nReadPacket

:UDPPort: :HandleIncomingPacket

AllocationSequence: :0nReadPacket
_opaque_connection::emitter<cricket::AllocationSequence, rtc::AsyncPacketSoc
:_opaque_connection: :emit<rtc::AsyncPacketSocketx, char const*, unsigned long
signal_with_thread_policy<sigslot::single_threaded, rtc::AsyncPacketSocketx*,

signal_with_thread_policy<sigslot::single_threaded, rtc::AsyncPacketSocketx,

rtc: :AsyncUDPSocket: :0nReadEvent

:_opaque_connection: :emitter<rtc::AsyncUDPSocket, rtc::AsyncSocketx>
_opaque_connection::emit<rtc::AsyncSocket*x>
:signal_with_thread_policy<sigslot::multi_threaded_local, rtc::AsyncSocketx>:

:signal_with_thread_policy<sigslot::multi_threaded_local, rtc::AsyncSocket*>:

rtc::SocketDispatcher::0nEvent

rtc: :ProcessEvents

rtc::PhysicalSocketServer::WaitEpoll

rtc::PhysicalSocketServer::Wait

rtc::Thread: :Get

rtc::Thread: :ProcessMessages

rtc::Thread: :Run

webrtc_rtp_gw2::thread_wrapper<webrtc_rtp_gw2: :worker_thread_tag>::Run

rtc::Thread: :PreRun



OnTMmmn3sauma. 3eneHasa 30Ha.
3baBneHne OT KAMEHTCKOW cneunpuKkn.

* OcTtaBnaem oAuH NOTOK

* Yaanaem CTasLIyO U3ObITOYHOU CUHXPOHMU3ALMUIO — MEHbLLE
KPUTUYECKUNX CEKLUM

* Ynanaem nocbisiKy coobuieHuu, Aenaem Bbi30Bbl HANPAMYHO
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Lindunpwn

4.7-5.0 % 3.5-4.0 %
I e 7 Kl

optl 3,911 17,202 4,151 50 482 108,829,173

20,476 1,258 25566 14772 91031 212,674,982
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Lndunpwn

4.7-5.0 % 3.5-4.0 %
I e 7 Kl

optl 3,911 17,202 4,151 50 482 108,829,173

20,476 1,258 25566 14772 91031 212,674,982
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ONTUMM3aLMA, OpPaHKeBas 30HaA?

[0/10Ca B roNI0Be LWEenYyT: «NepeKkatovYeHnn no-npekHemy MHoro!»

* 3ameHAem Bce repeating task B Ka)XA0OM KOMMNOHEHTE Ha Bbl30B

M3 04HOro UMKANa
* Kewmnpyem nepegaembie NamMeTpbl 3a CYET MPOTEKAOLLLEN
abcTpaKkumm — y Hac HeT A/INTEeNbHbIX BbIYUCAEHWINA, aNPUOPHOE

3HaAHWE
* bonee sKoOHOMHoOe 06pau.|,eHme C NaMATbKO — UCMNMOJZIb30BaHWE yJia
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CBoaMm BOEANHO

__Janus__ IMP (no opt) LIMP (opt1) | IMP (opt2)_

1.9-2.1% 4.7-5.0% 3.5-4.0% 1.6-1.7%

sched_migrate | epoll_wait raw_syscalls: | cache-misses

_task sys_enter

6,178 161 6,720 1,257 20,217 58,160,307
Janus 4,485 376 - - 19,654 56,640,793

Opt1l 8,911 266 17,202 4,151 50,482 108,829,173

original 20,476 1,258 25,566 14,772 91,031 212,674,982
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KWuoe2l YTo nanbe?

[1Ba napannenbHbIX HanpaBAeHUA:
e JlanbHeuwasa onTMumm3laumsa
 PaboTbl NO ynyylweHUto KayecTBa

31



OnTMmm3auma.

Kyaa KonaTb, C YemM CPaBHMBATb, YTO U3MEPATL?

Thread-11

* Ewe oaunH 3axoa B npoduamposaHue
* [lepenucbiBaHune cnoes paboTbl C
COKeTamu ANA COKpaLLeHUA HaKNaaHbIX

pacxonos

 OnTMMmun3aumna paboTbl C NAaMATHLIO,

32

NUCMoJsib3oBaHUE dpeH

cri

webrtc
webrtc

:0nRtpPacket channel.c
OnRtpPacket
tpTransport::DemuxPacket

tpDemuxe

webrtc::SrtpTransport::0nRtpPacketReceived

webrtc: :RtpTransport::0nReadPacket

sigslo
sigslo
sigslo
sigslot

cricket

sigslot
cricket:
sigslot:
sigslo
sigslo
sigslot
cricket
cricket
cricke
cricke
sigslo
sigslot:
sigslot:
sigslot:
:AsyncUDPSocket: :0nReadEvent

rtc
sig
sig
sig

sig

REC:
Bte:

REC:

Bte:

:SocketDispatcher::

:Thread:

_opaque_connection::emitt ebrtc::RtpTransport, rtc
_opaque_connection: :emit<rtc::PacketTransportInterna char con
signal_with_thread_policy<sigslot::single_threaded, rtc:
signal_with_thread_polic

DtlsTransport: :0nReadPacket
_opaque_connection::emitter<cricket::DtlsTransport

'

_opaque_connection::emit etTransportInterna char const

' ’

ignal_with_thread_policy
signal_with_thread_policy<sigslot::single_threaded, r
:P2PTransportChannel: :0nReadPacket
:_opaque_connection::emitter<cricket::P2PTransportChannel, cricket:
_opaque_connection: nit<cricket::Connection*, char const

signal_with_thread_policy<sigslot::single_threaded, cricke Connectior
signal_with_thread_policy<sigslot::single_threaded, cricket::Connectio
Connection: :0nReadPacket
UDPPort::0nReadPacket
UDPPort::HandleIncomingPacket
AllocationSequence: :0nReadPacket

:_opaque_connection::emit<rtc

::_opaque_connection::emitt tc::AsyncUDPSocket, rtc::AsyncSocketx>

_opaque_connection::emit<rtc::AsyncSocket

signal thread_policys< gslot::multi_threaded_local, rtc::AsyncSocket

signal_wi thread_polic gslot::multi_threaded_local, rtc::AsyncSocket

nEvent

:ProcessEvents
:PhysicalSocketServer::WaitEpoll

::PhysicalSocketServer::Wait

Thread

Thread

:Thread::

rtp_gw2: :thread_wrapper ebrtc_rtp_gw2 jorker_thread_tag

:PreRun

, unsigned long,

acketTransportIntern
unsigne
:PacketTransportInte

igslot::single_threaded, rtc::PacketTransportInte

rtc::PacketTransportInte
unsigne
igslot::single_threaded, rtc::PacketTransportInte

:PacketTransportInte

Connectio

1
ch

ch

_opaque_connection::emitter<cricket::AllocationSequence, rtc::AsyncPacketSoc
:AsyncPacketSocket> char const*, unsigned long
:signal_with_thread_policy<sigslot::single_threaded, rtc::AsyncPacketSocket*
:signal_with_thread_policy<sigslot::single_threaded, rtc::AsyncPacketSocketx,



KayecTBoO.
RpuTepunm, oT 4Yero OTTa/IKMBATLCA, YTO U3MEPATL

YTO0 nmeHHO NpoBepATh:
* OueHKa NponycKHOU cNOcobHOCTH
* ApanTauua: CKOPOCTb U TybmnHa nageHmnsa, CKOPOCTb POCTa,
aZIEKBAaTHOCTb NEPEKIIOYEHNIN MEXKAY CIOSAMUN BHU3, BBEPX
* KomneHcauua 3apep:Kek B ayano n sngeo (JB).
e 3a€P*KKN MOTYT BbITb pasHbIMU (CM. Cnana HUxe)
* CUHXpPOHU3ALMA ayAM0 U BUOEO

33



TecToBbIe yCJ10BUA.

e 1280x720@30, 640x480@30, 320x240@30 + opus

o duKcmpoBaHHasa NponyckHas CrnocobHOCTL:
3600mbps, 2.4mbps, Tmbps, 600kbps, 150kbps

e cny4vyaunHble notepu: 0.1, 0.5, 1, 1.5, 2, 10%

e PUKCUpOBaHHagA 3agepxka (+ B Tom yucne RTCP):

MeTpuKu:

« PESQ MOS
e CKOPOCTb NafieHns n pocTa, Mc
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19 ntobonbITHbIX.
[TosiBNeHMne 3a0epKK1M BUAEO HA OTMPABAAIOLWEN CTOPOHE
(B KNmeHTe)

Quality adaptation
(scaling), denoise filter

bitrate
overshoot

V

@—» video processing

Ll

video enc

congest. control

(TWCC)
sets pacing delay
queue size (video)

L4

k!) —>| audio processing

resampling, AGC, NS, AEC,

typing detection

audio enc

Y

RTP

Y

RTP

feedback (TWCC stats)

@
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HeckomneHcMpoBaHHAA 3a4epXKa BUAEO M Janus

[Mpn MUKLWMPOBAHNN ayaAMN0 N BUAEO NOTOKOB Ha
cepBepe HeCKOMMEHCUPOBAHHAA 3a4eprKKa C
KNNEHTA NPUBOAUT K PAaCCUHXPOHU3ALUM.
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Onsa nobonbITHbIX. Janus

8l =
Bl Po..
. 1 po..
| 8l po..
(A ) =
I 'R [
108 =
i e (=]
ne e
1400m [
n . =
L 1 =5
B = udp_send.. -
[ EC = pollwake =
N ] [inet_.. poll_schedule_timeout [ ]

[ Blar..  __s.. do_sys_poll =5
= =
B x e
| | =
_ o
[ ] ) __sw.. pollwake __switch_to_asm B -
e pollwake __switch_to_asm B3 enqueue_t.. el B8
[dofsm __SW.. ___sys_sendmsg __ s\ c.. futex_wake [ _sw.. I
entr.  [ESWH) arch_perf_update_userpage  _ switch_to_asm  pe.. t. pollwake _sw.. lIZN
[_lib..m  [X86.1 perf_event update_userpage  x86_pmu_enable_all [ [t default_wa.. 's.. T e
[libgi.. || __pe.. X86Lpmu_enable all I __perf_event_task_sc.. . . G _sw.. § _..
lgisoc.. )i SW.. finish.. p.. [0
(Dibhies |

do_nanosleep

|
r‘:w
F,-

_SYSCALL_64_after_sw.. j..

g_usleep D
janus_audiobridge_mixer_thread
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start_thread
i Event:) S S [.rincen] | e e |
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[EpolIZwWaIt I I epoll_wait

| [cuPhysicalSocketseny [u.. EBOMNGRPEN  us.. [unk.
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Immmmn -c

rtc Thread :Proc..
‘webrtc_rtp_gw2::.
|__clone

' [unknown]
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BRER_clone) _ pthread.
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1 onTtmmnsauyua

WSS [BEARRY [IibIce..

Sctr

EEERSCP e Co_s)>co..

webrtc_rtp_gw2::thread_wrapper<webrtc_rtp_gw2::worker_thre..

.WorkerThread

[unknown]



1 onTtmmnsauyua

-— e
. G @ D S

- l-l w S
-
'|" 4- -
o S
w if

webrtc_rtp_gw2::thread_wrapper<webrtc_rtp_gw2::worker_thre..

start_thread
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2 onTMMmmn3aumuA

-
—E~a~=iTS=ENE_g -----

o

do_nanoslee

do_syscall_64
entry_SYSCALL_..
__nanosleep

fput

l'. l p

default_wake_function

SYSER™
l defaul..

- .

0

'l'- e
(7]
— ]

Ilflllllllllmnll.ll

TTS EeTEToEm g, ——
[e==]

e fd

webrtc_rtp_gw2:..

rtc::Thread::ProcessMessages




p

-=g=
-—-k

do_nanoslee

entry_SYSCALL_6..
nanosleep

do_syscall_64

default_wake_funct..

SYSC_g..
[l defaul..

-
| Jo]

rtc::Thread::ProcessMessages

webrtc_rtp_gw?2..
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NTOorm

* 13 WebRTC moxHo caenatb SFU cepBep

e 1na 3TOroO «BbIBPaATH KANIMBPOBKY», HA KOTOPYIO
OPMEHTUPOBATLCA NMPU NPOBEAEHNN ONTUMMN3ALLNM

* [NopobpaTb KPpUTEPUM KauecTBa N YCJI0BUA TECTUPOBAHUA
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bnaroaapto 3a BHMMaHue!
| OTOB OTBETUTb Ha BOMPOCHI



