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interface Con { // Connection
void onRegister (ConnectionManager cm);
void close();

} // ... ConnectionManager
class ConnectionManager { synchronized int getConCount() {
Set<Con> cons = new HashSet<>(); return cons.size();
}
synchronized void register(Con c) {
cons.add(c); synchronized void closeAll() {
con.onRegister(this); for (Con c: cons)
} c.close();
}

synchronized void unregister(Con c) {
cons.remove(c) ; }

cS
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class ConnectionImpl implements Con {
ConnectionManager cm;

public synchronized void onRegister (ConnectionManager cm) {
this.cm = cm;

public synchronized void close() {
if (cm != null) {
cm.unregister(this);
cm = null;

} cS
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3anyckaem PyHKLUMOHANbHbIN TECT...
Bce paboTaert!

3anycKaem cTpecc TecCT...
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public void test() throws Exception {

ConnectionManager cm = new ConnectionManager();

new Thread(() -> {
while (true) {

Connection con = new ConnectionImpl();

cm.register(con);
con.close(); // lock -> lock
}
}).start();
for (int 1 = 1; 1 < 100 000; i++) {
System.out.println("Iteration #" + 1);
cm.closeAll(); // lock -> lock

}
}
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Java stack information for the threads listed above:

"Thread-0":
at a.ConnectionManager.unregister(Sample.java:20)
- waiting to lock <0x0000000795b8ee60> (a a.ConnectionManager)
at a.ConnectionImpl.close(Sample.java:45)
- locked <0x0000000795d72£d8> (a a.ConnectionImpl)
at a.StressTest.lambdaStestS0(StressTest.java:16)
at a.StressTest$$SLambdas$l/1297685781.run(Unknown Source)
at java.lang.Thread.run(Thread. java:745)
"main":
at a.ConnectionImpl.close(Sample.java:44)
- waiting to lock <0x0000000795d72£fd8> (a a.ConnectionImpl)
at a.ConnectionManager.closeAll(Sample.java:29)
- locked <0x0000000795b8eeb0> (a a.ConnectionManager)
at a.StressTest.test(StressTest.java:21) <27 internal calls>

Found 1 deadlock. Qg

Slide 7/106. Copyright © 2017. Devexperts LLC. All rights reserved. DEVEXPERTS



ConnectionManager cm
Connection con

1 MONITORENTER con
2 con.close()

5 MONITORENTER cm
6 cm.unregister(con)
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MONITORENTER cm
cm.closeAll ()

MONITORENTER con
con.close()
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ConnectionManager cm
Connection con

1 MONITORENTER con
2 con.close()

5 MONITORENTER cm
6 cm.unregister(con)
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MONITORENTER cm
cm.closeAll ()

MONITORENTER con
con.close()
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ConnectionManager cm
Connection con

1 MONITORENTER
2 con.close()

5 MONITORENTER cm
6 cm.unregister(con)
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MONITORENTER cm
cm.closeAll ()

MONITORENTER con
con.close()
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ConnectionManager cm
Connection con

1 MONITORENTER
2 .close()

3 MONITORENTER cm
4 cm.closeAll()

5 MONITORENTER cm

6 cm.unregister(con)
/  MONITORENTER con
8 con.close()

cS
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ConnectionManager cm
Connection con

1 MONITORENTER
2 .close()

3 MONITORENTER
4 cm.closeAll ()
5 MONITORENTER cm

6 cm.unregister(con)
/  MONITORENTER con
8 con.close()

cS
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ConnectionManager cm
Connection con

1 MONITORENTER
2 .close()

3 MONITORENTER
z .closeAll ()
5 MONITORENTER cm

6 cm.unregister(con)
7 MONITORENTER con
8 con.close()

cS
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Cor— = m

1 MONITOR M n PA BAA
2 .clog AEAHOK!

AORENTER

5 MONITORENTER cm

6 cm.unregister(con)
7  MONITORENTE
8 con.close()

cS
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Ewe npumep pennoka

void transfer (Account from,
Account to,
int amount) ({

from.lock()

to.lock()
// Do transfer

unlock(from, to)

}
transfer(a, b, ..): |transfer(b, a, ..):
1 a.lock()
2 b.lock()
3 a.lock()

4 b.lock() 53
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Ewe npumep pennoka

void transfer (Accoun M TyT

Acce

from.lock() Y AEAHOK!

to.lock()
// Do transfer

unlock(from, to)

}
transfer(a, b, ..): |transfer(b, a, ..):
1 a.lock()
2 b.lock()
3 a.lock()
4 b.lock() Qg
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[TogxoAabl K aHAaNU3y

e CTaTUYeCKMUM aHanums
* Model Checking

* 1NHaMUYeCKUM aHanu3
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Ctatnyeckuu aHanus

* AHa/IM3MpYeT NPOrpammy He BbIMOHASA ee

* MoOXeT rapaHTUPOBATb OTCYTCTBME B3aUMHbIX
6NOKMPOBOK

* O6bI4HO MmHoOTO false positives

cs
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Model checking

* AHa/IM3MpyeT moaenb NPorpammbl|

* MoOXeT rapaHTUPOBATb OTCYTCTBME B3aUMHbIX
6NOKMPOBOK

* HeT false positives
* CNOXHO NOCTPOUTb moaenb

* TpebyeT MHOTO BbIYNCANUTENbHbIX PECYpPCOB

cs
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ANHaMmHUYecKkum aHanums

* 3aBUCUT OT KOHKPETHOIO MCMNO/IHEHUSA
* Mano false positives

* [TpMeHUM K BONbLLUMM NPUTOKEHUAM

cS
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AnHaMnyecKnu aHanun3: TeXHUKMU

* AHanun3 Tpacc ucnosaHeHusa (off-line)
- JCarder, MulticoreSDK

 ObHapyXeHne B MOMEHT BO3HMKHoBeHuA (on-line)

- [locTynHa BCS KOHTEKCTHasA MHpopmauma

e Stacktrace, BHyTpeHHee cocToAHME

- VisualThreads

cs
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ANMTOPUTM

EEEEEEEEEE



Nepapxma 610KMpPOBOK

JTtobble nBe 610KMPOBKM bepyTca Bceraa B 0O4HOM
nopsaake BHYTPpU 04HOro NOTOKaA

void transfer (Account from, Account to, int amount) {
// Order lock acquisitions by ids
if (from.id < to.id)
lock(from, to)
else
lock(to, from)
// Do transfer
unlock (from, to)

} cS
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MoTeHUManbHaAa B3aMMHaA 610KMPOBKa

* Nepapxmna BNOKMPOBOK — eAUHCTBEHHbIN HA
NpaKkTUKe cnocob 6opbbbl ¢ AeanoKamm

* [lomeHyuanbHbIU 0e0s/10K — HapyLLeHne 3TOU
nepapxmm

cs
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pad 6N10KNPOBOK

* OpUEeHTUPOBAHHbLIN rpad
* BeplunHa <> BNOKNPOBKA

* Peopo (a, b) o3HavaeT,4yT0oa@ — b

* IUKN = NOTEHUMANbHbIN AeAN0K

cs
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'pad 610KMPOBOK: Nnpumep

Thread 1 Thread 2
1 a.lock()
2 b.lock()
3 unlock(a, b) —}
4 b.lock()
5 a.lock()
6 unlock(a, b)

cS
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'pad 610KMPOBOK: Nnpumep

Thread 1 Thread 2
1 a.lock()
2 b.lock()
3 unlock(a, b) —}
4 b.lock()
5 a.lock()
6 unlock(a, b)

cS
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'pad 610KMPOBOK: Nnpumep

Thread 1 Thread 2
1l a.lock()
2 b.lock()
3 unlock(a, b) —}
4 b.lock()
5 a.lock()
6 unlock(a, b)

cS
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'pad 610KMPOBOK: Nnpumep

Thread 1 Thread 2
1l a.lock()
2 Db.lock()
3 unlock(a, b) —}
4 b.lock()
5 a.lock()
6 unlock(a, b)

cS
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'pad 610KMPOBOK: Nnpumep

Thread 1 Thread 2
1l a.lock()
2 Db.lock()
3 unlock(a, b) —}
4 b.lock()
5 a.lock()
6 unlock(a, b)

cS
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'pad 610KMPOBOK: Nnpumep

Thread 1 Thread 2
1l a.lock()
2 Db.lock()
3 unlock(a, b) - |
4 b.lock()
5 a.lock()
6 unlock(a, b)

cS
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MpuHUMN MUHMMU3aAUUK: Npobaema

» [1Ba LMKNA NOKa3bIBAOT HA OAHY OLLNOKY

Thread 1 Thread 2 @

1 a.lock()

2 c.lock()

3 b.lock()

4 unlock(a,b,c) ' @
5 b.lock()
6 a.lock()

7 unlock(a,b) @
e
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MpuHUMN MUHUMMU3aULUK: npobaema (1)

e [1Ba LMKNA NOKa3bIBAOT Ha O4HY OLUNOKY

Thread 1 Thread 2 @

1 a.lock()

2 c.lock()

3 b.lock()

4 unlock(a,b,c) ' @
5 b.lock()
6 a.lock()

7 unlock(a,b) @
e
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MpuHUMN MMHUMU3aUmK: npobaema (2)

» [1Ba LMKNA NOKa3bIBAOT HA OAHY OLLNOKY

Thread 1 Thread 2 @

1 a.lock()

2 c.lock()

3 b.lock()

4 unlock(a,b,c) ' °
5 b.lock()
6 a.lock()

7 unlock(a,b) e
e
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MpuHUMN MMHUMK3aUUK: npobaema (3)

» [1Ba LMKNA NOKa3bIBAOT HA OAHY OLLNOKY

Thread 1 Thread 2
1 a.lock()
2 c.lock()
3 b.lock()
4 unlock(a,b,c)
5 b.lock()
6 a.lock()

7 unlock(a,b)
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MpuHuMN mMHUMU3auuKn: npobnema (4)

» [1Ba LMKNA NOKa3bIBAOT HA OAHY OLLNOKY

Thread 1 Thread 2
1 a.lock()
2 c.lock()
3 b.lock()
4 unlock(a,b,c)
5 b.lock()
6 a.lock()
7 unlock(a,b)
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d
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MpuHUMN MMHUMK3aUUK: npobaema (5)

» [1Ba LMKNA NOKa3bIBAOT HA OAHY OLLNOKY

Thread 1 Thread 2
1 a.lock()
2 c.lock()
3 b.lock()
4 unlock(a,b,c)
5 b.lock()
6 a.lock()

7 unlock(a,b)
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MpuHUMN MMHUMM3aUUK: npobaema (6)

» [1Ba LMKNA NOKa3bIBAOT HA OAHY OLLNOKY

Thread 1 Thread 2 e

1 a.lock() l

2 c.lock() |

3 b.lock() |

4 unlock(a,b,c) _> e :
5 b.lock() :
6 a.lock() '
7 unlock(a,b)

2 sz
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MpUHUMN MUHMUMU3ALUN

* bonee KOPOTKUN LKA NoNe3Hee

* CoobLLaem 0 cCamMOM KOPOTKOM

cs
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Ckenet anroputma

* AHaNU3 onepauni B3ATUA U OTNYCKaHUA BJIOKMPOBKM

* AHanun3 B3ATUA BJIOKNPOBKMU:

- 106aBUTb BNOKNPOBKY B MHOXECTBO B3ATbIX TEKYLLUM MOTOKOM
61OKMPOBOK

- 1o6aBuUTb pébpa B rpad 6NOKNPOBOK

- CoobWwmTb O HOBbIX LMKNAX

* AHANN3 OTNYCKaHMA BTIOKNPOBKMU:

- Yoanutb 610KMPOBKY N3 MHOKECTBA S
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AHanu3 B3ATUA N OTNYCKaHNA BNOKUPOBKH

Thread 1 Thread 2
1 b.lock()
2 a.lock()
3 a.unlock()

4 a.lock()
.lock ()
6 b.unlock()

Thread #1

5 ¢

7 b.lock() N
8 a.unlock() §
9 c.unlock() <
10 b.unlock()

cS
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AHanuns B3ATUA U OTNYCKaHMA 6n1o0KkupoBKu (1)

Thread 1 Thread 2
1 b.lock()
2 a.lock()
3 a.unlock()
4 a.lock()
5 c.lock()
6 b.unlock()
7 b.lock()
8 a.unlock()
9 c.unlock()
10 b.unlock()
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Thread #1

Thread #2

‘-—_’
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AHanuns B3ATUA U OTNYCKaHMA 6N10KUpPOBKU (2)

Thread 1 Thread 2
1 b.lock() e b
2 a.lock() !

3 a.unlock()

Thread #1

4 a.lock() i <::::>
5 c.lock() |

6 b.unlock() l
7 b.lock() N i
8 a.unlock() T J L
9 c.unlock() g a I [T
10 b.unlock() | o N L -

cS
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AHanuns B3ATUA U OTNYCKaHUA 610KUpoBKU (3)

Thread 1 Thread 2
1 b.lock()
2 a.lock()
3 a.unlock()
4 a.lock()
5 c.lock()
6 b.unlock()
7 b.lock()
8 a.unlock()
9 c.unlock()
10 b.unlock()
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Thread #1

Thread #2

‘-—_’
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AHanus B3ATUA U OTNYCKaHUA 610KMpoBKu (4)

Thread 1 Thread 2
1 b.lock() T b
2 a.lock() /

3 a.unlock()

Thread #1

4 a.lock() a |~ @
5 c.lock() N E

6 b.unlock() E l
7 b.lock() o \
8 a.unlock() ® :\
9 c.unlock() é P
10 b.unlock() b |----- o

cS
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AHanuns B3ATUA U OTNYCKaHUA 610KupoBKuU (5)

Thread 1 Thread 2
1 b.lock() 3
2 a.lock() &
3 a.unlock() = C
4 a.lock() a
5 c.lock()
6 b.unlock()
7 b.lock() N
8 a.unlock() 2
9 c.unlock() é
10 b.unlock() k)

cS
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AHanuns B3ATUA U OTNYCKaHUA 610KUpoBKU (6)

Thread 1 Thread 2
1 b.lock()
2 a.lock()
3 a.unlock()
4 a.lock()
5 c.lock()
6 b.unlock()
7 b.lock()
8 a.unlock()
9 c.unlock()
10 b.unlock()
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Thread #1

Thread #2
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AHanuns B3ATUA U OTNYCKaHMA 610KUpoBKU (7)

Thread 1 Thread 2
1 b.lock() 3
2 a.lock() &
3 a.unlock() =
4 a.lock()
5 c.lock()
6 b.unlock()
7 b.lock() N
8 a.unlock() 2
9 c.unlock() é
10 b.unlock()

Slide 49/106. Copyright © 2017. Devexperts LLC. All rights reserved. DEVEXPERTS



AHanuns B3ATUA U OTNYCKaHUA 610KUpoBKU (8)

Thread 1 Thread 2
1 b.lock() T b
2 a.lock() I ;

3 a.unlock() N y
.lock() X e

Thread #1

QO

(0 It~
Q Qo

.lock()
6 b.unlock()

.lock()

.unlock()
.unlock()
.unlock()

= O 00 J
oQo o

Thread #2

cS
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AHanuns B3ATUA U OTNYCKaHUA 610KupoBKuU (9)

Thread 1 Thread 2
1l b.lock() T b
2 a.lock() b [ - ;

3 a.unlock() y
.lock() X e

Thread #1

(0 It~
Q Qo

.lock()
6 b.unlock()

.lock()

.unlock()
.unlock ()
.unlock()

= O 00

Thread #2

o Q o O

cS
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AHanu3 B3ATUA 1 oTNYCKaHnA 610KupoBKu (10)

Thread 1 Thread 2
1l b.lock() b
2 a.lock() ;

/

Thread #1

3 a.unlock() P
4 a.lock() X :
5 c.lock() G |
6 b.unlock() |
7 b.lock() o l
8 a.unlock() 2
9 c.unlock() é e
10 b.unlock ()

cS
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MHoOKecTBO B3ATbIX 610KMPOBOK

* O6bblYHO BNOKNPOBKA NUCMONb3YETCA TaAK:

synchronized(o) { l.lock()
// Do something try {
} // Do something
} finally {
synchronized void f() { l.unlock()
// Do something }
}

* bnoknpoBKu bepytca n otnyckatotca B LIFO (ctek) nopaake

cS
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MHoOKecTBO B3ATbIX 610KMPOBOK

* CTEK C BO3SMOXKHOCTbIO yaaneHua us cepeaunHol
* NouTtn Bceraa pabotaet3a 0(1)

* B xyawem cnyyae 3a O(B)

- B — Konn4yectBo 610KMPOBOK, KOTOPbIE AEPXHUT NOTOK

cs
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Tononoruyecknu NopaaoK

* 3aaeTcA pebpamun opueHTUpPoBaHHOro rpada

* HeT Tonos10rMyeckoro nopsaaKka < ectb LUKAN

d

b

C

d

SN~
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Tononoruyecknu NopaaoK

* 3aaeTcA pebpamun opueHTUpPoBaHHOro rpada

* HeT Tonos10rMyeckoro nopsaaKka < ectb LUKAN

alblc|d|e

M
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Tononoruyecknu NopaaoK

* IHKpemeHTaNbHas Nnoaaep*Ka TONoN0orM4eckoro nopaaKka

- MNR anroputm, npeanoxxeHHblt Marchetti-Spaccamela n gp.

* [logaep*MBaeTcs TONIbKO aUuMKANYHAA YacTb rpada
61O0KMPOBOK

* Pebpo (a, b) npneBognT K HapyLweHUIO ToM. NopAAKa =
KpaTyanwmnim nytb b ~» a o603Ha4YaeT NCKOMbIN LUK/

cs
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CNOXHOCTb anroputma

* AHanus onepaunn B3ATUA 6I'IOKVIpOBKM

- Ecnn He obpa3yeTca HOBbIX LIMKNOB
e O6bIYHO 3TO TaK

« OB+ V]| +|E])
- Ecnun HOBble UMKAbI HANAEHbI
- 0(B - (V| + |ED))
* AHanM3 onepaumm oTnycKaHUa BNOKMPOBKMU

- Ypanenne 6 10KMPOBKM U3 MHOXKECTBA BNOKMPOBOK
e O6bIyHO 33 0(1)
* B xyawem cnyyae 3a O(B)

cs
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OrpaHnyYeHusa: MMHUMU3ALUA LUKAA

void transfer (Account from,
Account to,
int amount) {
from.lock()

to.lock()
// Do transfer

unlock(from, to) '

transfer(a, c,
transfer(c, b,
transfer (b, a,
transfer(a, b,

B W N |-

cS
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OrpaHuU4YeHua: MMHUMM3aumsa uukKna (1)

void transfer (Account from,
Account to,
int amount) {
from.lock()

to.lock()
// Do transfer

unlock(from, to) '

transfer(a, ¢, ..
transfer(c, b,
transfer (b, a,
transfer(a, b,

B W N

cS
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OrpaHuUYeHUua: MMHUMM3aLUmsa LUKAaa (2)

void transfer (Account from,
Account to,
int amount) {
from.lock()
to.lock()

// Do transfer
unlock(from, to) ' °

transfer(a, c,
transfer(c, b,
transfer (b, a,
transfer(a, b,

B W N |

cS
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OrpaHU4YeHusa: MMHUMM3aLUUAa uuKna (3)

void transfer (Account from,
Account to,
int amount) {
from.lock()
to.lock()

// Do transfer '
|
unlock(from, to) ' ° |

transfer(a, c,
transfer(c, b,
transfer (b, a,
transfer(a, b,

B W N |

cS
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OrpaHun4yeHna: MMHUMMU3aUMA LMKna (4)

void transfer (Account from,
Account to,
int amount) {
from.lock()
to.lock()

|

|

|

// Do transfer '
# |

unlock(from, to) ° !
|

I

transfer(a, c,
transfer(c, b,
transfer(b, a,
transfer(a, b,

B W N |

- e N

cS
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OrpaHU4YeHUs: MMHUMMN3ALUA LUKNA

* lobaBneHune pebpa (a, b) obpaszoBano YUK

* MuHummsauma (b, ..., a) © MmmHMmmn3auma b ~» a

- MOXHO peannsoBaTtb C NoMoLbio BFS

* OBbbIYHO A/IMHA UMKAA 2 nam 3

* TeKkyLLaA peannsauma He genaet MMHUMU3ALUMIO

cs
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Ol'paHI/I‘-IEHI/IFIZ Heé3aBUcnMmmbie UnK/bl

* He3aBUCMMble NOTMYeCKU LNKAbI:
- {(a,c,b)
- (al b)

* HeszaBncMMbIU LUK He byaeT oOHapy*KeH BCcaeacTBme
NPUHUMNA MUHUMM3ALUN

* O6bIYHO OAUH NONE3HbIN UMKA Ayywe ©

cS
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OrpaHunyeHus: single threaded uukn

Lock a, b
1 a.lock()
2 b.lock()
3 unlock(a, b) ' :
4 b.lock()
5 a.lock()

6 unlock(a, b)

cS
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OrpaHunyeHua: guarded UUKn

Thread 1 Thread 2 Q

1 g.lock()

2 a.lock()

3 b.lock()

4 unlock(a, b) - e
5 g.unlock()

g.lock()
b.lock()

6

7

8 a.lock()

9 unlock(a, b)

10 g.unlock () 53
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PEA/IU3ALUA

EEEEEEEEEE



DI-Check

e https://github.com/Devexperts/dicheck

* YnobeH anAa tectTupoBaHmA
- Knpaet uckntodyeHne npn —Ddlcheck.fail=true
- MOXHO HacTpoUTb CBOE NnoBeaeHuUe
* Peann3oBaH B BMAe Java areHTa
- Java -javaagent:dlcheck.jar -jar your app.Jjar

- Moandunumpyet bant-Koa ¢ nomoulbio ASM

cs
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TpaHchopmauuma 6auT-Koaa

AHanu3 onepauun B3ATUA U OTNYCKAHMNA BNOKNPOBKM:

* [lepBoe 1 nocneaHee aencrtemne synchronized metoga

* MONITORENTER M MONITOREXIT MHCTPYKLMNHU

* java.util.concurrent.locks.Lock
- MeTtop Lock

- YcnewHoe BbINONIHEHME meToda tryLock

- Metog unlock

cS
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Synchronized metoa: Ha nanbuax

B AHanus B3aTUA BNOKMPOBKMU synchronized void f() {

B Ananus otnyckaHma 610KMPOBKM onLockAcquire(this,
2 /*location id*/);

try {
synchronized void f() { // Do something
// Do something } finally {
} onLockRelease(this);
}
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Synchronized meto A ecnmw...

UCK/IlouYeHue?

B AHanus B3aTUA 6NOKMPOBKM , J4() {
onLoCrncqulire (this,
2 /*location id*/);
try {
// Do something
} finally {
onLockRelease(this);

cS
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Synchronized metoa: uckntoueHume

HEMPABUAJIBHO [TPABAJIBHO
synchronized void f() { synchronized void f() {
onLockAcquire(this, 2); try {
try { onLockAcquire(this, 2);
// Do something // Do something
} finally { } finally {
onLockRelease(this); onLockRelease(this);
} }
} }

cS
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Svynchronized metoa: 6aut-Koa

B AHanus B3ATUA BNOKMPOBKM

B AHanus otTnyckaHua 61OKMPOBKU

synchronized void g() {

try {
onLockAcquire(this, 2);
// Do something

} finally {
onLockRelease(this);

}

synchronized void g();

Code:
O:
1:
2:

5:
6:
O:
10:
11:
14:

aload 0 // this
iconst_2 // location id
invokestatic #22 // onLockAcquire

// Do something

aload_0 // this

invokestatic #26 // onLockRelease
return

aload_0 // this

invokestatic #26 // onLockRelease
athrow

Exception table:
from to target type
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9 10 any
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Synchronized 6n0K

void f() { B Ananus B3aTMA 610KMPOBKK

synchronized (o) {
// Do something

B AHanus otTnyckaHuAa 6AOKMPOBKU

) ; void f() {
MONITORENTER O
void f() { try {
MONITORENTER o onLockAcquire(o, 42);
try { // Do something
// Do something } finally {
} finally { MONITOREXIT o
MONITOREXIT o onLockRelease(0);
} }

) } 3
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Synchronized 610K

void f() {
synchronized (o) {
// Do jethdnag
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He Bce TaK
npocto! .

void f(j; ¢

MONITORENTER O

try {
onLockAcquire(o, 42);
// Do something

} finally {
MONITOREXIT o
onLockRelease(0);

}

} cS
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Synchronized 6n0K: 3a Kagpom

void f();

B AHanus B3ATUA BNOKMPOBKM

B AHanus otTnyckaHuAa 61OKMPOBKU

void f() {
synchronized (o) {
// Do something

Exception table:
from to target type
7 9 12 any
12 15 12 any
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Code:

try

catch

aload 0 // this

getfield #2 // monitor
dup

astore 1 // store monitor

+ monitorenter

// Do something
aload 1 // monitor

+ monitorexit

goto 17 // skip finally
astore 2 // exception
aload 1 // monitor

+ monitorexit

aload 2 // exception
athrow
return

cS
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Synchronized 6n0K: ucknroueHus

HETMPABWJIbHO NMPABNJIbHO
void f() { void f() {
MONITORENTER O MONITORENTER O
try { try {
onLockAcquire(o, 42); onLockAcquire(o, 42);
// Do something // Do something
} finally { } finally {
MONITOREXIT o MONITOREXIT o
onLockRelease(0); try {
} onLockRelease(0);
} catch (Throwable t) {}
}

} cS

Slide 78/106. Copyright © 2017. Devexperts LLC. All rights reserved. DEVEXPERTS



cs

Slide 79/106. Copyright © 2017. Devexperts LLC. All rights reserved. DEVEXPERTS



Svynchronized 6n0K: a Bapyr He 610K

void f() {
 MONITORENTER O
void f() { try {
MONITORENTER O 5 onLockAcquire(o, 42);
try { § } catch (Throwable t) {
// Do something >| MONITOREXIT o
} finally { '; onLockRelease(0);
MONITOREXIT o T throw t;
} )
} try {

// Do something

cS
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j.u.c.l.Lock: KaKk ucnonbsyercs

void f() {
L.lock(); void g() { void h() {
try { : L.lock(); b = l.tryLock();
/{ Do something // Do something // Do something
} finally { l.unlock(); l.unlock();
l.unlock(); ) )
}

}

cS
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j-u.c.l.Lock: KaK UCNONB3YF 314 e npsam Kak

HenapHble
. MONITORENTER
void f() {

1l.lock() void g() n MONITOREXIT!

try { l.loc” \; I'cf¥yLock();
/{ bo s //Do\._dmething r7 Do something

} tinall i 7 1 eilock(); l.unlock();
l.unloc " )

) u

cS
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j.u.c.l.Lock: KaK Bbirnagut 6ant-Kopa,

void g();
Code:
void g() { 0: aload 0 // this
1.1ock(); 1: getfield #3 // Lock
! , 4: invokeinterface #4, 1 // lock()
// Do something // Do something
L.unlock(); 9: aload 0 // this
} 10: getfield #3 // Lock

13: invokeinterface #5, 1 // unlock()
18: return

cS
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j.u.c.l.Lock: tryLock

void h() {
b = l.tryLock();
if (b) {
try {
| onLockAcquire(l, 2);
d h
voi () { } catch (Throwable t) {
b = 1l.tryLock(); —— l.unlock();
// Do something onLockRelease(1l);
l.unlock(); throw t;
} } ’
}
// Do something
L.unlock();
onLockRelease(l);

} cS
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Ucnonb3osaHue ClassTransformer

TUNUYHbIN KOoA:

public final byte[] transform(..., classFileBuffer) {
ClassReader cr = new ClassReader(classFileBuffer);
ClassWriter cw = new ClassWriter(...);
ClassVisitor classTransformer = new MyTransformer(cw, ...);

cr.accept(classTransformer, EXPAND FRAMES);
return cw.toByteArray();

[Monpobyem 3anycTuTh...

cS
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Ucnonb3osaHue ClassTransformer

java.lang.LinkageError: loader (instance of
sun/misc/Launcher$AppClassLoader): attempted duplicate class
definition for name: "com/intellij/util/lang/UrlClassLoader"

at
at
at
at
at
at
at
at
at
at
at
at

java.
java.
java.
java.
java.
java.
java.
java.
java.
java.

lang.ClassLoader.defineClassl(Native Method)
lang.ClassLoader.defineClass(ClassLoader.java:763)
security.SecureClassLoader.defineClass(SecureClassLoader.java:142)
net.URLClassLoader.defineClass(URLClassLoader.java:467)
net.URLClassLoader.access$100(URLClassLoader.java:73)
net.URLClassLoaderS$Sl.run(URLClassLoader.java:368)
net.URLClassLoader$Sl.run(URLClassLoader.java:362)
security.AccessController.doPrivileged(Native Method)
net.URLClassLoader.findClass(URLClassLoader.java:361)
lang.ClassLoader.loadClass(ClassLoader.java:424)

sun.misc.LauncherS$AppClassLoader.loadClass (Launcher. java:331)

java.

lang.ClassLoader.loadClass(ClassLoader.java:357) gg
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Ucnonb3osaHue ClassTransformer

sun/misc/Launcher duplicate class
definition Hy} ASM"' ang/UrlClassLoader”

at java.lang.( Hy norOAM! .sLoader.java:763)

at java.securi eClass(SecureClassLoader.java:142)

at java.net.URLClassLoader$l.run(URLClassLoader/§g®

at java.security.AccessController.doPrivileg@)

at java.lang.ClassLoader.loadClass(ClassLoade

at sun.misc.LauncherS$SAppClassLoader.loadCls

java.lang.LinkageE 3 instance of
at java.lang. > Method)
/
at java.net.URLClass ‘ClasiiiRLClas _vay467)
at java.net.URLClassLoader.access$100 lass .)‘ 7
at java.net.URLClassLoader$l.run(URLClasssoaders [//\\
at java.net.URLClassLoader.findClass(URLClass
at java.lang.ClassLoader.loadClass(ClassLoad
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MpobnemHbin ClassWriter

protected String getCommonSuperClass(String typel,

String type2) {
Class<?> cl, c2;
ClassLoader loader = getClass().getClassLoader();
try {
cl = Class.forName(typel.replace('/', '.'), false, loader);
c2 = Class.forName(type2.replace('/', '.'), false, loader);
} catch (Exception e) {
throw new RuntimeException(e);
}
if (cl.isAssignableFrom(c2))
return typel;

e o Qg
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Hanuwem ceou!

protected String getCommonSuperClass(String typel,

String type2) {
ClassInfo ¢ = ciCache.getOrBuildClassInfo(typel, loader);
ClassInfo d = ciCache.getOrBuildClassInfo(type2, loader);
if (c.1isAssignableFrom(d, ciCache, loader))
return typel;
if (d.isAssignableFrom(c, ciCache, loader))
return type?2Z;

ClassInfo goctyneH AO TpaHchopmaLmnm

cS
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Ypa! 3apaborano!



dpenmsopK JAgent

* [l[pobnema peweHa B JAgent

- https://github.com/Devexperts/jagent

* [lo3BonseT ynobHee nmncaTb Java areHTbl

cs
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KOHPNAUKT 3aBUCMMOCTEN

° MCI'IOJ'Ib3y6N\ HECKOJIbKO dINeHTOB.

java -javaagent:agentl.jar -javaagent:agent2.jar

—jar my app.jart

ASM 3

A

ASM 4

* Heo6x04MMO U301MPOBATb 3aBUCUMOCTU
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Cnocobbl usonaumm

* Repackaging
- maven-shade-plugin (nau aHanor)
- Hy»KHO 3HATb TPAH3UTUBHbIE 3aBUCUMOCTU U X CTPYKTYPY

- MHorpa moxkeTt He cpaboTaThb (reflection)

 OtaenbHblK ClassLoader

- He nonyuyntca ncnonb3oBaTb AN KOAA, BbI3OB KOTOPOTO
nobasneH npu TpaHchopmaLmm &2
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JAgent cnelwumnT Ha NOMOLLb

System ClassLoader JAgent ClassLoader

JAgent API JAgent Impl

1 Runs transformation 1
core: transformer:

: code via JAgent API .
+ premaln—g> transformation

Inserts new code
code

! !

External libraries External libraries

cS
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BEHYMAPKHU & BbIBOAbI

EEEEEEEEEE



beHUMapKn

* SpecJVM2008: Apache Derby (4 n 40 notokos)
* DaCapo: Apache Lucene

* DaCapo: Banking application

cs
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[Mpon3sBoauUTENbHOCTDb

128,2 120,71

128
64
40,33
32
16
9,7
g 7,3
4 3,25
2,6
2
1’25 -
1

Derby 4T Derby 40T Lucene Bank

M Jcarder M MulticoreSDK 53
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[Mpon3sBoauUTENbHOCTDb

128,2 120,71

128

64

40,33

32

16

SLOWDOWN FACTOR

1,76
1,25

1,03

Derby 4T Derby 40T Lucene Bank
M DI-Check M Jcarder M MulticoreSDK 53
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MoTpebneHmne namaTH

1,6
1,4 1,35
1,22 ,

1,2 107 1,1
. 1 / 1,064 1 1 1
e 1
3
‘|_,|_|) 0’8 0,74
= 0,61
S 0,6
=

0,4

0,2

0
Derby 4 Derby 40T Lucene Bank
M DI-Check M Jcarder M MulticoreSDK 53
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"KU3HEeHHbIU
npumep

Slide 100/106. Copyright © 2017. Devexperts LLC. All rights reserved.



public void testClose() {

cm.register(con);

// lock

// lock for con.onRegister ()
assertEquals(l, cm.getConCount());
con.close();

// lock

// lock for cm.unregister|()
assertEquals(0, cm.getConCount());

}
cS
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### Cycle in lock graph: ###
Lock ConnectionImpl@d70cl09 was acquired at:

a.ConnectionImpl.onRegister (Sample.java:39)
a.ConnectionImpl.close(Sample. java:44)

Lock ConnectionManager@2be94b0f was acquired at:
a.ConnectionManager.getConCount (Sample. java:24)
a.ConnectionManager.register(Sample.java:15)
a.ConnectionManager.unregister(Sample.java:20)

### Current lock stack: ###

Lock ConnectionImpl@d70cl09 was acquired at:
a.ConnectionImpl.onRegister(Sample.java:39)
a.ConnectionImpl.close(Sample. java:44)

### Current stacktrace: ###
a.ConnectionManager.unregister(Sample.java:20)
a.ConnectionImpl.close(Sample. java:45)

a.FunctionalityTest.testClose(FunctionalityTest.java:22)
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U rpe BCE 3TO Nnpmnroamnaochb?

* BHyTpeHHMe NpoeKTHI
* IntelliJ IDEA

e Kotlin

cS
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NToro

* ANITOPUTM ANA NOUCKa NOTEeHUMaNbHbIX AeA0KoB on-line

* PeannsosaH MHcTpymeHT D1-Check
- https://github.com/Devexperts/dicheck

e BanxKanwme naaHbl:

- KoHTpaKTbl Ans onucaHus npasua B3TUA 610KMPOBOK

cs
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Cnacmbo 3a BHMMaHuel
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