Variable Length Array

Tak nun cTpalleH 4YepT, Kak ero MmasntorT?

EBreHnn EpoxuH Hyperintegrate



HemMHOro ooo mHe

OcHoBaTtenb ctaptana Hyperlntegrate.

Opaneep dpannoson cuctemol MTP(Media Transfer Protocol) ansa macOs.
KoTopbin no3BondaeT nogknodats Android yCTponcTBa Kak qoansioByo CUCTEMY.




HemMHOro ooo mHe

Ctapwun paspabdotymk B DINS

e PaspaboTka cepBuca nepegaym BnMaeo B pearibHOM BPEMEHM
e Cewmenctao nportokonoB RTP (Real-time Transport Protocol)
e Peanusauyua npotokosioB no RFC




HemMHOro ooo mHe

N ewe, Paragon Software 10+ net Begywmn paspaboTymk HanpasneHusi, TMMnua.

[panBepa pannoBbix cnctem nog macOS
iMnnemeHTauna gannoBbIX CUCTEM

Cucrtema cHenwoTuHra 6noYHbIX (ANCKOBbLIX) YCTPOMCTB
bByT 3arpy34ynk

PeBepC MHXUHUPUHT

A elle o4 MHOro BCEro CUCTEMHOIO =)




Tak YyTo 31O TAakoe?

VLA wnn Variable Length Array (CtaHgapt C99).



Kak BbirnaauT kog ¢ VLA

void fn(int count)

{

char buf[count];




OTKyaa BO3HUK BOMPOC?




A 4TO OymMaeT MUPOBOE
coobOLecTBO?



What's so bad about Variable Length Arrays?

My Intermediate C++ professor marked points off for using variable length arrays in my assignments. I use them because
I'm testing out smaller files so if I can get a task down, that requires huge data, it could possibly work for the bigger file.

My professor told me that VLA's are bad because the ISO prohibits it and the VLA allows array lengths to be determined
by run-time than compile time.

He also linked me to an article where it explains why https://www.phoronix.com/scan.php?page=news_item&px=Linux-
Kills-The-VLA

But I'm still not convinced why I shouldn't use VLA's. Can anyone give me a metaphor or example to help me understand?
Thanks.

Edit: I'm currently enrolled in college and am learning this stuff as a CS/SWE major I that helps.

https://www.reddit.com/r/cpp/comments/9tbriy/whats so bad about variable length arrays/




raevnos 91 points - 1 year ago

Not being part of C++ isn't enough?

wutdefukk 19 points - 1 year ago

Potentially Large Arrays in runtime stack ,which is stored little space, can be dangerous.

trvlng_ging 10 points - 1 year ago

What, just because they are antithetical to C++ design goals? They have runtime performance problems that can be
quite severe, they are not portable, and they open security holes in your application. There are other things, like they're

C and not C++, even in the C world they are considered a mistake. Frankly, I can't see trading all that for minor
convenience gains.




Tak a 4YTo 3a ctaTba?

The Linux Kernel Is Now VLA-Free: A Win For Security, Less
Overhead & Better For Clang

Written by Michael Larabel in Linux Kernel on 29 October 2018 at 12:15 AM EDT. 14 Comments

With the in-development Linux 4.20 kernel, it is now effectively VLA-free... The variable-
length arrays (VLAs) that can be convenient and part of the C99 standard but can have
unintended consequences.

VLAs allow for array lengths to be determined at run-time rather than compile time. The

Linux kernel has long relied upon VLAs in different parts of the kernel -- including within
structures -- but going on for months now (and years if counting the kernel Clang'ing efforts) has been to
remove the usage of variable-length arrays within the kernel. The problems with them are:

- Using variable-length arrays can add some minor run-time overhead to the code due to needing to
determine the size of the array at run-time.

- VLAs within structures is not supported by the LLVM Clang compiler and thus an issue for those
wanting to build the kernel outside of GCC, Clang only supports the C99-style VLAs.

- Arguably most importantly is there can be security implications from VLAs around the kernel's stack
usage.

https://www.phoronix.com/scan.php?page=news _item&px=Linux-Kills-The-VLA




A camoe rnasHoe!

UX HEHABUOUT

NTIMHYC
TOPBAIBbAC

'_ ~ A

Linus Torvalds has also expressed his displeasure in the past over VLA usage with

comments like "USING VLA'S IS ACTIVELY STUPID!

It generates much more code, and

much _slower_ code (and more fragile code), than just using a fixed key size would have

done."

r




Hukoraa!



He nuwuTe Ha
C++!







A M
oXKe
TH
e BCe TaK ni
OXO?

o'O)

RSHOULD(COMMITSUICIDES



[ oe moryT npurogmntbcsa VLA

Cbopo4Hble bydepa

MaccuB onga nonyyeHusa s3HadyeHUn n3 PyHKUUN Korga KonmvecTBo
N3BECTHO TOSMbKO B paHTanme

/ ellle MHOro BapnaHTOB, Korga pa3Mep He U3BECTEH 3apaHee




x86-64-psABI-1.0

An array uses the same alignment as its elements, except that a local or global

array variable of length at least 16 bytes or a C99 variable-length array variable
always has alignment of at least 16 bytes.*

*The alignment requirement allows the use of SSE instructions when operating on the array.
The compiler cannot in general calculate the size of a variable-length array (VLA), but it is ex-

pected that most VLAs will require at least 16 bytes, so it 1s logical to mandate that VLAs have at
least a 16-byte alignment.




Mpumep

Snippet 1

https://godbolt.ora/z/T1Ezj4




A 410 ewle ectb B VLA?

W void 2 struct entry
foo (int n) i tester (int len, char data[len][len])

{ {

struct S { int x[n]l: }:

UNn gaxe

struct entry
tester (int len; char data[len][len], int len)

{

https://acc.gnu.org/onlinedocs/gcc/Variable-Length.html
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Kak MOXXHO peluaTtb npobnemy AnnHbl N3BECTHOU B
paHTanme?

TunnyHasa 3agada - coopoyHbIv Bydoep ang (naketa, CTPYKTYpbI A4S 3annucu Ha
auck n 1.n.). Kak MoXXHO opraH13oBaTb:

e std::vector

e Maccue pukcmMpoBaHHOM ONUHbLI PaBHOW “MaKkCMMalribHO BO3MOXXHOMY
3HaveHuo” nnu std::array

e Maccus nepemeHHoU anunHel VLA
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[oBOpSA 0 NaMsATU, HENMBb3A 000UTK 2 abCTpaKL K

o Keull
e (Crek

22




KeLwu

OcHoBHoe noHgaTtue - Cache line. E E

[1nnHa KkpaTHa cTenexHu 2.

B ocHOBHOM ucnonb3yeTcs anvHa 64 danTa. —
L]

\' i
\Hrrm
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[loocucrema namaTu

Socket 1 Socket 2

oo Registers/Buffers
e ~1 cycle <1ns
== [ StoreBuffer ) _

~3 cycles ~1ns

~12 cycles ~3ns

~38 cycles ~12ns

QPI| ~40ns




Kew ¢ peanbHbIMU LUndopamu

Core i7 Xeon 5500 Series Data Source Latency (approximate)

local L1 CACHE hit, cycles
local L2 CACHE hit, cycles
local L3 CACHE hit, line unshared cycles
local L3 CACHE hit, shared line in another core cycles
local L3 CACHE hit, modified in another core cycles

remote L3 CACHE (Ref: Fig.1 [Pg. 5]) ~100-300 cycles

local DRAM
remote DRAM




Set-associative cache

e NLRU 64 byte 64 byte 64 byte 64 byte
e [opsAunn kel
e XonoaHbIN KeLl N E e e

Address _
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[1Ba KNo4YeBbIX NOHATUS

e Spatial locality
e Temporal locality

27



Crek

OxFFFFFFFF

OS Kernel Space
User code cannot read from nor write to these addresses,
otherwise resulting in 2 Segmentation Fault

@ Stack @

Automatic variables (local to a function’s scope), caller’s return address, etc.
(grows towards lower memory addresses)

0xC0000000

Dynamic memory allocation through malloc/new free/delete
(grows towards higher memory addresses)

Uninitialized static variables, filled with zeros

Text

Binary image of the process (e.g., /bin/ls
saad Susen iz v ) 0x08048000

| 0x00000000




Kak paboTaeT cTekK

0xc00...000

0x000...000
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A Kak BbIrnagunT bydpep nog MmakcumarbHbIW pa3mep

0xc00...000

e [[Oe Mbl Tepsiem
NPON3BOAUTESNTBHOCTbL?

e A yYyTO oXugaTb OT
npocnnnpoBLLnKa?

e Ectb nu atn npobnembl y VLA?

fn3 ncnonb3yemblin

I 0x000...000
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A 4yTO Ham 3aecb aact VLA?

bonblwas nokanbHocTb. U Kak crneacrteme ¢ 6orbluen BEPOATHOCTbLIO

e paboTta c bychepom camMon (PyHKLNM NoNagaeT Ha ropavmne KeLu
® BbI30Bbl PYHKUNW BHYTPM NonagaroT TOXE Ha ropsavne Kewm
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Alternatives for Array Extensions (n3810)

Alternatives for Array Extensions

Bjarne Stroustrup

The most important aspect of an “array alternative” is that it enables simple and efficient use of a run-
time-specified amount of stack storage and provides an alternative to the traditional problems of “lost”
size and “lost” type that make direct use of arrays error-prone.




Hepoctatkm VLA gna C++ (n3810)

e B Takom Buae Henb3Aa ncnonb3oBaTtb ¢ Range-based for loop
e sizeof BblgaeT pasmep B banTax a He anemMeHTax

Bce 10 4TO NocnyXxuno motuesaunen ang std::array.

33




AnbtepHaTtusbl gna VLA (n3810)

e The Array of Run-Time Bounds (ARBs, N3497 Runtime-sized arrays with automatic storage
duration by Jens Maurer)
e An class interface for stack memory std::dynarray u std::bs_array
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Obuwaga npobnema gng xpaHeHUs B CTEKE

Bce meTtoabl UCMONb30BaHUSA CTEKA UMEKOT O@_._.___\_m :UO@:m_/\__u_”

e Stack clash
e (CTeK He MOXeT pacTu “OecKOHEYHO”

K15




Stack clash

e Ha camom gene Mbl HE Tak XOPOLLO KOHTPOMNMPYEM POCT CTEKa
e YactnyHo Ham nomoraet Guard page

Memory

Stack




A 4TO Xe genaTtb?

Iv\v_AIm AOMNOJIHUTEJIbHAA Malrus

e -fstack-check npobauuns ctpaHuy namaT nocne annokauuu (yctapena)
e -fstack-clash-protection annokauns noctpaHn4Ho ¢ npobavuunen

https://developers.redhat.com/bloa/2020/05/22/stack-clash-mitigation-in-gcc-p

art-3/

https://qodbolt.orag/z/3WWGaM
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Mpumep

Snippet 2

https://godbolt.org/z/3WWGaM
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A peluaema nv npobrnemMa ¢ pasmMepoM cTeka

[1To ymonyaHuio paHTanM BblAENseT HaM HeDOSIbLLIOW KYCOK NaMATn nof ctek. 1 oH
He yBenMynBaeTCs.

Ho moxHO pewmnTb npobnemy onuuen -fsplit-stack. LieHa:

® [ONoJIHUTElNbHbIE MNMPOBEPKN Ha BXOOE B QU<I_A_|___\__.O
® CUIlbHOE yBEJIMYMEHUE KOOa
® BO3MOXHbI 3JIJTOKaUNK

Ho ctouT nun ncnonb3oBaTtb?
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4TO MOXXHO UCNofb30BaTh Npn OoTrNagke

EcTb gononHuTeneHble donarn anga npoBepKnU Bbixoda 3a npenernbl Maccuea
NOCTQAKTYM

-fstack-protector
-fstack-protector-all
-fstack-protector-strong

-fno-stack-protector
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MHCTpymMeHTauunga

Y10 Ham HY>XHO YTOObI XXUTb BbINO NErko u HEMPUHYXOEHHO:

e [IpoBepka pasmepa maccmea Ha BXoae
e Ecnu mbl xoTuM Bce npenectn STL, Mbl Bcerga MoXXemM UCMOSib30BaTb
‘nartepH” View std::span, std::string_view, PMR memory resource u T.1.
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Tak B Kakmx crny4yasx MOXXHO OXuaaTb Bbirogy?

OueBnaHo 4To VLA MoryT gaBsatb NpUpPOCT MPOn3BOANTENBHOCTU

® ecnn pasmep “MakcumansHoro” bydepa dyneT 3HaYNTENbHbLIM

N ByaoyT ckopee BCero rnpourpbiBaThb

~w 5y

® ecnun “MakcumMarnbHbIn pa3Mep OTHOCUTESIbHO MarieHbKUW
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A B yemM npobnema B Linux?

Pasmep cTeka B aape Linux 4 ctpaHuubl = 16K ana 64 dutHoro pexmma
[MybunHa cTeka BbI30OBOB MOXET ObITb AOCTATOYMHO bonbwon (1o HE
MUKPOSAPO0)

Ha 4yem HanucaH Linux?

Ho cambin rnaBHbI HegocTaTok! !
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A camoe rnasHoe!

UX HEHABUOUT

NTIMHYC
TOPBAIBbAC



N B 3aKknoyeHune

Tak 4YTo Tenepb MOXHO cKka3aTb 0 MexaHusme VLA!?

e [loTeHUManNbHO MOXET YBENUYUTL NPON3BOANTENBHOCTbL
e [lpom3BoauUTENBHOCTb MOXET CUNBbHO 3aBUCETHL OT NPOMUNIA NporpaMmmbl
e Bcerga Hago npodunupoBaTth
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Cnacmnbo 3a BHMMaHume

EBreHnn EpoxuH
mailto: the _gabber@mail.ru

telegram: @the_gabber

46




Bonpochb!?
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