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PROOFPOINT ESSENTIALS

SECURITY AWARENESS

KEY BENEFITS

Reduce successful phish-
ing attacks and malware
infections by up to 90%
Change user behavior
Provide consistent training
designed for SMBs

Track results and progress
witheasy-to-digest report-

ing
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PROOFPOINT ESSENTIALS SECURITY AWARNESS

OVERVIEW

Proofpoint Essentials—Security Awareness helps deliver the right training to the right

people at the right time.

More than 90% of todayis cyberattacks target users through email. While technology
safeguards are essential, they canit stop everything—that is why you need educated
employees as a solid last line of defense. Your end-users must be able to recognize
and reject phishing, business email compromise (BEC), and other threats. An effective
security awareness training program shows your people how to avoid opening the

door to a threat.

Proofpoint Essentials Security Awareness is designed to meet this need. Its approach
efficiently changes employee behavior, reducing your organization’s exposure to

breaches while minimizing employee downtime.

PROTECT YOUR ORGANIZATION WITH THREATSIM PHISHING SIMULATIONS

Delivering the training your users actually need is the key to a security awareness pro-
gram that works. Our ThreatSim® Phishing Simulations reveal how susceptible your
users are to a wide range of phishing and spear-phishing attacks. With thousands
of different templates across 13 categories, you can assess users on multiple threat

types, including:

- Malicious attachments
- Unsafe URLs

+ Requests for personal data

NEXT STEP
CONTACT US FOR QUESTIONS
213.545.0601 OR SALES@IRONCOVESOLUTIONS.COM

Iron Cove Solutions | sales@ironcovesolutions.com
8117 W. Manchester Ave ¢ ironcovesolutions.com
Suite 915 213.545.0601

Los Angeles, CA 90292
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PROOFPOINT ESSENTIALS

SECURITY AWARENESS
EMAIL SECURITY FEATURES BUSINESS ADVANCED PROFESSIONAL
W/AWARENESS W/AWARENESS W/AWARENESS
ANTIVIRUS ® ® ®
SPAM FILTERING o ® ®
REPORTING ® ® ®
OUTBOUND FILTERING ® o ®
EMAIL ENCRYPTION ® © ®
URL AND ATTACHMENT FILTERING [ o ®
SOCIAL MEDIA PROTECTION ® ®
CONTINUITY (YOUR SERVER FAILS)
EMERGENCY INBOX o ® O
EMAIL SPOOLING FOR SERVERS o ® ®
INSTANT REPLAY () ® ®
EMAIL ARCHIVE
TAMPER PROOF AND OFFSITE ®
SEARCH AND DISCOVERY ®
UNLIMITED STORAGE (10 YEARS) ®
SECURITY AWARENESS
CAMPAIGNS ® o ®
TRAINING ® ® ®
REPORTING ® ® ®
MANAGEMENT
MULTI-LEVEL LOGINS ® ® ®
DOMAIN MANAGEMENT ® ® ®
EMAIL LOGS o ® ®
ACTIVE DIRECTORY SYNC o ® ®

PRICE wiTH AWARENESS
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PROOFPOINT ESSENTIALS

SECURITY AWARENESS

PROOFPOINT SECURITY AWARNES

TRAINING MODULES FOR END-USERS

A UNIQUE, EFFECTIVE APPROACH TO SECURITY AWARENESS

Proofpoint Essentials Security Awareness Training Modules provide training based on research-pro-

ven Learning Science Principles. The modules help improve the effectiveness of cybersecurity edu-

cation and are designed specifically for SMBs. It enables you to deliver the proper training to the right

people at the right time.

Here is the list of topics in Proofpoint's training modules. These modules will help your workers be-

come more aware of cyber threats and thereby become a more robust line of defense.

SECURING YOUR EMAIL

- Avoiding Dangerous Attachments
« Avoiding Dangerous Links

- Data Entry Phishing

.  Email Security

- Introduction to Phishing

- Malware

«  Precursor to Phishing

- Email Protection Tools

«  Email Security on Mobile Devices

«  Spear Phishing Threats
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TRAINING MODULE TOPICS

PEOPLE-CENTRIC SECURITY

- Mobile Device Security

- Physical Security

- Safe Social Networking

- Safer Web Browsing

«  Security Beyond the Office

. Security Essentials

- Security Essentials for Executives
- Social Engineering

- USB Device Safety

- Workplace Security in Action

- USB Device Safety

Iron Cove Solutions
8117 W. Manchester Ave
Suite 915

Los Angeles, CA 90292

PASSWORD PROTECTION

«  Spear Phishing Threats

- Beyond Passwords

«  Multi-Factor Authentication (MFA)
« Password Management

- Password Policy

INSIDER THREATS
« Insider Threat Overview
- Malicious Insider Threat

« Unintentional Insider Threat
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