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TSP Section 100

2017 Trust Services Criteria for Security, Availability, Processing Integrity, Con-
fidentiality, and Privacy (With Revised Points of Focus — 2022)

Notice to Readers

The 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and
Privacy (With Revised Points of Focus — 2022) (2017 TSC) presents control criteria established by the
AICPA’s Assurance Services Executive Committee (ASEC)-efthe-AICPA for use in attestation or con-
sulting engagements to evaluate and report on controls over the security, availability, processing integ-
rity, confidentiality, or privacy of information and systems used to provide products or services (a)
across an entire entity; () at a subsidiary, division, or operating unit level; (¢) within a function relevant
to the entity’s operational, reporting, or compliance objectives; erand (d) for a particular type of infor-
mation used by the entity.

In developing and establishing these criteria, ASEC followed due process procedures, including expo-
sure of criteria for public comment. BL section 360R, Implementing Resolutions Under Section 3.6
Committees, ™' designates ASEC as a senior technical committee with the authority to make public
statements without clearance from the AICPA eeunetCouncil or the board of directors. Paragraph-A44
Paragraph .A46 of AT-C section 105A105, Concepts Common to All Attestation Engagements, ™2 indi-
cates that criteria promulgated by a body designated by the Council of the AICPA under the AICPA
Code of Professional Conduct are, by definition, considered suitable.

Revisions in This Version

This Versmn of the %%%2017 TSC has been modified by%@l%&—s%aﬁf—te—mel—ad&eeﬂ—

Gsu&abih-ty%f—deygiwekeperaﬂﬂg—eﬁfeeﬁ#el%&sto reﬂect new pomts of focus and edlts to extant pomts

of focus (collectively referred to as revisions) relevant to certain of the trust services criteria. the

fnl ~ All BL sections can be found in AICPA Professional Standards.

a2 All AT-C sections can be found in AICPA Professional Standards.
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fer—&seef—theAs dlscussed in the “Background” sectron pornts of focus represent 1mr)0rtant characterrs—
tics of the criteria. As such, they may assist both management and the practitioner when they are evalu-
ating whether controls were suitably designed and operated effectively to achieve the entity’s objectives

based on the trust services crlterla ﬁ—a—SQGfeFSapph#Gh&m—%amm&&eﬂ%rs—mrpe%am—te—ﬁe%%th&t

ol

The changes to the points of focus in the 2022 revisions do not, in any way, alter the criteria in the
2017 TSC. Such criteria continue to be suitable criteria for use when evaluating controls in any
trust services engagement.

Revisions to the points of focus were developed by ASEC’s SOC 2® Working Group and ASEC’s Data
Privacy Working Group; these revisions were reviewed and approved by the chair of ASEC. The revised
points of focus in this version are intended to better support application of the criteria in

e an environment of ever-changing technologies, threats and vulnerabilities, and other matters that
may create additional risks to organizations.

e addressing changing legal and regulatory requirements and related cultural expectations regarding
privacy.

e addressing data management (for example, data storage, backup, and retention), particularly when
related to confidentiality.

e differentiating which points of focus related to privacy may apply only to an organization that is a
data controller or only to an organization that is a data processor, as defined in the glossary.
(Although this distinction is intended to assist management and the practitioner in identifying situ-
ations in which certain points of focus may be particularly relevant, the specific facts and circum-
stances of the organization's operations should be considered when identifying and applying points
of focus in a trust services engagement.)

Background

01

Fhe ATCPA - Assurance Services Exeentive Committee LASEC) has developed a set of criteria (trust ser-

vices criteria) to be used when evaluating the suitability of the design and operating effectiveness of
controls relevant to the security, availability, or processing integrity of information and systems used to
provide products or services, or the confidentiality or privacy of the-information processed by the sys-
tems_used to provide products or services at an entity, a division, or an operating unit of an entity. In ad-
dition, the trust services criteria may be used when evaluating the design and operating effectiveness of
controls relevant to the security, availability, processing integrity, confidentiality or privacy of a
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particular type of information processed by one or more of an entity’s systems or one or more systems
used to support a particular function within the entity. This document presents the trust services criteria.

As in any system of internal control, an entity faces risks that threaten its ability to achieve its objectives
based-on-the-trustservices-eriteria—Suchrisksdue to external and internal threats to the achievement of
those objectives and the vulnerabilities of its systems, processes, and procedures. Such threats and vul-
nerabilities arise because of factors such as the following:

e The nature of the entity’s operations
e The environment in which it operates
e The types of information generated, used, or stored by the entity
e The types of commitments made to customers and other third parties
e Responsibilities entailed in operating and maintaining the entity’s systems and processes
e The technologies, connection types, and delivery channels used by the entity
e The use of third parties (such as service providers and suppliers), who have access to the entity’s
system, to provide the entity with critical raw materials or components or operate controls that
are necessary, in combination with the entity’s controls, to achieve the system’s objectives
e Changes to the following:
— System operations and related controls
— Processing volume
— Key management personnel of a business unit, supporting IT, or related personnel
— Legal and regulatory requirements with which the entity needs to comply
e Introduction of new services, products, or technologies

An entity addresses these risks through the implementation of suitably designed controls that, if operat-
ing effectively, provide reasonable assurance of achieving the entity’s objectives.

The trust services criteria set forth the outcomes that an entity’s controls should ordinarily meet to

achieve the entity’s unique objectives. Therefore, the trust services criteria are intended to be used for
evaluation and reporting, regardless of the specific controls implemented by management. This contrasts
with the approach taken by process and controls frameworks, which mandate that the entity implement a
specific set of controls. The trust services criteria recognize that there is no specific set of processes and
controls that can effectively mitigate all the unique threats, vulnerabilities, and risks that entities face.
Instead, each entity is responsible for establishing its own objectives, assessing the unique risks that
threaten the achievement of those objectives, and implementing processes and controls to mitigate those
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risks to acceptable levels. Because each entity is unique, applying the trust services criteria in actual sit-
uations requires judgment.

i ! : irrIn addition to the
trust services criteria, this document presents points of focus for each crlterlon The Committee of Spon-
soring Organizations of the Treadway Commission (COSO), in its Internal Control — Integrated
Framework (the COSO framework), ™3 states that points of focus represent important characteristics of
the criteria. Cons1stent w1th the COSO framework, the p01nts of focus in thls document -may assist man-

: : Facy both management and
the practltloner when they are evaluatlng whetherJéhe controls were sultably designed and operated ef-
fectively to achieve the entity’s objectives based on the trust services criteria.

0405 Some points of focus may not be suitable or relevant to the entity or to the engagement to be per-
formed. In such situations, management may customize a particular point of focus or identify and con-
sider other characteristics based on the specific circumstances of the entity.

.06 In some situations, management may consider additional points of focus based on the circumstances of
the entity. For example, a service organization undergoing a SOC 2 examination may make a commit-
ment about meeting the requirements of a process or control framework. In this case, the service organi-
zation would implement the set of controls detailed in the specific process or control framework. The
evaluation of whether the service organization’s controls were suitably designed and operated effec-
tively based on the trust services criteria would include consideration of whether the implemented con-
trols met the requirements of the process or control framework. In that situation, management and the
practitioner are likely to consider the requirements of the process or control framework as additional
points of focus.

.07 Use of the trust services criteria does not require an assessment of whether each point of focus is ad-
dressed. Users are advised to consider the facts and circumstances of the entity and its environment in
actual situations in relation to the entity’s objectives when applyrgevaluating the subject matter using
the trust services criteria.

Organization of the Trust Services Criteria

0508  The trust services criteria presented in this document have been aligned to the 17 criteria (known as
principles) presented in the COSO framework, which was revised in 2013. In addition to the 17 princi-
ples, the trust services criteria include additional criteria supplementing COSO principle 12: The entity
deploys control activities through policies that establish what is expected and procedures that put poli-
cies into action (supplemental criteria). The supplemental criteria, which apply to the achievement of the
entity’s objectives relevant to a trust services engagement, are organized as follows:

3 ©2019, Committee of Sponsoring Organizations of the Treadway Commission (COSO). All rights reserved. See www.coso.org.
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e Logical and physical access controls. The criteria relevant to how an entity restricts logical and
physical access, provides and removes that access, and prevents unauthorized access

e System operations. The criteria relevant to how an entity manages the operation of a system¢s)
and detects and mitigates processing deviations, including logical and physical security devia-
tions

o Change management. The criteria relevant to how an entity identifies the need for changes,
makes the changes using a controlled change management process, and prevents unauthorized
changes from being made

e Risk mitigation. The criteria relevant to how the entity identifies, selects, and develops risk miti-
gation activities arising from potential business disruptions and the use of vendors and business

partners

0609 In addition to the 17 principles in the COSO framework, certain of the supplemental criteria are
shared amengstamong all-the trust services categories (see the section "Trust Services Categories"). For
example, the criteria related to logical access apply to the security, availability, processing integrity,
confidentiality, and privacy categories. As a result, the trust services criteria consist of

e criteria common to all five of the trust services categories (common criteria) and

e additional specific criteria for the availability, processing integrity, confidentiality, and privacy
categories.

07010 The common criteria provide specific criteria for addressing the following:
e The control environment (CC1 series)

o Communieationlnformation and fermatiencommunication (CC2 series)

e Risk assessment (CC3 series)
e Monitoring of controls (CC4 series)
e Control activities related to the design and implementation of controls (CC5 series)

The common criteria are suitable for evaluating the effectiveness of controls to achieve an entity’s sys-
tem objectives related to security; no additional control activity criteria are needed. For the categories of
availability, processing integrity, confidentiality, and privacy, a complete set of criteria consists of (a)
the common criteria and () the control activity criteria applicable to the specific trust services category
or categories addressed by the engagement. The criteria for each trust services category addressed by the
engagement are considered complete only if all the criteria associated with that category are addressed
by the engagement.

Trust Services Category Common Criteria Additional Category-Specific
Criteria
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Security X N/A

Availability X X (A series)
Processing Integrity (Over X X (PI series)
the PrevistenProvisioning

of Services or the Produc-
tion, Manufacturing, or

Distribution of Goods)
Confidentiality X X (C series)
Privacy X X (P series)
0811 The practitioner may report on any of the trust services categories of security, availability, pro-

cessing integrity, confidentiality, or privacy, either individually or in combination with one or more of
the other trust services categories. For each category addressed by the engagement, all criteria for that
category are usually addressed. However, in limited circumstances, such as when the scope of the en-
gagement is to report on a system-an€, a particular criterion ismay not be relevant to the services pro-
vided by a service organization;-ene-ormore-eriteria-may and, consequently, is not-be applicable to the
engagement. For example, when reporting on privacy for a service organization’s system, criterion P3.1,
Personal information is collected consistent with the entity’s objectives related to privacy, is netunlikely
to be applicable for a service organization that does not directly collect personal information from data
subjects.

Trust Services Categories

0912 The table in paragraph .2429 presents the trust services criteria and the related points of focus. In
that table, the trust services criteria are classified into the following categories:

a. Security. Information and systems are protected against unauthorized access, unauthorized dis-
closure of information, and damage to systems that could compromise the availability, integrity,
confidentiality, and privacy of information or systems and affect the entity’s ability to achieve its
objectives.

Security refers to the protection of

i. information during its collection or creation, use, processing, transmission, and storage
and

ii. systems that use electronic information to process, transmit or transfer, and store infor-
mation to enable the entity to meet its objectives. Controls over security prevent or detect
the breakdown and circumvention of segregation of duties, system failure, incorrect pro-
cessing, theft or other unauthorized removal of information or system resources, misuse
of software, and improper access to or use of, alteration, destruction, or disclosure of in-
formation.

b. Availability. Information and systems are available for operation and use to meet the entity’s ob-
jectives.
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Availability refers to the accessibility of information used by the entity’s systems as well as the
products or services provided to its customers. The availability objective does not, in itself, set a
minimum acceptable performance level; it does not address system functionality (the specific
functions a system performs) or usability (the ability of users to apply system functions to the
performance of specific tasks or problems). However, it does address whether systems include
controls to support accessibility for operation, monitoring, and maintenance.

Processing integrity (over the provisionprovisioning of services or the production, manufactur-
ing, or distribution of goods). System processing is complete, valid, accurate, timely, and author-
ized to meet the entity’s objectives.

Processing integrity refers to the completeness, validity, accuracy, timeliness, and authorization
of system processing. Processing integrity addresses whether systems achieve the aim or purpose
for which they exist and whether they perform their intended functions in an unimpaired manner,
free from error, delay, omission, and unauthorized or inadvertent manipulation. Because of the
number of systems used by an entity, processing integrity is usually only addressed at the system
or functional level of an entity. In a SOC for Supply Chain examination, for example, processing
integrity refers to whether processing is complete, valid, accurate, timely, and authorized to pro-
duce, manufacture, or distribute goods that meet the products’ specifications.

Confidentiality. Information designated as confidential is protected to meet the entity’s objec-
tives.

Confidentiality addresses the entity’s ability to protect information designated as confidential
from its collection or creation through its final disposition and removal from the entity’s control
in accordance with management’s objectives. Information is confidential if the custodian (for
example, an entity that holds or stores information) of the information is required to limit its ac-
cess, use, and retention and restrict its disclosure to defined parties (including those who may
otherwise have authorized access within its system boundaries). Confidentiality requirements
may be contained in laws or regulations or in contracts or agreements that contain commitments
made to customers or others. The need for information to be confidential may arise for many dif-
ferent reasons. For example, the information may be proprietary, intended only for entity person-
nel.

Confidentiality is distinguished from privacy in that privacy applies only to personal infor-
mation, whereas confidentiality applies to various types of sensitive information. In addition, the
privacy objective addresses requirements regarding collection, use, retention, disclosure, and dis-
posal of personal information. Confidential information may include personal information as
well as other information, such as trade secrets and intellectual property.

Privacy. Personal information is collected, used, retained, disclosed, and disposed of to meet the
entity’s objectives.

Although confidentiality applies to various types of sensitive information, privacy applies only to
personal information.

The privacy criteria are organized as follows:
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i. Notice and communication of objectives. The entity provides notice to data subjects about
its objectives related to privacy.

ii. Choice and consent. The entity communicates choices available regarding the collection,
use, retention, disclosure, and disposal of personal information to data subjects.

iii. Collection. The entity collects personal information to smeetsupport the achievement of its
objectives related to privacy.

iv. Use, retention, and disposal. The entity limits the use, retention, and disposal of personal
information to meetsupport the achievement of its objectives related to privacy.

v. Access. The entity provides data subjects with access to their personal information for
review and correction (including updates) to seetsupport the achievement of its objec-
tives related to privacy.

vi. Disclosure and notification. The entity discloses personal information, with the consent
of the data subjects, to meet its objectives related to privacy. Notification of breaches and
incidents is provided to affected data subjects, regulators, and others to meetsupport the
achievement of its objectives related to privacy.

vii. Quality. The entity collects and maintains accurate, up-to-date, complete, and relevant
personal information to meetsupport the achievement of its objectives related to privacy.

viii. Monitoring and enforcement. The entity monitors compliance to meet its objectives re-
lated to privacy, including procedures to address privacy-related inquiries, complaints,
and disputes.

As previously stated, the trust services criteria may be used when evaluating the suitability of the
design and operating effectiveness of controls relevant to the security, availability, or processing integ-
rity of information and systems, or the confidentiality or privacy of the information processed by the en-
tity. As such, they may be used when evaluating whether the entity’s controls were effective to meet the
criteria relevant to any of those categories (security, availability, processing integrity, confidentiality, or
privacy), either individually or in combination with controls in other categories.

Because organizations and their customers and business partners have an increased dependence on tech-

A5

nology and concerns about cybersecurity risks and their impact on operational processes, security con-
trols are generally a primary area of focus for system users. As a result, the security category is ad-
dressed in most trust services engagements. When the security category is included in a trust services
examination, ASEC has determined that the common criteria are suitable for evaluating the effectiveness
of controls to achieve an entity’s objectives related to security; no additional control activity criteria are
needed. When the additional categories of availability, processing integrity, confidentiality, or privacy
are included in an examination using the trust services criteria, a complete set of criteria consists of (a)
the common criteria and (b) the control activity criteria applicable to the specific category.

Although uncommon, there may be circumstances in which the security category is not addressed by a

trust services examination. In this situation, a complete set of criteria consists of (¢) the common crite-
ria; (b) the control activity criteria applicable to the specific category: and (¢) the control activity criteria
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relevant to those aspects of the common criteria that may affect the specific category addressed in the
examination. For example, in a trust services examination that addresses only the availability category,
logical and physical access controls, systems operations, and change management controls would be
evaluated based on their effect on the objectives related to availability.

Application and Use of the Trust Services Criteria

H16 The trust services criteria were designed to provide flexibility in application and use for a variety of
different subject matters. The following are the types of subject mattersmatter a practitioner may be en-
gaged to report on using the trust services criteria:

e The effectiveness of controls within an entity’s cybersecurity risk management program to
achieve the entity’s cybersecurity objectives using the trust services criteria relevant to security,
availability, and confidentiality as control criteria in a SOC for Cybersecurity examination. ™4

e The suitability of design and operating effectiveness of controls included in management’s de-
scription of a service organization's system relevant to one or more of the trust services criteria
over security, availability, processing integrity, confidentiality, or privacy throughout a specified
period to achieve the entity’s objectives based on those criteria in a type 2 SOC 2 engagement. A
type 2 SOC 2 engagement, which includes an opinion on the operating effectiveness of controls,
also includes a detailed description of tests of controls performed by the service auditor and the
results of those tests. A type 1 SOC 2 engagement addresses the same subject matter as a type 2
SOC 2 engagement; however, a type 1 SOC 2 report does not contain an opinion on the operat-
ing effectiveness of controls nor a detailed description of tests of controls performed by the ser-
vice auditor and the results of those tests. 13

e The design and operating effectiveness of a service organization’s controls over a system rele-
vant to one or more of the trust services criteria over security, availability, processing integrity,
confidentiality, and privacy in a SOC 3® engagement. A SOC 3 report contains an opinion on the
operating effectiveness of controls but does not include a detailed description of tests of controls
performed by the service auditor and the results of those tests.

e The suitability of design and operating effectiveness of controls of an entity, other than a service
organization, over one or more systems relevant to one or more of the trust services categories of
security, availability, processing integrity, confidentiality, or privacy (for example, a SOC for
Supply Chain examination).

fn4  AICPA Guide Reporting on an Entity’s Cybersecurity Risk Management Program and Controls (the cybersecurity guide) pro-
vides practitioners with performance and reporting guidance for a SOC for Cybersecurity examination.

5 AICPA Guide SOC 2® Reporting on an Examination of Controls at a Service Organization Relevant to Security, Avallablllty

Processing Integrity, Confidentiality, or Privacy-issaed-in2048; contains performance and reporting guidance for SOC 2 examina-
tions.
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e The suitability of the design of an entity’s controls over security, availability, processing integ-
rity, confidentiality, or privacy to achieve the entity’s objectives based on the related trust ser-
vices criteria. ™6

J217Practitionersgenerally-do-notuse-the-trust services-ertteria-when-A practitioner may be engaged to re-

port on an-entity’s-compliance with laws, regulations, rules, contracts, or grant agreements. If a practi-
tioner is engaged to report on an—enﬂ-tlyus—mtema%eentrelcontrols over comphance w1th laws regulatlons
rules, contracts or grant agreements. g ;

eperatmg—effeetwenes&eﬁanremﬁﬁ%eentre}&&e%@eampl%m—wprwaey— the nractltroner may Derform
an engagement performed-in accordance with AT-C section 105 and AT-C section 205;, Assertion-

Based Examination Engagementsy;the-compliance-portionofthe-). In such a situation, the practitioner
would consider whether the trust services criteria are suitable for the engagement-weuld-be-performed. If
a practitioner is engaged to report on whether an entity has complied with certain laws, regulations,
rules, contracts or grant agreements, the practitioner may perform a compliance engagement in accord-
ance with AT-C section 105, AT-C section 205, and AT-C section 315, Compliance Attestation.

1318 ManyInternal control helps organizations achieve their operational, compliance, and reporting objec-
tives. Because the effectiveness of controls cannot be separated from the objectives that they are in-
tended to achieve, many of the trust services criteria include the phrase to meet the entity’s objectives.
Because the trust services criteria may be used to evaluate controls relevant to a variety of different sub-
ject matters (see paragraph .16) in a variety of different types of engagements (see paragraphs .25—-.28),
interpretation of that phrase depends upon the specific circumstances of the engagement. Therefore,
when using the trust services criteria, consideration is given to how the entity’s objectives referred to in
the criteria are affected by the subject matter and scope of the particular engagement.

419 For example, consider the following engagements:

e Ina SOC 2 engagement to examine and report on a service organization’s controls over the secu-
rity, availability, processing integrity, confidentiality, or privacy of a system, management is re-
sponsible for meeting its commitments to customers. Therefore, the objectives in a SOC 2 en-
gagement relate to meeting its service commitments to customers and system requirements. €o#i—
mitmentsService commitments are the declarations made by management to customers regarding
the performance of one or more of the entity’s systems. Such commitments generally are in-
cluded in written contracts, service-level agreements, or public statements (for example, a pri-
vacy notice). Some commitments are applicable to all customers (baseline commitments),
whereas others are designed to meet individual customer needs and result in the implementation

fn6 - AT-C section 9205, Examination Engagements: Attestation Interpretations of Section 205, addresses an engagement such as this
in Interpretation No. 2, “Reporting on the Design of Internal Control” (par. .04—.14 of AT-C sec. 9205-par—04—14). That document
states that a practitioner may examine the suitability of the design of controls under AT-C section 205, Assertion-Based Examination
Engagements. Paragraph .10 of AT-C section 2659205 also provides guidance on how a practitioner should report when the engage-
ment is-everaddresses controls that have not yet been implemented.
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of processes or controls, in addition to those required to meet the baseline commitments. System
requirements refer to how the system should function to achieve the entity’s commitments to
customers, relevant laws and regulations, e#guidelines of industry groups; such as trade or busi-
ness associations, or other business objectives.

e Ina SOC for Supply Chain engagement to examine and report on an entity’s controls over the
security, availability, processing integrity, confidentiality, or privacy of a system used to pro-
duce, manufacture, or distribute products, management is responsible for establishing principal
system objectives. Such objectives are embodied in the product commitments the entity makes to
customers, including producing or manufacturing a product that meets product performance
specifications and other production, manufacturing, or distribution specifications. Commitments
may also relate to other matters (for example, conforming with a variety of other standards and
criteria such as the risk entity management framework issued by the National Institute of Stand-
ards and Technology, the cybersecurity standards issued by the International Organization for
Standardization {(ISO¥;), or-the Food and Drug Administration regulations on electronic records
and electronic signatures included in Code of Federal Regulations, Electronic Records; Elec-
tronic Signatures, Title 21, Part 11).

¢ In an entity-wide SOC for Cybersecurity examination, the entity establishes cybersecurity objec-
tives. Cybersecurity objectives are those that could be affected by cybersecurity risk and, there-
fore, affect the achievement of the entity’s compliance, reporting, and operational objectives.
The nature of an entity’s cybersecurity objectives will vary depending on the environment in
which the entity operates, the entity’s mission and vision, the overall business objectives estab-
lished by management, and other factors. For example, a telecommunication entity may have a
cybersecurity objective related to the reliable functioning of those aspects of its operations that
are deemed to be critical infrastructure, whereas an online dating entity is likely to regard the pri-
vacy of the personal information collected from customers to be a critical factor in achieving its
operating objectives. ™7

| 1520 As an example of how the different-subject mattersmatter and engagement seepesscope can af-
fect the use of the trust services criteria, consider trust services criterion CC6.4:

The entity restricts physical access to facilities and protected information assets (for example,
data center facilities, backup media storage, and other sensitive locations) to authorized person-
nel to meet the entity’s objectives.

fn7 The practitioner’s responsibility is similar to that in AT-C section 320, Reporting on an Examination of Controls at a Service

| Organization Relevant to User Entities’ Internal Control Over Financial Reporting, which requires the service auditor in a SOC 1*
engagement to determine whether the control objectives stated in management’s description of the service organization’s system are
reasonable in the circumstances.
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1621 In the SOC 2 engagement example discussed in paragraph-—t4paragraph .20, the phrase to meet the
entity’s objectives in CC6.4 usually would be interpreted as follows:

The entity restricts physical access to facilities and protected information assets (for example,
data center facilities, backup media storage, and other sensitive locations) to authorized person-
nel to meet the service organization’s commitments and system requirements.

J722 In addition, criterion CC6.4 would only be applied as it relates to controls over the trust services eat-

egory{iesjcategories relevant to the system(s)systems included within the scope of the SOC 2 engage-
ment.

1823 In the SOC for Cybersecurity examination example in paragraph—t4paragraph .19, the phrase to
meet the entity’s objectives in CC6.4 usually would be interpreted as follows:

The entity restricts physical access to facilities and protected information assets (for example,
data center facilities, backup media storage, and other sensitive locations) to authorized person-
nel to meet the entity’s cybersecurity objectives.

4924  In addition, criterion CC6.4 would be applied as it relates to controls within the cybersecurity risk
management program (a) across an entire entity; () at a subsidiary, division, or operating unit level; (c)
within a function relevant to the entity’s operations, reporting, or compliance objectives; or (d) for a par-
ticular type of information used by the entity, depending on the scope of the SOC for Cybersecurity ex-
amination.

Professional Standards Governing Engagements Using the Trust Services Criteria

Attestation Engagements

.2025—Examination engagements *and engagements to apply agreed-upon procedures performed in accord-

ance with the AJCPA-Statements on Standards for Attestation Engagements “*-(SSAEs-erattestation
standards) may use the trust services criteria as the evaluation criteria. The attestation-standardsSSAEs
provide guidance on performing and reporting in connection with an-examination, review, ™ and

agreed-upon procedures engagements. Under the attestation-standards;the-CPA-performingan-attesta-
tion-engagementisknownas-apraetitioner—SSAEs, the CPA performing an attestation engagement is

known as a practitioner. ™' In an examination engagement, the practitioner provides a report in which
he-orshethe practitioner expresses an opinion on subject matter or an assertion about the subject matter
in relation to an identified set of criteria. In an agreed-upon procedures engagement, the practitioner
does not express an opinion but, rather, performs procedures agreed upon by the specified parties and

9 Paragraph .07 of AT-C section 305, Prospective Finanei mation2 10, Review Engagements, prohibits a practitioner from
performing a review of internal control; therefore practitioners may not perform a review engagement in accordance with the attesta-
tion standards using the trust services criteria.

10 Statements on Standards for Attestation Engagements refer to a CPA who performs an attestation engagement as a practitioner.
However, AICPA Guide SOC 2® Reporting on an Examination of Controls at a Service Organization Relevant to Security, Availabil-
ity, Processing Integrity, Confidentiality, or Privacy uses the term service auditor to refer to the practitioner in a SOC 2 examination.
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2126

reports the results of those procedures. Examination engagements aremay be performed in accordance
with AT-C sections 105 and 205; or AT-C section 105 and AT-C section 206, Direct Examination En-
gagements: ™' agreed-upon procedures engagements are performed in accordance with AT-C section
105 and AT-C section 215, Agreed-Upon Procedures Engagements.

According to the attestationstandardsSSAEs, the criteria used in an attestation engagement should

be suitable and available to report users. Attributes of suitable criteria are as follows: %12

e Relevance. Criteria are relevant to the subjeet-mattersystem.
e Objectivity. Criteria are free from bias.

e Measurability. Criteria permit reasonably consistent measurements, qualitative or quantitative, of

subjeetmatterthe system.

e Completeness. Criteria are complete when subjeetsmatterthe description prepared in accordance
with them does not omit relevant factors that could reasonably be expected to affect decisions of
the intended users made on the basis of that subjeetmatterdescription.

ASEC has concluded that the trust services criteria are suitable criteria in accordance with the SSAEs.

In addition to being suitable, AT-C section 105 indicates that the criteria used in an attestation engage-
ment must be available to users. The publication of the trust services criteria makes the criteria available

to report users. —-ooopebih Sl b ceme b ol Pee e e Lo oo el e
accordance with the attestation standards.

Consulting Engagements

| 2328

Sometimes, the trust services criteria may be used in engagements that involve the performance of
readiness services, in which a practitioner may assist management with the implementation of one or
more new information systems within an organization. ™ **12 Such engagements typically are performed
under the consulting standards. In a consulting engagement, the practitioner develops findings and
makes recommendations for the consideration and use of management; the practitioner does not form a
conclusion about or express an opinion on the subject matter of the engagement. Generally, consulting

11 See footnote 8.

fn 1012

fn 413

Paragraph .A24 of AT-C section +85A105, Concepts Common to All Attestation Engagements.

When a practitioner provides information systems design, implementation, or integration services to an attest client, threats

to the practitioner’s independence may exist. The "Information Systems Design, Implementation, or Integration" interpretation (ET
| sec. 1.295.145) of the AICPA Code of Professional Conduct; provides guidance to practitioners on evaluating the effect of such
threats to their independence.

All ET sections can be found in AICPA Professional Standards.
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services are performed only for the use and benefit of the client. Practitioners providing such services
follow CS section 100, Consulting Services: Definitions and Standards. ™'

Trust Services Criteria

2429  The following table presents the trust services criteria and the related points of focus. In the table,
criteria and related points of focus that come directly from the COSO framework are presented using a
normal font. In contrast, supplemental criteria and points of focus that apply to engagements using the
trust services criteria are presented in italics. Finally, criteria and points of focus that apply only when
engagements using the trust services criteria are performed at a system level are presented in bold ital-
ics.

CONTROL ENVIRONMENT

CC1.1 | COSO Principle 1: The entity demonstrates a commitment to integrity and ethical values.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

® Sets the Tone at the Top — The board of directors and management, at all levels,
demonstrate through their directives, actions, and behavior the importance of integ-
rity and ethical values to support the functioning of the system of internal control.

® Establishes Standards of Conduct — The expectations of the board of directors and
senior management concerning integrity and ethical values are defined in the en-
tity’s standards of conduct and understood at all levels of the entity and by out-
sourced service providers and business partners.

® Evaluates Adherence to Standards of Conduct — Processes are in place to evaluate
the performance of individuals and teams against the entity’s expected standards of
conduct.

4214 AJl CS sections can be found in AICPA Professional Standards.
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®  Addresses Deviations in a Timely Manner — Deviations from the entity’s expected
standards of conduct are identified and remedied in a timely and consistent manner.

Additional point of focus specificallyrelated-to-all-engagementswhen using the trust services cri-

teria:

®  Considers Contractors and Vendor Employees in Demonstrating Its Commitment —
Management and the board of directors consider the use of contractors and vendor
employees in its processes for establishing standards of conduct, evaluating adher-
ence to those standards, and addressing deviations in a timely manner.

CC1.2 | COSO Principle 2: The board of directors demonstrates independence from management and
exercises oversight of the development and performance of internal control.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

e Establishes Oversight Responsibilities — The board of directors identifies and ac-
cepts its oversight responsibilities in relation to established requirements and expec-
tations.

® Applies Relevant Expertise — The board of directors defines, maintains, and peri-
odically evaluates the skills and expertise needed among its members to enable
them to ask probing questions of senior management and take commensurate action.

®  Operates Independently 115 __ The board of directors has sufficient members who

are independent from management and objective in evaluations and decision mak-
ing.

fn 15 The definition of board of directors in appendix A, “Glossary,” recognizes that smaller, less complex businesses may meet the

governance and oversight objectives of the entity with simplified organizational structures. With sufficient management oversight, a
board of directors may be effective without retaining independent board members.
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Additional point of focus specificallyrelated-to-all-engagementswhen using the trust services cri-

teria:

®  Supplements Board Expertise — The board of directors supplements its expertise
relevant to security, availability, processing integrity, confidentiality, and privacy,
as needed, through the use of a subcommittee or consultants.

CC1.3

COSO Principle 3: Management establishes, with board oversight, structures, reporting lines,
and appropriate authorities and responsibilities in the pursuit of objectives.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

® Considers All Structures of the Entity — Management and the board of directors
consider the multiple structures used (including operating units, legal entities, geo-
graphic distribution, and outsourced service providers) to support the achievement
of objectives.

e Establishes Reporting Lines — Management designs and evaluates lines of report-
ing for each entity structure to enable execution of authorities and responsibilities
and flow of information to manage the activities of the entity.

® Defines, Assigns, and Limits Authorities and Responsibilities — Management and
the board of directors delegate authority, define responsibilities, and use appropriate
processes and technology to assign responsibility and segregate duties as necessary
at the various levels of the organization.

Additional points of focus specificallyrelated-to-all-engagementswhen using the trust services

criteria:

®  Addresses Specific Requirements When Defining Authorities and Responsibilities —
Management and the board of directors consider requirements relevant to security,
availability, processing integrity, confidentiality, and privacy when defining author-
ities and responsibilities.
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®  Considers Interactions With External Parties When Establishing Structures, Report-
ing Lines, Authorities, and Responsibilities — Management and the board of direc-
tors consider the need for the entity to interact with and monitor the activities of ex-
ternal parties when establishing structures, reporting lines, authorities, and respon-
sibilities.

Additional point of focus when using the trust services criteria for privacy:

®  FEstablishes Structures, Reporting Lines, and Authorities to Support Compliance
With Legal and Contractual Privacy Requirements — When establishing structures,
reporting lines, and authorities, management considers legal and contractual pri-
vacy requirements and objectives.

CC14

COSO Principle 4: The entity demonstrates a commitment to attract, develop, and retain com-
petent individuals in alignment with objectives.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

® Establishes Policies and Practices — Policies and practices reflect expectations of
competence necessary to support the achievement of objectives.

® Evaluates Competence and Addresses Shortcomings — The board of directors and
management evaluate competence across the entity and in outsourced service pro-
viders in relation to established policies and practices and act as necessary to ad-
dress shortcomings.

®  Attracts, Develops, and Retains Individuals — The entity provides the mentoring
and training needed to attract, develop, and retain sufficient and competent person-
nel and outsourced service providers to support the achievement of objectives.

® Plans and Prepares for Succession — Senior management and the board of directors
develop contingency plans for assignments of responsibility important for internal
control.

Additional peintpoints of focus specificallyrelated-to-all-engagementswhen using the trust ser-

vices criteria:
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Considers the Background of Individuals — The entity considers the background of
potential and existing personnel, contractors, and vendor employees when deter-
mining whether to employ and retain the individuals.

Considers the Technical Competency of Individuals — The entity considers the tech-
nical competency of potential and existing personnel, contractors, and vendor em-
ployees when determining whether to employ and retain the individuals.

Provides Training to Maintain Technical Competencies — The entity provides
training programs, including continuing education and training, to ensure skill sets
and technical competency of existing personnel, contractors, and vendor employees
are developed and maintained.

CC1.5

COSO Principle 5: The entity holds individuals accountable for their internal control responsi-
bilities in the pursuit of objectives.

The following points of focus;-specified-in-the-COSO-frameweork; highlight important character-

istics relating to this criterion:

Points of focus specified in the COSO framework:

Enforces Accountability Through Structures, Authorities, and Responsibilities —
Management and the board of directors establish the mechanisms to communicate
and hold individuals accountable for performance of internal control responsibilities
across the entity and implement corrective action as necessary.

Establishes Performance Measures, Incentives, and Rewards — Management and
the board of directors establish performance measures, incentives, and other rewards
appropriate for responsibilities at all levels of the entity, reflecting appropriate di-
mensions of performance and expected standards of conduct, and considering the
achievement of both short-term and longer-term objectives.

Evaluates Performance Measures, Incentives, and Rewards for Ongoing Relevance
— Management and the board of directors align incentives and rewards with the ful-
fillment of internal control responsibilities in the achievement of objectives.
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® Considers Excessive Pressures — Management and the board of directors evaluate
and adjust pressures associated with the achievement of objectives as they assign
responsibilities, develop performance measures, and evaluate performance.

e Evaluates Performance and Rewards or Disciplines Individuals — Management and
the board of directors evaluate performance of internal control responsibilities, in-
cluding adherence to standards of conduct and expected levels of competence, and
provide rewards or exercise disciplinary action, as appropriate.

Additional point of focus when using the trust services criteria for privacy:

e  Takes Disciplinary Actions — A sanctions process is defined, and applied as
needed, when an employee violates the entity’s privacy policies or when an em-
ployee’s negligent behavior causes a privacy incident.

INFORMATION AND COMMUNICATION-AND-INFORMATHON

cC21

COSO Principle 13: The entity obtains or generates and uses relevant, quality information to
support the functioning of internal control.

The following points of focus;-specified-in-the-COSO-frameweork; highlight important character-

istics relating to this criterion:

Points of focus specified in the COSO framework:

® [dentifies Information Requirements — A process is in place to identify the infor-
mation required and expected to support the functioning of the other components of
internal control and the achievement of the entity’s objectives.

e Captures Internal and External Sources of Data — Information systems capture in-
ternal and external sources of data.

® Processes Relevant Data Into Information — Information systems process and
transform relevant data into information.

®  Maintains Quality Throughout Processing — Information systems produce infor-
mation that is timely, current, accurate, complete, accessible, protected, verifiable,
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and retained. Information is reviewed to assess its relevance in supporting the inter-
nal control components.

Additional points of focus when using the trust services criteria:

Documents Data Flow — The entity documents and uses internal and external in-
formation and data flows to support the design and operation of controls.

Manages Assets — The entity identifies, documents, and maintains records of sys-
tem components such as infrastructure, software, and other information assets. In-
formation assets include physical endpoint devices and systems, virtual systems,
data and data flows, external information systems, and organizational roles.

Classifies Information — The entity classifies information by its relevant character-
istics (for example, personally identifiable information, confidential customer infor-
mation, and intellectual property) to support identification of threats to the infor-
mation and the design and operation of controls.

Uses Information That Is Complete and Accurate — The entity uses information and
reports that are complete, accurate, current, and valid in the operation of controls.

Manages the Location of Assets — The entity identifies, documents, and maintains
records of physical location and custody of information assets, particularly for
those stored outside the physical security control of the entity (for example, software
and data stored on vendor devices or employee mobile phones under a bring-your-
own-device policy).

CcC2.2

COSO Principle 14: The entity internally communicates information, including objectives and
responsibilities for internal control, necessary to support the functioning of internal control.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

Communicates Internal Control Information — A process is in place to communi-
cate required information to enable all personnel to understand and carry out their
internal control responsibilities.
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Communicates With the Board of Directors — Communication exists between man-
agement and the board of directors so that both have information needed to fulfill
their roles with respect to the entity’s objectives.

Provides Separate Communication Lines — Separate communication channels, such
as whistle-blower hotlines, are in place and serve as fail-safe mechanisms to enable
anonymous or confidential communication when normal channels are inoperative or
ineffective.

Selects Relevant Method of Communication — The method of communication con-
siders the timing, audience, and nature of the information.

Additional points of focus specificallyrelated-to-all-engagementswhen using the trust services

criteria:

Communicates Responsibilities — Entity personnel with responsibility for design-
ing, developing, implementing, operating, maintaining, or monitoring system con-
trols receive communications about their responsibilities, including changes in their
responsibilities, and have the information necessary to carry out those responsibili-
ties.

Communicates Information on Reporting Failures, Incidents, Concerns, and Other
Matters — Entity personnel are provided with information on how to report systems
failures, incidents, concerns, and other complaints-to-personnel-,

Communicates Objectives and Changes to Objectives — The entity communicates
its objectives and changes to those objectives to personnel in a timely manner.

Communicates Information to Improve Security Knowledge and Awareness — The
entity communicates information to improve security knowledge and awareness and
to model appropriate security behaviors to personnel through a security awareness
training program.

Additional point of focus when using the trust services criteria for privacy:

Communicates Information to Improve Privacy Knowledge and Awareness — The
entity communicates information to improve privacy knowledge and awareness and
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to model appropriate behaviors to personnel through a privacy awareness training
program.

Communicates Incident Reporting Methods — The entity has communicated to em-
plovees and others within the entity the process used to report a suspected privacy
incident.

Additional points of focus that-apply-enly-when an-engagementusing the trust services criteria
is-performed-at the system level:

Communicates Information About System Operation and Boundaries — The en-
tity prepares and communicates information about the design and operation of
the system and its boundaries to authorized personnel to enable them to under-
stand their role in the system and the results of system operation.

®  Communicates System Objectives — The entity communicates its objectives to
personnel to enable them to carry out their responsibilities.
®  Communicates System Changes — System changes that affect responsibilities or

the achievement of the entity's objectives are communicated in a timely manner.

CC23

COSO Principle 15: The entity communicates with external parties regarding matters affecting
the functioning of internal control.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

e Communicates to External Parties — Processes are in place to communicate rele-
vant and timely information to external parties, including shareholders, partners,
owners, regulators, customers, financial analysts, and other external parties.

® Enables Inbound Communications — Open communication channels allow input

from customers, consumers, suppliers, external auditors, regulators, financial ana-
lysts, and others, providing management and the board of directors with relevant in-
formation.

Page 23




Communicates With the Board of Directors — Relevant information resulting from
assessments conducted by external parties is communicated to the board of direc-
tors.

Provides Separate Communication Lines — Separate communication channels, such
as whistle-blower hotlines, are in place and serve as fail-safe mechanisms to enable
anonymous or confidential communication when normal channels are inoperative or
ineffective.

Selects Relevant Method of Communication — The method of communication con-
siders the timing, audience, and nature of the communication and legal, regulatory,
and fiduciary requirements and expectations.

Additional point of focus that-applies-only-to-an-engagementwhen using the trust services crite-

ria for confidentiality:

Communicates Objectives Related to Confidentiality and Changes to Those Objec-
tives — The entity communicates, to external users, vendors, business partners, and
others whose products andor services, or both, are part of the system, ebjectives
and-changes-to-the entity’s objectives related to confidentiality and the protection of
confidential information, as well as changes to those objectives.

Additional point of focus that-applies-enly-to-an-engagementwhen using the trust services crite-

ria for privacy:

Communicates Objectives Related to Privacy and Changes to Those Objectives —
The entity communicates, to external users, vendors, business partners, and others
whose products endor services, or both, are part of the system, the entity’s objec-
tives related to privacy and the protection of personal information, as well as
changes to those objectives.

Communicates Incident Reporting Methods — The entity communicates to user enti-
ties, third parties, data subjects, and others the process used to report a suspected
privacy incident.

Additional points of focus that-apply-enly-when an-engagementusing the trust services criteria
is-performed-at the system level:
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®  Communicates Information About System Operation and Boundaries — The en-
tity prepares and communicates information about the design and operation of
the system and its boundaries to authorized external users to permit users to un-
derstand their role in the system and the results of system operation.

®  Communicates System QObjectives — The entity communicates its system objec-
tives to appropriate external users.

®  Communicates System Responsibilities — External users with responsibility for
designing, developing, implementing, operating, maintaining, and monitoring sys-
tem controls receive communications-information about theirsuch responsibilities
and have the information necessary to carry out thesesuch responsibilities.

® Communicates Information on Reporting System Failures, Incidents, Concerns,
and Other Matters — External users are provided with information on how to re-
port systems failures, incidents, concerns, and other complaints to appropriate en-
tity personnel.

RISK ASSESSMENT

CC3.1 | COSO Principle 6: The entity specifies objectives with sufficient clarity to enable the identifica-
tion and assessment of risks relating to objectives.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

Operations Objectives ™ '°

e Reflects Management's Choices — Operations objectives reflect management's
choices about structure, industry considerations, and performance of the entity.

16 Not all objectives may be necessary to support the achievement of the entity’s objectives in a particular engagement. For example,

financial reporting objectives may not be relevant to a SOC examination because the subject matter being evaluated by the criteria is
not related to financial reporting.
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® Considers Tolerances for Risk — Management considers the acceptable levels of
variation relative to the achievement of operations objectives.

® Includes Operations and Financial Performance Goals — The organization reflects
the desired level of operations and financial performance for the entity within opera-
tions objectives.

[

Forms a Basis for Committing of Resources — Management uses operations objec-
tives as a basis for allocating resources needed to attain desired operations and fi-
nancial performance.

External Financial Reporting Objectives

fn 17

e Complies With Applicable Accounting Standards — Financial reporting objectives
are consistent with accounting principles suitable and available for that entity. The
accounting principles selected are appropriate in the circumstances.

®  Considers Materiality — Management considers materiality in financial statement
presentation.

°

Reflects Entity Activities — External reporting reflects the underlying transactions
and events to show qualitative characteristics and assertions.

External Nonfinancial Reporting Objectives

fn 18

® Complies With Externally Established Frameworks — Management establishes ob-
jectives consistent with laws and regulations or standards and frameworks of recog-
nized external organizations.

[ ]

Considers the Required Level of Precision — Management reflects the required
level of precision and accuracy suitable for user needs and based on criteria estab-
lished by third parties in nonfinancial reporting.

17 See footnote 16.

18 See footnote 16.
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e Reflects Entity Activities — External reporting reflects the underlying transactions
and events within a range of acceptable limits.

Internal Reporting Objectives ™ *

® Reflects Management's Choices — Internal reporting provides management with
accurate and complete information regarding management's choices and information
needed in managing the entity.

® Considers the Required Level of Precision — Management reflects the required
level of precision and accuracy suitable for user needs in nonfinancial reporting ob-
jectives and materiality within financial reporting objectives.

e Reflects Entity Activities — Internal reporting reflects the underlying transactions
and events within a range of acceptable limits.

Compliance Objectives " >

e Reflects External Laws and Regulations — Laws and regulations establish mini-
mum standards of conduct, which the entity integrates into compliance objectives.

® Considers Tolerances for Risk — Management considers the acceptable levels of
variation relative to the achievement of operations objectives.

Additional point of focus specifically related-to-all-engagementswhen using the trust services cri-

teria:

®  Establishes Sub-obiectives-to-Support-Objectives for Risk Assessment — Manage-
ment identifies sub-objectives for use in risk assessment related to security, availa-
bility, processing integrity, confidentiality, ewdor privacy to support the achieve-

ment of the entity’s objectives-related-to-reporting-operations—and-compliance.

CC3.2

COSO Principle 7: The entity identifies risks to the achievement of its objectives across the en-
tity and analyzes risks as a basis for determining how the risks should be managed.

19 See footnote 16.

20 See footnote 16.
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The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

® Includes Entity, Subsidiary, Division, Operating Unit, and Functional Levels — The
entity identifies and assesses risk at the entity, subsidiary, division, operating unit,
and functional levels relevant to the achievement of objectives.

® Analyzes Internal and External Factors — Risk identification considers both internal
and external factors and their impact on the achievement of objectives.

e Involves Appropriate Levels of Management — The entity puts into place effective
risk assessment mechanisms that involve appropriate levels of management.

e Estimates Significance of Risks Identified — Identified risks are analyzed through a
process that includes estimating the potential significance of the risk.

® Determines How to Respond to Risks — Risk assessment includes considering how
the risk should be managed and whether to accept, avoid, reduce, or share the risk.

Additional points of focus specifiecallyrelated-to-all-engagementswhen using the trust services

criteria:

Identifies Threats and

Yarlnerabilitiesto Objectives

Q}tdenf%%gfheTlie entltv 1a’ent1ﬁev threats to the assetsachievement of its ob/ec—
tives from mtentzonal (zncludzng malzczous) and umntenttonal acts and environmen-
tal events;

o [dentifies Vulnerability of System Components — The entity identifies the vulnera-
bilities of system components, including system processes, infrastructure, software,
and other information assets.
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®  Analyzes Threats and Vulnerabilities From Vendors, Business Partners, and Other
Parties — The entity's risk assessment process includes the analysis of potential
threats and vulnerabilities arising from vendors providing goods and services, as
well as threats and vulnerabilities arising from business partners, customers, and
othersother third parties with access to the entity's information systems.

®  Considersdssesses the Significance of the RiskRisks — The entity-s-consideration
ofentity assesses the petentialsignificance of the identified risks-inetndes, including
(1) determining the criticality of identified-system components, including infor-
mation assets, in #eeting-achieving the objectives; (2) assessing the inpact-ofsus-
ceptibility of the identified vulnerabilities to the identified threats-end-vutnerabiti-
tHes-meeting-objectives: (3) assessmg the llkelzhood of the rhe ldentlf ed #t-kea{s—aﬁ—
drishsH-deternimingtherisk aes el
threatimpact—and-likelihood- (4) assessing the magnllude of the effect of potentlal
risks to the achievement of the objectives; (5) considering the potential effects of un-
identified threats and vulnerabilities on the assessed risks; (6) developing risk miti-
gation strategies to address the assessed risks; and (7) evaluating the appropriate-
ness of residual risk (including whether to accept, reduce, or share such risks).

CC3.3

COSO Principle 8: The entity considers the potential for fraud in assessing risks to the achieve-
ment of objectives.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

® Considers Various Types of Fraud — The assessment of fraud considers fraudulent
reporting, possible loss of assets, and corruption resulting from the various ways
that fraud and misconduct can occur.

®  Assesses Incentives and Pressures — The assessment of fraud risks considers incen-
tives and pressures.

®  Assesses Opportunities — The assessment of fraud risk considers opportunities for
unauthorized acquisition, use, or disposal of assets, altering the entity’s reporting
records, or committing other inappropriate acts.
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® Assesses Attitudes and Rationalizations — The assessment of fraud risk considers
how management and other personnel might engage in or justify inappropriate ac-
tions.

Additional point of focus speeificallyrelated-to-all-engagementswhen using the trust services cri-

teria:

®  Considers the Risks Related to the Use of IT and Access to Information — The as-
sessment of fraud risks includes consideration of internal and external threats and
vulnerabilities that arise specifically from the use of IT and access to information.

CC3.4

COSO Principle 9: The entity identifies and assesses changes that could significantly impact the
system of internal control.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

® Assesses Changes in the External Environment — The risk identification process
considers changes to the regulatory, economic, and physical environment in which
the entity operates.

® Assesses Changes in the Business Model — The entity considers the potential im-
pacts of new business lines, dramatically altered compositions of existing business
lines, acquired or divested business operations on the system of internal control,
rapid growth, changing reliance on foreign geographies, and new technologies.

® Assesses Changes in Leadership — The entity considers changes in management
and respective attitudes and philosophies on the system of internal control.

Additional point of focus speeificallyrelated-to-all-engagementswhen using the trust services cri-

teria:

Page 30




Assesses Changes in Systems and Technology — The risk identification process con-
siders changes arising from changes in the entity’s systems and changes in the tech-
nology environment.

Assesses Changes in Vendor and Business Partner Relationships — The risk identi-
fication process considers changes in vendor and business partner relationships.

Assesses Changes in Threats and Vulnerabilities — The risk identification process
assesses changes in (1) internal and external threats to and vulnerabilities of the
components of the entity’s systems and (2) the likelihood and magnitude of the re-
sultant risks to the achievement of the entity’s objectives.

MONITORING ACTIVITIES

CC4.1

COSO Principle 16: The entity selects, develops, and performs ongoing and/or separate evalua-
tions to ascertain whether the components of internal control are present and functioning.

The following points of focus highlight important characteristics relating to this criterion:

Points of focus specified in the COSO framework:

Considers a Mix of Ongoing and Separate Evaluations — Management includes a
balance of ongoing and separate evaluations.

Considers Rate of Change — Management considers the rate of change in business
and business processes when selecting and developing ongoing and separate evalua-
tions.

Establishes Baseline Understanding — The design and current state of an internal
control system are used to establish a baseline for ongoing and separate evaluations.

Uses Knowledgeable Personnel — Evaluators performing ongoing and separate
evaluations have sufficient knowledge to understand what is being evaluated.

Integrates With Business Processes — Ongoing evaluations are built into the busi-
ness processes and adjust to changing conditions.
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®  Adjusts Scope and Frequency — Management varies the scope and frequency of
separate evaluations depending on risk.

® Objectively Evaluates — Separate evaluations are performed periodically to provide
objective feedback.

Additional point of focus specifically related-to-all-engagementswhen using the trust services cri-

teria:

®  Counsiders Different Types of Ongoing and Separate Evaluations — Management
uses a variety of different-types-of ongoing and separate risk and control evalua-

tionss

5 D

- t . ; ; ; to determine whether
internal controls are present and functioning. Depending on the entity’s objectives,
such risk and control evaluations may include first- and second-line monitoring and
control testing, internal audit assessments, compliance assessments, resilience as-
sessments, vulnerability scans, security assessment, penetration testing, and third-

party assessments.

CC4.2

COSO Principle 17: The entity evaluates and communicates internal control deficiencies in a
timely manner to those parties responsible for taking corrective action, including senior man-
agement and the board of directors, as appropriate.

The following points of focus, specified in the COSO framework, highlight important character-
istics relating to this criterion:

®  Assesses Results — Management and the board of directors, as appropriate, assess
results of ongoing and separate evaluations.

e Communicates Deficiencies — Deficiencies are communicated to parties responsi-
ble for taking corrective action and to senior management and the board of direc-
tors, as appropriate.

®  Monitors Corrective Action — Management tracks whether deficiencies are reme-
died on a timely basis.

CONTROL ACTIVITIES
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CC5.1 | COSO Principle 10: The entity selects and develops control activities that contribute to the miti-
gation of risks to the achievement of objectives to acceptable levels.
The following points of focus, specified in the COSO framework, highlight important character-
istics relating to this criterion:

e Integrates With Risk Assessment — Control activities help ensure that risk re-
sponses that address and mitigate risks are carried out.

® Considers Entity-Specific Factors — Management considers how the environment,
complexity, nature, and scope of its operations, as well as the specific characteristics
of its organization, affect the selection and development of control activities.

® Determines Relevant Business Processes — Management determines which rele-
vant business processes require control activities.

e Evaluates a Mix of Control Activity Types — Control activities include a range and
variety of controls and may include a balance of approaches to mitigate risks, con-
sidering both manual and automated controls, and preventive and detective controls.

® Considers at What Level Activities Are Applied — Management considers control
activities at various levels in the entity.

®  Addresses Segregation of Duties — Management segregates incompatible duties
and, where such segregation is not practical, management selects and develops alter-
native control activities.

CCS5.2 | COSO Principle 11: The entity also selects and develops general control activities over technol-

ogy to support the achievement of objectives.

The following points of focus, specified in the COSO framework, highlight important character-
istics relating to this criterion:

Determines Dependency Between the Use of Technology in Business Processes and
Technology General Controls — Management understands and determines the de-
pendency and linkage between business processes, automated control activities, and
technology general controls.
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e Establishes Relevant Technology Infrastructure Control Activities — Management
selects and develops control activities over the technology infrastructure, which are
designed and implemented to help ensure the completeness, accuracy, and availabil-
ity of technology processing.

e Establishes Relevant Security Management Process Controls Activities — Manage-
ment selects and develops control activities that are designed and implemented to

restrict technology access rights to authorized users commensurate with their job
responsibilities and to protect the entity’s assets from external threats.

e Establishes Relevant Technology Acquisition, Development, and Maintenance Pro-
cess Control Activities — Management selects and develops control activities over
the acquisition, development, and maintenance of technology and its infrastructure
to achieve management’s objectives.

CCs.3

COSO Principle 12: The entity deploys control activities through policies that establish what is
expected and in procedures that put policies into action.

The following points of focus, specified in the COSO framework, highlight important character-
istics relating to this criterion:

® Establishes Policies and Procedures to Support Deployment of Management’s Di-
rectives — Management establishes control activities that are built into business
processes and employees’ day-to-day activities through policies establishing what is
expected and relevant procedures specifying actions.

e Establishes Responsibility and Accountability for Executing Policies and Proce-
dures — Management establishes responsibility and accountability for control activ-
ities with management (or other designated personnel) of the business unit or func-
tion in which the relevant risks reside.

® Performs in a Timely Manner — Responsible personnel perform control activities in
a timely manner as defined by the policies and procedures.

® Takes Corrective Action — Responsible personnel investigate and act on matters
identified as a result of executing control activities.
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e Performs Using Competent Personnel — Competent personnel with sufficient au-
thority perform control activities with diligence and continuing focus.

® Reassesses Policies and Procedures — Management periodically reviews control
activities to determine their continued relevance and refreshes them when necessary.

Logical and Physical Access Controls

CCeo.1

The entity implements logical access security software, infrastructure, and architectures over pro-
tected information assets to protect them from security events to meet the entity's objectives.

The following points of focus;specifically-related-to-all-engagements-using-the-trust-services-eri-
teria; highlight important characteristics relating to this criterion:

Points of focus when using the trust services criteria for all engagements:

®  Identifies and Manages the Inventory of Information Assets — The entity identifies,
inventories, classifies, and manages information assets- (for example, infrastruc-
ture, software, and data).

e Assesses New Architectures — The entity identifies new system architectures and
assesses their security prior to implementation into the system environment.

®  Restricts Logical Access — fosgicatThe entity restricts logical access to information
assets, including kardweare—infrastructure (for example, server, storage, network
elements, APIs, and endpoint dewcev) vofm are, and data (at —rest durmg pro-
cessing, or in transmzsszon v

/) through the use of access con-
trol Sofrware—aﬁd rule sets, and standard con/lou}anon hardening processes.

5

®  [dentifies and Authenticates Users — PersonsThe entity identifies and authenticates
persons, infrastructure, and software are-identified-and-aunthenticated-prior to ac-
cessing information assets, whether locally or remotely. The entity uses more com-
plex or advanced user authentication techniques such as multifactor authentication
when such protections are deemed appropriate based on its risk mitigation strategy.

®  Considers Network Segmentation — NetworkThe entity uses network segmentation
permits, zero trust architectures, and other techniques to isolate unrelated portions
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of the entity's information systento-be-isotatedtechnology from each other based on
the entity’s risk mitigation strategy.

Manages Points of Access — Points of access by outside entities and the types of
data that flow through the points of access are identified, inventoried, and managed.
The types of individuals and systems using each point of access are identified, docu-
mented, and managed.

Restricts Access to Information Assets — Combinations of data classification, sepa-
rate data structures, port restrictions, access protocol restrictions, user identifica-
tion, and digital certificates are used to establish access -control rules and configu-

ration standards for information assets.

Manages Identification and Authentication — Identification and authentication re-
quirements are established, documented, and managed for individuals and systems
accessing entity information, infrastructure, and software.

Manages Credentials for Infrastructure and Software — New internal and external
infrastructure and software are registered, authorized, and documented prior to be-
ing granted access credentials and implemented on the network or access point.
Credentials are removed and access is disabled when access is no longer required
or the infrastructure and software are no longer in use.

Uses Encryption to Protect Data — The entity uses encryption to supplement-other
measures-used-to-protect data (at rest, during processing, or in transmission), when
such protections are deemed appropriate based on assessedthe entity’s risk mitiga-

tion strategy.

Protects EneryptionCryptographic Keys — Proeesses-are-in-place-to-protect-en-
erypptionThe entity protects cryptographic keys during generation, storage, use, and
destruction. Cryptographic modules, algorithms, key lengths, and architectures are
appropriate based on the entity’s risk mitigation strategy.

Additional point of focus when using the trust services criteria for confidentiality:

Restricts Access to and Use of Confidential Information for Identified Purposes —
Logical access to and use of confidential information is restricted to identified pur-
oses.
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Additional point of focus when using the trust services criteria for privacy:

o Restricts Access to and the Use of Personal Information — Logical access to and
use of personal information is restricted to authorized personnel who require such
access to fulfill the identified purposes to support the achievement of the entity’s ob-
Jectives related to privacy.

CC6.2 | Prior to issuing system credentials and granting system access, the entity registers and authorizes
new internal and external users whose access is administered by the entity. For those users whose
access is administered by the entity, user system credentials are removed when user access is no
longer authorized.

The following points of focus;specifically-related-to-all-engagements-using-the-trust-services-eri-
teria; highlight important characteristics relating to this criterion:
®  ControlsCreates Access Credentials to Protected Information Assets —Informetion
asset-aeeessThe entity creates credentials are-createdfor accessing protected infor-
mation assets based on an authorization from the system's asset owner or author-
ized custodian. Authorization is required for the creation of all types of credentials
of individuals (for example, employvees, contractors, vendors, and business partner
personnel), systems, and software.
°
views Validity of Access Credentials — The entity reviews access credentials on a
periodic basis for validity (for example, employees, contractors, vendors, and busi-
ness partner personnel) and inappropriate system or service accounts.
®  ReviewsAppropriatenessPrevents the Use of Access-Credentials When No Longer
Valid — Fhe-appropriatenessProcesses are in place to disable, destroy, or other-
wise prevent the use of access credentials isreviewed-onaperiodic-basisforniec
essary-ahd-inappropriateindividuatswith-eredentialswhen no longer valid.
CC6.3 | The entity authorizes, modifies, or removes access to data, software, functions, and other protected

information assets based on roles, responsibilities, or the system design and changes, giving consid-
eration to the concepts of least privilege and segregation of duties, to meet the entity’s objectives.

The following points of focus;-specifically related-to-all-engagementsusing-the-trust-serviees-eri-
teria; highlight important characteristics relating to this criterion:
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Creates or Modifies Access to Protected Information Assets — Processes are in
place to create or modify access to protected information assets based on authoriza-
tion from the asset’s owner.

Removes Access to Protected Information Assets — Processes are in place to re-
move access to protected information assets when aw-individuai-no longer regitires
GEECESST e uired.

Uses Rote-Based-Access Control Structures Controts — Role The entity uses access
control structures, such as role-based access eontrolis-wtitized-tocontrols, to re-
strict access to protected information assets, limit privileges, and support segrega-
tion of incompatible functions.

Reviews Access Roles and Rules — The appropriateness of access roles and access
rules is reviewed on a periodic basis for unnecessary and inappropriate individuals
with-aceess(for example, employees, contractors, vendors, business partner person-
nel) and aceessinappropriate system or service accounts. Access roles and rules are
modified, as appropriate.

CCo6.4

The entity restricts physical access to facilities and protected information assets (for example, data
center facilities, backup media storage, and other sensitive locations) to authorized personnel to
meet the entity’s objectives.

The following points of focus;speecifieally related-to-all-engagements-using-the trust-serviees-eri-

teria; highlight important characteristics relating to this criterion:

®  Creates or Modifies Physical Access — Processes are in place to create or modify
physical access by employees, contractors, vendors, and business partner personnel
to facilities such as data centers, office spaces, and work areas, based on appropri-
ate authorization-frem-the-system's-asset-owner.

®  Removes Physical Access — Processes are in place to remove physical access to

physiealresonreesfacilities and protected information assets when an individuctem-

ployee, contractor, vendor, or business partner no longer requires access.

Recovers Physical Devices — Processes are in place to recover entity devices (for
example, badges, laptops, and mobile devices) when an employee, contractor, ven-
dor, or business partner no longer requires access.
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®  Reviews Physical Access — Processes are in place to periodically review physical
access to help ensure consistency with job responsibilities.

CC6.5

The entity discontinues logical and physical protections over physical assets only after the ability to
read or recover data and software from those assets has been diminished and is no longer required
to meet the entity’s objectives.

The following points of focus;-specifically related-to-all-engagementsusing-the-trust-serviees-eri-

teria; highlight important characteristics relating to this criterion:

®  Removes Data and Software From—fntity-Controtfor Disposal — Procedures are in
place to remove, delete, or otherwise render data and software stored-on-equiprent
to-beremovedinaccessible from the-physical eontrot-of the-entityassets and to-+en-
der-suneh-other devices owned by the entity, its vendors, and employees when the
data and software unreadeable-are no longer required on the asset or the asset will
no longer be under the control of the entity.

CCe6.6

The entity implements logical access security measures to protect against threats from sources out-
side its system boundaries.

The following points of focus;speecifically related-to-all-engagementsusing-the-trust-serviees-eri-

teria; highlight important characteristics relating to this criterion:

®  Restricts Access — The types of activities that can occur through a communication
channel (for example, FTP site, router port) are restricted.

®  Protects Identification and Authentication Credentials — Identification and authen-
tication credentials are protected during transmission outside its system bounda-
ries.

®  Requires Additional Authentication or Credentials — Additional authentication in-
formation or credentials are required when accessing the system from outside its
boundaries.
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® Implements Boundary Protection Systems — Boundary protection systems (for ex-
ample, firewalls, demilitarized zones, and-intrusion detection or prevention systems,
and endpoint detection and response systems) are configured, implemented, and

maintained to protect external access points-fromattempts-and-unanthorized-aceess

and-are-monitored-io-detect-sueh-aitempts:.

CC6.7 | The entity restricts the transmission, movement, and removal of information to authorized internal
and external users and processes, and protects it during transmission, movement, or removal to
meet the entity’s objectives.

The following points of focus;-specifiecally related-to-all-engagementsusingthe trustservieeseri-
teria; highlight important characteristics relating to this criterion:
®  Restricts the Ability to Perform Transmission — Data loss prevention processes and
technologies are used to restrict ability to authorize and execute transmission,
movement, and removal of information.
®  Uses Encryption Technologies or Secure Communication Channels to Protect Data
— Encryption technologies or secured communication channels are used to protect
transmission of data and other communications beyond connectivity access points.
®  Protects Removal Media — Encryption technologies and physical asset protections
are used for removable media (such as USB drives and backup tapes), as appropri-
ate.
®  Protects MebileEndpoint Devices — Processes and controls are in place to protect
endpoznt devices (_such as moblle devices-tswehas, laptops, swartphones—and-tab-
ssets-desktops, and sensors).
CC6.8 | The entity implements controls to prevent or detect and act upon the introduction of unauthorized

or malicious software to meet the entity’s objectives.

The following points of focus;specificallyrelated-to-all-engagementsusing the trust serviees-eri-

teria; highlight important characteristics relating to this criterion:

®  Restricts Installation and Modification of Application and Software fustatlation —
The ability to install and modify applications and software is restricted to
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authorized individuals. Utility sofiware capable of bypassing normal operating or
security procedures is limited to use by authorized individuals and is monitored reg-
ularly.

Detects Unauthorized Changes to Sofiware and Configuration Parameters — Pro-
cesses are in place to detect changes to software and configuration parameters that
may be indicative of unauthorized or malicious software.

Uses a Defined Change Control Process — A management-defined change control
process is used for the implementation of software.

Uses Antivirus and Anti-Malware Software — Antivirus and anti-malware software
tson servers and endpoint devices is configured, implemented, and maintained to
provide for the interception or detection and remediation of malware.

Scans Information Assets fromFrom Qutside the Entity for Malware and Other Un-
authorized Software — Procedures are in place to scan information assets that have
been transferred or returned to the entity’s custody for malware and other unau-
thorized software-and-to-remove-any-items-detected. Detected malware or other

software is removed prior to its-implementation-on-connection to the entity’s net-
work.

System Operations

CC71

To meet its objectives, the entity uses detection and monitoring procedures to identify (1) changes to
configurations that result in the introduction of new vulnerabilities, and (2) susceptibilities to newly
discovered vulnerabilities.

The following points of focus; specifically related to-all engagements-using the trust services eri-
teria; highlight important characteristics relating to this criterion:

®  Uses Defined Configuration Standards — MarnagementThe entity has defined con-
figuration standards to be used for hardening systems.

®  Monitors Infrastructure and Software — The entity monitors infrastructure and soft-
ware for noncompliance with the standards, which could threaten the achievement
of the entity's objectives.

®  Implements Change-Detection Mechanisms — The IT system includes a change-de-

tection mechanism (for example, file integrity monitoring tools) to alert personnel to
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unauthorized modifications of critical system files, configuration files, or content

files.

Detects Unknown or Unauthorized Components — Procedures are in place to de-
tect the introduction of unknown or unauthorized components.

Conducts Vulnerability Scans — The entity conducts_infrastructure and software
vulnerability scans designed to identify potential vulnerabilities or misconfigura-
tions on a periodic basis and after ary-significant ehangein-changes are made to
the environment-ard-tedees—eetion. Action is taken to remediate identified deficien-
cies e#in a timely basismanner to support the achievement of the entity’s objectives.

CC7.2

The entity monitors system components and the operation of those components for anomalies that
are indicative of malicious acts, natural disasters, and errors affecting the entity's ability to meet its
objectives; anomalies are analyzed to determine whether they represent security events.

The following points of focus;-specifically related-to-all-engagementsusing-the-trust-serviees-eri-

teria; highlight important characteristics relating to this criterion:

Implements Detection Policies, Procedures, and Tools — Detection policies-¢l,
procedures, and tools are defined and implemented and-detectiontools-are-imple-
mented-on infrastructure and software to identify potential intrusions, inappropriate
access, and anomalies in the operation_ of or unusual activity on systems. Proce-
dures may include ( 1 ) a def ned governance process for security event detection and
management es, (2) use of intelligence sources to
identify newly dlscovered threats and vulnerabzlltles and (3) logging of unusual
system activities.

Designs Detection Measures — Detection measures are designed to identify anoma-
lies that could result from actual or attempted (1) compromise of physical barriers;
(2) unauthorized actions of authorized personnel; (3) use of compromised identifi-
cation and authentication credentials; (4) unauthorized access from outside the sys-
tem boundaries; (5) compromise of authorized external parties,; and (6) implemen-
tation or connection of unauthorized hardware and software.

Implements Filters to Analyze Anomalies — Management has implemented proce-
dures to filter, summarize, and analyze anomalies to identify security events.

Monitors Detection Tools for Effective Operation — Management has implemented
processes to monitor and maintain the effectiveness of detection tools.
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CC7.3

The entity evaluates security events to determine whether they could or have resulted in a failure of
the entity to meet its objectives (security incidents) and, if so, takes actions to prevent or address
such failures.

The following points of focus;specifically-related-to-all-engagements-using-the trust services-eri-

teria; highlight important characteristics relating to this criterion:

Points of focus when using the trust services criteria for all engagements:

®  Responds to Security Incidents — Procedures are in place for responding to secu-
rity incidents and evaluating the effectiveness of those policies and procedures on a
periodic basis.

®  Communicates and Reviews Detected Security Events — Detected security events
are communicated to and reviewed by the individuals responsible for the manage-
ment of the security program, and actions are taken, if necessary.

®  Develops and Implements Procedures to Analyze Security Incidents — Procedures
are in place to analyze security incidents and determine system impact.

Additional points of focus when using the trust services criteria for confidentiality:

e Assesses the Impact on Confidential Information — Detected security events are
evaluated to determine whether they could or did result in the unauthorized disclo-
sure or use of confidential information.

e Determines Confidential Information Used or Disclosed — When an unauthorized
use or disclosure of confidential information has occurred, the affected information
is identified and actions are taken to help prevent future recurrence and address
control failures to support the achievement of entity objectives.

Additional points of focus that-applyonlyin-an-engagementwhen using the trust services crite-

ria for privacy:

®  Assesses the Impact on Personal Information — Detected security events are evalu-
ated to determine whether they could or did result in the unauthorized disclosure or
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use of personal information and whether there has been a failure to comply with ap-
plicable laws or regulations.

®  Determines Personal Information Used or Disclosed — When an unauthorized use
or disclosure of personal information has occurred, the affected information is iden-
tified- and actions are taken to help prevent future recurrence and address control
failures to support the achievement of entity objectives.

CC7.4

The entity responds to identified security incidents by executing a defined incident-response pro-
gram to understand, contain, remediate, and communicate security incidents, as appropriate.

The following points of focus;specificallyrelated-to-all-engagementsusing the trust serviees-eri-

teria; highlight important characteristics relating to this criterion:

Points of focus when using the trust services criteria for all engagements:

®  Assigns Roles and Responsibilities — Roles and responsibilities for the design, im-
plementation, maintenance, and execution of the incident-response program are as-
signed, including the use of external resources when necessary.

®  Contains and Responds to Security Incidents — Procedures are in place to respond
to and contain security incidents that actively threaten entity objectives.

®  Mitigates Ongoing Security Incidents — Procedures are in place to mitigate the ef-
fects of ongoing security incidents.

®  Ends ThreatsPosed-byResolves Security Incidents — Procedures are in place to
end-the-threats-posed-byresolve security incidents through closure of the-vitnerabil-
ityvulnerabilities, removal of unauthorized access, and other remediation actions.

®  Restores Operations — Procedures are in place to restore data and business opera-
tions to an interim state that permits the achievement of entity objectives.

®  Develops and Implements Communication Protecelsforof Security Incidents —
Protocols for communicating, in a timely manner, information regarding security
incidents and actions taken to affected parties are developed and implemented to
meetsupport the achievement of the entity's objectives.
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®  Obtains Understanding of Nature of Incident and Determines Containment Strategy
— An understanding of the nature (for example, the method by which the incident
occurred and the affected system resources) and severity of the security incident is
obtained to determine the appropriate response and containment strategy, including
(1) a determination of the appropriate response time frame, and (2) the determina-
tion and execution of the containment approach.

®  Remediates Identified Vulnerabilities — Identified vulnerabilities are remediated
through the development and execution of remediation activities.

®  Communicates Remediation Activities — Remediation activities are documented
and communicated in accordance with the incident-response program.

®  Evaluates the Effectiveness of Incident Response — The design of incident-response
activities is evaluated for effectiveness on a periodic basis.

®  Periodically Evaluates Incidents — Periodically, management reviews incidents re-
lated to security, availability, processing integrity, confidentiality, and privacy and
identifies the need for system changes based on incident patterns and root causes.

Additional points of focus that-applyonlyin-an-engagementwhen using the trust services crite-

ria for privacy:

o Applies Breach Response Procedures — Breach response procedures are defined
and applied in the event of a confirmed privacy incident.

®  Communicates Unauthorized Use and Disclosure — Events that resulted in unau-
thorized use or disclosure of personal information are communicated to the data
subjects, legal and regulatory authorities, and others as required.

®  Application of Sanctions — The conduct of individuals and organizations operating
under the authority of the entity and involved in the unauthorized use or disclosure
of personal information is evaluated and, if appropriate, sanctioned in accordance
with entity policies and legal and regulatory requirements.

CC7.5

The entity identifies, develops, and implements activities to recover from identified security inci-
dents.
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The following points of focus;specifically-related-to-all-engagements-using-the-trust services-eri-

teria; highlight important characteristics relating to this criterion:

®  Restores the Affected Environment — The activities restore the affected environment
to functional operation by rebuilding systems, updating software, installing patches,
modifving access controls, and changing configurations, as needed.

®  Communicates Information About the Eventincident — Communications about the
nature of the incident, recovery actions taken, and activities required for the pre-
vention of future security eventsincidents are made to management and others as
appropriate (internal and external).

®  Determines Root Cause of the Eventincident — The root cause of the eventincident
is determined.

® [mplements Changes to Prevent and Detect Recurrences — Additional architecture
or changes to preventive and detective controlso+beoth; are implemented to prevent
and detect incident recurrences e#in a timely basismanner.

® Improves Response and Recovery Procedures — Lessons learned are analyzed and
the incident-response plan and recovery procedures are improved.

®  Implements Incident-Recovery Plan Testing — Incident-recovery plan testing is per-
formed on a periodic basis. The testing includes (1) development of testing scenar-
ios based on threat likelihood and magnitude, (2) consideration of relevant system
components from across the entity that can impair availability, (3) scenarios that
consider the potential for the lack of availability of key personnel,; and (4) revision
of resilience posture and continuity plans end-systems-based on test results.

Change Management

CC8.1

The entity authorizes, designs, develops or acquires, configures, documents, tests, approves, and
implements changes to infrastructure, data, software, and procedures to meet its objectives.

The following points of focus;-specifically related-to-all-engagementsusing-the-trust-serviees-eri-

teria; highlight important characteristics relating to this criterion:

Points of focus when using the trust services criteria for all engagements:
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Manages Changes Throughout the System Life Cycle — A process for managing
system changes throughout the life cycle of the system and its components (infra-
structure, data soﬁware and manual and automated procedures) is used to support
' itythe achievement of entity objectives.

Authorizes Changes — A process is in place to authorize system and architecture
changes prior to design, development, or acquisition and configuration.

Designs and Develops Changes — A process is in place to design and develop sys-
tem changes_in a secure manner to support the achievement of entity objectives.

Documents Changes — A process is in place to document system changes to support
ongoing maintenance of the system and to support systeminternal and external users
in performing their responsibilities.

Tracks System Changes — A process is in place to track system changes prior to
implementation.

Configures Software — A process is in place to select-a#d, implement-the, maintain
and monitor configuration parameters used to control the functionality of developed

and acquired software.

Tests System Changes — A process is in place to test internally developed and ac-
quired system changes prior to implementation- into the production environment.
Examples of testing may include unit, integration, regression, static and dynamic
application source code, quality assurance, or automated testing (whether point in
time or continuous).

Approves System Changes — A process is in place to approve system changes prior
to implementation.

Deploys System Changes — A process is in place to implement system changes with
consideration of segregation of responsibilities (for example, restricting unilateral

code development or testing and implementation by a single user) to prevent or de-

tect unauthorized changes.

Identifies and Evaluates System Changes — Objectives affected by system changes
are identified, and the ability of the modified system to #eetsupport the achievement
of the objectives is evaluated throughout the system development life cycle.
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Identifies Changes in Infrastructure, Data, Software, and Procedures Required to
Remediate Incidents — Changes in infrastructure, data, software, and procedures

required to remediate incidents to-continneto-meet-objectives-are identified and the

change process is initiated upon identification.

Creates Baseline Configuration of IT Technology — A baseline configuration of IT
and control systems is created and maintained.

Provides for Changes Necessary in Emergency Situations — A process is in place
for authorizing, designing, testing, approving, and implementing changes necessary
in emergency situations (that is, changes that need to be implemented in an urgent
time frame).

Manages Patch Changes — A process is in place to identify, evaluate, test, approve,

and implement patches in a timely manner on infrastructure and software.

Additional points of focus when using the trust services criteria for availability:

Considers System Resilience — The entity considers system resilience when design-
ing its systems and tests resilience during development to help ensure the entity’s
ability to respond to, recover from, and resume operations through significant dis-
ruptions.

Additional points of focus that-applyonlyin-an-engagementwhen using the trust services crite-

ria for confidentiality:

Protects Confidential Information — The entity protects confidential information
during system design, development, testing, implementation, and change processes
to meetsupport the achievement of the entity’s objectives related to confidentiality.

Additional points of focus that-apply-enly-in-an-engagementwhen using the trust services crite-

ria for privacy:
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®  Protects Personal Information — The entity protects personal information during
system design, development, testing, implementation, and change processes to #eet-
support the achievement of the entity’s objectives related to privacy.

o Privacy by Design — The entity considers privacy requirements in the design of its
systems and processes and limits the collection and processing of personal infor-
mation to what is necessary for the identified purpose.

Risk Mitigation
CC9.1 | The entity identifies, selects, and develops risk mitigation activities for risks arising from potential
business disruptions.
The following points of focus;-specifically related-to-all-engagementsusing-the-trust-serviees-eri-
teria; highlight important characteristics relating to this criterion:
®  Considers Mitigation of Risks of Business Disruption — Risk mitigation activities
include the development of planned policies, procedures, communications, and al-
ternative processing solutions to respond to, mitigate, and recover from security
eventsincidents that disrupt business operations. Those resilience policies and pro-
cedures include monitoring processes, information, and communications to #eet-
support the achievement of the entity's objectives during response, mitigation, and
recovery efforts.
®  Considers the Use of Insurance to Mitigate Financial Impact Risks — The risk man-
agement activities consider the use of insurance to offset the financial impact of loss
events that would otherwise impair the ability of the entity to meetsupport the
achievement of its objectives.
CC9.2 | The entity assesses and manages risks associated with vendors and business partners.

The following points of focus; specifically related to-all engagements-using the trust services eri-
teria; highlight important characteristics relating to this criterion:

Points of focus when using the trust services criteria for all engagements:

®  Establishes Requirements for Vendor and Business Partner Engagements — The
entity establishes specific requirements for a-vendor and business partner engage-
mentengagements that ineludesinclude (1) scope of services and product
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specifications, (2) roles and responsibilities, (3) compliance requirements, and (4)
service levels.

Identifies Vulnerabilities — The entity evaluates vulnerabilities arising from vendor
and business partner relationships, including third-party access to the entity’s IT
systems and connections with third-party networks.

Assesses Vendor and Business Partner Risks — The entity inventories, tiers, and as-
sesses, on a periodic basis, therisks-thatthreats arising from relationships with ven-
dors and business partners (and those entities’ vendors and business partners) rep-
resent-toand the achievementyulnerability of the entity's objectives to those threats.

Examples of threats arising from relationships with vendors and business partners

include those arising from their (1) financial failure, (2) security vulnerabilities, (3)
operational disruption, and (4) failure to meet business or regulatory requirements.

Assigns Responsibility and Accountability for Managing Vendors and Business
Partners — The entity assigns responsibility and accountability for the management
of risks and changes to services associated with vendors and business partners.

Establishes Communication Protocols for Vendors and Business Partners — The
entity establishes communication and resolution protocols for service or product
issues related to vendors and business partners.

Establishes Exception Handling Procedures From Vendors and Business Partners
— The entity establishes exception handling procedures for service or product is-
sues related to vendors and business partners.

Assesses Vendor and Business Partner Performance — The entity periodicall-as-
sesses the performance of vendors and business partners, as frequently as war-
ranted, based on the risk associated with the vendor or business partner.

Implements Procedures for Addressing Issues Identified During Vendor and Busi-
ness Partner Assessments — The entity implements procedures for addressing is-
sues identified with vendor and business partner relationships.

Implements Procedures for Terminating Vendor and Business Partner Relationships
— The entity implements procedures for terminating vendor and business partner
relationships- based on predefined considerations. Those procedures may include
safe return of data and its removal from the vendor or business partner system.
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Additional points of focus that-apply-enly-te-an-engagementwhen using the trust services crite-

ria for confidentiality:

®  Obtains Confidentiality Commitments fron:F'rom Vendors and Business Partners —
The entity obtains confidentiality commitments that are consistent with the entity’s
confidentiality commitments and requirements from vendors and business partners
who have access to confidential information.

®  Assesses Compliance With Confidentiality Commitments of Vendors and Business
Partners — On a periodic and as-needed basis, the entity assesses compliance by
vendors and business partners with the entity’s confidentiality commitments and re-
quirements.

Additional points of focus that-apply-enly-te-an-engagementwhen using the trust services crite-

ria for privacy:

®  Obtains Privacy Commitments froniFrom Vendors and Business Partners — The
entity obtains privacy commitments, consistent with the entity’s privacy commit-
ments and requirements, from vendors and business partners who have access to
personal information.

®  Assesses Compliance withWith Privacy Commitments of Vendors and Business
Partners — On a periodic and as-needed basis, the entity assesses compliance by
vendors and business partners with the entity’s privacy commitments and require-
ments and takes corrective action as necessary.

ADDITIONAL CRITERIA FOR AVAILABILITY

Al.l

The entity maintains, monitors, and evaluates current processing capacity and use of system com-
ponents (infrastructure, data, and software) to manage capacity demand and to enable the imple-
mentation of additional capacity to help meet its objectives.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for availability, highlight important characteristics relating to this criterion:

®  Measures Current Usage — The use of the system components is measured to estab-
lish a baseline for capacity management and to use when monitoring and evaluating
the risk of impaired availability due to capacity constraints.
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®  Forecasts Capacity — The expected average and peak use of system components is
forecasted and compared to system capacity and associated tolerances. Forecasting
considers system resilience and capacity in the event of the failure of system compo-
nents that constrain capacity.

®  Makes Changes Based on Forecasts — The system change management process is
initiated when forecasted usage exceeds capacity tolerances.

Al.2

The entity authorizes, designs, develops or acquires, implements, operates, approves, maintains,
and monitors environmental protections, software, data backup processes, and recovery infrastruc-
ture to meet its objectives.

The following points of focus, which apply only to an engagement using the trust services availa-
bility criteria, highlight important characteristics relating to this criterion:

®  [dentifies Environmental Threats — As part of the risk assessment process, manage-
ment identifies environmental threats that could impair the availability of the sys-
tem, including threats resulting from adverse weather, failure of environmental con-
trol systems, electrical discharge, fire, and water.

®  Designs Detection Measures — Detection measures are implemented to identify
anomalies that could result from environmental threat events.

® Implements and Maintains Environmental Protection Mechanisms — Management
implements and maintains environmental protection mechanisms to prevent and
mitigate environmental events.

®  Implements Alerts to Analyze Anomalies — Management implements alerts that are
communicated to personnel for analysis to identify environmental threat events.

®  Responds to Environmental Threat Events — Procedures are in place for respond-
ing to environmental threat events and for evaluating the effectiveness of those poli-
cies and procedures on a periodic basis. This includes automatic mitigation systems
(for example, uninterruptable power system and generator backup subsystem).

®  Communicates and Reviews Detected Environmental Threat Events — Detected en-
vironmental threat events are communicated to and reviewed by the individuals re-
sponsible for the management of the system, and actions are taken, if necessary.
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®  Determines Data Requiring Backup — Data is evaluated to determine whether
backup is required.

®  Performs Data Backup — Procedures are in place for backing up data, monitoring
to detect backup failures, and initiating corrective action when such failures occur.

®  Addresses Offsite Storage — Backup data is stored in a location at a distance from
its principal storage location sufficient that the likelihood of a security or environ-
mental threat event affecting both sets of data is reduced to an appropriate level.

® [mplements Alternate Processing Infrastructure — Measures are implemented for
migrating processing to alternate infrastructure in the event normal processing in-
frastructure becomes unavailable. Measures may include geographic separation,
redundancy, and failover capabilities for components.

o Considers Data Recoverability — Management identifies threats to data recovera-
bility (for example, ransomware attacks) that could impair the availability of the
system and related data and implements mitigation procedures.

Al3

The entity tests recovery plan procedures supporting system recovery to meet its objectives.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for availability, highlight important characteristics relating to this criterion:

®  Implements Business Continuity Plan Testing — Business continuity plan testing is
performed on a periodic basis—Fhetesting to test the entity’s ability to respond to
recover from, and resume operations through significant disruptions. Testing in-
cludes (1) development of testing scenarios based on threat likelihood and magni-
tude; (2) consideration of system components from across the entity and vendors
that can impair-the availability; (3) scenarios that consider the potential for the lack
of availability of key personnel or vendors, and (4) revision of continuity plans and
systems based on test results.

®  Tests Integrity and Completeness of Backup Data — The integrity and completeness
of backup information is tested on a periodic basis.

ADDITIONAL CRITERIA FOR CONFIDENTIALITY
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Cl1.1

The entity identifies and maintains confidential information to meet the entity’s objectives related
to confidentiality.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for confidentiality, highlight important characteristics relating to this criterion:

®  Defines and Identifies Confidential information — Procedures are in place to de-
fine, identify, and designate confidential information when it is received or created

o Retains Confidential Information — Confidential information is retained for no
longer than necessary to fulfill the identified purpose, unless a law or regulation
specifically requires otherwise.

®  Protects Confidential Information From Destruction — PreceduresPolicies and
procedures are in place to protect confidential information from erasure or destruc-
tion during the specified retention period of the information.

C1.2

The entity disposes of confidential information to meet the entity’s objectives related to confidenti-
ality.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for confidentiality, highlight important characteristics relating to this criterion:

®  [dentifies Confidential Information for Destruction — Procedures are in place to
identify confidential information requiring destruction when the end of the retention
period is reached.

®  Destroys Confidential Information — PreceduresPolicies and procedures are in
place to automatically or manually erase or otherwise destroy confidential infor-
mation that has been identified for destruction.

ADDITIONAL CRITERIA FOR PROCESSING INTEGRITY (OVER THE PROVISION OF
SERVICES OR THE PRODUCTION, MANUFACTURING, OR DISTRIBUTION OF
GOODS)

PI1.1

The entity obtains or generates, uses, and communicates relevant, quality information regarding
the objectives related to processing, including definitions of data processed and product and service
specifications, to support the use of products and services.
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The following points of focus, which apply only to an engagement using the trust services crite-
ria for processing integrity, highlight important characteristics relating to this criterion:

®  Identifies Functional and Nonfunctional Requirements and Information Specifica-
tions — The entity identifies and communicates functional and nonfunctional re-
quirements related to system processing and information specifications required to
support the use of products and services.

®  Defines Data Necessary to Support a Product or Service — When data is provided
as part of a service or product or as part of a reporting obligation related to a
product or service:

1. The definition and purpose of the data is available to the users of the data.
2. The definition of the data includes the following information:
a. The population of events or instances included in the set of data

b.  The nature of each element (for example, field) of the set of data
(that is, the event or instance to which the data element relates,
for example, transaction price of a sale of XYZ Corporation stock
for the last trade in that stock on a given day)

c. Soureefs)The sources of the data_ within the set
d. The wnitfsjunits of measurement of data elements (for example,

fields)

e. The accuracy/, correctnesst, or precision of measurement

f- The uncertainty or confidence interval inherent in each data ele-
ment and in the population of those elements

g The datetime periods over which the set of data was ebserved-
measured or the period of time during which the events retevant
to-the data relates to occurred

h. Thetactors-inln addition to the date endor period of time-wsed-to
determine, the factors that determined the inclusion and exclusion
of items in the data elements and population

The definition_of the data is complete and accurate.

4. The description of the data identifies any information that is necessary to
understand each data element and the population in a manner consistent
with its definition and intended purpose (metadata) that has not been in-
cluded within the data.

The following point of focus, which applies only to an engagement using the trust services crite-
ria for processing integrity for a system that produces, manufactures, or distributes products,
highlights important characteristics relating to this criterion:

®  Defines Information Necessary to Support the Use of a Good or Product — When
information provided by the entity is needed to use the good or product in accord-
ance with its specifications:
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1. The required information is available to the user of the good or product.
2. The required information is clearly identifiable.

3. The required information is validated for completeness and accuracy.

PI1.2

The entity implements policies and procedures over system inputs, including controls over com-
pleteness and accuracy, to result in products, services, and reporting to meet the entity’s objectives.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for processing integrity, highlight important characteristics relating to this criterion:

®  Defines Characteristics of Processing Inputs — The characteristics of processing
inputs that are necessary to meet requirements are defined.

®  Evaluates Processing Inputs — Processing inputs are evaluated for compliance
with defined input requirements.

®  Creates and Maintains Records of System Inputs — Records of system input activi-
ties are created and maintained completely and accurately in a timely manner.

PI1.3

The entity implements policies and procedures over system processing to result in products, ser-
vices, and reporting to meet the entity’s objectives.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for processing integrity, highlight important characteristics relating to this criterion:

® Defines Processing Specifications — The processing specifications that are neces-
sary to meet product or service requirements are defined.

®  Defines Processing Activities — Processing activities are defined to result in prod-
ucts or services that meet specifications.

®  Detects and Corrects Processing or Production Activity Errors — Errors encoun-
tered in theprocessing or production precessactivities are detected and corrected in
a timely manner.
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®  Records System Processing Activities — System processing activities are recorded
completely and accurately in a timely manner.

®  Processes Inputs — Inputs are processed completely, accurately, and timely as au-
thorized in accordance with defined processing activities.

PI1.4 The entity implements policies and procedures to make available or deliver output completely, accu-
rately, and timely in accordance with specifications to meet the entity’s objectives.
The following points of focus, which apply only to an engagement using the trust services crite-
ria for processing integrity, highlight important characteristics relating to this criterion:
®  Protects Qutput — Output is protected when stored or delivered, or both, to prevent
theft, destruction, corruption, or deterioration that would prevent output from meet-
ing specifications.
®  Distributes Qutput Only to Intended Parties — Output is distributed or made avail-
able only to intended parties.
®  Distributes Quitput Completely and Accurately — Procedures are in place to pro-
vide for the completeness, accuracy, and timeliness of distributed output.
®  (Creates and Maintains Records of System Qutput Activities — Records of system
output activities are created and maintained completely and accurately in a timely
manner.
PI1.5 The entity implements policies and procedures to store inputs, items in processing, and outputs

completely, accurately, and timely in accordance with system specifications to meet the entity’s ob-
Jectives.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for processing integrity, highlight important characteristics relating to this criterion:

®  Protects Stored Items — Stored items are protected to prevent theft, corruption, de-
struction, or deterioration that would prevent output from meeting specifications.
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®  Archives and Protects System Records — System records are archived, and archives
are protected against theft, corruption, destruction, or deterioration that would pre-
vent them from being used.

®  Stores Data Completely and Accurately — Procedures are in place to provide for
the complete, accurate, and timely storage of data.

®  Creates and Maintains Records of System Storage Activities — Records of system
storage activities are created and maintained completely and accurately in a timely
manner.

ADDITIONAL CRITERIA FOR PRIVACY 2!

P1.0

Privacy Criteria Related to Notice and Communication of Objectives Related to Privacy

P11

The entity provides notice to data subjects about its privacy practices to meet the entity’s objectives
related to privacy. The notice is updated and communicated to data subjects in a timely manner for
changes to the entity’s privacy practices, including changes in the use of personal information, to
meet the entity’s objectives related to privacy.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

®  Communicates to Data Subjects [C] — Notice is provided to data subjects regard-
ing the following:

— Purpose for collecting personal information

fn2l The privacy points of focus assume that the service organization is a data processor or data controller, or both, as defined in ap-

pendix A, “Glossary.” In many cases, a service organization may function as a data processor for its business-to-business (B2B) cus-

tomers (user entities), which may in turn function as data controllers. In other cases, a service organization may function as a data con-

troller. Practitioners have a responsibility to understand whether the service organization functions as a data processor, data controller,

or both, and to evaluate all the points of focus to determine which are applicable based on the service organization’s responsibilities.

The following references indicate a typical allocation of responsibility.

[P] = This point of focus is likely to be relevant to a data processor.

[C] = This point of focus is likely to be relevant to a data controller.
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— Choice and consent
— Types of personal information collected

— Methods of collection (for example, use of cookies or other tracking tech-
niques)

— Use, retention, and disposal

— Access

— Disclosure to third parties

— Security for privacy

— Quality, including data subjects’ responsibilities for quality
— Monitoring and enforcement

If personal information is collected from sources other than the individual, such
sources are described in the privacy notice.

Provides Notice to Data Subjects [C] — Notice is provided to data subjects (1) at or
before the time personal information is collected or as soon as practical thereafter,
(2) at or before the entity changes its privacy notice or as soon as practical thereaf-
ter, or (3) before personal information is used for new purposes not previously iden-
tified.

Covers Entities and Activities in Notice [C] — An objective description of the enti-
ties and activities covered is included in the entity’s privacy notice.

Uses Clear and-Conspicuows-Language and Presents a Current Privacy Notice in a
Location Easily Found by Data Subjects [C] — The entity’s privacy notice is ¢o#-
spienoms-and-current, dated, uses clear language, and is in a location that can be
easily found by data subjects.

Reviews the Privacy Notice [C] — A process is defined to periodically review the
content of the privacy notice and to implement any identified updates.

Communicates Changes to Notice [C] — Data subjects are informed when changes
are made to the privacy notice and the nature of such changes.
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e Retains Prior Notices [C] — Prior versions of the privacy notice are retained in ac-
cordance with internal requirements to document prior communications.

P2.0

Privacy Criteria Related to Choice and Consent

P2.1

The entity communicates choices available regarding the collection, use, retention, disclosure, and
disposal of personal information to the data subjects and the consequences, if any, of each choice.
Explicit consent for the collection, use, retention, disclosure, and disposal of personal information
is obtained from data subjects or other authorized persons, if required. Such consent is obtained
only for the intended purpose of the information to meet the entity’s objectives related to privacy.
The entity’s basis for determining implicit consent for the collection, use, retention, disclosure, and
disposal of personal information is documented.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

®  Communicates to Data Subjects [C] — Data subjects are informed (a) about the
choices available to them with respect to the collection, use, and disclosure of per-
sonal information and (b) that implicit or explicit consent is required to collect, use,
and disclose personal information, unless a law or regulation specifically requires
or allows otherwise.

®  Communicates Consequences of Denying or Withdrawing Consent [C] — When
personal information is collected, data subjects are informed of the consequences of
refusing to provide personal information or denying or withdrawing consent to use
personal information for purposes identified in the notice.

®  Obtains Implicit or Explicit Consent [C] — Implicit or explicit consent is obtained
from data subjects at or before the time personal information is collected or soon
thereafter. The individual’s preferences expressed in his or her consent are con-
firmed and implemented.

®  Documents and Obtains Consent for New Purposes and Uses [C] — If information
that was previously collected is to be used for purposes not previously identified in
the privacy notice, the new purpose is documented, the data subject is notified, and
implicit or explicit consent is obtained prior to such new use or purpose.

®  Obtains Explicit Consent for Sensitive Information [C] — Explicit consent is ob-
tained directly from the data subject when sensitive personal information is col-
lected, used, or disclosed, unless a law or regulation specifically requires otherwise.
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®  Obtains Consent for Data Transfers [C] — Consent is obtained before personal in-

formation is transferred to or from an individual’s compiter-orother-similar-
endpoint device.

P3.0 Privacy Criteria Related to Collection
P3.1 Personal information is collected consistent with the entity’s objectives related to privacy.
The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:
®  Limits the Collection of Personal Information [P][C] — The collection of personal
information is limited to that necessary to weetsupport the achievement of the en-
tity’s objectives.
®  Collects Information by Fair and Lawful Means [P][/C] — Methods of collecting
personal information are reviewed by management before they are implemented to
confirm that personal information is obtained (a) fairly, without intimidation or de-
ception, and (b) lawfully, adhering to all relevant rules of law, whether derived
from statute or common law, relating to the collection of personal information.
®  Collects Information From Reliable Sources [P][C] — Management confirms that
third parties from whom personal information is collected (that is, sources other
than the individual) are reliable sources that collect information fairly and lawfully.
®  Informs Data Subjects When Additional Information Is Acquired [P][C] — Data
subjects are informed if the entity develops or acquires additional information about
them for its use.
P3.2 For information requiring explicit consent, the entity communicates the need for such consent as

well as the consequences of a failure to provide consent for the request for personal information
and obtains the consent prior to the collection of the information to meet the entity’s objectives re-
lated to privacy.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:
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forms Data Subjects of Consequences of Failure to Provide Consent [C] — Data
subjects are informed of the consequences of failing to provide the entity with ex-
plicit consent.

Documents Explicit Consent to Retain Information [C] — Documentation of explicit
consent for the collection, use, or disclosure of sensitive personal information is re-
tained in-aceordanecewithto support the achievement of entity objectives related to
privacy.

P4.0 Privacy Criteria Related to Use, Retention, and Disposal

P4.1 The entity limits the use of personal information to the purposes identified in the entity’s objectives
related to privacy.

The following point of focus, which applies only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:
Uses Personal Information for Intended Purposes [P][C] — Personal information
is used only for the intended purposes for which it was collected and only when im-
plicit or explicit consent has been obtained, unless a law or regulation specifically
requires otherwise.

P4.2 The entity retains personal information consistent with the entity’s objectives related to privacy.
The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

Retains Personal Information [P][C] — Personal information is retained for no
longer than necessary to fulfill the stated purposes, unless a law or regulation spe-
cifically requires otherwise.

Protects Personal Information [P]/C] — Policies and procedures have been imple-
mented to protect personal information from erasure or destruction during the spec-
ified retention period of the information.

P4.3 The entity securely disposes of personal information to meet the entity’s objectives related to pri-

vacy.
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The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

®  Captures, Identifies, and Flags Requests for Deletion [P][C] — Requests for dele-
tion of personal information are captured and information related to the requests is
identified and flagged for destruction to meetsupport the achievement of the entity’s
objectives related to privacy.

®  Disposes of, Destroys, and Redacts Personal Information [P][/C] — Personal infor-
mation no longer retained is anonymized, disposed of, or destroyed in a manner that
prevents loss, theft, misuse, or unauthorized access.

®  Destroys Personal Information [P]/C] — Policies and procedures are implemented
to erase or otherwise destroy personal information that has been identified for de-
struction.

P5.0

Privacy Criteria Related to Access

P5.1

The entity grants identified and authenticated data subjects the ability to access their stored per-
sonal information for review and, upon request, provides physical or electronic copies of that infor-
mation to data subjects to meet the entity’s objectives related to privacy. If access is denied, data
subjects are informed of the denial and reason for such denial, as required, to meet the entity’s ob-
Jectives related to privacy.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

e  Responds to Data Controller Requests [P] — The entity has a process to respond to
data subject requests received from data controllers in accordance with service
agreements and privacy objectives. Such process may include authentication of the
request, permitting access where appropriate, responding within a reasonable time,
and notification if the request is denied.

®  Authenticates Data Subjects’ Identity [P]/C] — The identity of data subjects who
request access to their personal information is authenticated before they are given
access to that information.
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Permits Data Subjects Access to Their Personal Information [P]/C] — Data sub-
Jects are able to determine whether the entity maintains personal information about
them and, upon request, may obtain access to their personal information.

Provides Understandable Personal Information Within Reasonable Time [P][C] —
Personal information is provided to data subjects in an understandable form, in a
reasonable time frame, and at a reasonable cost, if any.

Informs Data Subjects If Access Is Denied [P][C] — When data subjects are denied
access to their personal information, the entity informs them of the denial and the
reason for the denial in a timely manner, unless prohibited by law or regulation.

P5.2

The entity corrects, amends, or appends personal information based on information provided by
data subjects and communicates such information to third parties, as committed or required, to
meet the entity’s objectives related to privacy. If a request for correction is denied, data subjects are
informed of the denial and reason for such denial to meet the entity’s objectives related to privacy.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

Responds to Data Controller Requests [P] — The entity has a process to respond to
data controllers’ update requests, including updates to personal information and
denial of requests, in accordance with service agreements to support the achieve-
ment of the entity’s objectives related to privacy.

Communicates Denial of Access Requests [P][C] — Data subjects are informed, in
writing, of the reason a request for access to their personal information was denied,
the source of the entity’s legal right to deny such access, if applicable, and the indi-
vidual’s right, if any, to challenge such denial, as specifically permitted or required
by law or regulation.

Permits Data Subjects to Update or Correct Personal Information [P]/C] — Data
subjects are able to update or correct personal mformatzon held by the entity. The
entity : communicates updates, cor-
rections, and d@l@tmn requests to thzrd partzes that were previously provided with
the data subject’s personal information consistent with the entity’s objectives re-
lated to privacy.
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®  Communicates Denial of Correction Requests [P][C] — Data subjects are in-
formed, in writing, about the reason a request for correction of personal infor-
mation was denied and how they may appeal.

P6.0 Privacy Criteria Related to Disclosure and Notification
P6.1 The entity discloses personal information to third parties with the explicit consent of data subjects
and such consent is obtained prior to disclosure to meet the entity’s objectives related to privacy.
The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:
®  Communicates Privacy Policies to Third Parties [P][C] — Privacy policies or other
specific instructions or requirements for handling personal information are commu-
nicated to third parties to whom personal information is disclosed.
® Discloses Personal Information Only When Appropriate [P][C] — Personal infor-
mation is disclosed to third parties only for the purposes for which it was collected
or created and only when implicit or explicit consent has been obtained from the
data subject, unless a law or regulation specifically requires otherwise.
®  Discloses Personal Information Only to Appropriate Third Parties [P][C] — Per-
sonal information is disclosed only to third parties who have agreements with the
entity to protect personal information in a manner consistent with the relevant as-
pects of the entity’s privacy notice or other specific instructions or requirements.
® Discloses Information to Third Parties for New Purposes and Uses [P][C] — Per-
sonal information is disclosed to third parties for new purposes or uses only with
the prior implicit or explicit consent of data subjects.
P6.2 The entity creates and retains a complete, accurate, and timely record of authorized disclosures of

personal information to meet the entity’s objectives related to privacy.

The following point of focus, which applies only to an engagement using the trust services crite-
ria for privacy, highlights important characteristics relating to this criterion:
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®  Creates and Retains Record of Authorized Disclosures [P][C] — The entity creates
and maintains a record of authorized disclosures of personal information that is
complete, accurate, and timely.

P6.3

The entity creates and retains a complete, accurate, and timely record of detected or reported unau-
thorized disclosures (including breaches) of personal information to meet the entity’s objectives re-
lated to privacy.

The following point of focus, which applies only to an engagement using the trust services crite-
ria for privacy, highlights important characteristics relating to this criterion:

®  Creates and Retains Record of Detected or Reported Unauthorized Disclosures [P]
[C] — The entity creates and maintains a record of detected or reported unauthor-
ized disclosures of personal information that is complete, accurate, and timely.

P6.4

The entity obtains privacy commitments from vendors and other third parties who have access to
personal information to meet the entity’s objectives related to privacy. The entity assesses those par-
ties’ compliance on a periodic and as-needed basis and takes corrective action, if necessary.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

ﬁf@e&du%e%m%%ﬂ%a%&fhm Evaluat@v Thzra’ Party C()mpllance thh

Privacy Commitments [P][C] — The entity has procedures in place to evaluate
whether third parties have effective controls to meet the terms of the agreement, in-
structions, or requirements.

®  Remediates Misuse of Personal Information by a Third Party [P]/C] — The entity
takes remedial action in response to misuse of personal information by a third party
to whom the entity has transferred such information.

o Obtains Commitments to Report Unauthorized Disclosures [P][C] — A process ex-
ists for obtaining commitments from vendors and other third parties to report to the
entity actual or suspected unauthorized disclosures of personal information.
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P6.5

The entity obtains commitments from vendors and other third parties with access to personal infor-
mation to notify the entity in the event of actual or suspected unauthorized disclosures of personal
information. Such notifications are reported to appropriate personnel and acted on in accordance
with established incident-response procedures to meet the entity’s objectives related to privacy.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

®  Remediates Misuse of Personal Information by a Third Party [P][C] — The entity
takes remedial action in response to misuse of personal information by a third party
to whom the entity has transferred such information.

®  Reports Actual or Suspected Unauthorized Disclosures [P][C] — A process exists
for obtaining commitments from vendors and other third parties to report to the en-
tity actual or suspected unauthorized disclosures of personal information.

Pé6.6

The entity provides notification of breaches and incidents to affected data subjects, regulators, and
others to meet the entity’s objectives related to privacy.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

; > 4 HES d-sttehi tion-ldentifies Reporting Requirements
[P][C] — The entity has a process for determining whether notification of a privacy
breach is required, including the method to be used, the timeline, and the identifica-
tion of recipients of such notifications.

®  Provides Notice of Breaches and Incidents [P]/C] — The entity has a process for
providing notice of breaches and incidents to affected data subjects, regulators, and
others to meetsupport the achievement of the entity’s objectives related to privacy.

P6.7

The entity provides data subjects with an accounting of the personal information held and disclo-
sure of the data subjects’ personal information, upon the data subjects’ request, to meet the entity’s
objectives related to privacy.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:
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o  Responds to Data Controller Requests [P] — The entity has a process to respond to
data controller requests for an accounting of personal information held in accord-
ance with service agreements and privacy objectives.

®  Jdentifies Types of Personal Information and Handling Process [P][C] — The types
of personal information and sensitive personal information and the related pro-

cesses, systems, and third parties involved in the handling of such information are
identified.

®  Captures, Identifies, and Communicates Requests for Information [P]/C] — Re-
quests for an accounting of personal information held and disclosures of the data
subjects’ personal information are captured and information related to the requests
is identified and communicated to data subjects to meetsupport the achievement of
the entity’s objectives related to privacy.

P7.0

Privacy Criteria Related to Quality

P71

The entity collects and maintains accurate, up-to-date, complete, and relevant personal information
to meet the entity’s objectives related to privacy.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:

®  Ensures Accuracy and Completeness of Personal Information [P]/C] — Personal
information is accurate and complete for the purposes for which it is to be used.

®  Ensures Relevance of Personal Information [P][C] — Personal information is rele-
vant to the purposes for which it is to be used.

P8.0

Privacy Criteria Related to Monitoring and Enforcement

P8.1

The entity implements a process for receiving, addressing, resolving, and communicating the reso-
lution of inquiries, complaints, and disputes from data subjects and others and periodically moni-
tors compliance to meet the entity’s objectives related to privacy. Corrections and other necessary
actions related to identified deficiencies are made or taken in a timely manner.

The following points of focus, which apply only to an engagement using the trust services crite-
ria for privacy, highlight important characteristics relating to this criterion:
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®  Communicates to Data Subjects or Data Controllers [P]/C] — Data subjects or
data controllers are informed about how to contact the entity with inquiries, com-
plaints, and disputes.

®  Addresses Inquiries, Complaints, and Disputes [P][C] — A process is in place to
address inquiries, complaints, and disputes.

®  Documents and Communicates Dispute Resolution and Recourse [P][C] — Each
complaint is addressed and the resolution is documented and communicated to the
individual.

®  Documents and Reports Compliance Review Results [P]/C] — Compliance with ob-
Jectives related to privacy are reviewed and documented and the results of such re-
views are reported to management. If problems are identified, remediation plans
are developed and implemented.

®  Documents and Reports Instances of Noncompliance [P][C] — Instances of non-
compliance with objectives related to privacy are documented and reported and, if
needed, corrective and disciplinary measures are taken on a timely basis.

®  Performs Ongoing Monitoring [P]/C] — Ongoing procedures are performed for
monitoring the effectiveness of controls over personal information and for taking
timely corrective actions when necessary.

Appendix A — Glossary
2530

access to personal information. The ability to view personal information held by an organization.
This ability may be complemented by an ability to update or correct the information. Access de-
fines the intersection of identity and data, that is, who can do what to which data. Access is one
of the fair information practice principles. Individuals need to be able to find out what personal
information an entity has on file about them and how the information is being used. Individuals
need to be able to correct erroneous information in such records.
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architecture. The design of the structure of a system, including logical components, and the logical

interrelationships of a-computeritscomputers, operating system;-a-networksystems, networks, or
other elements, whether internally or externally hosted.

authentication. The process of verifying the identity or other attributes claimed by or assumed of an
entity (user, process, or device) or to verify the source and integrity of data.

authorization. The process of granting access privileges to a user, program, or process by a person
that has the authority to grant such access.

board or board of directors. Individuals with responsibility for overseeing the strategic direction of
the entity and the obligations related to the accountability of the entity. Depending on the nature
of the entity, such responsibilities may be held by a board of directors or supervisory board for a
corporation, a board of trustees for a not-for-profit entity, a board of governors or commissioners
for a government entity, general partners for a partnership, or an owner for a small business.

business partner. An individual or business (and its employees), other than a vendor, that has some
degree of involvement with the entity's business dealings or agrees to cooperate, to any degree,
with the entity (for example, a computer manufacturer who works with another company
whethat supplies it with parts).

collection. The process of obtaining personal information from the individual directly (for example,
through the individual’s submission of an internet form or a registration form) or from another
party, such as a business partner.

commitments. Declarations made by management to customers regarding the performance of one or
more systems that provide services or products. Commitments can be communicated in written
individualized agreements, standardized contracts, service-level agreements, or published state-
ments (for example, a security practices statement). A commitment may relate to one or more
trust services categories. Commitments may be made on many different aspects of the service
being provided or the product, production, manufacturing, or distribution specifications.

component. One of five elements of internal control, including the control environment, risk assess-
ment, control activities, information and communication, and monitoring activities.

compromise. Refers to a loss of confidentiality, integrity, or availability of information, including
any resultant impairment of (1) processing integrity or availability of systems or (2) the integrity
or availability of system inputs or outputs.

controls. Policies and procedures that are part of the entity’s system of internal control. The objec-
tive of an entity’s system of internal control is to provide reasonable assurance that principal sys-
tem objectives are achieved.

control activity. An action established through policies and procedures that help ensure that man-
agement’s directives to mitigate risks to the achievement of objectives are carried out.

consent. This privacy requirement is one of the fair information practice objectives. Individuals
must be able to prevent the collection of their personal data, unless legally required. If an
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individual has a choice about the use or disclosure of his or her information, consent is the indi-
vidual’s way of giving permission for the use or disclosure. Consent may be affirmative (for ex-
ample, opting in) or implied (for example, not opting out). There are two types of consent:

e explicit consent. A requirement that an individual "signifies" his-or-her agreement with a
data controller by some active communication between the parties.

e implied consent. When consent may reasonably be inferred from the action or inaction
of the individual.

COSO. The Committee of Sponsoring Organizations of the Treadway Commission. COSO is a joint
initiative of five private-sector organizations and is dedicated to providing thought leadership
through the development of frameworks and guidance on enterprise risk management, internal
control, and fraud deterrence. (See www.co0so.0rg.)

criteria. The benchmarks used to measure or evaluate the subject matter.
cybersecurity objectives. Objectives that address the cybersecurity risks that could affect the
achievement of the entity’s overall business objectives (including compliance, reporting, and op-

erational objectives).

data controller. An organization that (alone or jointly with others) determines the purposes for and
the means by which personal data is processed.

data processor. An organization that processes personal data at the direction of a data controller. In
many cases, a service organization may process personal data for its business-to-business (B2B)
customers (user entities), which in turn may function as data controllers. In other cases, a service
organization may function as a data controller, depending on the facts and circumstances.

data subject. The individual about whom personal information is collected.

design. As used in the COSO definition of internal control, the internal control system design is in-
tended to provide reasonable assurance of the achievement of an entity’s objectives.

disclosure. The releasetransfer,provision of access to or the release, transfer, or divulging in any
other manner of information outside the entity holding the information. Disclosure is often used
interchangeably with the terms sharing and onward transfer.

disposal. A phase of the data life cycle that pertains to how an entity removes or destroys data or
information.

effectiveness (of controls). Encompasses both the suitability of the design of controls and the oper-

ating effectiveness of controls to provide reasonable assurance that the entity’s principal system
objectives are achieved.
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endpoint devices. Connected hardware or virtual devices that communicate across a network, such
as mobile devices, laptops, desktops, and sensors.

entity. A legal entity or management operating model of any size established for a particular pur-
pose. A legal entity may, for example, be a business enterprise, a not-for-profit organization, a
government body, or an academic institution. The management operating model may follow
product or service lines, divisions, or operating units, with geographic markets providing for fur-
ther subdivisions or aggregations of performance.

entity-wide. Activities that apply across the entity — most commonly in relation to entity-wide con-
trols.

environmental. Of or having to do with the matters that can damage the physical elements of infor-
mation systems (for example, fire, flood, wind, earthquake, power surges, or power outages). An
entity implements controls and other activities to detect, prevent, and manage the risk of casualty
damage to the physical elements of the information system from environmental elements.

external users. Users, other than entity personnel, who are authorized by entity management, cus-
tomers, or other authorized persons to interact with the entity’s information system.

functional requirements. Requirements that must be met for the system to correctly fulfill its de-
siegned purpose.

information and systems. Refers to information in electronic form (electronic information) during
its use, processing, transmission, and storage and systems that use, process, transmit or transfer,
and store information or that produce, manufacture, or distribute products.

information assets. Data and the associated software and infrastructure used to process, transmit,
and store information or to produce, manufacture, or distribute products.

infrastructure. The collection of physical or virtual resources that supports an overall IT environ-
ment, including the server, storage, and-network elements, and endpoint devices.

internal control. A process, effected by an entity’s board of directors, management, and other per-
sonnel, designed to provide reasonable assurance regarding the achievement of objectives relat-
ing to operations, reporting, and compliance.

nonfunctional requirements. System attributes such as security, reliability, performance, maintain-
ability, scalability, and usability that define how well a system will operate.

outsourced service providers. A service provider that performs business processes, operations, or
controls on behalf of the entity when such business processes, operations, or controls are neces-
sary to achieve the entity’s objectives.

personal information. Information that is about, or can be abeut-errelated to, an identifiable indi-
vidual.
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policies. Management or board member statements of what should be done to effect control. Such
statements may be documented, explicitly stated in communications, or implied through actions
and decisions. Policies serve as the basesbasis for procedures.

practitioner. As used in this document, a CPA who performs an examination of controls within an
entity’s system relevant to security, availability, processing integrity, confidentiality, or privacy.

principal system objectives. System objectives that relate to the trust services category or catego-
ries addressed by the examination and that could reasonably be expected to influence the relevant
decisions of intended users. (See system objectives.)

privacy commitments. Declarations made by management regarding the performance of a system
processing personal information. Such commitments can be communicated in written agree-
ments, standardized contracts, service-level agreements, or published statements (for example, a
privacy practices statement). In addition, privacy commitments may be made on many different
aspects of the service being provided.

privacy notice. A written communication by entities that collect personal information, to the indi-
viduals about whom personal information is collected, about the entity’s (a) policies regarding
the nature of the information that they will collect and how that information will be used, re-
tained, disclosed, and disposed of or anonymized and (b) commitment to adhere to those poli-
cies. A privacy notice also includes information about such matters as the purpose of collecting
the information, the choices that individuals have related to their personal information, the secu-
rity of such information, and how individuals can contact the entity with inquiries, complaints,
and disputes related to their personal information. When a user entity collects personal infor-
mation from individuals, it typically provides a privacy notice to those individuals.

process or control framework. A framework that contains a set of processes or controls, estab-
lished by another party, that organizations are expected to implement in support of establishing
an effective system of internal control. These frameworks are usually developed by an industry
group, regulator, governmental entity, standard-setting body, or other organization (collectively
referred to as sponsoring organizations) to obtain information from organizations with which
they do business about their processes and controls. The most common types of process or con-
trol frameworks relate to security and privacy.

products. Tangible or intangible goods manufactured or produced by an entity. Throughout this
document, the term is used interchangeably with goods.

report users. Intended users of the practitioner’s report in accordance with AT-C section 205, As-
sertion-Based Examination Engagements. ™' There may be a broad range of report users for a

fn 1 All AT-C sections can be found in AICPA Professional Standards.
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general-purpose report but only a limited number of specified parties for a report that is restricted
in accordance with paragraph .64 of AT-C section 205.

residual risk. The risk to the achievement of objectives that remains after management’s response
has been designed and implemented.

retention. A phase of the data life cycle that pertains to how long an entity stores information for
future use or reference.

risk. The possibility that an event will occur and adversely affect the achievement of objectives.
risk response. The decision to accept, avoid, reduce, or share a risk.

security event. An occurrence, arising from actual or attempted unauthorized access or use by inter-
nal or external parties, that impairs or could impair the availability, integrity, or confidentiality of
information or systems;: result in unauthorized disclosure or theft of information or other assets;;
or cause damage to systems.

security incident. A security event that requires action on the part of an entity in-erder-to protect
information assets and resources.

senior management. The ehiefexecutive-officerCEO or equivalent organizational leader and senior
management team.

service provider. A supplier (such as a service organization) engaged to provide services to the en-
tity. Service providers include outsourced service providers as well as suppliers that provide ser-
vices not associated with business functions, such as janitorial, legal, and audit services.

SOC 2 engagementexamination. An examination engagement to report on whether (@) the fairness
of the presentation-of management’s-description of the service organization’s system;-the-suita-
bility-of the-destgn-of is in accordance with the description criteria, (b) the controls ineluded-in
the-deseriptien;were suitably designed to provide reasonable assurance that the service organiza-
tion’s service commitments and; system requirements were achieved based on the applicable
trust services criteria, and (c) in a type 2 engagement-the-operating-effectiveness-oefthosereport,
the controls—Fhis-engagement operated effectively to provide reasonable assurance that the ser-
vice organization’s service commitments and system requirements were achieved based on the
applicable trust services criteria. The SOC 2 examination is performed in accordance with the
attestation standards and AICPA Guide SOC 2% Reporting on an Examination of Controls at a
Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or
Privacy.

SOC 3% engagement. An examination engagement to report on the suitability of design and the op-
erating effectiveness of an entity’s controls over a system relevant to one or more of the trust ser-
vices categories.

SOC for Cybersecurity examination. An examination engagement to report on whether (a) man-
agement’s description of the entity’s cybersecurity risk management program is presented in ac-
cordance with the description criteria and (b) the controls within that program were effective to
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achieve the entity’s cybersecurity objectives based on the control criteria. A SOC for Cybersecu-
rity examination is performed in accordance with the attestation standards and AICPA Guide Re-
porting on an Entity's Cybersecurity Risk Management Program and Controls.

SOC for Supply Chain examination. An examination engagement to report on whether (a) the de-
scription of the entity’s system is presented in accordance with the description criteria and (b) the
controls stated in the description, which are necessary to provide reasonable assurance that the
entity achieved its principal system objectives, were effective based on the applicable trust ser-
vices criteria. Such an examination is based on guidance contained in AICPA Guide Reporting
on an Examination of Controls Relevant to Security, Availability, Processing Integrity, Confiden-
tiality, or Privacy in a Production, Manufacturing, or Distribution System- (SOC for Supply

Chain guide).

software. A collection of instructions that tell a computer how to operate. Software may be both
internally developed and purchased from vendors and can include both application software
(for example, user applications and database management systems) and system software (for
example, operating systems, drivers, utilities, programming software, and interfaces).

stakeholders. Parties that are affected by the entity, such as shareholders, the communities in which
an entity operates, employees, customers, and suppliers.

subsequent events. Events or transactions that occur after the specified period addressed by the de-
scription but prior to the date of the practitioner’s report:-sueh. Such events or transactions could
have a significant effect on the evaluation of whether the description is presented in accordance
with the description criteria or whether controls were effective to provide reasonable assurance
that the entity’s principal system objectives were achieved based on the applicable trust services
criteria.

supplier. See-definitionfor vendor.

system. Refers to the infrastructure, software, peeple;precessesprocedures, and data that are de-
signed, implemented, and operated te—worktogetherby people to achieve one or more of the en-
tity’s specific business objectives (for example, delivery of services or production of goods) in
accordance with management-specified requirements.

system boundaries. The specific aspects of an entity’s infrastructure, software, people, procedures,
and data necessary to perform a function (such as producing, manufacturing, or distributing a
product) or provide a service. When systems for multiple functions or services share aspects, in-
frastructure, software, people, procedures, and data, the systems will overlap, but the boundaries
of each system will differ.

system components. Refers to the individual elements of a system-—System-compenentsean, which
may be classified into the following five categories: infrastructure, software, people, processes,
and data.

system event. An occurrence that could lead to the loss of, or disruption to, operations, services, or
functions and could result in an entity’s failure to achieve its system objectives. Such an
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occurrence may arise from actual or attempted unauthorized access or use by internal or external
parties and (a) impair (or potentially impair) the availability, integrity, or confidentiality of infor-
mation or systems; () result in unauthorized disclosure or theft of information or other assets or
the destruction or corruption of data; or (c) cause damage to systems. Such occurrences also may
arise from the failure of the system to process data as designed or from the loss, corruption, or
destruction of data used by the system.

system incident. A system event that requires action on the part of entity management to prevent or
reduce the impact of a-systemthe event on the entity’s achievement of its system objectives.

system objectives. The entity’s objectives, established by entity management, that are embodied in
the product commitments it makes to customers, including producing or manufacturing a product
that meets product performance specifications and other production, manufacturing, or distribu-
tion specifications. The system objectives also include the requirements established for the func-
tioning of the system to meet production, manufacturing, or distribution commitments.

system requirements. Specifications regarding how the system should function to (a) meet the en-
tity’s commitments to customers and others (such as customers’ customers); (b) meet the entity’s
commitments to suppliers and business partners; (c¢) comply with relevant laws and regulations
and guidelines of industry groups, such as business or trade associations; and (d) achieve other
entity objectives that are relevant to the trust services category or categories addressed by the
description. Requirements are often specified in the entity’s system policies and procedures, sys-
tem design documentation, contracts with customers, and government regulations.

System requirements may result from the entity’s commitments relating to security, availability,
processing integrity, confidentiality, or privacy. For example, a commitment to programmatically
enforce segregation of duties between data entry and data approval creates system requirements
regarding user access administration.

third party. An individual or organization other than the entity and its employees. Third parties may
be customers, suppliers, business partners, or others.

threat. Any circumstance or event, arising from human actions or natural events, that could poten-
tially impair (a) the achievement of an entity’s objectives, its assets, or activities of its personnel,
or (b) other entities through unauthorized access, destruction, disclosure, modification of data, or
denial of service.

trust services. A set of professional attestation and advisory services based on a core set of criteria
related to security, availability, processing integrity, confidentiality, or privacy.

unauthorized access. Access to information or system components that () has not been approved
by a person designated to do so by management and (b) compromises segregation of duties, con-
fidentiality commitments, or otherwise increases risks to the information or system components
beyond the levels approved by management (that is, access is inappropriate).

vendor (or supplier). An individual or business (and its employees) that is engaged to provide
goods or services to the entity. Depending on the services provided (for example, if the vendor
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operates certain controls on behalf of the entity that are necessary to achieve the entity’s objec-
tives), it also might be a service provider.

vulnerability. Weakness in a component of a system, particularly information assets, system secu-
rity procedures, internal controls, or implementation, that could be exploited or triggered by hu-
man action or natural events.
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