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I. General Notes 

1. Data Protection 

 

We are pleased about your interest in our app and our services. The protection of your personal 

data is important to us.  

The wuddi GmbH is a Franchisee of the SHARE NOW GmbH and is using their services and 

electronic systems (for instance the App). 

In this Privacy Notice, we explain how we process your personal data, for what purposes and on 

what legal basis this takes place and what rights you can assert in this context. 

Our Privacy Notice for the use of our mobile app and services does not apply to your activities on 

the websites of social networks or other providers that you may be able to access via the links within 

our app. Please inform yourself on the webpages of these providers about their privacy practices. 

As changes in the law or changes in our company’s internal processes may make it necessary to 

adapt this Privacy Notice, we ask you to check this Privacy Notice regularly. 

 

2. Controller and applicability 
 

The controller within the meaning of the EU General Data Protection Regulation (hereinafter: 

GDPR) and other national data protection laws of the Member States as well as other data 

protection provisions is: 

 
 Wuddi GmbH 

Rösnerstraße 8 

48155 Münster 

Deutschland 

Tel.: +49 (0) 251 289 2070 

E-Mail: info@wuddi.de 

 
This Privacy Notice applies to the SHARE NOW mobile app and the services offered. 

 
If you have any questions about data protection or this Privacy Notice, please contact our Data 

Protection Officer: 

 

Creditreform Compliance Services GmbH 
Hammfelddamm 13 
41460 Neuss 
Telefon: + 49 (0) 2131 – 109 1072 
E-Mail: datenschutz@wuddi.de 

 

3. Principles of data processing 

 
Personal data means any information relating to an identified or identifiable natural person. This 

includes, for example, information such as your name, age, address, telephone number, date of birth 

and email address, but also pseudonymous data such as your customer number or IP address. 

Information for which we cannot establish a relation to your person (or only with a disproportionate 

effort) is not personal data. 

mailto:info@wuddi.de
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We only process personal data (e.g. through collection, consultation, use, storage or transmission) 

if there is a legal basis for doing so. The processed personal data are deleted as soon as the purpose 

of the processing has been achieved and there are no longer any statutory required retention 

obligations to comply with. 

 

We inform you about the specific data processing operations, the scope and purpose of the data 

processing, the legal basis for the processing and the respective storage period below. 

 

 

 

 

II. Individual processing operations when using the app 

1. Provision and use of the app, use of cookies and similar technologies 
  

a. Type and scope of data processing 

 
When you download the SHARE NOW app, the required information is transferred to the respective 

app store, thus, in particular, user name, email address and customer number of your account, time 

of download, payment information and the individual device identification number. In addition, the 

respective app store independently collects various data from you. We have no influence on this 

data processing and are not responsible for it. We only process the data insofar as it is necessary 

for downloading the mobile app to your mobile device. 

 

When you use the SHARE NOW app, we collect personal data that your end device either 

automatically transfers to our servers or that is retrieved from your end device. When you use our 

app, we collect, in particular, the following data which is technically necessary for us to display our 

app for you and to ensure its stability and security: 

 

 IP address of the requesting device 

 Further information about the device used (brand, model name, operating system, app version, 
language) 

 Date and time of installation or access 

 Name and URL of the accessed site / file 

 
Furthermore, we may need [your device identification, unique number of the end device (IMEI = 

International Mobile Equipment Identity), unique number of the network subscriber (IMSI = 

International Mobile Subscriber Identity), mobile phone number (MSISDN), MAC address for WLAN 

use, name of your mobile terminal device] to provide the services. 

 

Furthermore, we process, among other things, the following additional information for the purpose 

of error detection or error correction or also for marketing purposes: 

 

 Access status (e.g. whether you were able to access the app or received an error message). 

 Information on the use of the functions of the app 

 Identifiers for advertising 

 
Within the scope of the use of the SHARE NOW app, so-called cookies and similar technologies 

(hereinafter referred to only as “cookies”) arealso used. Information on users' devices can be 

stored, enriched, retrieved and managed by means of cookies. 

 
Thereby, it can be differentiated between absolutely necessary cookies and optional cookies. 
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Absolutely necessary cookies are required for the function of the app and our service: The technical 

structure of the SHARE NOW mobile app requires us to use technologies, in particular, cookies. 

Without these technologies, the SHARE NOW app and our service cannot be used (completely 

correctly) or certain support functions cannot be enabled. You cannot unselect these cookies if you 

want to use our app and our service. 

 

Optional cookies when you give your consent: We only place various cookies after you have given 

your consent which you can select via the Cookie Consent Manager when you first visit the SHARE 

NOW mobile app. The functions are only activated in case you consented and serve, in particular, 

to enable us to analyse and improve the use of our mobile app and our service, to facilitate your 

operation via different browsers or end devices, to recognise you when you visit or to place 

advertising (if applicable, also to align advertising to interests, to measure the effectiveness of 

advertisements or to display interest-based advertising for you). 

 

You can find detailed information on the individual cookies we use, as well as the option of 

granting or withdrawing consent individually, in the Cookie Consent Management Tool. You can 

access it at any time within the SHARE NOW app under "Imprint & Privacy/ Privacy Settings". 

 
b. Legal basis 

 
The use of absolutely necessary cookies, which are absolutely necessary for the provision or use of 

the SHARE NOW app and our services, takes place on the basis of Sec. 25 (2) No. 2 of the 

Telecommunications and Telemedia Data Protection Act (“Gesetz über den Datenschutz und den 

Schutz der Privatsphäre in der Telekommunikation und bei Telemedien”, TTDSG). The further 

processing of personal data in this context is based on our legitimate interest pursuant to Art. 6 (1) 

lit. f GDPR. 

 

The use of optional cookies as well as the subsequent processing of personal data takes place 

exclusively on the basis of corresponding consents of the users pursuant to Sec. 25 (1) TTDSG 

respectively Art. 6 (1) lit. a GDPR. These consents can be withdrawn at any time with effect for the 

future. 

 

Insofar as the user consents, the consent also applies to the transfer of personal data to third 

countries outside the European Economic Area (EEA) pursuant to Art. 49 (1) lit. a GDPR. 

 

 
c. Information of the iOS operating system 

 

In addition, you have various options in the iOS operating system to largely restrict advertising and 

tracking, which generally takes place via the so-called “Advertising Identifier” (IDFA). This is a 

unique, but non-personalised and non-permanent identification number for a specific end device, 

which is provided by iOS. The data collected via the IDFA is not linked to any other device-related 

information. We use the IDFA, as appropriate, to provide you with personalised advertising and to 

evaluate your use. 

 

If you select the “Privacy” option in the iOS settings, you can largely deactivate advertising evaluation 

under “Tracking”. If you activate the function “Allow apps to request tracking”, the SHARE NOW app 

will ask you whether you agree to advertising measures the first time you use it and you can activate 

or deactivate advertising. In addition, you can select “Apple advertising” and deactivate 

“Personalised advertising” in the “Privacy” option. In the “Analysis & Improvements” option, you can 
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also deactivate the “Share iPhone Analysis” and “Improve Siri & Dictation” function, which results in 

no static information about your use of iOS being transferred to Apple. We advise you that you may 

not be able to use all the functions of the SHARE NOW app if you restrict the use of the IDFA. 

 

 

 

 

 

2.  Permissions of the app  

 
For the provision of several of the functions of the SHARE NOW app, it is necessary that the app 

can access certain services and data of your mobile end device/smartphone. Disabling permissions 

may lead to you not being able to use certain functions of the app. 

 

The permissions can be managed, i.e. activated and deactivated, via the operating system of your 

mobile end device/smartphone. Depending on the operating system, the permissions are also 

automatically requested when the app is opened for the first time but can be activated/deactivated 

again at any time. If you are using a mobile end device/smartphone with iOS, you can view the 

permissions under Settings -> SHARE NOW and adjust them accordingly. On Android, you can find 

the permissions under Settings -> Apps -> SHARE NOW. 

 

You can usually activate/deactivate the following permissions via the device: 

 

 Location/GPS data: 
 

The authorisation for the access to your location data is required, in particular, to show you nearby 

SHARE NOW vehicles. The use of the location authorisation is highlighted graphically in your 

operating system, e.g. by an arrow or other location icon. 

 

 Notifications: 
 

The permissions to send push notifications are used, e.g., to show you notifications about finished 

rentals or other status events or campaigns even if you do not currently have the app open. The 

notifications can be made by means of sounds, messages and/or symbol indicators. 

 

 Bluetooth: 
 

Access to the Bluetooth connection of your mobile end device/smartphone is used, in particular, to 

open or lock SHARE NOW vehicles. 

 

III. Individual processing operations when using our services 

1. Registration / user account 
  

a. Type and scope of data processing 

 
Within the SHARE NOW app and also via our website, we offer you the option to register for our 

service by providing your personal data. With the processed data, we create an individual user 

account for you with which you can use our services. 

 

The following overview shows you in detail which of your personal data we process in case of a 

registration: 
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 Form of address 

 First name 
 

 Last name 

 Date of birth 

 Birthplace 

 Residential address 

 Postcode 

 City 

 Mobile telephone number 

 Country for which you are registering 

 Language 

 Payment data 

 Email address 

 Password 

 Magic PIN 

 If applicable, promotional code with which you register 

 

b. Conduct in violation of the contract or unlawful conduct / blocking the account 

 

For the purpose of preventing damage and protecting ownership of our vehicles, as well as in regard 

to preventing fraud or preventing use in violation of the contract (e.g. breaches of the Terms and 

Conditions, exceeding the maximum rental period, suspension of payments, outstanding invoices, 

leaving the scene of an accident, fraud in connection with refuelling, identity fraud or other fraudulent 

attempts, repeated registration), we reserve the right to document the relevant circumstances, share 

information with third parties, in particular investigating authorities, and, if necessary, to temporarily 

block accounts. 

 

 

c. Legal basis 

 
The processing of the personal data outlined above serves the performance of a contract or in order 

to take steps prior to entering into a contract between you and wuddi GmbH pursuant Art. 6 (1) lit. b 

GDPR. In addition, the measures to prevent conduct in violation of the contract or unlawful conduct 

may be justified on the basis of our legitimate interest pursuant to Art. 6 (1) lit. f GDPR. 

 

 

d. Cancellation of the registration / deletion of the user account 
 

As a user, you have the option of cancelling your registration at any time. You can also change the 

data stored about you at any time via the settings of your user account. However, if the processed 

data is required to process/terminate a contract, an early deletion of the data is not possible. 

 

  

e. Storage period 
 
As soon as the processed data is no longer necessary for the performance of the contract, it will 

generally be deleted. 

 

However, even after termination of the contract with you, it may be necessary to continue to store 

certain of your personal data in order to comply with statutory obligations. In particular, we continue 

to store certain order, customer and contract data for up to 10 years after termination of the contract 

with you on the basis of statutory retention obligations (especially tax and commercial law 
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regulations). If the type of customer communication is also tax-relevant customer communication, 

this will also only be deleted after 10 years. However, in this case, your data will be stored and used 

exclusively for these purposes (compliance with retention obligations). 

 

 

 

 

 

2. Validation of driving licence 

 

 

a. Type and scope of data processing 

 
In order to ensure that you, as our customer, have the necessary driving licence (validation of driving 

licence) to be able to use our service (vehicle sharing/vehicle rental), we carry out a validation of the 

driving licence before you use our service for the first time and at regular intervals thereafter. Only 

when this has been successful can you rent our vehicles. We are required to carry out a validation 

of the driving licence for legal reasons. For the purpose of the validation of the driving licence, 

photographs of your driving licence (front and back) and a current portrait picture (“selfie”) must be 

taken which are processed by us for the validation of the driving licence. The driving licence data is 

read out electronically from the pictures of the driving licence and checked for authenticity. In 

addition, a comparison is made between the portrait pictures (“selfie”) provided by you and the photo 

on your driving licence. In this process, so-called biometric data (personal data resulting from specific 

technical processing relating to the physical, physiological or behavioural characteristics of a natural 

person, which allow or confirm the unique identification of this natural person, such as facial images) 

of you within the meaning of Art. 9 (1) GDPR may also be processed. 

 

The validation of the driving licence is partly carried out through SHARE NOW GmbH by their service 

provider Jumio (21 Worship Street, London, EC2A 2DW, United Kingdom) on our behalf and within 

the scope of data processing pursuant to Art. 28 GDPR. The processing takes place in the United 

Kingdom and therefore outside the EU or the European Economic Area (EEA). However, the EU 

Commission has determined that an adequate level of protection comparable to the GDPR is 

guaranteed in the United Kingdom. Data transfers to the United Kingdom are therefore permissible 

pursuant to Art. 45 GDPR. 

 

b. Legal basis 
 

The processing of your personal data for the validation of the driving licence is necessary pursuant 

to Art. 6 (1) lit. c GDPR for the compliance with our legal obligation as we must determine that our 

customers are in possession of a valid driving licence pursuant Sec. 21 (1) No. 2 Road Traffic Act 

(“Straßenverkehrsgesetz”, StVG) in order to avoid criminal liability on the part of the wuddi GmbH 

as the keeper (“Fahrzeughalter”) of the vehicles. 

 

Insofar as the photographs of your driving licence and your portrait pictures (“selfies”) and special 

categories of personal data pursuant to Art. 9 (1) GDPR are processed (biometric data), this is 

based on your consent, Art. 6 (1) lit. a in connection with Art. 9 (2) lit. a GDPR. Giving your consent 

is voluntary and you can withdraw it at any time with effect for the future. However, without the 

successful validation of your driving licence, you will not be able to use our service or carry out 

vehicle rentals with us. 
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c. Storage period 

 

As soon as the processed data is no longer necessary for the outlined purposes, it will be deleted. 

In the case of the service provider Jumio, your data will already be deleted after 14 days. We 

generally store the data for the duration of the customer relationship. Even after termination of the 

contract, it may be necessary to store personal data from you in order to comply with contractual or 

legal obligations. 

 

 

 

 

 

 

3. User login (keycloak) 

 
a. Type and scope of data processing  

 

When using the SHARE NOW app for the first time, you will be asked to log in via your SHARE 

NOW user account. For this purpose, we use through the SHARE NOW GmbH the single sign-on 

solution “keycloak” from the provider Red Hat Limited (6700 Cork Airport Business Park, Kinsale 

Road, Cork, Ireland) for one-time user authentication. For the purpose of the authentication, after 

you have entered your user name and password, a so-called keycloak token is created which cross-

checks your information once with the information from our user directory in order to validate your 

identity. 

 

b. Legal basis 

 
Art. 6 (1) lit. f GDPR serves as the legal basis for the aforementioned data processing. The 

processing is necessary for the purposes of user authentication and user identification and thus 

serves to pursue our legitimate interest. 

 

c. Storage period 
 

As soon as the aforementioned data is no longer required for user authentication, it will be 

deleted. This generally happens by your logout. 

 

4. Conclusion and execution of a rental contract for the use of a SHARE NOW vehicle 

 

 

a. Type and scope of data processing 
 

In order to conclude and perform a rental contract for the use of a SHARE NOW vehicle, it is 

necessary for us to process the following additional personal data from you: 

 

 Start and end position of the rental 

 Distance travelled in km 

 Time and date as well as duration of the rental 
 

In addition, we process your data outlined above for the following purposes: 
 
Performance of the rental contract when renting via app 
 

To perform the rental contract, you must open our vehicles with the SHARE NOW app. This is 
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carried out by entering your self-created PIN as well as the Bluetooth function of your smartphone 

or via “Global System for Mobile Communication” (GSM) in connection with your location data, if 

you have enabled it. You have the option to deactivate access to your location or the Bluetooth 

function at any time. Not enabling your location data and not activating Bluetooth may result in 

functional restrictions. 

 

When opening and locking the vehicles with the app, locking and unlocking errors, e.g. a window 

left open before the vehicle is returned, are displayed for error correction. 

 

The rental is started via the SHARE NOW app and/or via vehicle controls (by confirming the 

corresponding buttons). 

 

To end the rental, you must lock the vehicle again via the app. The locking takes place via the 

Bluetooth function of your smartphone or via GSM then in connection with your location data, 

provided you have granted access to them. You have the option of deactivating access to your 

location or the Bluetooth function at any time. Not enabling your location data and not activating 

Bluetooth can lead to functional restrictions. 

 

For proper return and invoicing, we check whether you are in the business area or at a suitable 

location with the vehicle and whether a return can take place. For proper invoicing, we process your 

time of use, the mileage and the tank or load level and we check the vehicle location to determine 

whether a journey may be completed in accordance with our Terms and Conditions. 

 

b. Legal basis 
 

The processing of the personal data outlined above is necessary for the performance of our rental 

service pursuant to Art. 6 (1) lit. b GDPR. 

 

c. Storage period 

 
As soon as the processed data is no longer necessary for the performance of our rental services, it 

is deleted. 

 

Even after termination of the contract, it may be necessary to store your personal data in order to 

comply with contractual or statutory obligations, in particular, with the statutory retention obligations 

(e.g. from the Commercial Code (“Handelsgesetzbuch”, HGB), Fiscal Code (“Abgabenordnung”, 

AO) etc.). 

 

5. Push notifications 

 
 

a. Type and scope of data processing 
 

The SHARE NOW app informs you with push notifications that are sent to your end device. With 

this function you will be notified as soon as a vehicle is available in a previously defined area. 

 

You can activate/deactivate the push notifications at any time as follows: Android: Settings -> Apps 

-> SHARE NOW -> Notifications -> “Block all”; iOS: Settings -> Notifications -> SHARE NOW -> 

Allow notifications -> Off. 

 

For the purpose of sending out push notifications, we use the Google Firebase tool by Google 
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Ireland Ltd. (Google Building Gordon House, 4 Barrow Street, Dublin D04 E5W5, Ireland). User 

data is transferred to Google Firebase exclusively in pseudonymised form. 

 

b. Legal basis 

 
The processing of the personal data outlined above serves to perform a contract between you and 

wuddi GmbH or in order to take steps prior to entering into a contract pursuant to Art. 6 (1) lit. b 

GDPR. 

 

c. Storage period 
 
As soon as the data is no longer necessary for the performance of the SHARE NOW Radar service, 

it will be deleted.  
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6. Reserve a vehicle 

 

 

a. Type and scope of data processing 

On our website, we offer our registered users the option to reserve vehicles for a certain period of 

time. For this purpose, we process only personal data you have provided for your user account. 

 

b. Legal basis 

 

The processing of the personal data outlined above serves the performance of our reservation 

service pursuant to Art. 6 (1) lit. b GDPR. 

 

c. Storage duration 
 

As soon as the processed data is no longer necessary for the performance of our reservation 

services, it is deleted. 

 

Even after termination of the contract, it may be necessary to store your personal data in order to 

comply with contractual or legal obligations, in particular, with the statutory retention obligations (e.g. 

from the Commercial Code (“Handelsgesetzbuch”, HGB), Fiscal Code (“Abgabenordnung”, AO) 

etc.). 

 

7. Customer Service 
 
 

a. Type and scope of data processing 
 

The wuddi GmbH is using the customer service of SHARE NOW GmbH. If you contact this customer 

service by email or telephone, we process the information and data you provide. The processing of 

your data serves the purpose of allocating and processing your request. 

 

For the purpose of processing your requests, we use eGain of the external service provider eGain 

Corporation (St Catherine’s House, Oxford Street, Newbury, Berkshire RG14 1JQ, GB). The 

processing takes place in the United Kingdom and therefore outside the EU or the European 

Economic Area (EEA). However, the EU Commission has determined that an adequate level of 

protection comparable to the GDPR is guaranteed in the United Kingdom. Data transfers to the 

United Kingdom are therefore permissible pursuant to Art. 45 GDPR.  For the purpose of legally 

justifying the data processing, we have concluded a corresponding data processing agreement with 

SHARE NOW GmbH and SHARE NOW GmbH with the service provider. 

 

Any further collection and processing of your personal data, such as the recording of telephone 

conversations, will only take place on the basis of your prior consent. 

 

 

b. Legal basis 

 

The processing of the personal data outlined above is based on our legitimate interest in processing 

your request pursuant to Art. 6 (1) lit. f GDPR. 
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If you have agreed to the recording of a telephone call, your consent pursuant to Art. 6 (1) lit. a 

GDPR serves as the legal basis for the data processing. You can withdraw this consent at any time 

with effect for the future. 

 

c. Storage period 

 
Customer requests are documented for the duration of the contractual relationship and deleted after 

the lapse of the statutory retention and limitation periods (e.g. from the Commercial Code 

(“Handelsgesetzbuch”, HGB), Fiscal Code (“Abgabenordnung”, AO) etc.). 

 

8. Cross-country and cross-company use of our services 

 

 

a. Art und Umfang der Datenverarbeitung 

 
If you use or rent a vehicle from SHARE NOW GmbH, another local SHARE NOW local entity 

outside of Germany or another SHARE NOW partner company (franchise partner as an 

independent company and controller under the GDPR), we transfer your personal data (master 

data/registration data) provided during registration and validation to SHARE NOW GmbH, the 

respective local SHARE NOW entity or SHARE NOW partner company in order to enable the 

vehicle rental for you there. 

 

b. Legal basis 

 
The transfer of your personal data serves the performance of a contract with you and SHARE NOW 

GmbH, the respective local SHARE NOW entity or the respective SHARE NOW partner company 

or in order to take steps prior to entering into a contract pursuant to Art. 6 (1) lit. b GDPR. 

 

 

c. Storage period 
 

We store your master data for the duration of our contractual relationship. Subsequently, this 

data is deleted after the lapse of the statutory retention and limitation periods (e.g. from the 

Commercial Code (“Handelsgesetzbuch”, HGB), Fiscal Code (“Abgabenordnung”, AO) etc.).  

 

 

9. Collection and processing of telematics data during the rent & for the purpose of performance 
of the rental contract 

 
 

a. Type and scope of data processing 

 
When you rent a vehicle, so-called telematics data are collected and processed for various 

purposes. This is done, in particular, to be able to ensure that we can always offer you roadworthy 

vehicles and provide the contractually agreed functions. 

 

This includes, in particular, the following information: 

 

 Status of the central locking system 

 Status of the immobiliser 

 Detection and monitoring of the ignition status 

 Status of the mileage counter 
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 Location data (usually only the beginning and end of the rent) 

 Voltage detection of the on-board electrical system 

 Tyre pressure 

 Speed 

 Triggering of safety systems such as airbags 

 Tank capacity 

 Status key/fuel card in the so-called key card holder 

 Status of vehicle doors and windows (open/closed) 
 
 
In addition, certain information helps us to monitor the contractual use of our vehicles and to retrace 

damage events.  

 

Depending on the respective vehicle make, telematics data is either collected directly by us or by 

the respective vehicle manufacturer (in the case of BMW vehicles: Bayerische Motoren Werke 

Aktiengesellschaft, Petuelring 130, 80788 Munich) or third-party providers used by us (Invers 

GmbH, Untere Industriestraße 20, 57250 Netphen/Siegen) or transferred to them. Insofar as this is 

necessary in the respective context, we have concluded data processing agreements with the 

vehicle manufacturers / service providers concerned pursuant to Art. 28 (3) GDPR. 

 

Please note that the respective vehicle manufacturer (OEM) may collect personal data 

directly from you if you, as the driver of the respective vehicle, use special functionalities 

or services (digital services that connect the vehicle to the Internet, such as special 

telematics services, driver assistance systems, connections for mobile end devices but also 

entertainment offers and traffic services) of the respective vehicle brand (“Connected Car 

Services”). For these processing activities, the respective vehicle manufacturer or 

companies selected by the vehicle manufacturer are generally the controller within the 

meaning of the GDPR and not the wuddi GmbH od SHARE NOW GmbH. Please ensure that 

you delete all personal data that you may have provided to the vehicle manufacturer or the 

respective company or that have been collected via the corresponding services after the 

end of the rental. Please refer to the privacy notice of the respective vehicle manufacturer 

or company for information or contact them directly if you have any questions to that end. 

 

b. Legal basis 
 

Insofar as the processing is necessary for the performance of a contract concluded with you, 

this is based on Art. 6 (1) lit. b GDPR. Otherwise, the processing is based on our legitimate 

interests within the meaning of Art. 6 (1) lit. f GDPR for the analysis, elimination and allocation 

of damage to our vehicles or damage events. Access to information in the telematics end 

devices installed in our vehicles for this purpose is carried out on the basis of Sec. 25 (2) No. 2 

TTDSG. 

 

c. Storage period 

 

For the purpose of processing customer requests and other concerns, we store the telematics 

data in our customer database for 90 days. In individual cases, data may also be stored for a 

longer period. This applies, in particular, if it is necessary for the enforcement of legal claims. 

In this case, the relevant statutory retention and limitation periods (e.g. from the Commercial 

Code (“Handelsgesetzbuch”, HGB), Fiscal Code (“Abgabenordnung”, AO) etc.) regularly apply. 
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10. Data processing in the context of an accident 

 

 

a. Type and scope of data processing 

 
In the event of an accident with a vehicle of the wuddi GmbH, we process the personal data 

collected in this context (this also includes the telematics data described above) in order to 

process and settle the accident claim internally and/or externally (with the respective other party 

involved in the accident, our insurance company or the other party's insurance company).  

 

b. Legal basis 

 

Data processing in the context of accident settlement and processing serves the performance 

of our contract pursuant to Art. 6 (1) lit. b GDPR. 

 

c. Storage period 
 

Should an accident have occurred, this data is archived by us in accordance with the regular 

statutory limitation period for a period of up to 3 years after the lapse of the year in which the event 

occurred. 

 

11. Geolocation in case of emergencies, serious violations of our Terms and Conditions 

 

 

a. Type and scope of data processing 
 

In order to determine whether there are objective facts that indicate an emergency situation or a 

serious breach of our Terms and Conditions (in particular, theft, vandalism, leaving the contractually 

agreed area of use, exceeding the maximum permissible rental period) and to enable processing, 

if necessary also contacting the customer concerned, the geolocation of the rented vehicle is 

transferred every 1-2 minutes together with master data, communication data and telematics data 

of the vehicle renter to the backend of Daimler Mobility Services GmbH, Fasanenweg 15-17, 70771 

Stuttgart, Germany or in case a BMW vehicle is used to Bayerische Motoren Werke 

Aktiengesellschaft, Petuelring 130, 80788 Munich. The respective company processes the 

information on the geolocation of the vehicles on our behalf or on behalf of SHARE NOW GmbH 

pursuant to Art. 28 GDPR. For this purpose, we have concluded a data processing agreement with 

the companies in order to ensure the protection of your personal data. This data is only retrieved in 

cases where one of the situations described has occurred or there are objective indications that 

such a violation of our Terms and Conditions has occurred. 

 

Furthermore, in certain individual cases, if there are suspicious circumstances that indicate a 

violation of the Terms and Conditions or corresponding emergencies, it is possible that a current 

rental/drive is tracked in real time, in order to prevent, e.g., in particular, a loss of the vehicle. 

 

b. Legal basis 

 
The data processing is necessary for the performance of the contract between you and wuddi GmbH 

and is furthermore based on our legitimate interests. The data processing is thus justified pursuant 

to Art. 6 (1) lit. b GDPR (violations of the Terms and Conditions) as well as Art. 6 (1) lit. f GDPR 

(emergency situations). 
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c. Storage period 
 

If none of the events described have occurred, the processed information is deleted immediately. If 

a breach has occurred, we will archive this data in accordance with the regular statutory limitation 

period for a period of up to 3 years after the end of the year in which the event occurred. 

 

Even after the review has been completed, it may be necessary to store personal data from you in 

order to comply with contractual or legal obligations. 

 

12. Position data for fleet utilisation analysis 

 

 

a. Type and scope of data processing 
 

We process the start and end positions of our vehicles as well as, if applicable, the positions of 

interim interruptions to the drive in order to analyse and optimise the use of the vehicle fleet. This 

information is processed purely on a vehicle-related basis without establishing a direct personal 

reference. Based on the same data, we also create statistics to predict the future use of our vehicles 

without establishing a direct personal reference. 

 

b. Legal basis 
 

The data processing is carried out on the basis of our legitimate interest in a needs-based 

management of our offer pursuant to Art. 6 (1) lit. f GDPR. 

 

c. Storage period 

 

The analysis data is stored until the purpose for which it was collected has been achieved or has 

ceased to exist and is then deleted. 

 

13. Payment (PayPal / Stripe) 
 
 

a. Type and scope of data processing 
 

For the purpose of payment for a completed drive, the following personal data is processed: 

 Name 

 Email address 

 If applicable, further contact details 

 Credit card information 

 Customer ID 

 Billing and transaction data 
 

Depending on the payment method you choose, we transfer your personal data to our payment 

service providers. 

 

In the case of payment by credit card, a transfer takes place to the payment service provider Stripe 

Inc. (510 Townsend Street, San Francisco, CA 94103, US). In addition, we use the services of Stripe 

for the early detection of fraudulent behaviour by calculating a so-called risk score on the basis of 

the data described. You can find further information on data protection at Stripe at: 

https://stripe.com/de/privacy 

 

 

https://stripe.com/de/privacy
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Appropriate safeguards possibly may not currently exist for data transfers to the US. There are 

restrictions on the protection of personal data resulting from the fact that, under US law, security 

authorities can access data transferred from the EU to the US and use it without restriction to what 

is absolutely necessary. As a data subject without US citizenship, you cannot take legal action 

against such use. However, we have concluded standard contractual clauses with the service 

provider to ensure the security of your personal data. 

 

In the case of payment via PayPal, there is a transfer to PayPal S.à r.l. et Cie, S.C.A. (22-24 

Boulevard Royal, L-2449 Luxembourg). You can get further information on data protection at Paypal 

at: https://paypal.de/privacy 

 
Je nachdem für welche Zahlungsart Sie sich entscheiden, übermitteln wir Ihre personenbezogenen 

Daten an unsere Zahlungsdienstleister. 

 

b. Legal basis 

 

Data processing for the purpose of payment for the conducted drive by you is necessary for 

the performance of a contract between you and wuddi GmbH and is based on Art. 6 (1) lit. b 

GDPR. Data processing for the purpose of fraud prevention with the help of Stripe is based on 

our legitimate interests pursuant to Art. 6 (1) lit. f GDPR. 

 

c. Storage period 

 
As soon as the processed data is no longer required for the performance of the contract, it is 

deleted. However, even after termination of the contract, it may be necessary to store personal 

data from you in order to comply with contractual or statutory obligations, in particular, with the 

statutory retention obligations (e.g. from the Commercial Code (“Handelsgesetzbuch”, HGB), 

Fiscal Code (“Abgabenordnung”, AO) etc.). 

 

14. Claims management 

 

 

a. Type and scope of data processing 

 
In the event of payment default of outstanding claims, we engage the external service provider  

LIQUIDA® Inkasso GmbH, Lise-Meitner-Straße 23, 74074 Heilbronn with claims 

management. 

 

b. Legal basis 

 
Data processing in the context of receivables management is necessary for the performance of a 

contract between you and wuddi GmbH pursuant to Art. 6 (1) lit. b GDPR. 

 

c. Storage period 

 
After the conclusion of the respective case and furthermore after the purpose of processing has 

ceased to exist, the personal data is deleted. However, even after the conclusion of the case it may 

be necessary to store your personal data in order to comply with contractual or statutory obligations, 

in particular, with the statutory retention obligations (e.g. from the Commercial Code 

(“Handelsgesetzbuch”, HGB), Fiscal Code (“Abgabenordnung”, AO) etc.). 

 

 

https://paypal.de/privacy
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15. Sanctions list screening 

 

 

a. Type and scope of data processing 
 

We match the customer data you provided during registration with sanctions lists in line with the 

legal requirements through the SHARE NOW GmbH. 

 

 

b. Rechtsgrundlage 

 
The processing outlined above is mandatory by law and is therefore based on Art. 6 (1) lit. c GDPR. 

 

c. Storage period 

 

 
The personal data is stored until the purpose for which it was collected has been achieved or has 

ceased to exist and is then deleted. 

 

16. Improving our services and our products/creating user profiles 

 

 

a. Type and scope of data processing 
 

For the purpose of improving our services and tailoring our products even better to your needs, we 

combine data on the use of our products and services to your profile and can thus inform you in 

accordance with your interests. 

 

In doing so, we also process personal data from you that is collected during a vehicle rental. This 

includes, among other things, location data and contract-related data originating from the use of 

our mobility services. If you use mobility services or connected car services in this context, location 

data and movement data (in particular GPS data) will be generated. We can process the data 

transferred to us by the vehicle in order to assess, e.g., in which area and when you use mobility 

offers or to track your vehicle position. This way, we can display suitable advertising or available 

mobility offers for you in your vicinity when you park your vehicle. The collection and processing of 

this data enables us to better analyse our own products and ultimately improve them for all 

customers. You can access further information and the wording of the consent in the app under 

“Profile/Edit profile/Mailing & privacy settings”. 

 

 

b. Legal basis 
 

Access to end devices is carried out on the basis of your consent pursuant to Sec. 25 (1) 

TTDSG. The data processing is carried out on the basis of your consent pursuant to Art. 6 (1) 

lit. a GDPR which you can give via our app under “Profile/Edit profile/Mailing & privacy settings” 

and withdraw it at any time with effect for the future (by activating/deactivating the checkbox).  

 

 

c. Storage period 
 

The personal data is stored until the purpose for which it was collected has been achieved or has 

ceased to exist and will then be deleted. 
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17. Newsletter 
 

 

a. Type and scope of data processing 
 

On the basis of our contractual relationship with you, we will inform you about current offers, 

novelties of our service and other news and use the name and contact details provided to us during 

registration for this purpose. 

 

In connection with the dispatch of the newsletter, we use the Salesforce Marketing Cloud, a tool by 

Salesforce.com, Inc. (One Market Street, San Francisco, CA 94105 USA) with whom we have 

through the SHARE NOW GmbH concluded a data processing agreement pursuant to Art. 28 

GDPR to ensure the security of your personal data. Also, we have concluded standard contractual 

clauses with the service provider to ensure the security of your personal data. 

 

As part of the dispatching of newsletters, it is also possible that we send you surveys or give you 

the option to participate in prize competitions. Participation in these campaigns takes place on a 

voluntary basis. 

 

b. Legal basis 
 

The processing of your personal data for the newsletter dispatch is based on our legitimate 

interests in accordance with Art. 6 (1) lit. f GDPR. You can unsubscribe from the newsletter at 

any time by clicking on the corresponding unsubscribe link within our newsletter.  

 

c. Storage period 

 
The storage period depends on the duration of the contractual relationship with our customers.  

After unsubscribing from the newsletter by opting out, the opt-out is stored so that you no longer 

receive newsletters. 

 

18. Discounts, free products and special offers from wuddi partners 
 

a. Type and scope of data processing 

 
Based on your declaration of consent given during registration, your contact details are used to 

inform you about current offers from wuddi partners via email, push notification, in-app notification, 

on the wuddi or SHARE NOW website, in-car-notice or via post. A list of partners can be viewed at 

https://www.wuddi.de/partner. Your personal data will not be transferred to the partners. 

 

b. Legal basis 
 

The processing of your personal data is based on your consent pursuant to Art. 6 (1) lit. a GDPR 

which you can withdraw at any time with effect for the future. 

 

c. Storage period 

 

Your personal data will generally be processed and stored until you withdraw your consent. 
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19. wuddi offers on social media 

 

 

a. Art und Umfang der Datenverarbeitung 

 
On networks such as Facebook, Instagram, Snapchat, LinkedIn or Google, wuddi GmbH itself 

cannot display individual offers. Generally, only the respective provider has this option. To 

enable us to address our customers with individual offers, we use your pseudonymised or 

hashed data (email address, telephone number, IDFA, Google Play Service ID) - provided you 

have given your consent for this during registration - to assign it to one or more target groups 

with the respective network provider. Thereby, the hashed data is only used once and it is not 

possible for us to identify you or your device individually. 

 

As part of the processing, we use the tool Salesforce Advertising Studio of salesforce.com 

Germany GmbH (Erika-Mann-Str. 31, 80636 Munich, Germany), with whom we have 

concluded a corresponding data processing agreement through the SHARE NOW GmbH to 

ensure the security of your personal data. 

 

b. Legal basis 
 

The processing of your personal data is based on your consent pursuant Art. 6 (1) lit. a GDPR which 

you can withdraw at any time with effect for the future. 

 

c. Speicherdauer 

 
The personal data is stored until the purpose for which it was collected has been achieved or has 

ceased to exist and are then deleted. 

 

The personal data is also deleted as soon as the consent has been withdrawn by the customer. 

 

20. Market research/surveys 

 

 

a. Art und Umfang der Datenverarbeitung 

 
For the purpose of quality assurance and improving our services and products, we conduct 

personalised market research and personalised opinion surveys in which you can participate on a 

voluntary basis. Hereby we process the personal data collected from you as part of the processes. 

 

b. Rechtsgrundlage 
 

The processing of your personal data is based on your consent pursuant Art. 6 (1) lit. a GDPR. 

The consent can be withdrawn at any time with effect for the future. 

 

c. Speicherdauer 
 

The personal data is stored until the purpose for which it was collected has been achieved or 

has ceased to exist and are then deleted. 

 

The personal data are also deleted as soon as the consent has been withdrawn by the 

customer. 
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21. Transfers to third parties 
 

 

a. Type and scope of data processing 

 
In addition, we transfer your personal customer data (name, address) to third parties if this is 

necessary to enable these third parties to contact you and so that these third parties can assert 

claims directly against you in the event of claims against the wuddi GmbH that are not obviously 

unfounded, for example resulting from parking violations in private areas. 

 

We also transfer your personal customer data (name, address, vehicle rental data, if applicable) to 

authorities, courts and other public bodies, external consultants or other authorised third parties, 

insofar as this is permissible under applicable law, e.g., if the processing is necessary to pursue the 

legitimate interests of the wuddi GmbH. This may be the case, e.g., if you commit a regulatory 

offence during a rental. 

 

b. Legal basis 

 
Data processing is carried out on the basis of fulfilment of our legal obligation pursuant to Art. 6 (1) 

lit. c GDPR respectively our legitimate interests pursuant to Art. 6 (1) lit. f GDPR. 

 

c. Storage period 
 

The personal data will be stored until the purpose for which it was collected has been achieved or 

has ceased to exist and will then be deleted. In addition, the relevant statutory limitation periods of 

the national laws apply. 

 

 

 

 

IV. Transfers to third countries or international organisations 
 

If personal data is otherwise transferred to third countries or international organisations or, in certain 

cases, access to personal data from third countries is made possible, e.g., for maintenance work or 

technical support, this is done on the basis of appropriate safeguards within the meaning of Art. 44 

et seq. GDPR. 

 

If no adequacy decision has been issued by the European Commission for the third country 

concerned pursuant to Art. 45 GDPR, we regularly base the data transfer on so-called EU standard 

contractual clauses adopted by the European Commission which we have concluded with the 

recipients of the data and - where necessary, if applicable - on additional technical and 

organisational measures to ensure a sufficient level of data protection. Further, transfers of personal 

data may be made in certain individual cases on the basis of the derogation provisions pursuant to 

Art. 49 GDPR. 
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V. Are you obliged to provide your personal data and what happens if you do not 
provide it? 

 
The provision of personal data generally takes place on a voluntary basis. However, the processing 

of certain personal data is necessary for the use of individual services. Without this data, we are 

regularly unable to offer the respective service or provide individual services. 

 

VI. Your data subject rights 
 

The GDPR gives you the following rights as a data subject of a processing of personal data: 

 

 Pursuant to Art. 15 GDPR, you have the right to obtain information about your personal 

data processed by us. In particular, you can obtain information about the purposes of 

processing, the categories of personal data, the categories of recipients to whom your data 

has been or will be disclosed, the envisaged storage period, the existence of a right to 

request rectification, erasure, restriction of processing or to object, the existence of a right 

to lodge a complaint, the source of your data if it has not been collected by us, about a 

transfer to third countries or international organisations and about the existence of 

automated decision-making including profiling. 

 

 Pursuant to Art. 16 GDPR, you have the right to obtain rectification of inaccurate or 

completion of incomplete personal data from you stored by us without undue delay. 

 

 Pursuant to Art. 17 GDPR, you may have the right to obtain erasure of your personal data 

stored by us, unless the processing is necessary for exercising the right of freedom of 

expression and information, for compliance with a legal obligation, for reasons of public 

interest or for the establishment, exercise or defence of legal claims. 

 

 Pursuant to Article 18 GDPR, you may have the right to obtain restriction of processing of 

your personal data if you contest the accuracy of the data, the processing is unlawful or we 

no longer need the data and you object to their deletion because they are required for the 

establishment, exercise or defence of legal claims. You also have the right under Art. 18 

GDPR if you have objected to the processing pursuant to Art. 21 GDPR. 

 

 Within the prerequisites of Art. 20 GDPR, you may have the right to receive your personal 

data that you have provided to us in a structured, commonly used and machine-readable 

format or you may have the right to transmit those data to another controller. 

 

 Pursuant to Art. 7 (3) GDPR, you can withdraw your consent once given at any time. This 

has the consequence that we may no longer continue the data processing based on this 

consent for the future. 

 

 Pursuant to Art. 77 GDPR, you have the right to lodge a complaint with a supervisory 

authority. Generally, you can contact the supervisory authority of your habitual residence, 

your place of work or our company headquarters. 
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Right to object 

 

When your personal data is processed on the basis of legitimate interests pursuant to Art. 6 

(1) sentence 1 lit. f GDPR, you have the right to object to the processing of your personal 

data pursuant to Art. 21 GDPR, insofar as there are grounds for doing so relating to your 

particular situation or the objection is directed against direct marketing. In the case of direct 

marketing, you have a general right to object, which is implemented by us without specifying 

a particular situation. 

To exercise your rights, please use the contact details stated above under I. 2 to contact the 

controller or our Data Protection Officer. 

 

VII. Data security and security measures 
 
We are obliged to protect your privacy and treat your personal data as confidential. To prevent 

manipulation, loss or misuse of your data stored with us, we take extensive technical and 

organisational security measures that are regularly reviewed and adapted to technological progress. 

These include, among other things, the use of recognised encryption procedures (SSL or TLS). 

However, we would like to point out that, due to the structure of the Internet, it is possible that the 

provisions of data protection and the above-mentioned security measures are not observed by other 

persons or institutions outside of our area of responsibility. In particular, data disclosed unencrypted 

- e.g. if this is done by email - can be read by third parties. We have no technical influence on this. 

It is the user's responsibility to protect the data they provide against misuse by encrypting it or in 

any other way. 

 

Last updated: October 2022 


