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Signup link: control.coalitioninc.com/partners/malwarebytes

Why Malwarebytes?

A leading provider of advanced endpoint protection
and remediation solutions, Malwarebytes
proactively protects people and businesses
against dangerous threats such as malware,
ransomware, and exploits that escape detection
by traditional antivirus solutions. Malwarebytes
completely replaces antivirus with artificial
intelligence-powered technology that stops
cyberattacks before they can compromise home
computers and business endpoints. Malwarebytes’
comprehensive protection catches increasingly
sophisticated threats by monitoring and analyzing
behavior, where many traditional solutions fall
short by focusing on file-based malware and
signature tracking for established threats. Further
differentiating from standard security solutions,
Malwarebytes allows devices attacked by
ransomware to roll back up to three days to restore
conditions prior to the attack.

Malwarebytes proactively protects

people and businesses from malware,
ransomware, and exploits through artificial
intelligence-powered technology that stops
cyberattacks before they can compromise
endpoints. Malwarebhytes now detects and/
or blocks over 8.8 million threats daily.
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Policyholder benefits

All Coalition Policyholders receive a discount on Malwarebytes
solutions. When appropriately deployed, Malwarebytes
effectively detects and isolates attacks, investigates threats,
and remediates any damage. Five step point and click
configuration process takes teams just minutes to enable -Zero
coding or code maintenance required.

How to sign up
Policyholders may find information about Malwarebytes and
sign up for their services in Coalition Control.

Frequently Asked Questions

Is this easy to use/install? Malwarebytes is easy to download
and configure, but if your organization employs an IT or
Security manager, we recommend the deployment be managed
by those people or teams.

What are endpoints and endpoint security? Endpoints are
any device you use to access company resources, such as your
laptop, phone, or tablet. Endpoint security acts as a barrier to
bad actors.

Can | replace my current antivirus software? Yes, but we
recommend speaking with the Malwarebytes team to determine
the best course of action. Log into Coalition Control and select
Malwarebytes to contact a representative.

Will policyholders receive a discount on their insurance?
Coalition evaluates all technical signals in measuring risk and
we recommend security when connecting to company assets
remotely. We strongly recommend endpoint security for all of
our policyholders to reduce the likelihood of a claim.
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About Coalition

Coalition is the leading provider of cyber insurance and security, combining comprehensive insurance and
proactive cybersecurity tools to help businesses manage and mitigate cyber risk.

247 security monitoring and alerts
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o Our team and tools provide 24/7 monitoring and instant alerts to help secure $10 ooo.l.
% your organization before an incident occurs. Access our technology and partner o .
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ecosystem inside Coalition Control. SR S Tl e
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Identify vulnerabilities
Receive a complimentary Coalition Risk Assessment (CRA) that details your
organization’s cyber risk profile. 15
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Coalition Control notifies you of vulnerabilities in your public infrastructure. We T el Meees ave TR
provide automated scanning & monitoring to identify vulnerabilities like outdated o1 ) CTSEEu
software, missing patches, and insecure configurations.
Immediate response during security incidents
8 Get help immediately from our dedicated in-house Coalition Incident Response .
E (CIR) and Claims teams. 5 mlnutes
@ Average response time to
Coalition Incident Response reported incidents
Our in-house staff of incident responders, forensic specialists, and security
engineers respond in minutes, not days, to help you recover from network
intrusions, ransomware, and business interruptions. 45% of incidents are handeled 4596
by the CIR with no cost to the insured. PR R A
Coalition Claims Team handled by our in-house team
Expert claims team includes privacy & data breach attorneys who help you with no cost to the insured
navigate the recovery process — including clawing back lost funds, managing
vendors and law enforcement, and ensuring you receive funds quickly.
Comprehensive insurance to help you recover quickly
>
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- financially and operationally to get you back to business.

Percentage of stolen funds
recovered by Coalition
Protect the value of your entire business
Our coverage protects your data and assets — we cover the expenses to defend
you as well as damages resulting from a liability to a 3rd party or for regulatory $o

fines and penalties. Additionally, we pay for the costs to respond to a breach, Out-of-pocket cost for using
S

such as legal fees. Coalition Incident Response
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