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Get unmatched threat visibility and expertise

Threat intelligence is critical for organizations to stay 
ahead of emerging risks, but todayʼs teams often find 
themselves overwhelmed and under-resourced.  

Cloudforce One leverages Cloudflareʼs global threat 
visibility to provide a powerful package of threat 
intelligence and expertise to make your organization 
smarter, more responsive, and more secure.

Threat intelligence built for action
Cloudforce One helps investigate, respond to, and 
reduce threats faster by providing:

● Real-time access to global threat activity. Access 
curated threat data from Cloudflareʼs global network, 
including domains, IPs, phishing infrastructure, and 
DNS records, each mapped to attacker TTPs.

● Tailored threat research. Submit custom RFIs to 
Cloudforce One threat analysts for structured 
reporting on attackers, infrastructure, malware, and 
more.

● Built-in operational tools. Investigate indicators, 
monitor brand abuse, and take action directly within 
the Cloudflare Dashboard to mitigate threats.

Cloudforce One 
Threat intelligence and operations

Threat data at massive scale
20% of the Internet runs on 
Cloudflare, granting unique visibility 
into trillions of threat activity signals 
and enabling you to identify attacks 
at the earliest stages of conception. 

Proven threat expertise
Cloudforce One analysts bring deep 
experience in malware analysis, 
infrastructure tracking, and 
disruption of nation-state and 
cybercrime groups.

Turn insights to action
Intelligence is natively built into 
Cloudflareʼs security solutions. It is 
provided via API-driven threat feeds 
that integrate with existing SOC 
workflows and security products.
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Threat events platform 

Cloudforce One translates high-volume 
attack data observed on the Cloudflare 
network into real-time, 
attacker-attributed events relevant to 
your organization.

● Track adversary activity at scale — 
including APT infrastructure, 
cybercrime groups, compromised 
devices, and volumetric DDoS 
activity.

● Review detailed, context-rich 
events — including interactive 
timelines and detailed events mapped 
to attacker TTPs, regions, and 
targeted verticals.

● Operationalize faster — with 
enriched IoCs, attacker associations, 
and exportable data to feed your 
workflows and tooling.

Data sources

DNS Infrastructure 
4.3 trillion requests analyzed per day

Internet gateway data
Tens of millions of consumer and 

enterprise devices running 1.1.1.1. app

Premium, partner, and OSINT feeds
CrowdStrike, Avira, Zvelo, Have I been 

Pwned, Mandiant,& more

HTTP/S reverse proxy data 
78 million requests per second

Email inbox & Web crawl data
600 million phishing signals daily

SSL/TLS cert. transparency monitor
Hundreds of millions of certificates

Finished intelligence

Threat events platform 
Reports & RFIs

Investigation portal
Integrations & API

ML models paired with 
intelligence experts

HTTP/S request 
data analysis

Threat analytics 
& hunting

DNS query
data analysis

20% of the Web runs on 
Cloudflare including: 

Attack infrastructure 
analysis

Cloudforce One threat 
research team

Threat data, analysis, and dissemination


