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The banking sector is transforming like never before. The drive
for sustainability, and burgeoning new technologies, including Al,
digitalisation and cloud computing, are reshaping the landscape,
while mobile banking has become central to the customer
experience.

To remain competitive in a market also impacted by geopolitical
uncertainties and societal changes, such as the shift to hybrid
working, your bank must innovate and remain agile. This is

the key to adaptation, at pace — but it has to happen without
increasing risk.

You need to cut complexity, too, bringing together distributed
workforces, devices, clouds, systems, applications and
networks. And it is essential to realise the value of your
technology investments.

The answer is a single, unified banking ecosystem — simpler,
faster, more flexible and secure.
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Trends and challenges in banking today

$1.7M

<74%’
<75%’

Higher costs

Organisations lose an average of $1.7
million/year in productivity, due to

IT team meetings with the business
(12.5 hours/week) searching for
causes/solutions to problems!

of ClOs say they are “fed up” with
having to piece together data from
multiple tools to assess the impact
of IT investments?

of CIOs say their inability to
identify “wasted SaaS spend”
is a threat to their company’s
success?®

99%

89%

@O®® {3}

Increased risk

of banking sector executives identify
cyberattack as posing the greatest
risk to their organisation*

Analysts predict by 2025, 99% of
cloud breaches will be traced back
to preventable misconfigurations
or end-user mistakes®

of CISOs/CSOs say the rapid
deployment of digital services
has generated unforeseen risks
to securing data®
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Less visibility

of organisations agree or
strongly agree that they are
losing control over their IT and
security environments’

of CIOs and IT decision-makers
say integrating siloed apps

and data is their biggest digital
transformation challenge®

of banking sector executives rate
their organisation as falling behind
in meeting its digital transformation
initiatives and goals*



https://thenewstack.io/study-silos-are-chief-impediment-to-it-and-business-value/
https://www.dynatrace.com/news/press-release/new-research-shows-cios-need-greater-cross-team-collaboration-to-drive-digital-transformation/
https://www.gartner.com/en/newsroom/press-releases/2023-03-28-gartner-unveils-top-8-cybersecurity-predictions-for-2023-2024
https://www.securitymagazine.com/articles/99528-digital-first-economy-introduces-unforeseen-risks-for-89-of-cisos
https://www.businesswire.com/news/home/20230427005082/en/New-Torii-Report-Finds-73-of-CIOs-Lack-Insights-into-their-Cloud-App-Spend
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A new approach to solving modern IT, security,
and development challenges

Until now, banks have tried to meet A it cloud f o .

the demands of an ‘everywhere connectivity cloud transforms To one that maintains consistent control,
. fragmented and low-control, high-risk IT and offers a new way to connect,

world’ through a complex environments from this: protect, and accelerate business:

combination of multiple clouds, point
products, on-prem hardware, and
vendors of all shapes and sizes.

To regain control, IT and security
leaders need a new cloud model. Developers Public:
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One that is not yet another complex
tool to integrate. One that delivers

unified visibility and control across 7T
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Introducing: the connectivity cloud.
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Make your organisation more nimble

The current situation:

IT and security teams are now tasked to remain
productive and compliant while managing an increasingly
complex landscape. If not adequately addressed, these
challenges can have a direct impact on the customer
experience, productivity, and a bank’s competitive
advantage.

The complexity of IT and siloed solutions exposes banks
to new internal and external threats to their data, apps,
networks, and infrastructure. Data localisation and
compliance challenges also increase.

Those that move faster, win. However, many banks have
technical debt, convoluted infrastructure requirements,
and complex, opaque systems that hamper digital
service use and delivery.
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With a connectivity cloud:

)

Connect

7K

A connectivity cloud makes it possible to secure and connect all corporate
resources on a single platform — without spending time on complex
integrations and workarounds.

Simplify operations while connecting your current and future IT environment
(employees, developers, customers, devices or systems, compute or storage
resources, legacy and modern technology), end-to-end.

Protect

A connectivity cloud provides built-in security, privacy, compliance, and
development functions, plus cross-functional intelligence to stay ahead of
the threat and regulatory landscape.

And, it provides clearer visibility across all areas, so you can more accurately
assess, monitor, and mitigate risk from a single control plane.

Accelerate

2
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Radically change the way your people, technology, and networks connect
across all domains. A connectivity cloud makes it easier and faster for
teams to work, build, and deliver innovative apps, everywhere.




Composable and programmable
architecture

e Limitless interoperability

e Customisable networking

Integration with all networks, enterprise,
and Internet

o Complete control of a request from source
to destination

 Infinitely scalable network connectivity

e Services always available from every server

Platform intelligence

Built-in security, performance, privacy,
and compliance

Cross-functional network intelligence
and threat intelligence

Unified and simplified interface

One unified management interface across an
integrated product platform

Consolidated logging

Bridges different architectures while moving to
fully Internet-native networking
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Developing an integrated

international open
banking platform

The Solution

f The Challenge

Enhancing architecture by moving solutions to
the network edge — securely

Expanding strategically into digital banking channels,
Investec’s primary concern was securing and connecting
its online services to an international user base. It
needed to ensure clients’ peace of mind while looking for
efficient ways to build out its digital strategy.

Key Results

Mitigating sophisticated cybercriminal
threats to safeguard users’ financial data

With Cloudflare Zero Trust connecting and
securing its users and data, Investec is able to
anticipate and counter attacks, deflect ransomware
attempts, phishing, zero-day vulnerability exploits,
and more. Cloudflare L7 security tools further
secure Investec websites and apps improved IT
visibility and protection.
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®

e Secured user banking products and financial
data against online attacks

e Improved CX by powering development of
industry-first user-programmable tools

e Reduced development efforts and time-to-
market for product innovation

o Simplified both long-term strategic
development and security planning

» Read the full case study here.


https://www.cloudflare.com/en-gb/case-studies/investec/

“We quickly recognised that we could reduce our
operational complexity with Cloudflare. By putting
everything in Cloudflare’s connectivity cloud, we
streamlined service management and improved
security by limiting the potential for human error.”

“Cloudflare is built by developers for
developers. It is a deeply technical and
sophisticated system wrapped in a smooth
experience, the way enterprise offerings
ought to be.”

£ Table of contents >

“Access provides us with Zero Trust user
authentication, granular control over user access,
and complete visibility into user activity. This is
key to Zero Trust, which recognises that threats
can be internal as well as external.”

“Cloudflare Workers has been a game-changer for “The Cloudflare Zero Trust platform
LendingTree. We can run JavaScript asynchronously within lets us give every employee least
or alongside a client session, manipulate data and make privilege access to the applications
decisions — without impacting performance or availability. they need to do their job.”

No other solution offers this functionality.”

Learn more about the world’s first connectivity cloud here.
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https://www.cloudflare.com/connectivity-cloud/
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