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The Australian Government’s Digital Transformation
Agency (DTA) has developed The Australian Secure
Cloud Strategy,' to establish the country as a world
leader in cybersecurity by 2030.

The DTA’s ambitious plan is part of an even broader
framework, the 2030 Vision, which seeks to achieve
excellence in science, research, and innovation, while
ensuring high levels of prosperity for all Australians.?

The Australian Secure Cloud Strategy focuses on
security and digital transformation to modernise the
country’s cloud services and security protocols. This
innovative strategy has been designed specifically to
enhance resilience, increase compliance, foster private
and public sector cooperation, and safeguard the
nation’s critical infrastructure.

Through its key objectives, the government hopes
to achieve the digital transformation and security
innovation that will be critical to achieve Australia’s
future economic prosperity.

Enter Cloudflare

Cloudflare has been securing and supporting several of
Australia’s largest banks and digital natives since 2012.
By applying Cloudflare’s connected cloud offerings,
federal, state, and local agencies can offer “reusable
digital platforms at a lower cost” through fast, secure,
and reliable channels.

Cloudflare’s solutions already support the key
cloud principles from the DTA's strategy:

Risk-based security: Prioritising security controls
based on risk assessments and threat modelling.

Cloud-native design: Ensuring that all new or
modernised services are cloud-native.

Federated access management: Managing user
access in a central location.

Integrated service management: Successfully
monitoring services across multiple cloud providers.

Minimal customisation: Adapting business
processes to maximise cloud benefits.

Real-time monitoring: Implementing best practices
for cost control and health and resource monitoring.

Cloudflare services help protect individuals,
organisations, and agencies while enabling them to
comply with regulatory requirements and bolster
confidence in government operations, all while
enjoying improved performance and user experience.
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On a more general level, Cloudflare supports the DTA's strategy for organisations and
agencies to adopt the following industry-recognised building blocks to create a safer,
more resilient Australia:

» Secure web apps and APIs

« Scalable, unified platform

- Zero Trust (ZT)

» The Infosec Registered Assessors Program (IRAP)

Cloudflare’s cloud for the “everywhere world” can help turn Australia’s hyperconnected
infrastructure into a connected cloud to provide and use effective, efficient, and
resilient agency services. The country’s organisations and agencies will benefit from:
« Improved security and compliance

« IT modernisation—including ZTNA and
SASE solutions

- Responsible and reliable user experiences

You can read more about the government’s vision, and how Cloudflare is supporting
each aspect of it, in our new Whitepaper. And if you'd like to see what Cloudflare can
do for your organisation, we would be happy to discuss your specific needs. Use this
link to set up a meeting with your local sales representative.

1. https://www.dta.gov.au/sites/default/files/2021-10/DTA%20Secure%20Cloud%20
Strateqy%20-%200ctober%202021%20v3%20%28update%29.pdf

2. https://www.industry.gov.au/publications/australia-2030-prosperity-through-innovation
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