
Novel Risks
Tech risks  

Ex. protocol
governance, node
diversity  

Financial crime 
Sanctions evasion,
AML, KYC  
Key management &
cybersecurity  
Smart contract
vulnerabilities

Adapted Risks
Contractual enforcement  
Legal ambiguity  
Data management &
irreversible transactions 

Phase 2 uses the Operational Risk Reference
Taxonomy by ORX and Bow-Tie model for Layer-1
and Layer-2 operational risks

CORE
CONTRIBUTORS 

Ava Labs
Canton Foundation
Cardano Foundation
Chainlink Labs
The Depository Trust &
Clearing Corporation
Digital Asset
Euroclear Group
GBBC
Hedera
Kinexys by J.P. Morgan
Oliver Wyman
And more

JUST THE FACTS GBBC is a non-profit focusing on education,
partnerships and standards for the blockchain and

digital assets community. GBBC does not lobby
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CAPITAL MARKETS: PHASE 2
Proposed Risk
Mitigation Framework
for Non-Financial 
Risks of Blockchain
Infrastructures

Led by industry leaders to help financial
institutions identify, evaluate, and minimize
non-financial risks associated with blockchain
infrastructures, particularly public blockchains  

Prioritizes the integration of blockchain-
specific risks into existing enterprise risk
frameworks using the broad set of risk
management frameworks deployed in
regulated financial institutions

4 KEY TAKEAWAYS

KEY RISK
CATEGORIES
COVERED

ACCESS THE FRAMEWORK AT 
GBBC.IO/NEWS/RMF-PHASE2

for Regulated Financial Institutions

Standard Risks
Traditional risk domains

Regulatory compliance
Internal fraud
People risk

WHY RMF?

Increasing trend
of blockchain
infrastructure
use

Bridging the gaps
amongst existing
risk frameworks

Providing global
risk mitigation
solutions

RISK ASSESSMENT
PARTNERS
Industry leaders and
solution builders who have
designed solutions for
practical implementation
by financial institutions

Blockchain introduces specific
novel risks requiring targeted
risk frameworks 

Blockmosaic
Dfns
Droit
Kaiko
Metrika

Public blockchain governance
differs fundamentally from
traditional operating models 

Public blockchain adoption
demands new resiliency
strategies 

Layer 2 systems improve
performance but increase cross-
layer operational complexity 

APPROACH TO FRAMEWORK

Coordinate with existing regulatory
standards (MiCA, DORA, NIST, COSO) 

A cause gives rise to an
event
Defined in terms of the
underlying causes i.e. the
environment that allows
risks to develop
Multiple causes can be
mapped to an event

Discrete, specific
occurrence that has an
impact on the institution
Used as unique identifier
Risk event needs to have
immediate impact

Specific outcome of the
event
Can be financial,
regulatory, legal, or
reputational, must be
measured in a consistent
way to allow comparison
Multiple impacts can be
mapped to a single event

Causes
Controls to

prevent
causes

Controls to
reduce impact of

consequences

Risk
events

Impacts

Additional operator
concentration risks
Cross-layer third-
party dependencie
Expanded software
attack surfaces
Cross-layer upgrade
and governance
dependencies
Combined finality
and recovery risks

OBSERVERS
RMF has 24 Observers
comprised of leading
financial institutions and
blockchain infrastructure
providers

L2-SPECIFIC
RISKS WITHIN
BROADER 
KEY RISK
CATEGORIES

APPLICATION RISKS
COMING Q2 2026

WHAT IS THE CAPITAL MARKETS 
RISK MITIGATION FRAMEWORK (RMF)?

https://www.gbbc.io/news/rmf-phase2
https://www.gbbc.io/news/rmf-phase2
https://assets.ctfassets.net/so75yocayyva/2kKD6qayaD8vonkvXZS4SJ/a80c0b5d125e09ab5e11a73490e7959b/RAP_Blockmosaic.pdf
https://assets.ctfassets.net/so75yocayyva/2UFvQJUu2JzeP2zjYNsLQC/7bb44a93528d9829a51242c8c5072842/RAP_Dfns.pdf
https://assets.ctfassets.net/so75yocayyva/1jyFkZA17BOEQxdzktnw8Z/f4f5d4b5945ebcac97e0d204ca2c99e4/RAP_Droit_Fintech.pdf
https://assets.ctfassets.net/so75yocayyva/h4ThzvYssmtCSYUVCUY1l/2e8c0fb79d308b4313216e811a5430e0/RAP_Kaiko.pdf
https://assets.ctfassets.net/so75yocayyva/1cxnJT4qpuXA9iSv83p0jW/21a3d5ad116197ba49ef46d11d8fa197/RAP_Metrika.pdf

