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1 What is the Risk Mitigation Framework (RMF)?

RMF is an industry-led effort, facilitated by Global Blockchain Business Council (GBBC) and Oliver Wyman, to give
financial institutions guidelines to analyze and control the non-financial risks that arise when they use public
blockchain infrastructure. A cross-sector working group—comprising financial-market infrastructures, global
systemically important banks, multilateral development banks, and leading Layer-1 protocol teams—has collaborated
to provide a common reference rooted in their practical experience of managing risks in blockchain implementations
and to provide an overview of how the new technology can be incorporated into established risk-management
frameworks.

The RMF aims to provide a foundational step towards a global risk-based assessment and proposed mitigation path,
enabling the safe, secure adoption of blockchains, in particular, public blockchains for regulated financial institutions.
The RMF is a phased approach that expands across asset classes, use cases, and risk categories. The three phases of
development focus on : (1) public Layer-1 blockchain infrastructures and tokenized securities (2) extending to Layer-2
and digital payments, and (3) extending to native crypto assets.

Access the RMF here.

2 Why is this important for industry?

As the adoption of blockchain infrastructure grows wider, there remains a notable gap in recognized risk-
management frameworks and corresponding regulatory acceptance, particularly within financial institutions.

The RMF addresses how public blockchains can be established by expanding and adapting existing
risk-management frameworks designed for externalized infrastructure, such as cloud and open-source software
development. The RMF aims to advance public blockchain infrastructure by providing a concise and adaptable
standard for integration into existing frameworks, facilitating regulatory endorsement to advance harmonized policy
development, and removing institutional obstacles to adoption.

3 Why is this important for regulators and policymakers?

The RMF leverages globally recognized financial industry standards, frameworks, and taxonomies to ensure seamless
and appropriate mitigations for public blockchain use within existing non-financial risk-management frameworks. The
RMF aims to provide supervisors and regulatory bodies with an overview of how the industry has adopted active risk-
management practices for blockchain. Effective management of the associated risks demands coordinated

efforts from both regulators and market participants. By adopting or referencing the RMF,

regulators can more effectively establish clear supervisory expectations and market standards for blockchain-enabled
market structures that leverage fewer intermediaries.


https://assets.ctfassets.net/so75yocayyva/4Plcwx7j9lfGuLHUnvnFKW/864b0955a33ab1467d2971825f7273ae/Proposed_Risk_Mitigation_Framework_for_Non-Financial_Risks_of_Blockchain_Infrastructure.pdf

Who is part of RMF?

Phase 1 of the RMF includes: Ava Labs, Cardano Foundation, Clearstream, Depository Trust & Clearing Corporation
(DTCC), Euroclear Group, Global Blockchain Business Council (GBBC), Hedera Foundation, Oliver Wyman, and Ripple,
with The World Bank as an observer. In addition to GBBC and Oliver Wyman, Phase 2 will include Chainlink Foundation
and Canton Foundation, with additional organizations to be confirmed. If you would like to participate in Phase 2
and/or Phase 3, please reach out to rmf@gbbcouncil.org.

What is next for RMF?

To further develop the RMF, a dedicated community initiative is planned to curate and analyze

real-world examples, case studies, and best practices related to blockchain risk management. Central to these efforts
is an ongoing commitment to foster continuous public-private sector collaboration, integrating market feedback to
ensure that the RMF remains relevant and aligned with evolving regulatory requirements, technological
advancements, and industry best practices.

Looking ahead:

. Phase 2 (anticipated in Q3/Q4 2025): Expands the framework to include infrastructure solutions built on top of
Layer-1 blockchains, and addresses on-chain digital payment use case, such as stablecoins, related novel risks
and mitigants.

. Phase 3 (anticipated in Q1/Q2 2026): Further extends the RMF to incorporate native cryptoasset use cases,
commercialization benchmarking, and refines the overarching framework through feedback and iterations via
RMF working group and participants.

How do | add comments?

The RMF is being published as a draft based on input from participating institutions. We invite regulators, government
agencies, financial market participants, technology providers, and infrastructure operators to provide comments
based on their practical experiences and insights regarding effective risk-management practices. Comments

from financial industry stakeholders and regulators will be used to inform and refine future phases of this initiative.

Stakeholders are invited to complete this form to share feedback, suggestions, and any questions by COB Friday,
October 3.

Who can | ask for a meeting?

To schedule a meeting with our working group, please contact rmf@gbbcouncil.org.


mailto:rmf@gbbcouncil.org
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