@3 OliverWyman

Proposed Risk Mitigation Framework For Non-Financial Risks
of Blockchain Infrastructures

Access the Framework Here

What is the Capital Markets Risk Mitigation Framework (RMF)?

The Risk Mitigation Framework (RMF) is an industry-led initiative, facilitated by Global Blockchain Business Council
(GBBC) and Oliver Wyman, designed to help financial institutions identify, assess, and mitigate the non-financial risks
that arise when they use public blockchain infrastructure.

A cross-sector working group, comprising financial market infrastructures, global systemically important banks,
multilateral development banks, and leading blockchain protocol teams, has collaborated to provide a common
reference point grounded in practical experience. The RMF is intended to show how blockchain-related risks can be
incorporated into established enterprise risk management and non-financial risk frameworks used by financial
institutions.

The updated RMF now extends beyond base-layer public blockchains and explicitly includes Layer 2 systems
anchored to Layer 1 blockchains, reflecting how institutional deployments increasingly rely on modern, layered
blockchain architectures.

What has changed in the expanded RMF?
The expanded RMF broadens the original framework in two important ways.

First, it now explicitly covers Layer 2 systems, recognizing that many institutional use cases rely not only on L1
blockchains, but also on layered execution environments that process activity off the base layer and periodically
anchor outcomes back to it.

Second, the updated RMF reflects a more mature view of blockchain architecture by addressing additional control
points and cross-layer dependencies introduced by L2 designs. Rather than assuming that newer architectures
remove risk, the RMF makes clear that they often reduce exposure in one area while introducing or relocating
exposure elsewhere, for example, from the base layer into sequencers, bridges, data availability mechanisms, proving
systems, route operators, or other integration points.

Why is this important for industry?
As adoption of blockchain infrastructure grows, a persistent challenge for financial institutions remains the lack of
recognized, institution-ready risk management frameworks and corresponding regulatory acceptance.

The RMF addresses this gap by adapting existing approaches used for externalized infrastructure, such as cloud
services, open-source software, and third-party operational dependencies, to the context of public blockchain
systems. It is designed to function as a concise, adaptable baseline standard that can be integrated into existing
institutional risk frameworks and governance structures.

The expanded RMF is especially important because many institutions are no longer assessing only base-layer
blockchain exposures. They are increasingly evaluating architectures that involve L2 execution environments, bridges,
data availability arrangements, and cross-domain workflows. These architectures create additional operational,
technology, governance, and dependency risks that institutions need to understand and manage in a structured way.
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Why is this important for regulators and policymakers?

The RMF leverages globally recognized financial industry standards, frameworks, and taxonomies to support the
integration of public blockchain risks into existing non-financial risk management frameworks. It is designed to give
supervisors and policymakers a practical view of how industry participants are approaching active risk management for
blockchain-based infrastructure.

This is particularly relevant for regulators because public blockchain systems do not map neatly to traditional outsourced
IT or vendor models. In layered blockchain environments, risks may arise not only from the base network, but also from
L2 operators, governance structures, bridging pathways, and service-layer dependencies. The expanded RMF helps
regulators understand how these risks manifest across both infrastructure layers and the interfaces between
them, and how institutions can build mitigants around those exposures.

By referencing the RMF, regulators can support clearer supervisory expectations for blockchain-enabled market
structures, while promoting more technology-neutral and risk-based policy development.

What does the RMF cover?

The RMF focuses on the incorporation of non-financial public blockchain-related risks into standard institutional risk
taxonomies and risk management processes. It uses the ORX Reference Event Taxonomy as a foundational structure
and adapts it to blockchain-specific scenarios and mitigants.

The framework assesses risks across categories including:

e technology risk,

e network risk,

¢ information security risk,

¢ financial crime risk,

e business continuity risk,

e third-party risk,

e legal risk,

e transaction and process execution,
e and data management.

It distinguishes between:
¢ novel risks, which require new mitigation approaches,

e adapted risks, which require modification of existing controls,
¢ and standard risks, which can largely be addressed through conventional frameworks.
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What architectures are in scope?
The expanded RMF covers two public blockchain architecture families:

e public permissionless and public permissioned Layer 1 blockchains, and
e layer 2 systems that are anchored to a Layer 1 blockchain.

L1 networks provide the base layer for consensus, shared data availability, and settlement. L2s operate as separate
execution environments that process transactions outside the L1 and periodically anchor outcomes back to it, often
relying on the L1 for settlement, recovery, or exit assurances.

Private permissioned blockchains are deliberately deprioritized, as their governance and control models more closely
resemble conventional outsourced IT environments and are generally better addressed through existing outsourcing,
cloud, and third-party risk frameworks.

Why does the RMF now include Layer 2s?

L2 systems have emerged as an architectural response to the limitations of some base-layer blockchains, particularly
around throughput, fees, latency, privacy, and user experience. They have become increasingly relevant to real-world
deployments and are now part of how institutions evaluate blockchain infrastructure in practice.

However, the RMF makes clear that L2s do not simply “solve” L1 risks. Instead, they often introduce additional control
points, new operator dependencies, and cross-layer coordination requirements. For example, L2s may improve
throughput or reduce fees, but may also increase reliance on sequencers, bridges, route providers, data availability
services, or more centralized governance models.

How does the RMF approach risk in L2 systems?
The RMF emphasizes that risk in layered architectures should be viewed across both layers in parallel.

An L2 may depend on the underlying L1 for settlement, recovery, finality assurances, and exit conditions, while also
introducing its own service-layer and governance risks. As a result, institutions need to monitor not only the health and
resilience of the L2 itself, but also its interaction with the L1 and with critical cross-layer pathways.

The framework repeatedly highlights the importance of:

e mapping the full dependency chain across L1 and L2,

e monitoring operator concentration and service health,

e assessing the resilience of critical providers and governance arrangements,
¢ and maintaining documented failover, pause, and recovery procedures.
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What are the main L2-specific risk themes highlighted in the expanded RMF?
The expanded RMF identifies several recurring L2-related themes.

These include:

¢ additional operator concentration risks, for example around sequencers or other critical services,

e cross-layer third-party dependencies, including L2 RPCs, gateways, bridges, route operators, and data availability
services,

¢ expanded software attack surfaces, such as sequencing logic, proving systems, canonical bridge contracts, and
L1/L2 interaction logic,

e cross-layer upgrade and governance dependencies,

¢ and combined finality and recovery risks, where instability at either the L1 or L2 layer can affect settlement
expectations, exits, or transaction reversibility.

The RMF also notes that L2s often involve more identifiable and sometimes more centralized operating models than L1s,
which may in some cases allow institutions to apply more traditional third-party governance controls, such as explicit
service-level expectations, escalation paths, and audit rights where practicable.

How does the expanded RMF describe L1/L2 trade-offs?
The RMF broadens the traditional “blockchain trilemma” into a more practical five-part lens:

e decentralization,

e security,

e scalability,

e privacy,

e and interoperability.

This is particularly useful for L2 analysis because it frames architectural choices as trade-offs rather than pure
improvements. For example:

e scalability-oriented designs may reduce fee pressure but increase dependence on specialized operators,

e privacy-oriented designs may reduce exposure of sensitive data but increase complexity for monitoring and
investigation,

e interoperability-oriented designs may improve cross-domain workflows but amplify integration and routing risk.

e This framing is one of the most useful additions in the updated RMF.

Who is part of RMF?
Phase 2 of the RMF includes: Ava Labs, Canton Network, Cardano Foundation, Chainlink, The Depository Trust & Clearing

Corporation (DTCC), Digital Asset Holdings, Euroclear Group, Global Blockchain Business Council (GBBC), Hedera, Kinexys
by J.P. Morgan, Oliver Wyman, and more.

If you would like to participate in RMF, please contact: rmf@gbbc.io
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What is next for RMF?

The RMF will continue to be developed in phases, progressively expanding its risk-based mitigation focus across asset
classes, technical architectures, and use cases. The current expanded version already incorporates stakeholder feedback
and extends the framework to Layer 2 systems, reflecting how modern architectures introduce additional control points
and cross-layer dependencies.

The next stage of work is expected to include expansion to the digital payment instruments, digital assets securities and
crypto native tokens.

Central to this effort is continued public-private collaboration and ongoing regulatory dialogue, so that the RMF remains
aligned with evolving technology, market practice, and supervisory expectations.

How does Phase 2 expand the RMF?
Phase 2 expands the RMF in two directions.

First, it deepens the infrastructure section of the framework, including the extension to L2 systems and the more
detailed treatment of modern, layered blockchain architectures.

Second, it broadens the framework toward additional use cases and application-layer risks, including on-chain payment
use cases such as stablecoins and related novel risks and mitigants, consistent with the phased development path
described in the RMF materials.

How do | add comments?
The RMF is being published based on input from participating institutions. Comments from financial industry
stakeholders and regulators are welcomed to inform and refine future phases of the initiative.

Stakeholders are invited to contact rmf@gbbc,io to share feedback, suggestions, and questions.

Who can | ask for a meeting?
To schedule a meeting with the RMF working group, please contact: rmf@gbbc.io.
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