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Cyber security is a growing priority for armed forces worldwide, boosted by
commercial advances in fields like AI and machine learning but held back by a
shortage of skilled personnel. Gerrard Cowan reports

Cyber security has captured the attention of the global aerospace and defence (A&D) industry.
Companies are pursuing opportunities across various sectors, from hardening satellites to training
personnel, while seeking to remain adaptable in the face of continuous change.

This work is driven by the demands of military customers. In a defence context the cyber domain is
diverse and yet essential to delivering and protecting capabilities, according to Ed Gillett, sales
director of defence and space at BAE Systems Applied Intelligence. The UK-based company is
seeing a demand from military customers for securing the data associated with their platforms, both
on associated networks and relevant management systems such as those that deal with logistics. To
meet this demand companies like BAE Systems must train or hire experts across different fields,
Gillett told Jane’s , including security architecture, federated security, network operations, software
engineering, and data science.

There has been a growing focus from customers around understanding the crossover between the
cyber and electronic warfare (EW) environments with a view to operating and fighting in those
domains, Gillett added. This relies on acquiring the skills of IT professionals, data scientists, and
electronic engineers who can deliver an integrated cyber and electromagnetic activities (CEMA)
capability.
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Personnel from the Marine Corps Forces Cyberspace Command in the cyber operations centre at
Fort Meade, Maryland, on 5 February 2020. Cyber security is a growing priority for many armed
forces: a situation that has opened up opportunities for the defence industry. (USMC/Staff Sgt
Jacob Osborne)
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Diverse portfolios

As interoperability and digital systems play a growing role in defence capabilities, the focus on
making these ‘secure by design’ has sharpened, according to Paul Everitt, chief executive of ADS:
the UK trade body representing the aerospace, defence, security, and space sectors. The major area
of development is through defence companies diversifying their portfolios, he said.

In the security market the cyber domain is especially prevalent, making up GBP2.1 billion (USD2.5
billion) of the GBP5.2 billion of UK security exports in 2018. This makes it the largest single
security capability export, Everitt told Jane’s , accounting for 40% of sales.

He highlighted a growing focus on supply chain cyber security. In the United Kingdom, for
example, some government contracts require accreditation through the Cyber Essentials scheme,
which helps to guard against common cyber risks. “This means that high-quality cyber-security
services are in demand from industry,” he said.

Unlike other areas of military focus, it can be misleading to view cyber security as a standalone
area; it is now an essential element of all defence programmes, particularly in the Internet of Things
(IoT) era in which many objects and platforms are connected. Defence companies therefore often
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adopt an expansive and wide-ranging view of the subject.

For US company General Dynamics Information Technology (GDIT) cyber security is not viewed
as a singular part of the company’s mission, according to Matthew McFadden, GDIT’s cyber
director. He described it as “the thread that runs across every endpoint, every network, and every
person”, adding that it is embedded in all of the company’s interests, from its defence business to
its internal security operations.

“For our defence programmes, whether it is supply chains, building more resilient systems, or even
ensuring the workforce is cyber security qualified and trained, cyber is a central part of their
mission and ours from both a customer and company perspective,” he told Jane’s , adding that
cyber security is the top priority for chief information officers (CIOs) among the customers of
GDIT, which has increased its work with defence and other US government customers over the
past five years.

Technological impact

McFadden highlighted various technological trends that are affecting the defence market, including
the adoption of ‘cloud’ or remote computing, containerisation (where software applications run on
isolated cloud environments to boost security), and the adoption of ‘zero trust architecture’, which
requires everything to be verified before access is granted.

As such trends develop, McFadden said GDIT is seeing the increased adoption of multi-cloud
setups as well as capability development to support monitoring across hybrid capabilities. The
increased use of cloud-based containers is the most important element of this work.

Such broad trends are the backdrop to recent plans such as the US Department of Defense (DoD)
Cloud and software development, security, and operations (DevSecOps) strategies, the latter being
a software engineering culture that aims to unify these three elements. The wide-ranging approach
sees security and functional capabilities being tested and built simultaneously, according to the
DoD, and improves “customer outcomes and mission value by automating, monitoring, and
applying security at all phases of the software lifecycle: plan, develop, build, test, release, deliver,
deploy, operate, and monitor”.
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A mission defence team specialist monitors cyber threats at the Niagara Falls Air Reserve Station,
New York, on 8 February 2020. The cyber-security market is being altered by the evolution of
artificial intelligence and machine learning. (USAF/Peter Borys)
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McFadden said GDIT is working to harness new technological trends for its defence customers, for
example through a modular system of cyber-security capabilities. “The modules can be deployed as
a complete ecosystem or individually to fill cyber-security capability gaps,” he said. “The major
capabilities provided by the ecosystem are network security, endpoint security, security event
analysis, credentials management, security assessment, orchestration, automation, and threat
intelligence.”

Gillett said that devices like software-defined radios are driving change in CEMA and supporting
greater adaptability to future threats, particularly when combined with open standards for software
development. He also said the market is being affected by the evolution of artificial intelligence
(AI) and machine learning (ML).

“We see AI and ML being principally used initially in reducing the burden on individuals to triage
through huge amounts of data related to cyber and CEMA, freeing them up to focus on the aspects
of real interest,” he said. “We also see the growing need for processing and analytics at the edge
[on or close to the sensor] in order to provide early indicators and warnings and to ensure that only
the data of value is backhauled and moved elsewhere in the business.”
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