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Foreword

The cyber threat landscape is constantly evolving, and the cloud is no exception. Agencies must adapt their cyber
strategy through a multi-cloud defense.

Theencl osed r&€pomutd, DeMeIntsie : Redefining the Cyber Playbooko Iis the product ¢
GDIT and MeriTalk to understand the state of cybersecurity in cloud environments across the Federal government.

MeriTalk, on behalf of GDIT, surveyed Federal cyber leaders to gain insight into their cybersecurity challenges and

opportunities.

The results show agencies understand the fundamental importance of cloud as part of IT modernization and as a driver
of innovative cyber capabilities. Unique mission requirements and a complex cloud marketplace challenge agencies to
Improve their cyber defense. With increased use of Al, machine learning, and a shift towards autonomous cyber and
Zero Trust architectures, agencies are placing their focus on the long game.

Of the 90% of survey respondents who already have multi-cloud environments, 84% of them say successful multi-cloud
adoption will strengthen their overall cybersecurity posture in the long run. In addition to better cybersecurity, successful
multi-cloud adoption will also lead to increased flexibility, cost savings, and mission advancement.

We are pleased to share the enclosed results to help Federal cyber leaders move the ball forward.

Dr. Matthew McFadden

Cyber Director & Distinguished Technologist

Cyber Center of Excellence

GDIT

GDIT Cyber | Secure today. Smarter tomorrow.
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Introduction

With 81%* of Federal agencies using more than one cloud platform, multi-
cl oud environments are.governmentos new nor mal

But how are Feds protecting this rapidly evolving landscape? Are their
current cybersecurity tools and strategies adapting fast enough? What
steps are they taking to ensure visibility, scalability, resilience, and
control?

MeriTalk, on behalf of GDIT, surveyed 150 Federal cyber leaders to
explore cybersecurity challenges and opportunities in multi-cloud

environments. The report catalogs current efforts
and aspirations, and offers agency leaders a path to future-proof muilti-
cloud cybersecurity. \

*Me r 1 Thadglng the Clouds: What Are Agencies Learning? » -\

*SR

~



https://www.meritalk.com/study/juggling-the-clouds/

Executive Summary

Agencies are turning to multi-cloud to support telework demands, | Feds say successful multi-cloud

but cyber strategies arenot keepi ng P adoption will help future-proof
' cybersecurity efforts:

| =

of Federal cyber leaders are trying to adapt 2
say their agency is cybersecurity .
Increasing multi-cloud strategies accordingly,

83% adoption to support 42% but say 1 t0os n f ast
telework and mission enough for evolving ¥
needs related to COVID-19 cloud environments say in the long run, successful

multi-cloud adoption will
strengthen their overall -
cybersecurity posture

Some Feds are taking steps to improve visibility, scalability, >
resiliency, and control i but more work is needed: ¥

To get there, Feds say they

. consistency across
- are deploying cloud-enabled cloud platforms, automated
Only around of multi-cloud cybersecurity capbabilities P ’

users report taking specific security policies, and a

critical steps to secure their | | deeper understanding of
environments are automating scaling their current environments

are automating DevSecOps

are increasing data redundancy
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Game Time

Agencies are accelerating multi-cloud adoption to meet telework needs,
but4 2% say their cybersecuri tppcestrategi es arenot keeping ¢

83% 16%

telework and/or mission address telework-related accordi ngrotyfast bu't
needs related to COVID-19 availability issues enough to keep pace with
evolving multi-cloud environments

Takeaway: As Clouds Multiply, Cyber Strategies Must Catch Up

’E
are increasing multi-cloud have begun moving critical say they are trying to adapt
adoption to support increased services to the cloud to cybersecurity strategies
| t O s\
&0

» o -
]
S "2 R S Pa '
A - Pk “‘- — A - o
D \ TC]Ik (R : ATION TECHNOLOGY. AL S
N . y ¢ ~ o
- !;.v ..,A.’\‘ _‘." . : . - =, ’.. ;‘-‘0 =3 - s - 9 _;:I»'_ =, S 'J."_ -~ -
- o e . Improvi Outcom P . ~ . = > -adg g - TN e e e i RN gy J o LTSRS '
A S COvarmont Il oy e - B - S —— N > St o < S e Rt B S P e Sl =T .
/ 3 ~




Player Motivations

Feds adopt multi-cloud environments for a variety of reasons,
from tech preferences to procurement practices

Why does your agency have a multi-cloud environment?*

To utilize best-of-breed between CSPs
Missions procured cloud environments independently

Lack of coordination during initial cloud acquisitions

Takeaway: CSP Differentiators and Mission Needs Drive
Multi-Cloud Adoption

*Respondents using a multi-cloud environment asked to select all that apply
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