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Recent law enforcement and regulatory trends in the U.S. underscore 
the need for companies with operations in China to be familiar with, 
and adhere to, U.S. Department of Justice and U.S. Securities and 
Exchange Commission enforcement policies and guidance. 
 
For example, as an indication of the continuing geopolitical tension 
between the U.S. and China, on Aug. 9, President Joe 
Biden issued Executive Order No. 14105 authorizing the U.S. 
Department of the Treasury to restrict outbound U.S. investments in 
China involving artificial intelligence, semiconductors and 
microelectronics, and quantum information technologies.[1] 
 
Notably, violations of the executive order may be referred to the DOJ 
for potential criminal prosecution.[2] 
 
The DOJ and SEC likely will continue to be aggressive in investigating 
conduct involving Chinese companies, and they have adopted policies 
to incentivize companies to enhance their compliance programs and 
provide meaningful cooperation during investigations. 
 
In view of recent enforcement trends and policies and the broad 
jurisdictional reach of U.S. laws,[3] companies with operations in 
China should take steps to enhance their compliance programs 
before they become aware of potential misconduct or become subject 
to a DOJ or SEC investigation. 
 
Companies that are subject to investigations should be aware of 
recent DOJ and SEC enforcement priorities, guidance and 
expectations, especially with respect to the issues discussed below, 
so that they can resolve the investigation on the most favorable 
terms possible. 
 
Recent Trends and Developments 
 
DOJ and SEC Enforcement Trends 
 
Although the DOJ in February 2022 rescinded the so-called China Initiative, which sought to 
counter Chinese national security threats and trade secret theft,[4] the DOJ remains 
focused on prosecuting alleged wrongdoing involving companies with operations in China. 
 
The DOJ's current approach, known as the strategy for countering nation-state threats, 
makes clear that the DOJ will continue to focus on prosecuting economic espionage, export 
controls and similar offenses.[5] 
 
With respect to China in particular, National Security Division Assistant Attorney General 
Matthew Olsen stated that China presents special risks for U.S. national security, and 
observed that the Chinese government continues to use "espionage, theft of trade secrets, 
malicious cyber activity, transnational repression, and other tactics to advance its 
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interests."[6] 
 
For its part, the SEC has indicated that it will use all the enforcement tools available to it, 
including bringing enforcement actions against gatekeepers,[7] requiring companies to 
admit to wrongdoing as a condition of settlement, imposing officer and director bars, and 
requiring independent compliance monitors.[8] 
 
For example, in September 2022, the SEC brought an enforcement action against a 
gatekeeper when it charged the Chinese affiliate of Deloitte Touche Tohmatsu Ltd. with 
failing to comply with fundamental U.S. auditing requirements in its audits of U.S. issuers 
and its audits of foreign companies listed on U.S. exchanges.[9] 
 
And, on Aug. 25, the SEC announced that 3M Co. had agreed to pay $6.5 million to resolve 
allegations that conduct involving its wholly owned China subsidiary violated the Foreign 
Corrupt Practices Act.[10] 
 
The SEC also has focused intensely on accounting and disclosure issues, especially with 
respect to China-based companies and the Holding Foreign Companies Accountable Act. 
 
The HFCAA requires that the SEC identify any public companies that file annual reports with 
financial statements audited by an auditor located in a foreign jurisdiction where the Public 
Company Accounting Oversight Board has determined it is unable to inspect or investigate 
completely because of action by a foreign authority. 
 
If the SEC identifies a company as meeting that criteria for two consecutive years, the SEC 
must apply certain trading prohibitions to that company's securities.[11] 
 
In the first half of 2022, the SEC identified several dozen U.S.-listed Chinese companies that 
met those criteria — thus creating the possibility that the identified issuers would be subject 
to the trading restrictions and disclosure obligations required by the HFCAA.[12] 
 
In August 2022, U.S. and Chinese authorities agreed to a protocol governing inspections 
and investigations of audit firms. And, in December 2022, the PCAOB reported that it had 
secured complete access to inspect and investigate registered public accounting firms 
headquartered in mainland China and Hong Kong.[13] 
 
Whether Chinese authorities will continue to grant access to PCAOB inspections and 
investigations is uncertain, and the SEC's Office of the Chief Accountant has warned that 
issuers who try to evade the HFCAA's requirements by structuring their audit engagements 
to avoid the statute's consequences may be subject to SEC enforcement actions.[14] 
 
DOJ and SEC Policy Trends 
 
Companies with operations in China should be aware of recent significant changes to DOJ 
policies. 
 
On Jan. 17, then-Assistant Attorney General Kenneth Polite Jr. announced several revisions 
to the DOJ's corporate enforcement policy. To incentivize more voluntary self-disclosures, 
Polite emphasized that the largest discounts for cooperation will be "reserved for companies 
that truly distinguish themselves and demonstrate extraordinary cooperation and 
remediation." 
 
Polite explained that extraordinary cooperation must "go above and beyond the criteria for 



full cooperation set in our policies."[15] 
 
Even though extraordinary cooperation requires a case-by-case analysis, Polite pointed to 
a recent DOJ case against ABB Ltd., a Swiss-based global technology company, in which the 
company voluntarily made foreign-based employees available for interviews in the U.S. and 
produced relevant documents located outside the U.S. in ways that did not implicate foreign 
privacy laws.[16] 
 
Due to the company's cooperation, the criminal monetary penalty imposed on the company 
reflected a 25% discount from a relevant range set forth in the U.S. sentencing 
guidelines.[17] 
 
On March 3, Polite announced significant revisions to the DOJ Criminal Division's evaluation 
of corporate compliance programs to address the use of ephemeral messaging platforms, 
such as WhatsApp, Signal and WeChat. 
 
Under the new standards, when evaluating corporate compliance programs, the DOJ will 
consider (1) how policies relating to personal devices and messaging applications are 
tailored to a company's risk profile, (2) how policies ensure that business-related data can 
be preserved and accessed, (3) how the policies are communicated to employees, and (4) 
how companies monitor and enforce compliance by employees.[18] 
 
Similar to the DOJ, the SEC has indicated that companies that seek cooperation credit must 
do more than simply meet legal requirements to respond to subpoenas.[19] 
 
Instead, to obtain cooperation credit, companies must take steps that enhance the SEC's 
investigation, allow the SEC to move quickly and help the SEC identify misconduct, such as 
by making documents and witnesses available on an expedited basis, identifying key 
documents, and making informative presentations.[20] 
 
Best Practices for Responding to an Investigation 
 
Companies with operations in China should consider reviewing the company's compliance 
policies to make sure they align with the recent DOJ and SEC enforcement trends, policies 
and guidance described above before they are the subject of an investigation. 
 
These preventive measures also can help companies mitigate the likelihood of law 
enforcement and regulatory scrutiny. 
 
Promptly investigate suspected or alleged misconduct. 
 
After a company learns of suspected misconduct or learns that it is the subject of a DOJ or 
SEC investigation, the company should investigate the suspected misconduct promptly, 
while being mindful not to run afoul of Chinese laws relating to investigations. 
 
The DOJ and SEC expect companies to take swift action to investigate potential misconduct, 
and the company's eligibility for cooperation credit could depend on how quickly it acts after 
learning of potential misconduct. 
 
An appropriate measure for the company or the company's board of directors is to conduct 
an investigation. The company should determine an appropriate scope for the investigation 
by taking into consideration the persons involved in the conduct, the nature of the conduct, 
the significance and pervasiveness of the conduct, the need for remediation, and the 



potential for sanctions by law enforcement and regulatory agencies. 
 
Be aware of the benefits of self-reporting, cooperating and remediating. 
 
As described above, the DOJ and SEC have cooperation programs to encourage companies 
to self-report misconduct, take steps to enhance DOJ and SEC investigations, and take 
remedial measures. 
 
Companies should carefully consider the benefits of self-reporting and cooperation, taking 
into consideration all relevant facts and the most recent guidance from the DOJ and SEC. 
 
As described above, in certain circumstances, the benefits of cooperating with the DOJ can 
be substantial. Similarly, cooperating with the SEC can have tangible benefits. 
 
For instance, in January 2022, the SEC settled an enforcement action with HeadSpin Inc. 
without imposing a penalty. In announcing the settlement, the SEC applauded the 
company's cooperation and remedial measures, which included "not just its internal 
investigation ... but also repaying harmed investors and improving its governance."[21] 
 
Likewise, in the SEC's enforcement action against 3M, the SEC cited 3M's self-reporting, 
cooperation and remedial measures, which included promptly self-reporting the matter, 
making witnesses and other information available to the SEC, and disciplining or terminating 
employees who were involved in the alleged misconduct.[22] 
 
Carefully balance DOJ and SEC expectations against Chinese data protection and 
privacy requirements. 
 
With the DOJ and SEC emphasizing the importance of proactively sharing evidence during 
ongoing investigations, companies with operations in China must balance DOJ and SEC 
expectations against Chinese data protection and privacy laws and regulations. 
 
In particular, China's International Mutual Legal Assistance in Criminal Matters Law[23] 
prohibits entities within China from providing evidentiary materials or assistance to foreign 
authorities in relation to any criminal proceedings without the necessary approvals from 
relevant Chinese authorities. 
 
Separately, China's Cybersecurity Law,[24] Data Security Law[25] and Personal Information 
Protection Law[26] restrict cross-border data transfers. 
 
The DOJ recognizes that data privacy laws and blocking statutes may complicate the 
production of documents located in China. Nonetheless, companies seeking cooperation 
credit in such circumstances have the burden of demonstrating the existence of such 
restrictions and identifying reasonable alternatives to provide the requested facts and 
evidence. 
 
The DOJ may not grant cooperation credit to companies that seek to use data privacy laws 
and similar statutes to shield misconduct.[27] 
 
Companies under investigation by the DOJ or SEC should consider the following factors 
when evaluating DOJ and SEC expectations and Chinese data protection laws. 
 
Consider the necessity of the information and the potential legal exposure. 
 



Assess the necessity of providing the materials and the potential consequence of not 
providing the materials. Also consider the potential exposure under local laws if the 
company provides the materials or information. 
 
Understanding the importance of the requested information can help determine the 
appropriate course of action. 
 
Consider alternative approaches. 
 
Explore whether the same or similar information can be obtained from sources outside 
China, either directly or indirectly — e.g., whether requested emails or other documents 
exist outside China. 
 
This analysis can help identify potential alternatives to fulfill the investigative requirements. 
 
Consider redacting sensitive information. 
 
Evaluate whether any redaction is necessary before providing the requested materials — 
e.g., to comply with local requirements related to personal information protection. 
 
Protecting sensitive data and maintaining privacy is a significant consideration in cross-
border data transfers. 
 
Consider engaging with Chinese authorities. 
 
Assess the feasibility of consulting and engaging with competent Chinese authorities. Where 
appropriate, seeking guidance and approvals from relevant Chinese entities can help 
navigate the complexities. 
 
Consider other areas of potential conflict. 
 
Potential conflicts between U.S. authorities' expectations and Chinese laws may exist in 
other areas. 
 
For example, as mentioned above, the DOJ recently revised the evaluation of corporate 
compliance programs to address the need for companies to have policies that enable the 
collection and preservation of business communications, even with respect to ephemeral 
messaging platforms or personal devices. 
 
In China, however, recent court cases have restricted companies' ability to review 
employees' data, even if the data is stored on company-issued devices. 
 
These developments are consistent with the enactment of China's Personal Information 
Protection Law, which contains heightened protection for employees' personal information. 
 
Conclusion 
 
Cross-border DOJ and SEC investigations are complex and nuanced. 
 
Companies with operations in China can be subject to the broad jurisdictional reach of U.S. 
laws and should pay particular attention to recent DOJ and SEC policy developments, 
including the emphasis on accounting and disclosure issues. 
 



Companies should take prompt steps to enhance their compliance policies to prevent 
misconduct and to align with recent DOJ and SEC enforcement trends and policies. 
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