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OCPP is the communication protocol between Back end
system and Charging Station
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OCPP

» Developed following the need of the growing industry and incorporating
field experience

* Open, patent and royalty free with no cost or licensing barriers

* OCPP is a trademark and is protected by copyright license

Governed by the Open Charge Alliance

* A non-profit organization

» Dutch Foundation founded in January 2014
* 161 members currently

» Everyone is welcome to join

OCA activities

» Development of the OCPP protocol

» Development of compliancy testing and certification
» Coordination of formal standardization

* Promotion of OCPP



The

history of
OCPP



OCA Participants - All over the world

Asia

Europe

North America
Oceania

South America

Members
35

91
27
4
2

34 Different Countries

Australia
Austria
Belgium

Brazil

Canada

China

Czech Republic
Dominican Republic
France
Germany
Hong Kong
India

Open Charge Alliance © 2014-2020

U NN = U1 W

Ireland
Israel

Italy
Lithuania
Malaysia
Netherlands
New Zealand
Norway
Poland
Portugal
Romania
Singapore

2
1
3
1
1
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Slovenia
South Korea
Spain
Sweden
Switzerland
Taiwan
Thailand
Turkey
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< United States

y

~ Total:

161



) https//www.openchargealliance.org/

ABOUT OCA PARTICIPANTS PROTOCOLS TEST TOOL CONTACT Q

Open standards
Free to use
Pragmatic approach

Extensive working groups

(< < I < T < T <

Widely adopted and deployed

JOIN US ©

DOWNLOAD OCPP 2.0 v s OCPP 2.0 (all files) v
PROTOCOLS




Overview: OCPP versions

OCPP 1.5 OCPP 1.6 OCPP 2.0
June 2012 October 2015 April 2018
SOAP SOAP & JSON -~ JSON
60 use cases 116 use cases
24x2 messages 28x2 messages 65%x2 messages
42 data types 49 data types 129 data types
15 configuration keys 43 configuration keys 85 configuration keys

N - =

+ Improvements + Improvements
+ Smart Charging + Better documentation
+ JSON support + More functionalities

Open Charge Alliance © 2014-2020



Overview OCPP version functionalities

OCPP 1.5 OCPP 1.6 OCPP 2.0
ISO 15118 Certificate mﬁmt
Display message -
Tarriff & Cost
OCPP 1.6 Security Security
- Provisionin
Remote Trlgger #%
Srart Charein Authorization
EINE Local Authorization List
/ o Transactions
Local Authorization List S v g
- @)
Reservations & | Availability |
OCPP1.5 8

L

IMPROVED

OCPP1.6 core

Meter Values
Smart Chargi§=n§
Firmware mﬁmt

Diagnostics
: Data trans?er I
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Regular OCPP plugfests to help developers

A A A A A

July’19 - OCPP1.6 Oct’19—-0CPP2.0  Feb’20-OCPP1.6 Jul’20-0CPP1.6  Sep’20-0OCPP1.6 & 2.0

* Interop testing

* For Charging Stations and Management
Systems

* For both OCPP1.6 and 2.0

* In person or remote

* Members and non-members

* Next plugfest: OCPP2.0.1 - April 20-21

Open Charge Alliance © 2014-2020



OCPP Certification

—
m OCPP.

Fully
Certified
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Why OCPP Certification ?

» To validate that a system has implemented OCPP correctly
» For buyers to check before they purchase a system
» For Vendors to promote their systems to Buyers
» To make integrating systems between Vendors faster and more efficient

Open Charge Alliance © 2014-2020 11
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Certification step by step

1. A Vendor contacts one of the Test Laboratories and agrees on testing services

The Test Laboratory performs the tests

3. After successfully passing all the tests, the Test Laboratory provides a Test Report and the
detailed Test Results to the Vendor

4. The Vendor signs the Test Report and sends it back to the Test Laboratory. The Test Laboratory
signs the Test Report and forwards it to OCA for preparation of the OCPP certificate

5. The Vendor receives the OCPP Certificate from OCA

N

For the detailed Certification Procedure: www.openchargealliance.org/certification/ocpp-16-certification/
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http://www.openchargealliance.org/certification/ocpp-16-certification/

The Certification Labs use the OCTT to test conformance

IMPLIANCE
TESTING
TOOL

b 3 ': : : ::7 P
ﬂe O(PP]@

p>

Open Charge Alliance
Utrechtseweg 310, Office Building B42 -t

6812 AR Amhem -
: = OCPP

www.openchargealliance.org ‘
= 73

The OCTT is available for members and non-members
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List of Certified Products on the OCA website

&« — O o 8 https://www.openchargealliance.org/certification/certifiedcompanies/ ‘if( )’E ﬂ\, =

@ NEWS ABOUT PARTICIPANTS PROTOCOLS CERTIFICATION CONTACT Q in ¥ %

Certification - 2 - . OCPP Software Date of
Organisation Location Product type Product designation . R .
number version registration
g Hod Hasharon, Charging Station Driivz Charging Network
OCA.0016.0001.CSMS  Driivz Ltd 5:7 Nov. 25 2019
Israel Management System Management System
Charging Station Electric Vehicle Charging
OCA.0016.0002.CSMS  Greenlots Los Angeles, USA 03.76.20 Nov. 25 2019
Management System Networks
Almere, , ) :
OCA.0016.0003.CS Alfen N.V. Charging Station Eve Double Pro-line 4.7 Dec. 19 2019
Netherlands
Amsterdam, , .
OCA.0016.0004.CS EV-Box B.V. Charging Station ELVI Cable G4P0421BE421v0 Dec. 19 2019
Netherlands
Amsterdam, , .
OCA.0016.0005.CS EV-Box B.V. Netherlands Charging Station ELVI Socket GAP0421BE427v0 Dec. 18 2018

Open Charge Alliance © 2014-2020



Summary of the test report on the OCA website

OCPP 1.6
Full Certificate

Certificate holder: EV-Box B.V.

Certificate number: OCADD16.0004.C5

Product typa: Charging Station

Product designation: ELVI Cable, OCPP Software version: G4P042Z1BE421vD
PO417BE417w11 (Tast version)

Certification date: December 19, 2019

This certificate attests that the above mentioned product successfully completed certification testl
with the reference specification OCP® 1.6 — Edition 2 with OCPP 1.5 Errata shest [vd 0 Releass, 201
optionzl festures of the protocol are also covered by this certification.

Test cases have been performead as described in the t=st report referred to below. The results and)
inthe complete test report.

Conformance testing according to the test

specification referenced by the test report December 13, 2013 B‘Iﬂ_\";ﬂl

The Protocol Implementation Conformance Statement in the Annax is an integral part of this certifi
is valid from the Certification Date specified above. This certificste is only applicablz to the produc
describad above and parmits the use of the OCPP logo a5 lzid down in the OCA certification logo lic
this product only.

This certificate shall neither be tendered nor accepted by any party 2= 2 gusrantes covering quakity
includes OCPP. The Open Charge Aliznce, and/or its agents, including, inter-zliz, test lzboratonas,
any damages or losses incurred by the certified company or by any other party resulting from reliz
OCPR certification testing.

For the Open Chargs Alliance:

L ———

Abstract of test report

Test Result Summary

Test laboratory: Dielisa Centification lnc.
Location: Virginia, USA

Test Report Reference: DEKARA_20191215_Test Repor_
Viendor namae: EV-Ban BV,

Device Under Test: Charging Station
Cammuncation: ISON

OCPP Softwarne wershon: PO4LTBEAITIL

| Local Authorlzation List Management  Pass

ﬂl

flllﬂﬂﬂ"‘lhl'lf orunknownid
Author rationCachelnabled

|Author | jeRemoteTsRequests
BlinkHepeat
ClockAlignedDatalnoenal

| ConnectionTimeOut

jtmnm PraseRotation
ConnectorPraceRotationMaslength
|GetConfiguraticnMaskeye
|Heartbeatinterval

Lightintenyity
Localiuthor | pe0fine
LocmiPreAUTthoTize

| Matn ergyOn invalioid
MessageTimeout
MeterialuestlignedData
MeterValuesdlignedData bl aslength
| MEtErya U e g nedDEtEMaxLengEh
|MetervaiuesSampledData
MetervnluesSampiedDatabaslengtn
IMHlNliu!!lm pleinterval
MinimumStatusDuration

| NumberOfConnectors

|ResetRetries

| StopTransactionMaxMeteryaiues
StopTianssctionOnEVSioeD sconmec
StopTrancactionOninvalidig

| StopTendlignedData

StopTendl ignedDets Maslenygth

| StopTenSampleaData
StopfxnsampledDataMaxiength
|SupportedF eatureProfiles
Supportedf esturefrofi lesMarlengtn

TransactionMescageiitempts

| TrangactionMessageRetry nterval

1 B o o e e ™o LT o Y s o o

true folse

true false

true falie
not suppored

not supported 11 default v lue)

1
60 sec (minimum)
0-100

true false

true false
not supported

<pptionel»

u
«optionals

1
&0 s (minimum)

optionsl:
1

<pptionals
true false
trus falie
<optionals

tm.ml)

i R




Fee for OCPP Certification

Certification fees

Total max fee for OCA member 7.000 €

- - -
- TGCPP.. U | & UCPP.. O = GCPP.

OCA members get a discount for the use of the Test Tools, plans and scenario’s since
they have already contributed in part through their OCA membership fees.

Total max fee for Non Member 10.500 €
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All information is on the OCA website

"/www.openchargealliance.org/certification/ocpp-16-certification/

& NEWS ABOUT PARTICIPANTS PROTOCOLS CERTIFICATION CONTACT Q in v =

WELCOME TO THE OCA OFFICIAL OCPP 1.6 CERTIFICATION PROGRAM

Every company involved with OCPP 1.6 implementations can now get the official independent OCPP 1.6 Certificate. This will register their productas a

certified compliant implementation. The OCPP Certification Program gives companies the opportunity to validate their impl ation on

conformance with the OCPP 1.6 specification.
WHAT IS THE OCPP 1.6 CERTIFICATION PROGRAM?

The certification program is a joint effort of the Open Charge Alliance and several independent test lsborstories around the world to test OCPP 1.6 on conformance to

the OCPP specification.
HOW DOES IT BENEFIT VENDORS OR BUYERS?

Vendors of compli

systems can now ensure to their clients that the implementaticn has on conformance to the OCPP specifications by an approved

independent test laborstory. Buyers of OCPP 1.6 cemnpliant products can check which products are certified and are successfully tested for confermance to OCPP

WHAT DIFFERENT CERTIFICATES ARE AVAILABLE?

For 8 Charging Station and C

Far a Charging $tafion

Full Certificate
OCPP1.6

Subset Certificate
OCPP16

Security Certifica
OCPP 1.6

Open Charge Alliance © 2014-2020



Types of OCPP Certificates

—
| @C PPI.6

Fully

—
| @C PPI.6

Subset

—
| @C PPI.6

Security

Certified Certified Certified
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Types of OCPP Certificates

For a Charging Station and Charging Station Management System For a Charging Station For a Charging Station and Charging Station Management System

Full Certificate
OCPP 1.6

Subset Certificate
OCPP 1.6

V4
- @CPP.s

Security Certificate
OCPP 1.6

-
= GCPP.

-
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Core Mandatory Core Mandatory Security General| Mandatory
Firmware Management Mandatory Firmware Management Optional Security Profile 1 Optional
Smart Charging Mandatory Smart Charging Optional Security Profile 2| Either 2 or 3
Reservation Mandatory Reservation Optional Security Profile 3| is Mandatory
Local Authorization List Mandatory Local Authorization List Optional
Management Management
Remote Trigger Mandatory Remote Trigger Optional

20



Overview

. Test cases to pass
OCPP 1.6 Security OCP{’ messages to . p
be implemented to be certified
OCPP 1.6 Security 11 messages 6 - 13 test cases
—_— OCPP 1.6 —_—
i Remote Trigger J ____1message | ___1-2testcases |
Smart Charging 3 messages 5-10 test cases
4 R o :
. Local Authorization List | 2 messages 4 test cases
Reservations 2 messages 5-11 test cases
OCPPL5 Firmware mgmt 4 messages 2-5 test cases
(2012) ) - ) - )
OCPP1.6 core 18 messages 29-46 test cases
\_ _/ \_ W, \_ W, \_ W,

-
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Back Office OCPP Certification Scope

OCPP messages to Test cases to pass

OCPP 1.6 Security

be implemented to be certified
OCPP 1.6 Security 11 messages 6 - 13 test cases
—_— OCPP 1.6 —
. 1message | . 1-2testcases |
3 messages 5-10 test cases Back Office
Vendors who do
g 2 messages 4 test cases not support all
2 messages 5-11 test cases functionality
4 messages 2-5 test cases currently cannot
O((zzg Z;)S - - N - N pass certification
18 messages 29-46 test cases
\_ \_ . \_ .
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Charging Station Certification Scope

OCPP 1.6 Security

OCPP 1.6 Security

OCPP 1.6

Remote Trigger
Smart Charging

Local Authorization List

Reservations

OCPPL5 Firmware mgmt

(2012)
OCPP1.6 core

Open Charge Alliance © 2014-2020

OCPP messages to
be implemented

11 messages

1 message
3 messages

2 messages
2 messages
4 messages

18 messages

Test cases to pass
to be certified

6 - 13 test cases

1-2 test cases
5-10 test cases

4 test cases
5-11 test cases
2-5 test cases

29-46 test cases

A Charging Station
can be OCPP
Subset Certified
with a minimum of
functionality.

Check the Subset
Certificate
carefully!



Are you talking to mMe ?

Talk OCPPi




How can OCPP compliance be verified?

Trust the Vendors’
word
Do your own
Interop testing

Trust the Vendors’ Vendor gets
word OCTT and shows
Do your own OCTT test report
Interop testing to buyer

Buyer gets OCTT and
performs acceptance
tests using the OCTT

Trust the Vendors’
word
Do your own
Interop testing

Open Charge Alliance © 2014-2020

Vendor provides
Test report from
Test Lab

Vendor
provides OCPP
Certificate




argealliance.org
.com/company/open-charge-allic

ke.Driessen@openchargealliance.org



http://www.openchargealliance.org/
http://www.linkedin.com/company/open-charge-alliance/

Utility Perspective — Why OCPP Research & Development

o A & |~

PREVENT VENDOR MINIMIZES RISK OF INTERCHANGEABLE EFFICIENT SCALING
LOCK-IN INVESTMENTS




Key Takeaways from Plugfest Research & Development

» Plugfest demonstrated: It works!

« OCPP is not an “easy button” solution, but it is a critical element
— OCPP covers messages sent between hardware and central server
— Ensures all devices speak the same “language”

« Contract language is important to cover ancillary considerations for vendor lock-in

Credit card RFID compatible Modem/Sim Security
reader/payment,

Ability to change
the OCPP access
point address
locally and
remotely.

labels/phone
number

Roaming
Agreements el




Key Takeaways from Plugfest Research & Development

« OCPP1.6 includes support for firmware management, local authorization list
management, reservations, smart charging, and remote triggering

* There are three levels of certification that a vendor can elect to receive:
— Full Certification: core and optional capabilities
— Subset Certification: core functionality is mandatory, as well as optional testing of

other capabilities
— Security Certification: general security functionality is verified.



Commercial Perspective Research & Development

+CHARGELAB

Zachary Lefevre
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