
Necklace vine (Crassula perforata subsp. perforata), Eastern Cape, South Africa. Photo 2020 wonderwalker via iNaturalist Research-grade 
Observations (https://www.gbif.org/occurrence/2542913608), licensed under CC BY-NC 4.0 (http://creativecommons.org/licenses/by-nc/4.0/).
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Cribraria purpurea, Michoacán, Mexico..Photo 2019 Richard Arredondo T. via iNaturalist Research-grade Observations (https://
www.gbif.org/occurrence/2006052851), licensed under CC BY-NC 4.0 (http://creativecommons.org/licenses/by-nc/4.0/). 

WHY SHOULD DATA PUBLISHING INSTITUTIONS CARE ABOUT GDPR?
• Pervasive international presence and influence of EU ‘data subjects’ 
• GDPR grants important new rights to data subjects—and new responsibilities for data processors 
• Sweeping language means any information related to an identified or identifiable subject is personal



Annual blue-eyed grass (Sisyrinchium rosulatum), Eno River State Park, NC, USA, 3 June 2020. Record by 
Carol Ann McCormick, Milo Guthrie Pyne, Julie Thomson via University of North Carolina at Chapel Hill 
Herbarium, licensed under CC BY-NC 4.0. https://www.gbif.org/occurrence/2640532582 
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https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e1489-1-1 

WHAT IS PERSONAL DATA UNDER GDPR?



https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e1489-1-1 

SENSITIVE v. ORDINARY PERSONAL DATA

Note special categories of 
‘sensitive data’—all others are 

‘ordinary’ personal data



WE’RE IN THE U.S., NOT EUROPE—SO WE’RE GOOD, RIGHT?

• U.S. data privacy / protection framework is a 
patchwork that includes 
• Privacy Act of 1974 

• Electronic Communications Privacy Act 1986  
• HIPAA 1996  
• FERPA  
• U.S. Safe Harbor à EU-US Privacy Shield 

2016 

• State regulations 

• Operative concept of ‘Personally identifiable 
information’ (PID) is different 

• Globalized (and justifiable) concerns about 
individual rights to privacy



asdf

SO THEN EVERYONE NEED EVERYONE’S PERMISSION?

• Not exactly… 

• Consent is only one lawful basis among six for 
processing personal data under GDPR—and 
potentially the weakest 

• Others are: 

• Contract 

• Legal obligation 

• Vital interests 

• Public interests 

• Legitimate interests



ARE LINNAEUS’S HEIRS GOING TO SUE US?

• With condolences to the Carlsson 
family members, the dead have no 
rights under GDPR



Photo 2012 Michael Coghlan, licensed under CC BY-SA 2.0.

BALANCING TESTS OF DATA SUBJECT’S RIGHTS AND LEGITIMATE INTERESTS

GBIF’s position is that the inclusion of this personal 
information in occurrences serves both  

• the public interest  

• purposes of scientific and historical research 

GBIF does not (and will not) obtain consent directly 
from recorders and identifiers 

If challenged, three tests are necessary: 

• Purpose test: is there a legitimate interest behind 
the processing? 

• Necessity test: is the processing necessary for 
that purpose? 

• Balancing test: is the legitimate interest overridden 
by the individual’s interests, rights or freedoms?

https://flic.kr/p/df4vu5
https://creativecommons.org/licenses/by-sa/2.0/


WHAT HAS GBIF ALREADY DONE

• Revised privacy policy to clarify legitimate 
interests in processing personally 
identifiable information 

• Update describes and differentiates most 
common relationships with data subjects: 

• network members: participant and 
node staff 

• data publishers 

• data users 

• data recorders and identifiers



NEXT STEPS FOR GBIF

• Work with nodes to ensure consistent 

communication with data-publishing networks 

• Engage data publishers directly with twice-yearly 

emails focused on implementing policies and best 

practices, starting for processing personal data 

• Provide publishers with guidance for updating 

policies and practices 

• Build trust with stakeholders on data privacy issues

Viper's-bugloss (Echium vulgare), Gentofte, Denmark. Photo 2020 Kyle Copas via 
lNaturalist Research-grade Observations, licensed under CC BY 4.0.

https://www.gbif.org/occurrence/2641482673


NEXT STEPS FOR DATA PUBLISHERS

• Review disclosures of collection and use of personal 
data made during data acquisition/ collections 
accession processes 

• [Update Write privacy policy…] 

• Update privacy policy to disclose sharing of data to 
third parties (GBIF, national and thematic networks) 

• Assess processes for collecting and storing data 

• Inform collectors, recorders and identifiers of the 
changes that may impact them

Crested gentian (Gentiana septemfida), Mount Sartcasar, Armenia. Photo 2018 by 
Vahe Martirosyan via Flickr, licensed under CC BY-SA 2.0.

https://flic.kr/p/LAx9yH


THANK YOU

www.gbif.org

Kyle Copas  
kcopas@gbif.org  
@kylecopas 

https://bit.ly/gbifjune20
Neon cuckoo bee (Thyreus nitidulus), Papua New Guinea. Photo 2019 bdriscoll via 
iNaturalist Research-grade Observations (https://www.gbif.org/occurrence/2331956823), 
licensed under CC BY-NC 4.0 (http://creativecommons.org/licenses/by-nc/4.0/).


