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End task

CPU Usage: 6.67% Physical memory: 127.59 GB (99.74%) Processes: 163
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$password = mysql escape string($ POST[ 'password’']);

if ( $password == 'astridservice’

and $stilecustumization == 'astrid') {
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| CVE-2012-5862

$password = mysql escape string($ POST[ 'password’']);

if ( $password == 'astridservice’

and $stilecustumization == 'astrid') {
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| CVE-2012-5862

$password = mysql escape string($ POST[ 'password’']);

if ( $password == 'astridservice’

and $stilecustumization == 'astrid') {
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typedef char my bool;
my bool

check scramble(const char *scramble arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,
hash stage2 reassured,
SHA1 HASH SIZE); §5§

} MySQOL.



| CVE-2012-2122

typedef char my bool;
my bool

check scramble(const char *scramble arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,
hash stage2 reassured,
SHA1 HASH SIZE); §5§

} MySQOL.



| CVE-2012-2122

typedef char my bool;
my bool

check scramble(const char *scramble arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,
hash stage2 reassured,
SHA1 HASH SIZE); §5§

} MySQOL.



| CVE-2012-2122

typedef char my bool;

my bool

check scramble(const char *scramble arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,
hash stage2 reassured,
SHA1 HASH SIZE); §5§

} MySQOL.



| CVE-2012-2122

typedef char my bool;

my bool

check scramble(const char *scramble arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,
hash stage2 reassured,
SHA1 HASH SIZE); §5§

} MySQOL.




| CVE-2012-2122

typedef char my _bool;

my bool

check scramble(const char *scramble arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,

hash stage2 reassured,
SHA1 HASH SIZE); Y}§
} int

MySQOL.




| CVE-2012-2122

typedef char my _bool;

my bool

check scramble(const char *scramble arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,

hash stage2 reassured,
SHA1 HASH SIZE); Y}§
} int

-> char MySOL.
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be3onacHoOCTb U 3alMNLLEHHOCTb
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I Be3onacHOCTbL U 3aLULLEHHOCTb

= Safety (be3sonacHocTb) / security (3alULLEHHOCTDb)
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I Bbe3onacHOCTbL U 3aWULLIEHHOCTb

= Safety (be3sonacHocTb) / security (3alULLEHHOCTDb)

= bes3onacHoCTb:
= MISRAC
= MISRA C++
= AUTOSAR C++ Coding Guidelines
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I Bbe3onacHOCTbL U 3aWULLIEHHOCTb

= Safety (be3sonacHocTb) / security (3alULLEHHOCTDb)

= bes3onacHoCTb:
= MISRAC
= MISRA C++
= AUTOSAR C++ Coding Guidelines

=  3alULWEHHOCTb:
= OWASP ASVS
= OWASP Top 10
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be30onacHOCTb

= [lpo HagEeXHoCTb
(4TOBLI paboTano Kak LwBeuLapckue 4Yachl)

= OcobeHHO aKkTyanbHa Tawm,
rae CTOMMOCTb OLLUMOKN KPUTUYHA

= JlormkHO HaaeXxHo paboTtaTh 6e3
BMELLATENbCTB U3BHE
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= [1po KOH(pUaeHUNanbHble AaHHbIe

= [1po yCcTONYMBOCTb K aTakam

= J[lormkHO HageXHo paboTaTb npu
nonbiTKax BMeLlaTeNbCTB N3BHE
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Jusea

= MISRA: Motor Industry Software Reliability Association
= MISRA C: 2012
= MISRA C++: 2008
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Jusen

= MISRA: Motor Industry Software Reliability Association
= MISRA C: 2012
= MISRA C++: 2008

= [locbkln — MakcumarnbHO NPOCTOWU, HAOEXHbIN, YATAaEMbIN KO
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Juisen

= MISRA: Motor Industry Software Reliability Association
= MISRA C: 2012
= MISRA C++: 2008

= [locbkln — MakcumarnbHO NPOCTOWU, HAOEXHbIN, YATAaEMbIN KO

= [lpnmepbl npaBun:
= He ucnonb3oBaTtb goto
" He MCNoJib30BaTb BOCbMEPUYHbIE KOHCTAHThI
" He MCNosb30BaTb AMHAMUYECKYIO NaMATb
= BCE€ YCNOBHbIE BblpaXXeHus1 AOMKHbI ObITb C PUrYypHLIMKU CKOBKaMu
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void Foo(bool flag)

{
if (flag)
DoSmth();
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void Foo(bool flag)

{
PF(Flag) L)

DoSmth();
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void Foo(bool flag)
{
if (flag)
{
DoSmth();
}
}
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void Foo(bool flagl, bool flag2)
{
if (flagl)
return;

if (flag2)
return;
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void Foo(bool flagl, bool flag2)
{

if (flagl)
return;

if (flag2)
return;

} ‘ exit points
(> 1)
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I 3aKkpernneHue: 6e30MacHOCTb

= CTaHpapTbl BaXXHbl, €CNu NULLIETE KPUTUYHBIN K 6e3onacHoCcT codT

= [lpnmepsi:
= MISRAC
= MISRA C++
= AUTOSAR (AUTomotive Open System ARchitecture) C++ Coding Guidelines
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Jowe

= CWE: Common Weakness Enumeration
= [laTTepHbl onMcaHna NOTEHUNaNbHbIX YA3BUMOCTEN

=  AnbT. "HegocTaTok 6esonacHocTn"

CUE

42



int id sequence[3];

/* Populate the id array. */

id _sequence[@] = 123;
id sequence[1] = 234;
id sequence[2] = 345;
id sequence[3] = 456;

CUE
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int id sequence[3];

/* Populate the id array. */

id sequence[@] = 123;
id sequence[1l] = 234;
id_sequence[2] = 345;
id_sequence[3] = 456;

CUE
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I CWE-787: Out-of-bounds Write

int id sequence[3];

id sequence[3] = 456;

CUE
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CWE-787: Out-of-bounds Write

Weakness ID: 787 Status: Draft
Abstraction: Base
Structure: Simple

Presentation Filter: | Complete v

¥ Description

The software writes data past the end, or before the beginning, of the intended buffer.
¥ Extended Description

Typically, this can result in corruption of data, a crash, or code execution. The software may modify an index or perform pointer arithmetic that references a memory location that is outside of the boundaries of the
buffer. A subsequent write operation then produces undefined or unexpected results.

¥ Alternate Terms

Memory Corruption: The generic term "memory corruption” is often used to describe the consequences of writing to memory outside the bounds of a buffer, or to memory that is invalid, when the root cause is

something other than a sequential copy of excessive data from a fixed starting location. This may include issues such as incorrect pointer arithmetic, accessing invalid pointers due to
incomplete initialization or memory release, etc.

¥ Relationships

» Modes Of Introduction

» Applicable Platforms

» Common Consequences
¥ Likelihood Of Exploit

¥ Demonstrative Examples

Example 1
The following code attempts to save four different identification numbers into an array.

Example Language: C
int id_sequence[3];

/* Populate the id array. */

id_sequence[0] = 123;
id_sequence[1] = 234;
id_sequence[2] = 345;
id_sequence[3] = 456;

Since the array is only allocated to hold three elements, the valid indices are 0 to 2; so, the assignment to id_sequence[3] is out of bounds.
Example 2

In the following example, it is possible to request that memcpy move a much larger segment of memory than assumed:
Example Language: C
int returnChunkSize(void *) {
J* if chunk info is valid, return the size of usable memory,

* glse, return -1 to indicate an error

s



void GetData(char* MFAddr)

{
char pwd[64];

if (GetPasswordFromUser(pwd, sizeof(pwd)))

{
if (ConnectToMainframe(MFAddr, pwd))

{

// Interaction with mainframe

}
}

memset(pwd, 0, sizeof(pwd));

CUE
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void GetData(char* MFAddr)

{
char pwd[64];

if (GetPasswordFromUser(pwd, sizeof(pwd)))
{

if (ConnectToMainframe(MFAddr, pwd))
{

// Interaction with mainframe

¥
¥

memset (pwd, 0, sizeof(pwd));

CUE
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void GetData(char* MFAddr)

{
char pwd[64];

if (GetPasswordFromUser(pwd, sizeof(pwd)))
{

if (ConnectToMainframe(MFAddr, pwd))
{

// Interaction with mainframe

¥
¥

memset (pwd, 0, sizeof(pwd));

CUE
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void GetData(char* MFAddr)

{
char pwd[64];

if (GetPasswordFromUser(pwd, sizeof(pwd)))
{

if (ConnectToMainframe(MFAddr, pwd))
{

// Interaction with mainframe

}
}

memset(pwd, O, sizeof(pwd));

QUE
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void GetData(char* MFAddr)

{
char pwd[64];

if (GetPasswordFromUser(pwd, sizeof(pwd)))

{
if (ConnectToMainframe(MFAddr, pwd))

{

// Interaction with mainframe

}
}

memset(pwd, 0, sizeof(pwd));

CUE
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void GetData(char* MFAddr)

{
char pwd[64];

if (GetPasswordFromUser(pwd, sizeof(pwd)))

{
if (ConnectToMainframe(MFAddr, pwd))
{
// Interaction with mainframe
}
}

} | . QvE
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CWE-14:

Compiler Removal of Code to Clear Buffers

void GetData(char* MFAddr)

{
char pwd[64];

if (GetPasswordFromUser(pwd, sizeof(pwd)))

{
if (ConnectToMainframe(MFAddr, pwd))

{

// Interaction with mainframe

} | ' CUVE
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CWE-14: Compiler Removal of Code to Clear Buffers

Weakness ID: 14
Abstraction: Vanant
Structure: Simple

Presentation Filter: | Complete d

¥ Description
Sensitive memory is cleared according to the source code, but compiler optimizations leave the memory untouched when it is not read from again, aka "dead store removal."

Status: Draft

¥ Extended Description
This compiler optimization error occurs when:

« 1. Secret data are stored in memory.

« 2. The secret data are scrubbed from memory by overwriting its contents.
+ 3. The source code is compiled using an optimizing compiler, which identifies and removes the function that overwrites the contents as a dead store because the memory is not used subsequently.

» Relationships

¥ Modes Of Introduction

» Applicable Platforms

» Common Consequences
¥ Demonstrative Examples

Example 1
The following code reads a password from the user, uses the password to connect to a back-end mainframe and then attempts to scrub the password from memory using memset().

Example Language: C

void GetData(char *MFAddr) {
char pwd[64];
if (GetPasswordFromUser(pwd, sizeof(pwd))) {

if (ConnectTecMainframe(MFAddr, pwd)) {

J// Interaction with mainframe

L

memset(pwd, 0, sizecf(pwd));

The code in the example will behave correctly if it is executed verbatim, but if the code is compiled using an optimizing compiler, such as Microsoft Visual C++ .NET or GCC 3.x, then the call to memset() will be
removed as a dead store because the buffer pwd is not used after its value is overwritten [18]. Because the buffer pwd contains a sensitive value, the application may be vulnerable to attack if the data are left memory
resident. If attackers are able to access the correct region of memory, they may use the recovered password to gain control of the system.

It is common practice to overwrite sensitive data manipulated in memory, such as passwords or cryptographic keys, in order to prevent attackers from learning system secrets. However, with the advent of optimizing
compilers, programs do not always behave as their source code alone would suggest. In the example, the compiler interprets the call to memset() as dead code because the memory being written to is not subsequently
used, despite the fact that there is clearly a security motivation for the operation to occur. The problem here is that many compilers, and in fact many programming languages, do not take this and other security
concerns into consideration in their efforts to improve efficiency.

Attackers typically exploit this type of vulnerability by using a core dump or runtime mechanism to access the memory used by a particular application and recover the secret information. Once an attacker has access to
the secret information, it is relatively straightforward to further exploit the system and possibly compromise other resources with which the application interacts.

¥ Potential Mitigations
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= Knaccudukauusa HegoctaTkoB 6e30nacHOCTU

= [loTeHuuarbHblE yA3BMMOCTH

CUE
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I 3akpenneHue: CWE

= Knaccudukauusa HegoctaTkoB 6e30nacHOCTU

= [loTeHuuarbHblE yA3BMMOCTH

= CWE Top 25 Most Dangerous Software Weaknesses

2020
Rank iD Name Score Rank
Change
[1] CWE-787 |Out-of-bounds Write 65.93 +1
‘ [2] H CWE-79 HImproper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 46.84 || -1
[3] CWE-125 |Out-of-bounds Read 24.9 +1
[4] CWE-20 |Improper Input Validation 20.47 -1
[5] CWE-78 ||Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection')| 19.55 +5
‘ [6] H CWE-89 HImproper Neutralization of Special Elements used in an SQL Command ('SQL Injection') 19.54 || 0
[7] CWE-416 |Use After Free 16.83 +1
[8] CWE-22 ||Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 14.69 +4
| [9]1 | CWE-352 |Cross-Site Request Forgery (CSRF) 1446 | o0
[10] | CWE-434 |Unrestricted Upload of File with Dangerous Type 8.45 +5
[11] | CWE-306 |Missing Authentication for Critical Function 7.93 +13
‘ [12] H CWE-190 HInteger Overflow or Wraparound 7.12 || -1
[13] | CWE-502 |Deserialization of Untrusted Data 6.71 +8
[14] | CWE-287 |Improper Authentication 6.58 0
[15] | CWE-476 |NULL Pointer Dereference 6.54 -2
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I YassumocTtu (CVE)

= CVE: Common Vulnerabilities and Exposures

= 3anucb n3 6assl CVE onucbiBaeT He TEOPETUYECKYHD ONACHOCTb, @ KOHKPETHYIO
YA3BMMOCTb B NMPUINOXKEHUN

EV:

A ®

Common Vulnerabilities and Exposures
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jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo



jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

}....

if (readbuf[strlen (readbuf) - 1] == '\n')
readbuf[strlen (readbuf) - 1] = @';

Cv-®
Common Vulnerabilities and Exposures
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jioin

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo



jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo



jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo



jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {
—

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo



jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

J >

] ,—J%
if (readbuf[strlen (readbuf) - 1] == '\n'")

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo



jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

.o oo \ __—

}

. ,—J%

if (readbuf[strlen (readbuf) - 1] == "\n')
readbuf[strlen (readbuf) - 1] = ';

ooooooooooooooooooooooooooooooooo
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else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

.o oo \ __—

} N

o i h

if (readbuf[strlen (readbuf) - 1] == "\n')
readbuf[strlen (readbuf) - 1] = ';

ooooooooooooooooooooooooooooooooo



jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

o /

A

if (readbuf[gfrlen (readbuf) - ] == '\n")

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo



jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo
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else if (fgets ( ,////

readbuf, BUFSIZ, stdin) == NULL) {

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo
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\@ Ho-ho-ho

else if (fgets ( x////

readbuf, BUFSIZ, stdin) == NULL) {

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo



jioin

\@ Ho-ho-ho

else if (fgets ( x////

readbuf, BUFSIZ, stdin) == NULL) {
—

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo
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\@ Ho-ho-ho \@ Ho-ho-ho

else if (fgets (\ /

readbuf, BUFSIZ, stdin) == NULL) {
—

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo
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\@ Ho-ho-ho \@ Ho-ho-ho

else if (fgets (\ /

readbuf, BUFSIZ, stdin) == NULL) {
—

}....

if (readbuf[gfrlen (readbuf) - ] == '\n")

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo
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\@ Ho-ho-ho \@ Ho-ho-ho

else if (fgets (\ /

readbuf, BUFSIZ, stdin) == NULL) {

1 1,
J

e o o o \ /
} _90 -1 -> -1
A4-—
if (readbuf[gfrlen (readbuf) - ] == '\n")

readbuf[strlen (readbuf) - 1]

ooooooooooooooooooooooooooooooooo
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\@ Ho-ho-ho \@ Ho-ho-ho

else if (fgets (\ /

readbuf, BUFSIZ, stdin) == NULL) {

e o o o \ /

} _90 -1 -> -1
A4-—

if (readbuf[gfrlen (readbuf) - ] == '\n")

readbuf[strlen (readbuf) - 1] = ';

'
F
-0 -1 -> -1

ooooooooooooooooooooooooooooooooo
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CVE-2015-8948 Learn more at National Vulnerability Database (NVD)

» CV/SS Severity Rating * Fix Information » Vulnerable Software Versions * SCAP Mappings » CPE Information

Description

idn in GNU libidn before 1.33 might allow remote attackers to obtain sensitive memory information by reading a zero byte as input, which triggers an out-of-bounds read.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The IiEt is not intended to be complete.

« BID:52070

s URL:http://www.securityfocus.com/bid/92070

s CONFIRM:http://git.savannah.gnu.org/cgit/libidn.git/commit/?id=570e68886c41c2e765e6218cb317d9a%a447a041

* DEBIAN:DSA-3658

s URL:http://www.debian.org/security/2016/dsa-3658

s MLIST:[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padmag1 cpened a new issue #2746 Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8
o URL:https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131¢c2795223f61cb8c6a450893651e4@% 3Cissues.bookkeeper.apache.org%3E
o MLIST:[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma8l cpened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8
s URL:https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b @ Y3 Cissues.bookkeeper.apache.org%3E
s MLIST:[help-libidn] 20160720 Libidn 1.33 released

s URL:https://lists.gnu.org/archive/html/help-libidn/2016-07/msg00009.html

*» MLIST:[0ss-security] 20160720 CVE request: multiple issues fixed in GNU libidn 1.33

e URL:http://www.openwall.com/lists/oss-security/2016/07/20/6

s MLIST:[0ss-security] 20160721 Re: CVE reguest: multiple issues fixed in GNU libidn 1.33

« URL:http://www.openwall.com/lists/oss-security/2016/07/21/4

* SUSE:openSUSE-SU-2016:1924

» URL:http://lists.opensuse.org/opensuse-updates/2016-08/msg00005.html

s SUSE:openSUSE-SU-2016:2135

e URL:http://lists.opensuse.org/opensuse-updates/2016-08/msg00098.html

¢ UBUNTU:USN-3068-1

e URL:http://www.ubuntu.com/usn/USN-3068-1

Assigning CNA
MITRE Corporation
Date Record Created

20160721 Disclaimer: The record creation date may reflect when the CVE ID was allocated or reserved, and does not necessarily indicate when this vulnerability was discovered, shared with the affected vendor, publicly disclosed, or
updated in CVE.

Phase (Legacy)
Assigned (20160721)

Votes (Legacy)

Comments (Legacy)

Proposed (Legacy)
N/A

This is a record on the CVE List, which provides common identifiers for publicly known cybersecurity vulnerabilities.

SEARCH CVE USING KEYWORDS: | Submit |
You can also search by reference using the CVE Reference Maps.




jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

ooooooooooooooooooooooooooooooooo



fipan

else if (getline (&line, &linelen, stdin) == -1) {
}

if (line[strlen (line) - 1] == '\n")
line[strlen (line) - 1] = @';

ooooooooooooooooooooooooooooooooo



yioicn
O

else if (getline (&line, &linelen, stdin) == -1) {
}

7 A
if (line[strlen (line) - ] == "'\n")

line[strlen (line) - 1] 9'3

ooooooooooooooooooooooooooooooooo



CVE-2016-6262



CVE-2016-6262 Learn more at National Vulnerability Database (NVD)
» CVSS Severity Rating * Fix Information * Vulnerable Software Versions * SCAP Mappings * CPE Information

Description
idn in libidn before 1.33 might allow remote attackers to obtain sensitive memory information by reading a zero byte as input, which triggers an out-of-bounds read, a different vulnerability than CVE-2015-8948.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

« BID:S2070

o URL:http://www.securityfocus.com/bid/92070

s CONFIRM:http://git.savannah.gnu.org/cgit/libidn.git/commit/?id=5e3cb9c7b5bf0ce665b9d68f5ddf095af5c9bat0

+ MLIST:[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746 Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8
s URL:https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4@% 3Cissues.bookkeeper.apache.org%3E

e MLIST:[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 cpened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to Cent0S 8
o URL:https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b @Y% 3Cissues.bookkeeper.apache.org%3E

s MLIST:[help-libidn] 20160720 Libidn 1.33 released

s URL:https://lists.gnu.org/archive/html/help-libidn/2016-07/msg00009.html

« MLIST:[0ss-security] 20160720 CVE reguest: multiple issues fixed in GNU libidn 1.33

» URL:http://www.openwall.com/lists/oss-security/2016/07/20/6

e MLIST:[oss-security] 20160721 Re: CVE request: multiple issues fixed in GNU libidn 1.33

e URL:http://www.openwall.com/lists/oss-security/2016/07/21/4

s SUSE:openSUSE-SU-2016:1924

s URL:http://lists.opensuse.org/opensuse-updates/2016-08/msg00005.html

s SUSE:openSUSE-SU-2016:2135

s« URL:http://lists.opensuse.org/opensuse-updates/2016-08/msg00098.html

o UBUNTU:USN-3068-1

e URL:http://www.ubuntu.com/usn/USN-3068-1

Assigning CNA
MITRE Corporation
Date Record Created

20160721 Disclaimer: The record creation date may reflect when the CVE ID was allocated or reserved, and does not necessarily indicate when this vulnerability was discovered, shared with the affected vendor, publicly disclosed, or
updated in CVE.

Phase (Legacy)
Assigned (20160721)

Votes (Legacy)

Comments (Legacy)

Proposed (Legacy)
N/A

This is a record on the CVE List, which provides commaon identifiers for publicly known cybersecurity vulnerabilities.

SEARCH CVE USING KEYWORDS: | || submit |
You can also search by reference using the CVE Reference Maps.

For More Information: CVE Request Web Form (select "Other” from dropdown)




fipan

else if (getline (&line, &linelen, stdin) == -1) {
}

if (line[strlen (line) - 1] == '\n")
line[strlen (line) - 1] = @';

ooooooooooooooooooooooooooooooooo



fipan

else if (getline (&line, &linelen, stdin) == -1) {
}
if (strlen (line) > 0)

if (line[strlen (line) - 1] == "\n")
line[strlen (line) - 1] = @';

ooooooooooooooooooooooooooooooooo



fipan

else if (getline (&line, &linelen, stdin) == -1) {
}
if (strlen (line) > 0)

if (line[strlen (line) - 1] == '\n')
line[strlen (line) - 1] = @';

Cv-®
Common Vulnerabilities and Exposures
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| CVE u3 libidn

CVE-2015-8948 CVE-2016-6262
KommuT, "3akpbiBarowimm” KoMmmMUT, 3aKpbiBaoLL MK
yaseumocTb: 10.08.2015 ya3BumocTb: 14.01.2016

Pa3Huua — 5 mecsues




I 3akpenneHue: CVE

= PearnbHble ya93BMMOCTU

= CWE onucbiBaeT NnaTtTepHbl,
CVE - UX KOHKPETHbIE NposBNEeHnd

&V,

Common Vulnerabilities and Exposures
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I 3akpenneHue: CVE

= PearnbHble ya93BMMOCTU

= CWE onucbiBaeT NnaTtTepHbl,
CVE - UX KOHKPETHbIE NposBNEeHnd
(B YaCTHOCTN)

EV:.

Common Vulnerabilities and Exposures
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CBa3b 6aroe, CWE n CVE
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| Cesiab 6aros, CWE u CVE

Various errors
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| Cesiab 6aros, CWE u CVE

Various errors
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| Cesiab 6aros, CWE u CVE

Various errors
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Jowase

= OWASP: Open Web Application Security Project
= OWASP ASVS: OWASP Application Security Verification Standard
= OWASP Top 10

)ownAsp
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] owAsP Top 10 2017

= Al1:2017 - Injection

= A2:2017 - Broken Authentication

= A3:2017 - Sensitive Data Exposure

= A4:2017 - XML External Entities (XXE)

= A5:2017 - Broken Access Control

= A6:2017 - Security Misconfiguration

= A7:2017 - Cross-Site Scripting (XSS)

= A8:2017 - Insecure Deserialization

= A9:2017 - Using Components with Known Vulnerabilities
= A10:2017 - Insufficient Logging & Monitoring
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] owAsP Top 10 2017 vs 2021

A1:2017 - Injection

A2:2017 - Broken Authentication
A3:2017 - Sensitive Data Exposure
A4:2017 - XML External Entities (XXE)
A5:2017 - Broken Access Control
A6:2017 - Security Misconfiguration
A7:2017 - Cross-Site Scripting (XSS)
A8:2017 - Insecure Deserialization

A9:2017 - Using Components with Known
Vulnerabilities

A10:2017 - Insufficient Logging & Monitoring

A01:2021 - Broken Access Control

A02:2021 - Cryptographic Failures

A03:2021 — Injection

A04:2021 - Insecure Design

A05:2021 - Security Misconfiguration

A06:2021 - Vulnerable and Outdated Components
A07:2021 - Identification and Authentication Failures
A08:2021 - Software and Data Integrity Failures
A09:2021 - Security Logging and Monitoring Failures

A10:2021 - Server-Side Request Forgery
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] owAsP Top 10 2017 vs 2021

A1:2017 - Injection A01:2021 - Broken Access Control

A2:2017 - Broken Authentication A02:2021 - Cryptographic Failures

A3:2017 - Sensitive Data Exposure A03:2021 — Injection

A4:2017 - XML External Entities (XXE) A04:2021 - Insecure Design

A5:2017 - Broken Access Control A05:2021 - Security Misconfiguration

A6:2017 - Security Misconfiguration A06:2021 - Vulnerable and Outdated Components
A7:2017 - Cross-Site Scripting (XSS) A07:2021 - Identification and Authentication Failures
A8:2017 - Insecure Deserialization A08:2021 - Software and Data Integrity Failures

A9:2017 - Using Components with Known A09:2021 - Security Logging and Monitoring Failures
Vulnerabilities /

A10:2017 - Insufficient Logging & Monitoring A10:2021 - Server-Side Request Forgery
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i Task Manager — O ot
Ble Qptions _Yiew 1% Process Hacker — O *
Processes i i
Performance Users Details Services Hacker View Tools Users Help
o~ 79, 999 @ Refrezh -,_‘ﬁ Options | g8 Find handles or DLLs * |Search Processes (Ctrl+K) ju
MName CPU Memory Processes  Services Metwork Disk
Mame PID  CPU  Private b... Description &
}':"LFIFIS (3) v 5] winlogon.exe 11796 245MB  Windows Logon Application
W H__ Microsoft Visual Studio 2022 Preview (3) 4.8% | 124621.9 MB [®] fontdrvhost.exe 12008 1.96 MB Usermode Font Driver Host
dwm. 12064 35898 ME  Desktop Window M
[ Microsoft.ServiceHub.Controller 0% 204 MB E dwm.exe sektop Tneow Vanager
¥ = explorer.exe 4308 43.86 MB  Windows Explorer

¥ PerfWatson2 exe 0% 429MB [~V devenvexe 2572 369 14231GB _Microsoft Visual Studio 2022 Preview |

[a5] ServiceHub.Host.CLRx64 0% 27.7 MB v & Microsoft.5ervi.. 12396 34.36MB _ Microsoft.ServiceHub.Centroller

[m5] ServiceHub.Host.CLR.x26 (32 bit) 0% 25.5 ME [#Z] ServiceHub.l... 13440 3542 MB  ServiceHub.|dentityHost.exe

[82] ServiceHub.ldentityHost.exe (32 bit) 05 27.4 ME [m5] ServiceHub.... 134956 o105 ME  ServiceHubViDetouredHost exe

E SEWiCEHUb.SEttiHQSHDSt.EKE {32 blt:l E'% 313 MB EI SEWICEHUIJ 14‘]1 E ﬂ12 53.35 MB SEWICEHUhSEﬂIHQSHDHE{E

[ ServiceHub.VSDetouredHost.exe 0% 16.0 MEB [m:] ServiceHub.... 15288 326 ME  ServiceHub.Host. CLE.x86 "

E SEWiCEHUh.... EREsT= N EA RAD Crmmnmmldids Ldmmd+ 71 D 24
¥ Microsoft Visual Studio Preview 4.8% | 124,404.3 MB — e e - < L

L) Fewer details

End task

CPU Usage: 6.67% Physical memory: 127.59 GB (99.74%) Processes: 163

Call Stack

Mame

Microsoft. XmiEditor.dIl!Microsoft. {mlEditor.Parser.ParseStringLiteral (Microsoft.XmlEditor XmlMNo
Microsoft. XmlEditor.dll!Microsoft. XmlEditor.Parser.ParseEntity(Microsoft. XmlEditor.XmiMNode ow
Microsoft. XmlEditor.dll!Microsoft. XmlEditor.DtdParser.ParseDtdMarkupDeclaration(Microsoft.Xm

| Microsoft.XmiEditor.dll!
Microsoft. XmlEditor.dll!Microsoft. XmlEditor.Parser.ParseDocType(Microsoft. XmlEditor. XmiMode |
Microsoft. XmlEditor.dll!Microsoft. XmlEditor.Parser.ParseXmiMarkupDeclaration(Microsoft XmlEd
Microsoft. XmiEditor.dll!Microsoft. {mlEditor.Parser.ParseEntity Content(Microsoft. XmiEditor.{mIC
Microsoft. XmlEditor.dll!Microsoft. XmlEditor.Parser.ParseDocument()

Microsoft. XmlEditor.CtdParser.ParseDtd (Microsoft. XmlEditor.Dtd subset,
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] owAsP Top 10 2017

= Al1:2017 - Injection

= A2:2017 - Broken Authentication

= A3:2017 - Sensitive Data Exposure

= A4:2017 - XML External Entities (XXE)
= A5:2017 - Broken Access Control

= A6:2017 - Security Misconfiguration

= A7:2017 - Cross-Site Scripting (XSS)

= A8:2017 - Insecure Deserialization

= A9:2017 - Using Components with Known Vulnerabilities
= A10:2017 - Insufficient Logging & Monitoring
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A4:2017 - XML External Entities (XXE)

CWE CATEGORY: OWASP Top Ten 2017 Category A4 - XML External Entities (XXE)

Category ID: 1030

¥ Summary
Weaknesses in this category are related to the A4 category in the OWASP Top Ten 2017.
¥ Membership

Nature Type ID Name

MemberOf 1026 Weaknesses in OWASP Top Ten (2017)

HasMember © o611 Improper Restriction of XML External Entity Reference

HasMember @ 776 Improper Restriction of Recursive Entity References in DTDs (‘XML Entity Expansion'),

101



A4:2017 - XML External Entities (XXE)

CWE CATEGORY: OWASP Top Ten 2017 Category A4 - XML External Entities (XXE)

Category ID: 1030

¥ Summary
Weaknesses in this category are related to the A4 category in the OWASP Top Ten 2017.
¥ Membership

Nature Type ID Name

MemberOf 1026 Weaknesses in OWASP Top Ten (2017)

HasMember © o611 Improper Restriction of XML External Entity Reference

HasMember @ 776 Improper Restriction of Recursive Entity References in DTDs (‘XML Entity Expansion'),
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1 A4:2017 - XML External Entities (XXE)

<IENTITY myEntity "Entity value™>
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1 A4:2017 - XML External Entities (XXE)

<IENTITY myEntity "Entity value™>

<foo>&myEntity;</foo>
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1 A4:2017 - XML External Entities (XXE)

<IENTITY myEntity "Entity value™>

<foo>&myEntity;</foo>

// -> <foo>Entity value</foo>
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1 A4:2017 - XML External Entities (XXE)

<IENTITY lol "lol">

<IENTITY loll
"&lol;&lol;&lol;&lol;&1o0l;&lol;&lol;&lol;&1o0l;&lol;">
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1 A4:2017 - XML External Entities (XXE)

<IENTITY lol "lol">

<IENTITY loll
"&lol;&lol;&lol;&lol;&1o0l;&lol;&lol;&lol;&1o0l;&lol;">

// -> lollollollollollollollollollol
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1 A4:2017 - XML External Entities (XXE)

<IENTITY lol2
"&lol1;&l0l11;&l011;&l011;&1011;&1l011;&1011;&1011;&1011;
&loll;">

/] ->
lollollollollollollollollollollollollollollollollollollold
lollollollollollollollollollollollollollollollollollollol
lollollollollollollollollollollollollollollollollollollold
lollollollollollollollollollollollollollollollollollollol
lollollollollollollollollollol...
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1 A4:2017 - XML External Entities (XXE)

<?xml version="1.0"?>
<!DOCTYPE 1lolz
[
<!ENTITY lol "lol">
<!ELEMENT lolz (#PCDATA)>
<IENTITY loll "&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&1lol;">
<IENTITY lol2 "&lol1l;&lol1;&l0l11;&1l0l11;&l0o11;&l011;&1011;&1011;&l011;&1011;">
<IENTITY 1lol3 "&lol2;&l012;&l012;&1012;&1012;&1012;&1012;&1012;&1012;&1012;">
<IENTITY lol4 "&lol3;&l013;&1013;&l013;&1013;&1013;&1013;&1013;&1013;&1013;">
<IENTITY 1lol5 "&lol4;&lol4;&10l14;&1014;&1014;&1014;&1014;&1014;&1014;&1014;">
<!ENTITY lol6 "&lol5;&l015;&1l015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;">
<IENTITY 1lol7 "&lol6;&l016;&1016;&1016;&1016;&1016;&1016;&1016;&1016;&1016;">
<!ENTITY 1lo0l8 "&lo0l7;&l0l17;&l017;&l017;&1017;&1017;&l017;&1017;&1017;&1017;">
<IENTITY 1019 "&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;">
<IENTITY lollo "&1019;&1019;&1019;&1019;&1019;&1019;&1019;&1019;&1019;&1019;">
<IENTITY lolll "&10110;&10110;&10110;&10110;&10110;&10110;&10110;&10110;&10110;&10110;">
<!ENTITY loll12 "&lo0l11;&10111;&10111;&10111;&10111;&10111;&1l0111;&10111;&10111;&10111;">
<IENTITY loll13 "&lo0l12;&l0112;&10112;&10112;&10112;&10112;&10112;&10112;&10112;&10112;">
<IENTITY loll4 "&lo0l113;&10113;&10113;&l10113;&10113;&10113;&10113;&10113;&10113;&10113;">
<!ENTITY 1loll5 "&lo0l14;&10114;&10114;&10114;&10114;&10114;&10114;&10114;&10114;&10114;">
1>
<lolz>&lol15;</1olz>
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1 A4:2017 - XML External Entities (XXE)

<?xml version="1.0"?>

<!DOCTYPE 1lolz

[
<!ENTITY lol "lol">
<!ELEMENT lolz (#PCDATA)>
<IENTITY loll "&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&1lol;">
<IENTITY lol2 "&lol1l;&lol1;&l0l11;&1l0l11;&l0o11;&l011;&1011;&1011;&l011;&1011;">
<IENTITY 1lol3 "&lol2;&l012;&l012;&1012;&1012;&1012;&1012;&1012;&1012;&1012;">
<IENTITY lol4 "&lol3;&l013;&1013;&l013;&1013;&1013;&1013;&1013;&1013;&1013;">
<IENTITY 1lol5 "&lol4;&lol4;&10l14;&1014;&1014;&1014;&1014;&1014;&1014;&1014;">
<!ENTITY lol6 "&lol5;&l015;&1l015;&1015;&1015;&1015;&1015;&1015;&1015;&1015;">
<IENTITY 1lol7 "&lol6;&l016;&1016;&1016;&1016;&1016;&1016;&1016;&1016;&1016;">
<!ENTITY 1lo0l8 "&lo0l7;&l0l17;&l017;&l017;&1017;&1017;&l017;&1017;&1017;&1017;">
<IENTITY 1019 "&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;&1018;">
<IENTITY lollo "&1019;&1019;&1019;&1019;&1019;&1019;&1019;&1019;&1019;&1019;">
<IENTITY lolll "&10110;&10110;&10110;&10110;&10110;&10110;&10110;&10110;&10110;&10110
<!ENTITY loll12 "&lo0l11;&10111;&10111;&10111;&10111;&10111;&10111;&10111;&l0111;&1011
<IENTITY 1lo0l13 "&lo0l12;&10112;&10112;&10112;&10112;&10112;&10112;&10112;&10112;&10112
<IENTITY loll4 "&l0113;&10113;&10113;&l10113;&10113;&10113;&10113;&10113;&10113;&10113
<IENTITY 1loll5 "&lo0l14;&10114;&10114;&10114;&10114;&10114;&10114;&10114;&10114;&10114

1>
<lolz>&lol15;</1olz>



1 A4:2017 - XML External Entities (XXE)

% Task Manager — O >
Ble Qptions View 1%, Process Hacker — O *
Processes i i
Performance Users Details  Services Hacker View Tools Users Help
~ 79, 999, % Refresh {é} Options | g8 Find handles or DLLs » [Search Processes (Ctrl+K) Js)
Mame CPU Memary Processes Services MNetwork  Disk
A Mame PIDD  CPU  Private b... Description 2
Apps (3) v [m5] winlogon.exe 11796 245 MB  Windows Logon Application
~ ¢ Microsoft Visual Studic 2022 Preview (&) 4,85, - [85] fontdrvhost.exe 12008 196 MBE  Usermode Font Driver Host
dwm. 12064 35398 MEB Desktop Window M
[ Microsoft.ServiceHub.Controller 0% 20.4 MB : (o] dwm.exe E_s op Sineo anager
¥ = explorer.exe 4303 43.86 MB  Windows Explorer

¥ PerfWatsan2exe 0%  429MB [~V devenvere 2572 369 14231GB Microsoft Visual Studio 2022 Preview |

(8] ServiceHub.Host.CLR.x64 0% 27.7MB v o] Microsoft.5ervi... 12396 3436 MB Microsoft.5erviceHub. Contraller

[m5] ServiceHub.Host.CLR.x86 (32 bit) 0% 23.5 MB [#Z] ServiceHub.l... 13440 3542 MB  ServiceHub.ldentityHost.exe

[ ServiceHub.ldentityHost.exe (32 bit) 0% 27.4 MB [m=] ServiceHub.... 13956 61.05 MEB  ServiceHub VSDetouredHost,exe

E SEWiCEHUb.SEttiﬂgSHDSt.EIE Erz blt:l ﬂ'% :_;l'?-s ME E] SEWICEHUh. 14‘]16 ﬂ12 53.1% ME SEWiCEHuh.SEﬁII‘igSHDStEHE

[ ServiceHub.VSDetouredHost.exe 0% 16.0 MEB [5=] ServiceHub.... 15288 326 ME  ServiceHub.Host.CLR.x26 y

E SEI\"iCEHuh.... AdnE DN EARAD Camaraldols LHard 71 D R4
. Microsoft Visual Studio Preview 4.8% | 124,404.3 MB o e, oo < i
W
CPU Usage: 6.67% Physical memony: 127.59 GB (99.74%) Processes: 163

() Fewer details
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A4:2017 - XML External Entities (XXE)

XMLFiledooml #1 X
<?xml version="1.8"7=
=< !DOCTYPE lolz [

<IENTITY lol "lol"=
<IELEMENT lolz (#PCDATA)=
<IENTITY loll "&lol;&lol;&Llol;&Llol;&lol;&lol;&lol;&lol
<IENTITY lol2 "&loll;&loll;&loll;&loll;&loll;&loll &l

1=

<lolz>&lpl2;</lolz>

lellcllcllcliclicliclclicliolallclliolallclliclcllcllclcliclollc
llollcliclicllclalicliclclcliclalcliclalcllolaliclialclicll
cllollolicllclicllicllcliclclicliclellclliclcllcliclcllcllolallcl
lellcllcllcliclicliclclicliolallclliolallclliclcllcllclcliclollc
llollellclicllolcllcllollcl
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1 A4:2017 - XML External Entities (XXE)

XMLFiledxml & X

<?xml version="1.4"7=
H=!DOCTYPE lolz [
<!ENTITY lol "Llol"=

<!ELEMENT lolz (#PCDATA)> Search P~ = M~ " Groupby: ProcessID
<IENTITY loll "&lol;&lol;&Llol;&Llol;&lol;&lol;&lol;&lol
<!ENTITY lol2 "&Lloll;&loll;&loll;&loll;&Lloll;&loll; &l - [h] Mame = Location
1= A Process Lk 5387 cod39-311c-494c-9107-Besefadeldle (24U threads)
<lolz>&1p12;</1lolz> B 5 4812 VSMain v Microsoft.XmiEditor.di!Microsoft.XmlEditor.XmINode.AddChild
lellcllcllcliclicliclclicliolallclliolallclliclcllcllclcliclollc Hi

6152 <Mo Nat  w Microsoft.Visualstudio. lelemetry.dillMicrosoft.Visualstudio. Applic
llallallollollollallallollolollallallollolollcllollollolallallall Fl] 2104 StatusBa w Wir1dﬂwsEase.dlI!MS.Wir1EE.UnsafeNativeMethods.GetMessageW
ollollollallollollicllollaliclollallololliolollcllolcliolollalliol

lollollallcllollollollalicliollallolcliclollallolaliclollallolo
llollallollalloliollallollol
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1 A4:2017 - XML External Entities (XXE)

XMLFiledxml & X

<?xml version="1.4"7=
H=!DOCTYPE lolz [

=!ELEMENT lolz (#PCDATA)=

Search P i=E - Group by:  Process D
<IENTITY loll "&lol;&lol;&Llol;&Llol;&lol;&lol;&lol;&lol
<!ENTITY lol2 "&Lloll;&loll;&loll;&loll;&Lloll;&loll; &l - [h] Mame = Location
1= A Process Lk 5387 cod39-311c-494c-9107-Besefadeldle (24U threads)
<lolz>&1p12;</1lolz> B 5 4812 VSMain v Microsoft.XmiEditor.di!Microsoft.XmlEditor.XmINode.AddChild
lellollallcllolicllollicliollolicllcliollolloliclloliollaloliollolo M 36752 <Mo MNat  w Microsoft.‘u"isualStudio.TeIemetrj.r.dII!Microsoft.‘u’isualStudio.hpplic
llellclicllallclicllclicllalalallalcliclcllcllcllcliclallialall 23]

2104 StatusBa  + WindowsBase.dll!MS.Win32.UnsafeMativelMethods.GetMessageW
ollellollollcllolicllolliollalloliclloliollclollollalicliclellallol

lollollallcllollollollalicliollallolcliclollallolaliclollallolo
llollallollalloliollallollol

Mame

Microsoft. XmlEditor.dll!Microsoft. XmiEditor.Parser.ParseStringLiteral(Microsoft. XmlEditor.XmiMNa
Microsoft. XmlEditor.dll!Microsoft. XmlEditor.Parser.ParseEntity(Microsoft. XmlEditor. XmiIMNode ow
Microsoft. XmlEditor.dll!Microsoft. XmlEditor.DtdParser.ParseDtdMarkupDeclaration(Microsoft.Xm

| Microsoft XmlEditor.dll!Microsoft. XmlEditor.DtdParser.Parseltd(Microsoft. XmlEditor.Dtd subset,
Microsoft. XmlEditor.dl!Microsoft. XmlEditor.Parser.ParseDocType(Microsoft. XmlEditor XmiMNode |
Microsoft. XmlEditor.dl!Microsoft. XmlEditor.Parser.ParseXmiMarkupDeclaration(Microsoft. XmlEd
Microsoft. XmlEditor.dil!Microsoft. XmiEditor.Parser.ParseEntity Content(Microsoft. {miEditor.XmIC
Microsoft. XmlEditor.dil!Microsoft. XmlEditor.Parser.ParseDocument()
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| Visual Studio 2022 u XML-60M6b

= CWE-776: Improper Restriction of Recursive Entity References in DTDs
(‘XML Entity Expansion’ (XEE))

= OWASP Top 10 2017 - A4:2017 - XML External Entities (XXE)
= OWASP Top 10 2021 - A05:2021 — Security Misconfiguration
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| Visual Studio 2022 u XML-60M6b

= CWE-776: Improper Restriction of Recursive Entity References in DTDs
(‘XML Entity Expansion’ (XEE))

= OWASP Top 10 2017 - A4:2017 - XML External Entities (XXE)
= OWASP Top 10 2021 - A05:2021 — Security Misconfiguration

= WcnpaBneHo nocrie bar-penopTa
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I AST (Application Security Testing)

= SAST
= DAST
= [AST
= SCA
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SAST: Static Application Security Testing

" AHanM3mpyeM KaKoe-TO npeacrtaBiieHne Koaa
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SAST: Static Application Security Testing

=  AHanusnpyem Kakoe-TO npegcraBneHue Kkoga

= He TpebyeT ncnonHeHusa NpunoXxeHus
(ero pasBepTbIBAHUA — KaK CneacTeue)
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SAST: Static Application Security Testing

=  AHanusnpyem Kakoe-TO npegcraBneHue Kkoga

= He TpebyeT ncnonHeHusa NpunoXxeHus
(ero pasBepTbIBAHUA — KaK CneacTeue)

= [loKpblBa€eT BCO KOOOBYO Dasy
(HO He 0bA3aTernbLHO)
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SAST: Static Application Security Testing

=  AHanusnpyem Kakoe-TO npegcraBneHue Kkoga

= He TpebyeT ncnonHeHusa NpunoXxeHus
(ero pasBepTbIBAHUA — KaK CneacTeue)

= [loKpblBa€eT BCO KOOOBYO Dasy
(HO He 0bA3aTernbLHO)

= MoxeT gaBatb (U gaeT) false positive cpabartbiBaHUS
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SAST: Static Application Security Testing

=  AHanusnpyem Kakoe-TO npegcraBneHue Kkoga

= He TpebyeT ncnonHeHusa NpunoXxeHus
(ero pasBepTbIBAHUA — KaK CneacTeue)

= [loKpblBa€eT BCO KOOOBYO Dasy
(HO He 0bA3aTernbLHO)

= MoxeT gaBatb (U gaeT) false positive cpabartbiBaHUS
(OOHAKO NX KONIMYECTBO MOXHO COKPaTUTh)
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Syntax & semantic
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I A 3ayem?

127



128



129



130



131



132



133



134



fsymax

if (goodMood)
Console.WritelLine("good morning good people");
else

Console.WritelLine("go away Monday, pew-pew-pew");
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fsymax

if (goodMood)
Console.WritelLine("good morning good people");
else

Console.WritelLine("go away Monday, pew-pew-pew");

O AWAY MONDAY
..
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Syntax

IfStatement Node

%/ Lo~

IdentifierName Node ExpressionStatement Node ElseClause Node

WhitespaceTrivia WhitespaceTrivia ‘goodMood" Token EndOfLineTrivia InvocationExpression Node ExpressionStatement Node

SimpleMemberAccessExpression Node ArgumentList Node EndOfLineTrivia WhitespaceTrivia EndOfLineTrivia InvocationExpression Node

IdentifierName Node IdentifierName Node Argument Node ))' Token SimpleMemberAccessExpression Node ArgumentList Node EndOfLineTrivia

'Console' Token ‘WriteLine' Token StringLiteralExpression Node IdentifierName Node IdentifierName Node Argument Node

WhitespaceTrivia ""good morning good people™ Token ‘Console' Token ‘WriteLine' Token StringLiteralExpression Node

' !

WhitespaceTrivia ""go away monday, pew-pew-pew"' Token

)

137



Syntax

IfStatement Node

T

IdentifierName Node ExpressionStatement Node ElseClause Node

‘goodMood' Token InvocationExpression Node ExpressionStatement Node

SimpleMemberAccessExpression Node ArgumentList Node InvocationExpression Node

IdentifierName Node IdentifierName Node Argument Node SimpleMemberAccessExpression Node ArgumentList Node

‘Console' Token '‘WriteLine' Token StringLiteralExpression Node IdentifierName Node IdentifierName Node (" Token Argument Node

""good morning good people" Token 'Console' Token 'WriteLine' Token StringLiteralExpression Node

.

""go away monday, pew-pew-pew"' Token
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IfStatement Node
IdentifierName Node ExpressionStatement Node ElseClause Node

ExpressionStatement Node
SimpleMemberAccessExpression Node InvocationExpression Node
SimpleMemberAccessExpression Node
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|

d

141



|

local variable

\a

142



|

local variable System.Int32

d
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I Syntax & semantic

= CpencTtBa ansa 6onee ygobHom paboTbl ¢ KOAOM
(ocobeHHO ecnn APl ansa rmogen. Roslyn - <3)

7
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I Syntax & semantic

= CpencTtBa ansa 6onee ygobHom paboTbl ¢ KOAOM
(ocobeHHO ecnn APl ansa rmogen. Roslyn - <3)

= CeMaHTuKa: HdopMaLMS O CYLLIHOCTSAX, TUNax u T.n.

7
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I Syntax & semantic

= CpencTtBa ansa 6onee ygobHom paboTbl ¢ KOAOM
(ocobeHHO ecnn APl ansa rmogen. Roslyn - <3)

= CeMaHTuKa: HdopMaLMS O CYLLIHOCTSAX, TUNax u T.n.

= JlocTaToyHO ANga oTnoBa MHOrnMx 6aros

146



| ios (cvE-2014-1266)

if ((err = SSLHashSHAl.update(
&hashCtx, &signedParams)) != 0)

goto fail;
goto fail;

10S
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| ios (cvE-2014-1266)

if ((err = SSLHashSHAl.update(
&hashCtx, &signedParams)) != 0)

—goto fail;

— goto fail;

10S
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| ios (cvE-2014-1266)

if ((err = SSLHashSHAl.update(
&hashCtx, &signedParams)) != 0)

goto fail;
goto fail;

10S
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| ios (cvE-2014-1266)

if ((err = SSLHashSHAl.update(
&hashCtx, &signedParams)) != 0)

goto fail;

goto fail;

10S
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1 MysQL (CVE-2012-2122)

typedef char my _bool;

my bool

check scramble(const char *scramble arg,
const char *message,
const uint8 *hash stage2) {

return memcmp(hash stage2,

hash stage2 reassured,
SHA1 HASH SIZE); Y}§
} int -> char MySOL.
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Data-flow analysis

152



I Data-flow analysis

var myStr = flag ? null : String.Empty;

if (anotherFlag)
{

var len = myStr.Length;
¥
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I Data-flow analysis

var myStr = flag ? [null|: String.Empty;

if (anotherFlag)
{

var len = myStr.Length;
¥
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I Data-flow analysis
>

var myStr = flag ? [null|: String.Empty;

if (anotherFlag)
{

var len = myStr.Length;
¥
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I Data-flow analysis
>

var myStr = flag ? |null|: String.Empty;

if (anotherFlag)
{

var len = myStr.Length;
¥
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I Data-flow analysis
>

var myStr = flag ? |null|: String.Empty;

if (anotherFlag)
{

var len = myStr.Length;

¥
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I Data-flow analysis
S

var myStr = flag ? |null|: String.Empty;

if (anotherFlag)
{

var len = myStr.Length; // Possible null reference exception

¥
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I Data-flow analysis

int mappingClassCount = this.Mapping.GetClassCountSafe(....);

if (mappingClassCount == 2) {
throw new BayesPointMachineClassifierException(....);

}
if (mappingClassCount < 2) {

throw new BayesPointMachineClassifierException(....);
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I Data-flow analysis

int mappingClassCount = this.Mapping.GetClassCountSafe(....);
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I Data-flow analysis

public static int GetClassCountSafe<....>(....)
{

int classCount = mapping.GetClassCount(instanceSource,
labelSource);
if (classCount < 2) {
throw new MappingException(....);

¥

return classCount;

¥
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I Data-flow analysis

public static int GetClassCountSafe<....>(....)
{

int classCount = ....;

if (classCount < 2) {
throw ....;

¥

return classCount;
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I Data-flow analysis

public static int GetClassCountSafe<....>(....)
{

int classCount = ....;
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I Data-flow analysis

public static int GetClassCountSafe<....>(....)
{

int classCount = ....; [int.MinValue .. int.MaxValue]

164



I Data-flow analysis

public static int GetClassCountSafe<....>(....)
{

int classCount = ....; [int.MinValue .. int.MaxValue]

if (classCount < 2) {
throw ....;

¥

165



I Data-flow analysis

public static int GetClassCountSafe<....>(....)
{

int classCount = ....; [int.MinValue .. int.MaxValue]

if (classCount < 2) {
throw ....; [int.MinValue .. 1]

¥

166



I Data-flow analysis

public static int GetClassCountSafe<....>(....)
{

int classCount = ....; [int.MinValue .. int.MaxValue]

if (classCount < 2) {
throw ....; [int.MinValue .. 1]

¥

return classCount;

¥
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I Data-flow analysis

public static int GetClassCountSafe<....>(....)
{

int classCount = ....; [int.MinValue .. int.MaxValue]

if (classCount < 2) {
throw ....; [int.MinValue .. 1]

¥

return classCount; [2 .. int.MaxValue]

¥
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I Data-flow analysis

int mappingClassCount = this.Mapping.GetClassCountSafe(....);

if (mappingClassCount == 2) {
throw new BayesPointMachineClassifierException(....);

}
if (mappingClassCount < 2) {

throw new BayesPointMachineClassifierException(....);
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I Data-flow analysis

int mappingClassCount = ....; [2 .. int.MaxValue]

if (mappingClassCount == 2) {
throw new BayesPointMachineClassifierException(....);

}
if (mappingClassCount < 2) {

throw new BayesPointMachineClassifierException(....);
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I Data-flow analysis

int mappingClassCount = ....; [2 .. int.MaxValue]

if (mappingClassCount == 2) {
throw new BayesPointMachineClassifierException(....);

}
if (mappingClassCount < 2) {

throw new BayesPointMachineClassifierException(....);
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I Data-flow analysis

int mappingClassCount = ....; [2 .. int.MaxValue]

if (mappingClassCount == 2) {
throw new BayesPointMachineClassifierException(....);

}
if (mappingClassCount < 2) {

throw new BayesPointMachineClassifierException(....);
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I Data-flow analysis

int mappingClassCount = ....; [2 .. int.MaxValue]

if (mappingClassCount == 2) {
throw new BayesPointMachineClassifierException(....);

it (MmappingClassCount < 2) {

throw new BayesPointMatt=re€iassifierException(....);
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I Data-flow analysis

int mappingClassCount = ....; [2 .. int.MaxValue]

if (mappingClassCount == 2) {
throw new BayesPointMachineClassifierException(....);

it (MmappingClassCount < 2) {

throw new BayesPointMatt=re€iassifierException(....);

}

CWE-570: Expression is Always False
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SQLI (SQL injection)



I SQL injection

176



I SQL injection
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I SQL injection
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I SQL injection
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SQL Injection

?_
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SQL Injection

?_
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I SQL injection




I SQL injection

X1 17{AM 62
——

IX???AM 62/

183



I SQL injection

SELECT * FROM Cars WHERE PlateNumber = ' + PlateNumber + '
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I SQL injection

SELECT * FROM Cars WHERE PlateNumber = ' + PlateNumber + '

// X777am62

SELECT * FROM Cars WHERE PlateNumber "x777am62"’
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SQL Injection

1;DROP TABLE Cars;--

‘

I 1"DROP TABLE Cars;--
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I SQL injection

SELECT * FROM Cars WHERE PlateNumber = ' + PlateNumber + '

// X777am62

SELECT * FROM Cars WHERE PlateNumber "x777am62"’

// 1';DROP TABLE Cars;--
SELECT * FROM Cars WHERE PlateNumber

"1';DROP TABLE Cars;--
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SQL Injection

1;DROP TABLE Cars;--

‘

I 1"DROP TABLE Cars;--
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SQL Injection

1;DROP TABLE Cars;--

‘

I 1"DROP TABLE Cars;--
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SQL Injection

1;DROP TABLE Cars;--

‘

I 1"DROP TABLE Cars;--
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SQL Injection

1;DROP TABLE Cars;--

‘

I 1"DROP TABLE Cars;--
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SQL Injection

1;DROP TABLE Cars;--

‘

I 1"DROP TABLE Cars;--

192



Jsou

using (SqlConnection connection = new SqglConnection(_connectionString))

{

String userName = Request.Form["userName"];

using (var command = new SqglCommand()

{
Connection = connection,
CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'"
CommandType = System.Data.CommandType.Text

1)
{

J

using (var reader = command.ExecuteReader())
// Data processing
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Jsou

using (SqlConnection connection = new SqglConnection(_connectionString))

{

String userName = Request.Form["userName"];

using (var command = new SqlCommand()

{
Connection = connection,
CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + """
CommandType = System.Data.CommandType.Text

})

{

J

using (var reader = command.ExecuteReader())
// Data processing
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Jsou

using (SqlConnection connection = new SqglConnection(_connectionString))

{

String userName = Request.Form["userName"];
using (var command = new SqlCommand()

{

Connection = connection,

CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'"
CommandType = System.Data.CommandType.Text

1)
{

J

using (var reader = command.ExecuteReader())
// Data processing
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XSS (cross-site scripting)
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I XSS (cross-site scripting)

bebazillien
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I XSS (cross-site scripting)

Input: Why Skopin is the best city?

TRL || Go

L.LOZ.III.N

[why skopin is the best cit]  searen
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I XSS (cross-site scripting)

Input: Why Skopin is the best city?

TRL ||Gn|

bebazillien

Sorry, no results were found for Why Skopin is the best city?. Try again.
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I XSS (cross-site scripting)

Input: <s>Skopin</s>

L.LOZ.III.N

[<s>skopin</s>]
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I XSS (cross-site scripting)

Input: <s>Skopin</s>

L.LOZ.III.N

sults were found for Skepin. Try again.
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I XSS (cross-site scripting)

Input: <s>Skopin</s>

L.LOZ.III.N

sults were found for Skepin. Try again.
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I XSS (cross-site scripting)

Input: <script>alert("Hello from Skopin")</script >

TRL || Go

bebazillien

[{scri pt=alert("Hello from ] Search
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XSS (cross-site scripting)

Input: <script>alert("Hello from Skopin")</script >

G Cross-Site Scripting - Applicatioc X +

- ¢ # google.com/about/appsecurity/learning/xss/

pps @ 88 B vouTrack Issues , PVS-Studio LLC C# |.. %7 PVS-Studiobeta @B Introduction | Micr.. W
An embedded page at xss-doc.appspot.com says
M YD :AHIII'JI:

Helle from skopin

XSS vulnerabilities most often happen when us ut proper escaping or validation.

Consider the search application below. Click on “ ou can interact with it--try searching for
something. For your reference, we also include iew application source code” link.

Demo application 1:

TURL |Go

bebazilien

<script>alert("Hello from Search
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I XSS (cross-site scripting)

Input: ...?username=<script>alert("Congrats! You’ve been hacked")</script>

— d >
L1 \'..) Home Page * + o

&« = X (D localhost:44343/Default.aspx?username=<script>alert("Congr.. B ¥ N = ‘ :

i Apps W BE ction | Micr... »

localhost44343 says

Congrats! You've been hacked
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I XSS (cross-site scripting)

@ amd Vulnerable site / app —*@
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I XSS (cross-site scripting)

207



Jxss

protected void Page Load(object sender, EventArgs e)

{

var userName = Request.Params["userName"];

string message;
if (string.IsNullOrWhiteSpace(userName))

{
message = string.Format(_centerAlignFormat,
"Empty 'userName' parameter");
}
else
{
message = string.Format(_centerAlignFormat,
$"'{userName}' data has been processed.");
}

Response.Write(message);
} 208



Jxss

protected void Page Load(object sender, EventArgs e)

{

var userName = Request.Params["userName"];

string message;
if (string.IsNullOrWhiteSpace(userName))

{
message = string.Format(_centerAlignFormat,
"Empty 'userName' parameter");
}
else
{
message = string.Format(_centerAlignFormat,
$"'{userName}' data has been processed.");
}

Response.Write(message);
} 209



Jxss

protected void Page Load(object sender, EventArgs e)

{

var userName = Request.Params["userName"];

string message;
if (string.IsNullOrWhiteSpace(userName))

{
message = string.Format(_centerAlignFormat,
"Empty 'userName' parameter");
}
else
{
message = string.Format(_centerAlignFormat,
$"'{userName}' data has been processed.");
}

Response.Write(message);
} 210



Jxss

protected void Page Load(object sender, EventArgs e)

{

var userName = Request.Params["userName"];

string message;
if (string.IsNullOrWhiteSpace(userName))

{
message = string.Format(_centerAlignFormat,
"Empty 'userName' parameter");
}
else
{
message = string.Format(_centerAlignFormat,
$"'{userName}' data has been processed.");
}

Response.Write(message);
} 211




VI3annwHee gosepue
K BHELLULHUM OAHHbIM



[ lpoekTupoBaHMe no
ONTUMUCTUYHOMY
cueHapuio



Xakep, Korga Tbl NPoOeKTUpyeLllb no

onTMMUCTUNYHHOMY CLI€HApPUIO

214






Taint analysis (taint checking)

216



I Taint analysis

= [lpobnema n3nuLIHero JoBeEPUs K BXOAHbIM JaHHbIM

\ 7,
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I Taint analysis

= [lpobnema n3nuLIHero JoBeEPUs K BXOAHbIM JaHHbIM

= [lomoraet B noucke:
= SQL injection
= OS command injection
= XSS (cross-site scripting)
= path traversal
= XXEwn XEE
" NT.I.

7
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I Taint analysis

= [lpobnema n3nuLIHero JoBeEPUs K BXOAHbIM JaHHbIM

= [lomoraet B noucke:
= SQL injection
= OS command injection
= XSS (cross-site scripting)
= path traversal
= XXEwn XEE
" NT.I.

= CWE, OWASP, Top'bl...

\ 7

219



I Taint analysis




I Taint analysis




I Taint analysis




I Taint analysis




I IETIIEREWAIE




I Taint analysis

= YTO HY)XXHO ANA aHanusa taint aHanusa?
*  ICTOYHUKN
= [lepenatynkm
= [lpnemHukn

7

225




I Taint analysis: NCTOYHUKK

* HttpRequest.QueryString
* HttpRequest.Form
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I Taint analysis: NCTOYHUKK

* HttpRequest.QueryString
* HttpRequest.Form

* TextBox.Text
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I Taint analysis: NCTOYHUKK

* HttpRequest.QueryString
* HttpRequest.Form

* TextBox.Text

* Console.ReadLine

= gets
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I Taint analysis: NCTOYHUKK

* HttpRequest.QueryString
* HttpRequest.Form

* TextBox.Text

* Console.ReadLine

= gets

= stdin
= _acrt_iob func(0)
= & idiob func()[0]
= & iob[@]
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I Taint analysis: NCTOYHUKK

* HttpRequest.QueryString
* HttpRequest.Form

* TextBox.Text

* Console.ReadLine

= gets

= stdin
= _acrt_iob func(0)
= & idiob func()[0]
= & iob[@]

230



Jsou

using (SqlConnection connection = new SqglConnection(_connectionString))

{

String userName = Request.Form["userName"];

using (var command = new SqglCommand()

{
Connection = connection,
CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'"
CommandType = System.Data.CommandType.Text

1)
{

J

using (var reader = command.ExecuteReader())
// Data processing
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Jsou

using (SglConnection connection = new SglConnection( _connectionString))

{

String useriame = Request.Form "uvseriame’ |

using (var command = new SqglCommand()

{
Connection = connection,
CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'"
CommandType = System.Data.CommandType.Text

})
{

J

using (var reader = command.ExecuteReader())
// Data processing

232



Taint analysis: npueMHuUKu

233



Taint analysis: npueMHuKm (sinks)
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I Taint analysis: npueMHUuKu (sinks)

= CneuyndunyHbl Ans pasHbix gedekToB 6e30nacHoOCTH

235



I Taint analysis: npueMHUuKu (sinks)

= CneuyndunyHbl Ans pasHbix gedekToB 6e30nacHoOCTH

= SQLI:
" MapaMeTp KOHCTpPyKTopa (komaHaa)
= CB-BO (KOMaHfa)
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I Taint analysis: npueMHUuKu (sinks)

= CneuyndunyHbl Ans pasHbix gedekToB 6e30nacHoOCTH
= SQLI:

" MapaMeTp KOHCTpPyKTopa (komaHaa)

= CB-BO (KOMaHfa)

= XSS
= Response.Write
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Taint analysis: npueMHUuKu (sinks)

CneundunyHbl Ana pasHbix gedekToB 6e30nacHOCTU

SQLI:
" MapaMeTp KOHCTpPyKTopa (komaHaa)
= CB-BO (KOMaHfa)

= XSS
= Response.Write

Path traversal:
= (danrnosble onepauunmn

238



I Taint analysis: npueMHUuKu (sinks)

var taintedStr
var sqglCommand

GetTaintedData();
new SqlCommand(taintedStr);
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I Taint analysis: npueMHUuKu (sinks)

var taintedStr
var sqglCommand

GetTaintedData();
new SqlCommand(taintedStr);

240



Jsou

using (SqlConnection connection = new SqglConnection(_connectionString))

{

String userName = Request.Form["userName"];

using (var command = new SqglCommand()

{
Connection = connection,
CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'"
CommandType = System.Data.CommandType.Text

1)
{

J

using (var reader = command.ExecuteReader())
// Data processing
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Jsou

using (SqglConnection connection = new SglConnection( _connectionString))

{

String userName = Request.Form["userName"];

dsing (var command = new SqlCommand()

{
Connection = connection,
CommandText = $"SELECT & FROM Users WHERE UserName = " + uyseriName + 70"
CommandType = System.Data.CommandType.Text

})
{

J

using (var reader = command.ExecuteReader() )
// Data processing

242



Taint analysis:

pacnpocTpaHeHne 3apaxeHus
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Taint analysis:

0dClnpocTpaHeHe 3apaxeHuns

= [lpocTblie npucBanBaHUS
= QyHKUUM

= MeToabl

* KHpekcaTopsl

=  KoHKaTeHauus

* WHTepnonauus

= U T.N.

244



I Taint analysis: 3apaxeHue

var taintedVarl TaintSource();

var taintedVar2 = taintedVarl;
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I Taint analysis: 3apaxeHue

—

var taintedVarl = TaintSource();

var taintedVar2 = taintedVarl;
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I Taint analysis: 3apaxeHue

—

var taintedVarl = TaintSource();

-

var taintedVar2 = taintedVarl;
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I Taint analysis: 3apaxeHue

—

var taintedVarl = TaintSource();

-

var taintedVar2 = taintedVarl;
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I Taint analysis: 3apaxeHue

var taintedVarl = TaintSource();

var commandRaw

= "SELECT * FROM Users WHERE UserName = '"" + taintedVarl + 5
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I Taint analysis: 3apaxeHue

R

var taintedVarl = TaintSource();

var commandRaw

= "SELECT * FROM Users WHERE UserName = '"" + taintedVarl + 5
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I Taint analysis: 3apaxeHue

R

var taintedVarl = TaintSource();

\
var commandRaw ‘;:>

= "SELECT * FROM Users WHERE UserName = '"" + taintedVarl + 5
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I Taint analysis: 3apaxeHue

R

var taintedVarl = TaintSource();

SN—

var commandRaw ‘;:>

= "SELECT * FROM Users WHERE UserName = '" + taintedVarl + "'";

J

\ J
) 4
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I Taint analysis: 3apaxeHue

StringBuilder command = new StringBuilder();
var taintedVar = TaintSource();

command.Append("SELECT * FROM DataTable WHERE Id = ");
command.Append(taintedVar);

var resultCommand = command.ToString();
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I Taint analysis: 3apaxeHue

StringBuilder command = new StringBuilder();
var taintedVar = TaintSource();

command.Append ("SELECT * FROM DataTable WHERE Id = ");
command.Append(taintedvar);

var resultCommand = command.ToString();
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I Taint analysis: 3apaxeHue

StringBuilder command = new StringBuilder();

var taintedVar = TaintSource();
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I Taint analysis: 3apaxeHue

StringBuilder command = new StringBuilder();

var taintedVar = TaintSource();
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I Taint analysis: 3apaxeHue

StringBuilder command = new StringBuilder();
var taintedVar = TaintSource();

command.Append("SELECT * FROM DataTable WHERE Id = ");
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I Taint analysis: 3apaxeHue

StringBuilder command = new StringBuilder();

var taintedVar = TaintSource();

-

command.Append("SELECT * FROM DataTable WHERE Id = ");

command.Append(taintedVar);
N
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I Taint analysis: 3apaxeHue

StringBuilder command = new StringBuilder();

var taintedVar = TaintSource();

-

command.Append("SELECT * FROM DataTable WHERE Id = ");

command.Append(taintedVar);
€ — N
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I Taint analysis: 3apaxeHue

StringBuilder command = new StringBuilder();

var taintedVar = TaintSource();

-

command.Append("SELECT * FROM DataTable WHERE Id = ");

command.Append(taintedVar);
€ — N

2

var resultCommand = command.ToString();
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I Taint analysis: 3apaxeHue

StringBuilder command = new StringBuilder();

var taintedVar = TaintSource();

-

command.Append("SELECT * FROM DataTable WHERE Id = ");

command.Append(taintedVar);
€ — N

2

var resultCommand = command.ToString();

N
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Taint analysis: npumep ¢ NcFTP

pASY;



jioin

else if (fgets (
readbuf, BUFSIZ, stdin) == NULL) {

}....

if (readbuf[strlen (readbuf) - 1] == "\n')

readbuf[strlen (readbuf) - 1] ;

263



fncere

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
newname[@] = '\0@';
newname[strlen(newname) - 1] = '\0’;

s o f t w a r e
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BEE C\Windows\System32\cmd.exe - b4

D:\OSP\ncftp-3.2.6\ncftp\Release>




fncere

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
newname[@] = '\0@';
newname[strlen(newname) - 1] = '\0’;

s o f t w a r e
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fncere

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
newname[0@] = "\0';
newname[strlen(newname) - 1] = '\0@';

s o f t w a r e

267



fncere

/

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
newname[@] = '\0@';
newname[strlen(newname) - 1] = '\0’;

s o f t w a r e
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fncere

/

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
newname[0@] = "\0';
newname[strlen(newname) - 1] = '\0@';

s o f t w a r e
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fncere

/

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
newname[@] = '\0@';
newname[strlen(newname) - 1] = '\0’;

s o f t w a r e
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fncere

/

1t (fgets(newname, - cof(newname) - 1, stdin) == NULL)
newname[0@] = "\0';
newname[strlen(newname) - 1] = '\0@';

s o f t w a r e
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fNeFP

1t (fgets(newname, - cof(newname) - 1, stdin) == NULL)
newname[0@] = "\0';
newname[strlen(newname) - 1] = '\0@';

s o f t w a r e
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fNeFP

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)

newname[@] = '\0@';

s o f t w a r e
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|

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)

1 1,
J

s o f t w a r e
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|

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)

1 1,
J

newname[strlen(newname) - 1] = '\0’;

s o f t w a r e
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|

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
- 1 |;)
newname[strlen(newname) - 1] = '\0’;

s o f t w a r e
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|

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
- 1 |;)
newname[strlen(newname) - 1] = '\0’;
— 7
'

s o f t w a r e
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|

if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
- 1 |;)
newname[strlen(newname) - 1] = '\0’;
— 7
'

s o f t w a r e
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fncere

\@????
if (fgets(newname, sizeof(newname) - 1, stdin) == NULL)
newname[strlen(newname) - 1] = '\0’;
— 7
'

-1

s o f tw a r e
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fncere

nhewname[-1] = "\0"';
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Taint analysis: npumep ¢ SQLI
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Jsou

using (SqlConnection connection = new SqglConnection(_connectionString))

{

String userName = Request.Form["userName"];

using (var command = new SqglCommand()

{
Connection = connection,
CommandText = $"SELECT * FROM Users WHERE UserName = '" + userName + "'"
CommandType = System.Data.CommandType.Text

1)
{

J

using (var reader = command.ExecuteReader())
// Data processing
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Jsou

String userName = Request.Form["userName"];

using (var command = new SglCommand()

{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})
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Jsou

String useriame = Request.Form| "userilame” |

using (var command = new SqlCommand()

{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})
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Jsou

String useriame = Request.Form["userName"];

using (var command = new SqlCommand()

{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})
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Jsou

String useriame = Request.Form["userName"];

using (var command = new SqlCommand()

{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})
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Jsou

String userName = Request.Form["userName"];
—— e —

using (var command = new SqlCommand()

{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})

287



Jsou

String userName = Request.Form["userName"];

using (var command = new SqlCommand()

{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})
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Jsou

String userName = Request.Form["userName"];

using (var command = new SglCommand()

{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})

289



Jsou

String userName = Request.Form["userName"];

using (var command = new SglCommand()

{
Connection = connection,
CommandText | =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})
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Jsou

String userName = Request.Form["userName"];

N
using (var command = new SglCommand()
{
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

1)
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Jsou

String userName = Request.Form["userName"];

N
using (var command = new SglCommand()
{
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

1)
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Jsou

using (var command = new SglCommand()

{

CommandText =
$"SELECT * FROM Users WHERE UserName = '"[+ userName +]"'",

1)
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Jsou

using (var command = new SglCommand()

{

CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'",

1)
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Jsou

using (var command = new SglCommand()

{

CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'",

1)
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Jsou

String userName = Request.Form["userName"];

using (var command = new SglCommand()

{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})
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Jsou

String userName = Request.Form["userName"];
T —

using (var command = new SglCommand()

{

Connection = connection,

CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'",

CommandType = System.Data.CommandType.Text
})
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SQLI: 3awjmaemcs
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Jsou

String userName = Request.Form["userName"];
using (var command = new SglCommand()

{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = '" + userName + "'"

J

CommandType = System.Data.CommandType.Text
})
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Jsou

String userName = Request.Form["userName"];
using (var command = new SglCommand()

{

Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = @userName",
CommandType = System.Data.CommandType.Text
1) A

var userNameParam = new SqlParameter("@userName", userName);
command.Parameters.Add(userNameParam);
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Jsou

String userName = Request.Form["userName"];
using (var command = new SglCommand()
{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = @userName",
CommandType = System.Data.CommandType.Text
1) A
var userNameParam = new SqlParameter("@userName", userName);
command.Parameters.Add(userNameParam);

301



| E

String userName = Request.Form["userName"];
using (var command = new SglCommand()

{

Connection = connection,
CommandText =

$"SELECT * FROM Users WHERE UserName = @userName",
CommandType = System.Data.CommandType.Text
1) A

var userNameParam = new SqlParameter("@userName", userName);
command.Parameters.Add(userNameParam);
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Jsou

String userName = Request.Form["userName"];
using (var command = new SglCommand()
{
Connection = connection,
CommandText =
$"SELECT * FROM Users WHERE UserName = @userName",
CommandType = System.Data.CommandType.Text
1) A
var userNameParam = new SqlParameter("@userName", userName);
command.Parameters.Add(userNameParam);
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| E

String userName = Request.Form["userName"];
using (var command = new SglCommand()

{

Connection = connection,
CommandText =

$"SELECT * FROM Users WHERE UserName = @userName",
CommandType = System.Data.CommandType.Text
1) A

var userNameParam = new SqlParameter("@userName", userName);
command.Parameters.Add(userNameParam);
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| E

String userName = Request.Form["userName"];
using (var command = new SglCommand()

{

Connection = connection,
CommandText =

$"SELECT * FROM Users WHERE UserName = @userName",
CommandType = System.Data.CommandType.Text
1) A

var userNameParam = new SqlParameter("@userName", [userName) ;
command.Parameters.Add(userNameParam);
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Taint analysis:. orpaHu4eHus
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I Taint analysis: orpaHn4YeHus
var taintedVar = TaintSource();
var anotherTaintedVar = Foo(taintedVar);

TaintSink(anotherTaintedVar);
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I Taint analysis: orpaHn4YeHus

var taintedVar = TaintSource();

var anotherTaintedVar = Foo(taintedVar);

TaintSink(anotherTaintedVar);
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I Taint analysis: orpaHn4YeHus

var taintedVar = TaintSource();

var anotherTaintedVar = Foo(taintedVar);

TaintSink(anotherTaintedVar);
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I Taint analysis: orpaHn4YeHus

var taintedVar = TaintSource();

pu— \7
var anotherTaintedVar = Foo(taintedVar);

N

TaintSink(anotherTaintedVar);
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I Taint analysis: orpaHn4YeHus

var taintedVar = TaintSource();

pu— \7
var anotherTaintedVar = Foo(taintedVar);

N

TaintSink(anotherTaintedVar);
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I 3aKpenneHue: taint analysis

PeliaeT npobnemMy n3nuiiHero AoBepust K BHELLHUM JaHHbIM

OTcnexnBaeT pacnpoCcTpaHeHUE '3apaXEHHbIX' JaHHbIX MO NPUIOXEHNIO

XopoLLo NoAxoAnT Afs noucka pasfMyHoro poaa UHbeKL U

OCHOBHbIE OrpaHU4YeHNs — OTCYTCTBME MHPOpMaLnm O:
"  WUCTOYHUKAaX;
" NPUEMHUKaX;
= paspblBbl TPaAcc rnepeaadun gaHHbIX.
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= SAST — He naHaues




= SAST — He naHaues
= Ila sgpaBctByeT SAST!

= OPPEKTNBHO COYETAETCS
C OpYyrmmMmm MeTogosriornsamMmm
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3a be3o0nacHOCTb HeOObXoaMMO rIamume,
a 3a ee OTCYTCTBUE — pacriyiadueamaCH.



vasiliev@vivab4.com



