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KTo paccka3biBaeT?
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O yem noiper peunb

3auvem Ham Continuous Integration (Cl)

Hoeasg OC n obnacTtn e€ npumeHeHus
TecTnpoBaHmne B aMyngarope v noyemy aToro
HepJoCTaTOYHO

TecTnpoBaHue ¢ npnmeHeHnem obopyaoBaHus
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3avyem Ham CI

ABTOMaTU3NPOBAHHbIN perpecc
[ToBTOpPsieMmocTb

CtabunnbHOCTb TECTOB

PacwmnpeHmne TecToBOro nokKpbiTus
OKOHOMMNS BpEMEHU Ha AOKYMEHTUPOBaHUN

lkaspersky



KasperskyOS

 CobcTBeHHas paspaboTka

* Mukposapo

* WHTerpauus c moaynem
6e3onacHocTH
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O6nacTn npyMmeHeHuns

TTTTTTTR

ol | - g =
Kaspersky . i) Kaspersky = Kaspersk.y '
loT Infrastructure Security == ) Secure Remote Workspace Automotive Adaptive Platform
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TecTnpoBaHue
MmoOunbHoro
TenedPoHa Ha

KasperskyOS$S
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TecTnpoBaHune B aMmynsartope

* Y10 TECTNPYIOT OOBIYHO?
* [louemy aTOro HegOCTaTOUHO?

lkaspersky



YT0o TeCcTMPYIOT OObIYHO?

* PaboTy npuno>xeHnii n cepeucos B OC
e Bzanmopencreme KOMNOHEHTOB

lkaspersky



QEMU

OMynaTop apXUTEKTYPbI
C OTKPbITbIM NCXOAHbIM
KOAOM

lkaspersky

SMyndarop

Q QEMU A - O X

Machine View
[GeaBI0S (version rel-1.12.1-0-ga5cab58e9a3f-prebuilt.gemu.org)

iPXE (http:rripxe.org) 00:03.0 C980 PCIZ.10 PnP PMM+BFF913A0+BFEF13A0 C980

Booting from ROM. ..




[MpemyuiecTBa
TECTUPOBaHUSA B IMYNATOpE

* Jlerko nHTterpunposaTb B Cl

* Bbicokas noBTOpSIEMOCTb TECTOB
 [ewesne TecTUpoBaHNs Ha YCTPONCTBE
* [lopxoanT pns pasnnYHbIX YCTPOUCTB

lkaspersky 1



Continuous Integration

* Bash ckpuntbl
* Bubnnoreka QMP
* pytest, Python

lkaspersky
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Mpun cKa

gemu-system-x86_64 \

-m 1024 \

-Ccpu core2duo \

-nographic \

-netdev tap,id=net@,ifname=tapg, \
script=no,downscript=no

-kernel ${PATH}/kos-gemu- i

kaspersky
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YnpasrneHne aMynsaTopom

- gmp tcp:localhost:4444,server,nowait

lkaspersky
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File Edit View Search Terminal Help

burenkov_o@burenkov-vb:~$ ./QEMU_RUN.sh

RTNETLINK answers: Operation not permitted

W: /etc/qemu-ifup: no bridge for guest interface found
RTNETLINK answers: Operation not permitted

W: /etc/gemu-ifup: no bridge for,guest interface found
iemu-system-x86_64: multiboot k'\k ws VBE. we don't



[Touemy 3TOro HefOCTATOUYHO?

* TpyhoEeMKO nucaTb 3arnyLKn peasibHbIX
YCTPOWUCTB
* He nosBonsieT o6Hapy>XuTb oLLINOKK
B paboTe gpanBepos
* TenedoH moxxeT paboTtaTtb Nno-gpyromy
* Mbi Tectupyem OC

lkaspersky 16



UTO0 HY)XHO NpoTecTupoBaTthb

* Perncrtpaunga B coTtoBOn ceTu

* 3BOHKMN N coobLeHns

* [lepepayva gaHHbIX

* DHepronoTpebneHne

* PaboTa nepudepuniiHbix yCTPOMNCTB

lkaspersky 17



[lepBbie onbiThi

[’
0
»
2
]
£
L]
o
"
L]
4

18

lkaspersky



lkaspersky

[TpoToTnnupoBaHue
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2G, 3G, LTE

GPS, GLONASS

Power Managment

Wi-Fi

Bluetooth
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2G, 3G, LTE

GPS, GLONASS
Power Managment

Bluetooth
00
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Kak poctaBntb curHan?

(3)

lkaspersky
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Kak poctaBntb curHan?

lkaspersky
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TecTnpoBsaHne COToBOU CeTI

kaspersky e - 2
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Imynarop 6a3oBoi cTaHUUN

lkaspersky
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[MpemywiecTBa

* KomnnekcHoe TecTnpoBaHue Ha TenedoHe

* WcknioueHue BnusiHns BHewwHen cpeabl

* [leTanbHoe uccnepoBaHus onpepeseHHbIX
pe>XXnmoB paboThbl

* [loBTOpsieMOCTb TECTOB

lkaspersky 27



NuTerpauns e Cl

*  MuHnMMn3aumns pyyHoro Tpyaa
« ABTOMaTM3auMa ynpasieHns npnoopom
* WHTerpauus B cywiecTBYIOLLYIO CUCTEMY

lkaspersky
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Cxeﬂuna

[eHepaTOp
curHana
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Cell TCH TCH
over <3500 ToH e 941.00 . TH 80600
BCH BCH FDTCH PDTCH
BoH o 939.00 .. BM 89400 POTCH  941.00 ,, I 806.00
Security i DTM Parameters =~ Handover Parameters
DUT Information Counters
IMEL: - Page: 0]
ll (2 B Rl v IMS: 001012345678901 || RACH £ PRACH 51/0
| BCH ARFCN: 20 Called Num: - Missing Burst: 1]
Last LAC: 1 Corrupt Burst: 0
Data Connection Type: Auto v Last MCC: 1 Decode Eror: 0
!I Paging Setup Last MNC: 1
v Paging IMS!: |001012345678901 Mslot Class GPRS:  12.00 DUT IP Tx Packets:  0.00
Mslot Classs EGPRS: 12.00 DUT IP Tx Bytes: 0.00
FEETGEIETR 1= it v DTM Class GRPS:  — DUT IP Rx Packets: 0,00
m TMSI: 21430000 DTM Class EGPRS:  —— DUT IP Rx Bytes: 000
h
TMSI Assignment: On Traffic Channel Downlink Power
Paging Mode: Normal v Burst: 1 2 3 4 5 6 Adj / Unu
dBm: = — — == = — ==
Paging Multiframes: 12
Error Report:
Repeat Paging: On 0O — = — SRIESEREnS
Burst Timing Error: Normal: — T Access:  -1.00 T
T301 Call Originate Timar: 0
BLER (Block Error Rate): 000 % over 3.00 blocks
T308 Call Release Timer: 0 USF BLER (Assigned): 9565 % over 1608.00 blocks
USF BLER (Unassigned): — % over - blocks
m TCH l PDTCH l Cell l Data l SMS l Protocol Control J\ Info l System lT)(Meas l TPut J ‘ﬁ
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Main
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Active Cell (GPRS)

Originate Call
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TAP (Test Automation Platform
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UTto cnepyeT ynyuywunTb?

* [lporpammHoe ynpaeneHmne tenedoHom
* 3anyck nocnegoBaTeslbHOCTU TECTOB

lkaspersky
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Android Debug Bridge (adb)

* OcCHOBHble KOMaHAb! A1 TECTOB

*  YHndukaums pns HeCKobKNX
TenedpoHoB

* JlornpoBaHue

lkaspersky
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ADB - 3BOHKN

adb shell settings put global airplane mode on 1
adb shell am start -a android.intent.action.CALL -d
tel:+79687

adb shell input keyevent 6

adb shell am start -a

android.intent.action.CALL PRIVILEGED -d tel:112

kaspersky 35


tel:+79687

ADB - coo0OlieHus

adb shell settings put global airplane mode on 1
adb shell am broadcast -a

adb shell service call isms 7 132 3 s16
"com.android.mms" s16 "+79001112233" s16 "null" s16
"'"Hello Team KOS Mobile'" 132 © 132 ©

lkaspersky

36



ADB - norun, nepepava gaHHbIX

adb logcat -b radio

adb shell svc data enable

adb shell am start -a android.intent.action.CALL -d
tel:*102%23

kaspersky 37


tel:*102%23

Keysight 36436 Test Spplications

dBm

MHz

BCH Band: PGSM

BCH ARFCI

AV KEYSIGHT

File Settings Tools View Help

941.00

894.00

BCH
UL Freg

DUT Information

IMEI
IMSI
Called Num:

Last LAC:

o, 896.00

PDTCH
UL Fri

896.00

Counters

RA(
Mi

Corrupt Burst

TestPlan Call_2g adb_origin_term_SCP! 5 24 X + s
Step: + — TestPlan: Repeat ~ Completedin97.2 s TimeDelay | 2
Step Name Verdict Cell Params.\ CellID Se Flow Step Type m 5 %
L
K Basic Steps \ SCPI J&
O [+ caLL: r. AMPLitude:GSM? Basic Ste
| CALL:CELL:P( r.STATe ON = 137 us Basic Steps \
¥ CALL:FUNCTION:CONNECTION.TYPE AUTO m— 71.1us Basic Steps
Q) [#] CALL.BAND:SELECTED PGSM Basic Steps \ S
QO [#] CALL:MS:TXLEVEL:SELECTED 5§ Basic Steps \ SCPI
+] CALL:CELL-T100 15 Basic Steps \ SCPI
j) v Del — 102 ms Basic Steps \ Delay
-\[) | CALL:STATUS:STATE? m— 546 Ms Basic Steps \ SCPI
QO [¥] CALL:OPERATING:MODE CALL — 428 Ms Basic Steps \ SCPI
| Switch off —_— 175 Basic Steps \ Run Program
Basic Steps \ Delay Iot
Errors 0 7] Warnings 0 /| Information 94 /| Debug 37 Sources
14:41:29.2802 Summary CALL:CELL:PQHer:STATe:GSH @ 541 us
14:41:25.200 Summary CALL:CELL :POHer: STATe OFF 1.55 ms
14:41:29,200 Summary CALL:OPERATING: HODE OFF 63.7 us
14:41:29.200 Summary --- -
14:41:29.200 Summary --- TestPlan completed successfully in 97.2 s -
14:41:29.2085 GGE BSE A Resource "GGE BSE A (TCPIP localhost::hislip: INSTR)" closed.
14:42:36.667 Main Saved test plan to D:ls o 0 P twCall_2g :
14:43:18.719 HMain Saved test plan to D 5 P all

s DUT BASIC ® Instruments UXM CNTRL PANEL & LTE BSE ®

GGEBSEA® WCDMA BSE ® GGE BSEB & Resulis

Add New

Search =

X
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Filter ~  Auto Scroll
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NuTerpauns e Cl

NpenmyuwectBa

+ Y pobHbin nHTepdeic

+ Jlerko oTnaxueaTb

+ Mo>kHo 3anyckaTb U3 KOMaHOHO CTPOKK
+ KoHurypuposaHue npmnbopa

lkaspersky
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NuTerpauns e Cl

Hepoctatkm

-  @opmupyeTtcs ovepepnb

- Jonro BbinosHsAeTCqa TeCT

- MHoro py4Horo Tpyaa

- TecTbl [OMKHbI XPAHUTLCHA HEMNOCPEACTBEHHO
Ha npnbope

- Het ynpaBnenuns ns Python

lkaspersky
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OpenTAP - python plugin

$TAP_PATH/Packages/Python/

lkaspersky
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NuTerpauns e Cl

NMpenmyuwectea

+ [lporpammHoe ynpaBneHune tenedoHom
+ KoHurypupoBaHue npnbopa

+ 3anyck n3s Python

lkaspersky
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NuTerpauns e Cl

Hepocratkm

- YnpaeneHmne uepes npmnodop

- OrpaHnueHnsa koHUrypupoBaHnsa obopyaoBaHUs
- Cxema He macwTtabupyercs

lkaspersky
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kaspersky

2G, 3G, LTE

GPS, GLONASS
Power Managment

Bluetooth
00
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lkaspersky

VISA + HISLIP

VISA - Virtual Instrument Software Architecture

HiSLIP - High-Speed LAN Instrument Protocol

45



|Ill'l!!!!'l
import pyvisa

def init (self, address: str, visa lib:
str):
self.rm = pyvisa.ResourceManager(visa 1lib)
self.address = address
self.ControlPanel: ControlPanel = None
self.TransceiverA: Transceiver = None
self.TransceiverB: Transceiver = None

kaspersky
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[MoaxnioueHne K naHeNnn yrnpasneHns

def control panel start(self):
self.ControlPanel = ControlPanel(self.rm,
"TCPIPO::" + self.address +
'::hislip@::INSTR’)
logging.info(self.ControlPanel, "Control
Panel hasn't been connected")

kaspersky 47



HacTpouka TpaHcuseepa

def configuration set 3g(self, power cell:
cable correction: = 0):

self.TransceiverA = Transceiver3G(rm=self.rm
port="TCPIPO::"' + self.address + '::hislip4::INSTR’)
self.TransceiverA.configuration_ set(power cell=power c
ell, cable correction=cable correction)

lkaspersky
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UTOo-TO 3HaAKOMOEe

div > div:nth-of-type(2) div > div:nth-child(2)

#main-panel > div.slideshow-info-container >
div.notranslate.transcript.add-padding-right.j-transcript
> o0l > li:nth-child(1)

lkaspersky
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SCPI - Standard Commands
for Programmable Instruments

SOURce:POWer[ :LEVel]:SLOPe[ :DATA]
SENSe:FREQuency:CENTer
SENSe:FREQuency:STARt?
SENS:FREQ:STAR 1 MHZ;STOP 2MHZ

lkaspersky

dopmaTt KomaHpg,

Y cnoeHble 0603HauYeHns
3anpoc HacTpoekK napameTpoB
TepmunHaTopbl komaHg, SCPI

50



SCPI napameTpusauuns
KOMaHp,

SENSe:FREQuency:STARt 1000000
SENSe:FREQuency:STARt 1 MHz
DISPlay:ENABle OFF

MMEMory :STORe "state@l.sta"
CALC:LIMit:DATA
2,1,1E9,3E9,0,0,2,1E9,3E9,-3,-3

Yncnosbie napameTpbl
HuckpeTHble napameTpbl

Ctpok ASCII
Yucnosbie cnucku

lkaspersky 51



Mpumep ncnono3oeanHuns SCPI
KomaHp gng ornpaskn SMS

def call sms ptp text cust(self, text: ):
ans =
self.instrument.write('CALL:SMService:PTPoint:
TEXT:CUSTom "%s"' % text)

kaspersky 52



Mpumep ncnono3oeanHuns SCPI
KOMaHpA ANS BbI3OBOB

def call orig(self):
ans = self.instrument.write( 'CALL:0ORIGinate’)

def call end(self):
ans = self.instrument.write('CALL:END")

kaspersky 53



NuTerpauns e Cl

NMpenmywectea

+ YnpasneHue no cetun

+ PacnapannenuBaHune pabor
+ [logknioueHue Kk Cl

lkaspersky
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NuTerpauns e Cl

HepoctaTkm

lkaspersky

Py4yHas oTnapka
Bbicokni nopor BXoXXAEHUS B TECThI
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[lyTb K aBTOMaTN3aLUN

* [locTtpoeHune cteHpoB

* Pyu4Hoe TecTmnpoBaHmne

* [lpoBepka TecToB Ha TenedoHe Noa ynpasieHUem
Android

 ABTOMaTM3aumns tectos Yepe3 TAP

* [lepexop k OpenTAP Python

* YpanéHHoe ynpaeneHue npubéopom npu nomowm SCPI
komaHpg, HiSLIP + VISA npoTokonos

lkaspersky
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[1942-02-01T01:28:33.033] [Debug] [AT] [299][@] threadLoop, result = -1 {"name": "LAST_DATA_CALL_FAIL_CAUSE", "»
[1942-02-01T01:28:33.033] [Debug] [RfxHandlerMgr] [299]1findMsgHandlerInternal, (u:Q{"name": "DATA_CALL_LIST", "value": 57},
[1942-02-01T01:28:33.036] [Debug] [AT] [317][@] threadLoop, result = -1 {"name": "RESET_RADIO", "value": 58},
[1942-02-01T01:28:33.037] [Debug] [RfxHandlerMgr] [317]findMsgHandlerInternal, (rOf{"name": "OEM_HOOK_RAW", "value": 59},
[1942-02-01T01:28:33.039] [Debug] [RfxHandlerMgr] [317]processMessage, handler: OYQ{"name": "OEM_HOOK_STRINGS", "value": 6»
[1942-02-01T01:28:33.048] [Debug] [RfxHandlerMgr] [299]processMessage, handler: OY@{"name": “SCREEN_STATE", “"value": 61}
[1942-02-01T01:28:33.054] [Debug] [ANDROID_STUB] get(persist.vendor.service.atci_)@{"name": "SET_SUPP_SVC_NOTIFICATION", "»
[1942-02-01T01:28:33.059] [Debug] [RmcNwHdLlr] [299]1[@] handleSignalStrength, gsm_,R{"name": "WRITE_SMS_TO_SIM", "value": é»
[1942-02-01T01:28:33.069] [Debug] [RfxCloneMgr] [299]copyData id = 51552, ptr = GOR{"name": "DELETE_SMS_ON_SIM", "value": »
[1942-02-01T01:28:33.070] [Debug] [RfxCloneMgr] [299]copyData id = 51552, ptr = GOR{"name": "SET_BAND_MODE", "value": 65},
[1942-02-01T01:28:33.071] [Debug] [RfxMainThread] [289]enqueueMessage(), mainHand]@{"name": “"QUERY_AVAILABLE_BAND_MODE", "»

[1942-02-01T01:28:33.082] [Debug] [RfxMainThread] [286]1threadLoop, result = -1 {"name": "STK_GET_PROFILE", "value": 67»
[1942-02-01T01:28:33.083] [Debug] [ANDROID_STUB] timer_settime() {"name": "STK_SET_PROFILE", "value": 68»
[1942-02-01T01:28:33.084] [Debug] [RfxRoot] [286]processMessage() msg = [type=URCcll{"name": "STK_SEND_ENVELOPE_COMMAND", "»
[1942-02-01T01:28:33.096][Info][RILC] No need to cache the request {"name": "STK_SEND_TERMINAL_RESPONSE", »
[1942-02-01T01:28:33.096] [Debug] [RILC] [286]find unsol index 9 for 1009 {"name": "STK_HANDLE_CALL_SETUP_REQUEST»
[1942-02-01T01:28:33.114] [Debug] [RfxRilAdapter] [286]1responseToRilj, urc id = 19@{"name": "EXPLICIT_CALL_TRANSFER", "val»
[1942-02-01T01:28:33.114] [Debug] [ANDROID_STUB] timer_settime() {"name": "SET_PREFERRED_NETWORK_TYPE", »

{"name": “GET_PREFERRED_NETWORK_TYPE", »

shved ShvedWNorkplace 14_01_21
Python 3.9.1 (default, Dec 13 2020, 11:55:53)

[6CC 10.2.8] on linux
Type "help", "copyright",

>>> from kosril import RilReqguest, RilUnsol

>>> RilUnsol.Go()

>>> RilUnsol.Glob().ClearBlacklist()

lkaspersky

for more information.

{"name”: “GET_NEIGHBORING_CELL_IDS", "v»
{"name": “SET_LOCATION_UPDATES", "value»
{"name": "CDMA_SET_SUBSCRIPTION_SOURCE"»
{"name": "CDMA_SET_ROAMING_PREFERENCE",»
{"name": "CDMA_QUERY_ROAMING_PREFERENCE»
{"name": "SET_TTY_MODE", "value": 80}
{"name": "QUERY_TTY_MODE", "value": 81},
{"name": "CDMA_SET_PREFERRED_VOICE_PRIV»
{"name": “CDMA_QUERY_PREFERRED_VOICE_PR»
{"name": "CDMA_FLASH", "value": 84}
{"name": "CDMA_BURST_DTMF", "value": 85»
{"name": "CDMA_VALIDATE_AND_WRITE_AKEY"»
{"name": "CDMA_SEND_SMS", "value": 87},
{"name": "CDMA_SMS_ACKNOWLEDGE", "value»
{"name": "GSM_GET_BROADCAST_SMS_CONFIG"»
{"name": "GSM_SET_BROADCAST_SMS_CONFIG"»
{"name": "GSM_SMS_BROADCAST_ACTIVATION"»
{"name": "CDMA_GET_BROADCAST_SMS_CONFIG»
{"name": "CDMA_SET_BROADCAST_SMS_CONFIG»
{"name": "CDMA_SMS_BROADCAST_ACTIVATION»
{"name": "CDMA_SUBSCRIPTION", "value": »
RilRequests.json 58,1 9%
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2G, 3G, LTE

GPS, GLONASS
Power Managment

Bluetooth
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UTOo TecTpyem

* To4yHOCTb onpepeneHnUsa KoopavnHaT
* Bpems obHapy>xeHUs CNyTHMKOB
* PasnunyHble KOHPNMKTHbIE CUTyaLUn

lkaspersky

60



GPS smynarop

———

TecTnpoBaHme paboThbl
C reonosuumnen.

kaspersky q



GPS amynsiTop

def set location(self, lat: float, lon: float, hgt: float):

self.process = subprocess.Popen([self.path + 'GPS emulator”’,
'-e', self.path + self.brdc,
-1, ", .join([str(lat),
str(lon), str(hgt)])],
stdout=subprocess.PIPE)

output = self.process.stdout.readline().decode("UTF-8")

while "GPS signal generator is ready” not in output:
output = self.process.stdout.readline().decode("UTF-8")
info(output)

kaspersky 62




GPS amynarop —

id.intent.action.All NE_MODE f19=8x488888 (has extras) }

al: not allowed to send broadcast android.intent.action. LANE_MODE from pid=13257, vuid

n: Permission Denial: not allowed to send broadcast android.intent.action.AIRPLANE_MODE from pid=1325'

Locked(ActivityManagerS

(ActivityManagerService. java:22174)
com.android.server.am.ActivityManagerShellConnand. runSendBroadcast (ActivityManagerShellCommand. java:698)
server.an.ActivityManagerShellCommand. onCommand (ActivityManagerShellCommand. java:174)
android.os.ShellConmand. ex:

com.android.

(ShellCommand. java:103)
com.android.server.am.ActivityNanagerService. onShel d(ActivityManagerService. java:16216)
android.os.Binder.shellCommand(Binder. jay

at android.os.Binder.
at ¢

_init__.py:57

_init__.py:59 Broadcasting: Intent { act=android. LANE_MODE f1g=8x486006
Security exception: Permission Denial: not to send bro: st 0id. inter

java.lang.SecurityException: Permission Denial: not allowed to send broadcast android.intent.action.A Sound Re
at com.android.server.an.ActivityManagerService.broadcastI Lock tivityManager:
at com.android,server.am.ActivityMana rvice.broadcastIntent (ActivityManagerService. java:22174)

at com.android.server.am.ActivityManagerShellCommand.runSendBroadcast (ActivityMana hellComman
at com.android.server.an.ActivityManagerShellConmand. onConmand (ActivityManagerShellConnand. java
at android.os.ShellConmand.exec(ShellCommand. java:183)

at com.android.serv .ActivityManagerService.onShell ActivityMan

at android.os.Binder.shellCommand(Binder.j 34)

2)

gerService. ja'

at android.os.Binder.onTransact(Binder.j

at android.app.IActivityManager$Stub.onTransact(IActivityHanager. java:3569)
at com.android ctivityNanage
at android.os.Binder.execTransact (Binder. java: PyCharm 2020.2.5 available
.py:46 Opening and initializing device...

Update.
n:49 deviceNama: | meSNR-IISR

ctivityManagerSe

lkaspersky




NuTerpauns e Cl

NMpenmywectea

+ ABTOMaTM3npoBaHHoe ynpasneHue GPS
AMYNATOPOM

+ OTKpPbITbIA NCXOAHDbIN KO,
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NuTerpauns e Cl

HepocTatkn

- HoBbI NpOoTOKON B3anMoaencTeuns

- Hwuskaga TouHOCTb reono3nunoHNpPoOBaHNS
- Bbicokne TpeboaHug k MK
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2G, 3G, LTE
GPS, GLONASS
Power Managment

Wi-Fi

Bluetooth
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UTOo TecTpyem

* MoTtpebneHue yanos
* PaboTy npun rpaHUYHbIX YPOBHSIX 3apsaaa
* PaboTa 3apagku
* [MpaBunbHasa pabota OC
C aKKYMY9TOPOM

lkaspersky
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1

Power Monitor

KEYSIGHT  NE705C 0 o Avstyune

Double Wide
200000

18996 V 50.0018 V
-0.002 A

20000 V
Set
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Power Monitor
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Power Monitor

* OueHka 3HepronoTpebneHns

2200mAh Discharge Curves

y3noB
* Nmutauma 6aTtapen
* MmunTtaumusa sapssgHOro yctpomcTea
* [loBTOpsiemocTb o e

0 13 25 38 50 63 75 88 100

* WHterpauus s Cl Disiaren Cumity 8
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NuTerpauns e Cl

NMpenmywecTea

==

==
==
==

ABTOMaTN3NpOBaHHOE yrpaB/ieHNe Mo ceTun
Bbicokasi noBTOpsSieMOCTb TECTOB
HesaBuncmmocTb oT nsHoca tenedoHa
MopenupoBaHue HeCcTabunbHOCTEN N CITIOXKHbIX
cueHapueB
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NuTerpauns e Cl

Hepoctatkn
- TpebyloTca oTnagoyuHbie NnaThbl
- Bbicokag cTommMocTb

lkaspersky
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2G, 3G, LTE

GPS, GLONASS
Power Managment

Bluetooth
00

73



Bluetooth, WiFi emulator

* KoHTponb kauecTBa paboThl gpaiiBepoB

* VcknioueHne BANSHUS OKpY>KaloLwen cpeapbl
* [lpoBepka rpaHnN4YHbIX 3HAYEHUI

* MopenupoBaHne HecTaHAAPTHbIX CUTYyaL Ui

lkaspersky
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CKBO3Hble TeCThl

* Bce nonb3ylotcsa tenedpoHom
no-pasHomy

 No6asum B Cl cno>xHbie
cueHapuu

lkaspersky
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BbiBoabl

« Omynatopbl ucnonbsytorca gns Cl
* [eHepaTOpbl ynpaBnsoTcs No ceTu
 Cxema cTeHAOB paclumpsiemas

* Bbicokas noBTOpsSeMoOCTb TECTOB

* Cno>XHble cueHapumn TeCTNPOBAHUNS
* [lpoBepkn c BbICOKOW TOYHOCTbIO

* Perpecc aBTomaTtusunposaH

lkaspersky
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PekomeHaauuvn

* HauuHaTb c amynatopos

* [lpoBoauTb rNy60KUIA aHaNN3 TECTOBbIX CLLEHApPUEB

* [MpnmeHaTb obwmnii nopxop kK o6opynoanHuio (VISA +
HiSLIP)

* CtponTtb Cl oguHakoBo ans pasnnyHbiX NPOEKTOB

* CnepunTb 3a pa3yMHOCTbIO aBTOMaTU3aLUN
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Heisenbug

https://os.kaspersky.ru/
https://www.qgemu.org/
https://wiki.gemu.org/Documentation/QMP

https: i.org/project/gm

https://github.com/utepnetlab/opentap

https://en.wikipedia.org /wiki/Standard_Commands_for_ Programmable_|
nstruments
https://habr.com/ru/article /499746 /#rec
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https://www.qemu.org/
https://www.qemu.org/
https://wiki.qemu.org/Documentation/QMP
https://pypi.org/project/qmp/
https://github.com/utepnetlab/opentap
https://en.wikipedia.org/wiki/Standard_Commands_for_Programmable_Instruments
https://habr.com/ru/article/499746/#rec186469108

Heisenbug
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Q&A

Questions and Answers

Hape>xpa [laBbigoBa
Nadezhda.Davydova®@kaspersky.com
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