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ABTOMaTU3auua TecTMpoBaHua 6e3onacHocCcTn

Training Design Implementation

« Core training « Define quality = Attack surface = Specify tools « Dynamic/Fuzz ) Response plan

gates/bug bar analysis = Enforce banned testing « Final security
= Analyze security = Threat Modeling fom—"_ = Verify threat (SYEY

and privacy risk « Static analysis models/attack « Release archive
surface




ABTOMaTU3auua TecTMpoBaHua 6e3onacHocCcTn

DevSecOps cycle

Pen testing * Incident root causes or
Compliance validation FMEA analysis
(PCI, etc.) New attack surface?

Fuzzing Plan to update threat model * Restore/maintain

service for non-attack
usage

« Common abuse cases

Stabilize
« Break the build code analysis RASP auto respond
' | Roll-back or toggle off
Block attacker

Shut down services
Static/IAST analysis

Abuse case (ests

Code review
* [ntrusion detection

App attack detection

Threat modeling =

Security backlog items

e , s * Log information for
Analyze/Predict > If we do X will it » Configuration validation

after-incident analysis

Security backlog items mitigate Y7 « Feature toggles/Traffic
« Capacity shaping configuration
forecasting

LinkedIn.com/in/LarryMaccherone



ABTOMaTU3auua TecTMpoBaHua 6e3onacHocCcTn
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[Tpobnema co ckaHepamu yassmMocTen

VicKaTk Ha cauTe

® KommeHTapum ) Knacc!

KoMmeHTapues HerT.

¢ ObHOBUTbL

O (£)  KnaccHoe coTo! 0



[Tpobnema co ckaHepaMu yazBuMoOCTeEN

POST /dk?

st.cmd=userAlbumPhotoComments&st.edit=off&st.phoId=890573095885&st.page=
1&tkn=8431 HTTP/1.1

Host: m.ok.ru

Cookie: ... JSESSIONID=123456; BANNER LANG=ru

fr.posted=seté&

fr.emoCnt=0&ds.pcd=u576523818189&fr.msg=3D0%9A%D0%BB%D0%B0%D1%81%D1%813%D
03BD3D0%BE%D0%B5%20%D1%3843D0%BE%D1%823%D0%BE ! &button submit=button submit



[Tpobnema co ckaHepaMu yazBuMoOCTeEN

POST /dk?
st .cmd=userAlbumPhotoCommentsé&st.edit=o0ff&st.phoId=890573095885&st .page=
1§tkn=8431 HTTP/1.1

Host: m.ok.ru
Cookie: ... JSESSIONID=123456; BANNER LANG=ru

fr.posted=sets& ...
fr.emoCnt=0&ds.pcd=ub576523818189&fr . .msg=3D0T9ASDOTBBsD0SB03D1%81%D1381%D
sBDTDOIBETDO03B5%203D1%843DO0SBE3D1%82%3D0% BE'&bUtton submit= bUttOn submit



[Tpobnema co ckaHepaMu yazBuMoOCTeEN

\";alert(String.fromCharCode<script>alert('xss')</script> '

//--></SCRIPT>">'><SCRIPT>alert(String.fromCharCode(88,83,83))</SCRIPT> a' or1=1--

*1--NXSS>=& ()} "a"" or 1=1--"

<SCRIPT SRC=http://ha.ckers.org/xss.js></SCRIPT> ora=a

<IMG SRC="javascript:alert('XSS");"> a'or'a'='a

<IMG SRC=javascript:alert(' XSS")> 1orl1=1

<IMG SRC=javascrscriptipt:alert('XSS")> a' waitfor delay '0:0:10'--

<IMG SRC=JaVaScRiPt:alert('XSS"> 1 waitfor delay '0:0:10'--

<IMG """><SCRIPT>alert("XSS")</SCRIPT>"> 6f006e00 exec(@q)

<IMG SRC=" &#14; javascript:alert('XSS");"> declare @s varchar (200) select @s = 0x/3656c65637420404076657273696f6e
<SCRIPT/XSS SRC="http://ha.ckers.org/xss.js"></SCRIPT> exec(@s)
<SCRIPT/SRC="http://ha.ckers.org/xss.js"></SCRIPT> a’

<<SCRIPT>alert("XSS");//<</SCRIPT> ?

<SCRIPT>a=/XSS/alert(a.source)</SCRIPT> "or 1=1

\";alert("XSS");// x' AND userid IS NULL; --
</TITLE><SCRIPT>alert("XSS");</SCRIPT> x' AND email IS NULL; --

<TABLE><TD BACKGROUND="javascript:alert(‘X5S")"> anything' OR 'x'="x

<DIV STYLE="background-image: url(javascript:alert('XSS"))"> x' AND 1=(SELECT COUNT(*) FROM tabname); --
<DIV STYLE="background-image:\0075\0072\006C\0028"\0064\... x' AND members.email IS NULL; --

<DIV STYLE="width: expression(alert('XSS"));"> x' OR full name LIKE '%Bob%

23 OR 1=1



[Tpobnema co ckaHepamun yassmMocTeun
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[Tpobnema co ckaHepamu yassmMocTen

VickaTe Ha cauTe

® KommeHTapun

KoMmeHTapues HerT.

¢, OBHOBUTL

O () KnaccHoe ¢oTo! 0



[Tpobnema co ckaHepaMu yazBuMoOCTeEN

KOMBWMHATOPHbIV B3PbIB KOTMYECTBA 3aMNpPOCOB
He 3anoMunHaeT cocTosdaHuMe
Hy)xHO noobyuyaTb Nnocne anaemnTos

He 3HaeT npo bnsHec normky



Yro0 WXAEeM OT CTaTUYHeCKOro aHanmnaa

llewesBoe MacwTabupoBaHue
HeT 3a60T c okpy)KeHneM 1 TeCToBbIMU AaHHbIMU
Vcnpasunu ogmnH 6ar => Hangem apyrue Takme xe

He Tonbko seb
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SAST

tatic Application Security lesting

[lonck natrepHosB AHanu3s notoka BbinonHeHus /

HapyweHusa AP, NOTOKA AAHHDbIX
OMnacHble BbI3OBbI,

CeKkpeTbl B KOAe



AbcTpakTHOe cuHTakcnueckoe aepeso (AST)

- type:
isInterface: "true"
name:
identifier: "Foo
members:
— member:
type:
name:
interface Foo { identifier: "bar"
void bar (@NotNull String x); parameters:
} - parameter:
1isVarArgs: "false"
name:
identifier: "x"
type:
name:
identifier: "String"
annotations:
- annotation:
name:
identifier: "NotNull"



[pad noToka ynpasneHus

foo(); iNnti=0

int 1 = 0;
while (1 < 5) {
print (i1++);

}

bar();

false true /

S
print(i++)




[pad noToka aaHHbIX / Taint analysis

String foo request.getParameter("foo");

response.getWriter().write(foo);



Taint analysis

TAINTED String foo

request.getParameter("foo");

response.getWriter().write(foo);



Taint analysis

String foo request.getParameter("foo");

SINK response.getWriter().write(foo);



Taint analysis

String foo request.getParameter(“foo");
SAFE foo = HtmlUtils.htmlEscape(foo);

SINK response.getWriter().write(foo);



OrpaHunueruna: Reflection

Method method =
foo.getClass () .getDeclaredMethod( "bar");

method.setAccessible(true);

method.invoke(foo); TAINTANALYSIS



OrpaHunueHus: reHepaumna Koaa Ha neTy

<div class="user-info'>
<hl th:text="${user.name}"></hl>
</div> ----------




SAST vs OWASP Top 10

A1:2017-Injection

A2:2017-Broken Authentication

A3:2017-Sensitive Data Exposure

A4:2017-XML External Entities (XXE)

AS5:2017-Broken Access Control

A6:2017-Security Misconhguration

A7:2017-Cross-Site Scripting (XSS)

A8:2017-Insecure Deserialization

A9:2017-Using Components with Known Vulnerabilities
A10:2017-Insuffcient Logging&Monitoring
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TpeboBaHna K UHCTPYMEHTY

Java, js, ts, Android
Taint analysis

KacToMmnzauma npasumn
CoBMecTHaa paboTa KoMaHAab!

MHkpeMeHTanbHbI aHaNM3



True Positive Rate

OWASP Benchmark Results Comparison
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https://github.com/OWASP/Benchmark



TpeboBaHna K UHCTPYMEHTY

Java, js, ts, Android
Taint analysis
KacToMmnzauma npasumn

CoBMecTHaa paboTa KoMaHAab!

MHkpeMeHTanbHbI aHaNM3

Find Security Bugs

https://fAind-sec-bugs.github.io/



TpeboBaHna K UHCTPYMEHTY

Sonarlava

AndroidLint

SonarQube

https://www.sonarqube.org/
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[ lpakTUKa




[Mpumep #1

@ExceptionHandler ({IllegalArgumentException.class})

public void oops(HttpServletRequest request, HttpServletResponse response) {

String originalURL = request.getRequestURL() + "?2" +
URLDecoder.decode(request.getQueryString());

PrintWriter writer = response.getWriter();
writer.write("<hl>Error procesing page " + originalURL + "</h1>");
writer.flush();



XSS #1

@ExceptionHandler({IllegalArgumentException.class})
public void oops(HttpServletRequest request, HttpServletResponse response) {
String originalURL = request.getRequestURL() + "?2" +

URLDecoder .decode(request.getQueryString()); -I-A I N -I-



XSS #1

SINK

PrintWriter writer = response.getWriter();
writer.write("<hl>Error procesing page " + originalURL + "</h1>");

writer.fIlush();



XSS #1

: UserController.java in ru.ok.heisenbugdemo.controller View in browser
ov MuUUucC L AOQUUMLLT AUV LT pllULU ’ PllULUI'
8/
88 return "/photo";
89 ¥
) | 90
91 @ExceptionHandler({IllegalArgumentException.class})
92 public void oops(HttpServlietRequest request, HttpServletResponse response) {
93 String originalURL = request.getRequestURL() + "7?" +
94 URLDecoder.decode(request.getQueryString());
95
Find Next Previous
{Potential XSS in Servlet

A potential XSS was found. It could be used to execute unwanted JavaScript in a client's browser. (See

references)

Vulnerable Code:

protected void doGet(HttpServietRequest req, HttpServietResponse resp) throws ServietException, IOExceptio
String inputl = req.getParameter("inputl”);

[...]
resp.getWriter().write(inputl);




XSS #1

R

This use of java/io/PrintWriter.write(Ljava/lang/String;)V could be vulnerable to XSS
At UserController.java:[line 101}

In method ru.ok.heisenbugdemo.controller.UserController.oops(HttpServietRequest, |
Sink method java/io/PrintWriter.write(Ljava/lang/String;)V

Sink parameter 0

Unknown source javax/serviet/http /HttpServietRequest.getRequestURL()Ljava/lang/S
Unknown source java/net/URLDecoder.decode(Ljava/lang/String;)Ljava/lang/String;

Unknown source javax/serviet/http /HttpServietRequest.getQueryString()Ljava/lang/St
At UserController.java:[line 93]

At UserController.java:[line 94



[MNpumep #2

@GetMapping("/photo")
public String photo(@RequestParam("'id") long id, Model m) {
Photo photo = photoRepository.findOne(1d);

m.addAttribute( "'photo’, photo)

return "/photo”;

}

<div th:each="comment : ${photo.comments}">
<p th:utext="$S{comment.text}'></p>
</div>



XSS #2 — BapuaHnT 1

Photo photo = photoRepository.findOne(1d); TA'NT
m.addAttribute( "'photo’, photo)

return "/photo”;

}

<div th:each="comment : ${photo.comments}">

<p -=“${comment.text}"></p> Sl N K

</div>



XSS #2 —BapuaHT 2

Photo photo = photoRepository.findOne(1d); TAINT

m.addAEEribute ("photo”, photo)

return "/photo”;

SINK
)

<div th:each="comment : ${photo.comments}">
<p th:utext="S{comment.text}’'></p>
</div>



XSS #2 — BapuaHT 2 — peTekTop

-Dfindsecbugs.taint.customconfigfile=/my/config/custom sink.txt

org/springframework/ui/Model.addAttribute(Ljava/lang

String;Ljava/lang/Object; )Lorg/springframework/ui/Model; :1



MNpumep #3

@GetMapping(“/photo")
public String photo(@RequestParam("id") long id, Model model) {
Photo photo = photoRepository.findOne(1id);

model .addAttribute( "photo"”, photo);

return "/photo"”;



Insecure Direct Object Reference (IDOR)

@GetMapping(“/photo")
public String photo(€@RequestParam( 'id") long id, Model model)

1
Photo photo = photoRepository.findOne(1d);
/ * User currentUser = getCurrentUser();
1f (!canAccess(currentUser, author)) {
return "/error/403";
/
*/

model .addAttribute("user”, author);
model .addAttribute( "photo”, photo);

return "/photo”;



IDOR — peTtekTop

import edu.umd.cs.findbugs.Detector;
public class IdorDetector i1mplements Detector {

@Override
public void visitClassContext(ClassContext classContext) {

}

@Override
public void report() {

}



IDOR — peTtekTop

public void visitClassContext (ClassContext classContext) {

List<Method> endpoints = findEndpoints(classContext);

for (Method m : endpoints) {

checkCanAccessCalled(classContext, m);




IDOR — peTtekTop

REQUEST MAPPING ANNOTATION TYPES = Arrays.asList(
"Lorg/springframework/web/bind/annotation/GetMapping; ",
"Lorg/springframework/web/bind/annotation/PostMapping;",

private List<Method> findEndpoints(JavaClass javaClass) {

for (Method m : javaClass.getMethods()) {

for (AnnotationEntry ae : m.getAnnotationEntries()) {

if (REQUEST MAPPING ANNOTATION TYPES
.contains(ae.getAnnotationType())) {
endpoints.add(m) ;



IDOR — peTtekTop

private void checkCanAccessCalled(ClassContext classContext, Method m) {

CFG cfg = classContext.getCFG(m);

for (Iterator<Location> 1 cfg.locationIterator(); i1.hasNext(); ) {
Instruction inst = 1.next().getHandle().getInstruction();

if (1inst instanceof INVOKESPECIAL) {

if (CAN ACCESS METHOD NAME.edquals(invoke.getMethodName(cpg)) &&

className.equals(invoke.getClassName(cpg))) {
found = true;



IDOR — peTtekTop

if (!found) {

bugReporter.reportBug
new BugInstance(this, "IDOR", Priorities.NORMAL PRIORITY)
.addClass(javaClass)
.addMethod (javaClass, method));



IDOR — peTexkTop — uto panbwe?

public abstract class BaseController {

protected boolean canAccess() {
return false;

}
}

public class Controller extends BaseController {

?

@GetMapping( " foo")
public String foo() {

canAccess( ) @



IDOR — peTexkTop — uto panbwe?

public class Controller {

private boolean canAccess() {

}

private boolean canAccessEx() {
canAccess( )

}

@GetMapping("foo")
public String foo() {

?

canAccessEx()



BoiBoab!

CraTnyeckmnim aHanm3 NO3BONUT AelweBO HAUTU

TUNOBbIE YA3BMMOCTU

B peanbHOM MUpe CTaHaapPTHbIX AETEKTOPOB

HEOOCTATOYHO



[lone3Hble cecbinku

https://www.owasp.org/index.php/
Category:OWASP Application Security Verification Standard Project

https://www.owasp.org/index.php/Static Code Analysis
https://find-sec-bugs.github.io/
https://github.com/find-sec-bugs/find-sec-bugs/wiki/Writing-a-detector
https://mwww.ysofters.com/2015/08/31/taint-analysis-added-to-findbugs/

https://cwe.mitre.org/


https://github.com/find-sec-bugs/find-sec-bugs/wiki/Writing-a-detector
http://www.apple.com/uk
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