


To deliver the promise of DevOps you need Traceability at the centre of

your IT operating model...

* Faster time to market

* Higher release
frequency '
* Faster Time to Fix
* Faster request
fulfilment e.qg.
onboarding new
employee

* Reduce cost

* Optimize efficiency ‘—

and productivity

* Improve customer
experience (Net
promoter score)

Traceability
& Visibility

Happier

 Team satisfaction

Less defects
Reduce number of
incidents

Reduce outages

Ensure compliance
Reduce risks
Proactively remediate
security vulnerabilities
and threats
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0 of organizations lack traceability and
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visibility which results In higher costs and risks, and
lower customer satisfaction and value... WO 5:,&869




HOW DO WE MANAGE OUR DIGITAL ECOSYSTEM?

p—— -

II 1 New idea starts here Trtiv i THIS IS HOW WE

8 o | CURRENTLY SUPPORT
OUR DEVOPS LOOKS LIKE WE NEED
ENGINEERS IN THEIR

TO WORK ON OUR
ITAIT STRATEGY...

DIGITAL JOURNEY...

/

Rob Akershoek, adapted from
® marketoonist.com



The complexity of the DevOps Tool Chain is increasing...
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TRACEABILITY AND TRANSPARANCY IS THE

YWE

T
/
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SERVICE & PRODUCT BACKBONE
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Don’t focus at your tools...but focus on the data and data flows...

Portfolio

Demand Project /

* Integration with external parties
Epic Catalogue Item Problem
Issue / Audit
Finding
Program Requirement (Non-
Functional

Work Around

Security ) _ _
Incident * Integration with external parties

Defect / Test Case Change Service
Bug Request

Security
Event

Monitor Configuration
Security Item

Monitor

Build Definition Release Deployment / Resource
Definition Resource Group

Service / Product Backbone
IT Product /

Business : Product / Service Blueprint /
Capabilities Service Release Patterns

Service
Instance

Business Chain /
Value Stream

Supporting

IT Control IT Audit IT Risk Vendor Contract IT Costs

DEVOPS\VORL D Data Driven IT
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Example of how to create traceabillity...

g IT Service Management

Example:

Digital Product Senvice / Product Portfolio
Has a Management
‘ Backlog | - |
Service / Product

Is assigned to a

’ Team
Has

‘ Stories

Result in
Release Define the product portfolio
(incl. code changes)

May cause (and related product owners
Incidents and DevOps teams)

DEVOPSWORLD
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Link services / products to Enterprise Architecture...

Understand how
products deliver
value...e.q.
enable business
capabilities

DEVOPSWORLD

by CloudBees

% Enterprise Architecture

Value Stream

Business Capability

Application
Component

Data

3

IT Service Management

Service / Product Portfolio
Management

Service / Product

:

Agile Backlog ¢.g. Jira, Azure
Devlips

Backlog

© Rob Akershoek 2020 All Rights Reserved.

Link the
backlog to the
products in the
portfolio...

‘



Link service / product to the contracts & licenses

% Enterprise Architecture % IT Service Management

Value Stream

. - Service / Product Portfolic
Business Capability - % Management
Service / Product
Application
Component
Data

Devlips

[g Contract Management %Agile Backleg ¢.g. lira, Azure

‘ Backlog

Contrac ) Link products to contracts
(and related vendors)

Backlog iterns e.g.
Stories

DEVOPSWORLD

by CloudBees © Rob Akershoek 2020 All Rights Reserved. J



% Enterprise Architecture % IT Service Management

Value Stream
: = Service / Product Portfolio
Business Capability -, E Management
. Service / Product
Application -
Component
Data

Contract Management Agile Backlog ¢.g. Jira, Azure
Devilps

Backlog

Contract

Link product backlog to the
P oY source code repository...

Jb:l Source Code

Source Code

Code Commit

DEVOPSWORLD
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Eg Enterprise Architecture Eg IT Service Management

Walue Stream
: = Service / Product Portfolio
Business Capability - Eg Management
. Service / Product
Application -
Component
Data

Contract Management Agile Backlog ¢.g. Jira, Azure
Devlps

Backlog

Contract

Backlog items e.g.
Stories

% Source Code

Source Code

Code Commit

DL'VI “of VV\JI \LL
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% Enterprise Architecture % IT Service Management

Value Stream
: = Service / Product Portfolic CMDEB
Business Capability -, % Management %

— . Service / Product Application Services
Application -~ (=Deployrments)
Component

Data

Contract Management Agile Backlog ¢.g. Jira, Azure
Devlps

Backlog

Contract

Define your product
Backlog ftems e deployments (instances in
% Source Code the CMDB) e.g. test and
N production instances.

Code Commit

DE" Wil af VV\JI VL
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% Enterprise Architecture % IT Service Management

Value Stream

Susiness Capabiliy . % Service dapnr::::;?mnu % CMDB
| . —
Application :: Service / Product AFEE::I}Z?;;;::”T:)ES
Component
Data
% Contract Management %Agile Backlog ¢.g. Jira, Azure % ’CICD Pipeline C H I' I' k
Derbps reate a pipeline linked to
Cortract frEATT Pipeline Environment the prOdUCt baCKlog, source
B code, build repository and
P e CMDB

-

% Source Code % Build Repository

Source Code Build Package

Code Commit

DEV
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e

|
Enterprise Architecture [T 5ervice Management
% Change Management
Walue Streamn - Change -,
: - Service / Aroduct Portfolic CMDB
Business Capability - % Mahagement E
— . Service / Product Application Services
Application - 3 (=Deployments)
Component
Data

% Contract Management %Agileﬂack::;ﬁi:;g;ira,hzure % CICD Pipeline Automatically create a
Backlog Pipeline Environment change from CI/CD
pipeline...

Contract

Backlog items e.g.
Stories

-

% Source Code % Build Repository

Source Code Build Package

Code Commit
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Enterprise Architecture IT Service Management
% Change Management
Walue Streamn - Change -,
: - Service / Aroduct Portfolio CMDEB
Business Capability - % Mahagement %

— . Service / Product Application Services Application @I Infrastructure Cl e.g.
Application - . (=Deployments) Server
Component

Data

Contract Management Agile Backlog .g. Jira, Azure CICD Pipeline Deployment | Provisioning

Devilps
TELIT Pipeline Environment Deployment

Contract . | Configuration

Backlog items e.g.
Stories L
e
o
% Source Code % Build Repository

Source Code Build Package

-~

application components and
Code Commit infrastructure resources.

by CloudBees © Rob Akershoek 2020 All Rights Reserved. J




Enterprise Architecture g

Change Management

IT Service Management

Walue Streamn - Change -,
Susiness Capabiliy . % Service dapmr:::s;?rrfunu % CMDB
|
— . Service / Product Application Services Application Cl Infrastructure Cl e.g.
Application - . (=Deployments) Server
Component
Data
Contract Management Agile Backlog .g. Jira, Azure CICD Pipeline Deployment | Provisioning
Devilps
TELIT Pipeline Environment Deployment
Contract . | Configuration
Backlog items e.g.
Stories
e
o
Source Code % Build Repository
- ] "
f _ Link tests to backlog items /
Test Management Source Code Y Build Package )
[ requirements, source code,
Defect Test C
- = Code Commit etc.
| | ,,

brdﬁuabees

© Rob Akershoek 2020 All Rights Reserved.
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% Enterprise Architecture

% Change Management

IT Service Management

Walue Streamn - Change -,
: - Service / Aroduct Portfolio CMDEB
Business Capability % Mahagement
— Service / Product Application Services Application Cl Infrastructure Cl e.g.
Application . (=Deployments) Server
Component
Data
Contract Management Agile Backlog .g. Jira, Azure CICD Pipeline Deployment | Provisioning Menitoring and Event
Devilps Managernent
TELIT Pipeline Environment Deployment
Contract | Configuration
Backlog items e.g.
Stories g Event
o
Source Code Build Repository
A
-
Test Management Source Code L, Build Package
If > i J
Defect Test Case -
Code Commit U
\. '
l )
by CloudBees © Rob Akershoek 2020 All Rights Reserved.




Enterprise Architecture IT Service Management
% Change Management
Incident & Problem
Walue Streamn Change Management
" ™
: - Service / Aroduct Portfolio CMDEB
Business Capability - % Mahagement %
— . Service / Product Application Services Application Cl Infrastructure Cl e.g. “ Incident
Application - . (=Deployments) Server
Component
™
Data
Contract Management Agile Backlog .g. Jira, Azure CICD Pipeline Deployment | Provisioning Menitoring(and Event
Devilps Managerment
TELIT Pipeline Environment Deployment
Contract . | Configuration
Backlog items e.g. 1
Stories g Event
o
% Source Code % Build Repository
A
” l
Test Management X Source Code Y Build Package )
I’ ~
Defect Test Case . -
Code Commit U
\. '
l )
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Enterprise Architecture IT Service Management ! —
Change Management
Incident & Problem
Walue Streamn Change Management
" ™
| Problem —
Busi Caabil Service / Aroduct Portfolic CMDEB
usiness Capability _ Mamagement
| I
— | Service S Product Application Services Application Cl Infrastructure Cl e.g. Incident
Application T T . (=Deployments) Server
Component
| —
Data
s > > ) - - o
Contract Management Agile Backlog .g. Jira, Azure CICD Pipeline Deployment | Provisioning Menitoring(and Event
Devilps Managerment
TELIT Pipeline Environment Deployment
Contract ; | Configuration
Backlog items e.g.
Stories Event
| Source Code Build Repository
A
Test Management Source Code L, Build Package
[ > i J
Defect Test Case S S -
Code Commit U
N 1 .
l )




Create end-to-end transparency within the IT4IT tool chain...

Enterprise Architecture ITService Management
% Change Management

Incident & Problem
Management

Value Stream - Change -
I |
‘ Problem ’_‘
Example' : = Service / Aroduct Portfolio CMDE
Business Capabhility
" Mamagement
Digital Product | o o | |
Has a — . Service / Product Application Services Application Cl Infrastructure Cl e.g. Incident
— Application - (=Deployments) Server
Component
‘ Backlog
™
Is assigned to a St
Team

o ( I

Stories Contract Management Agile Backlog ¢.g. Jira, Azure CICD Pipeline Deploymentlt’ Provisicning Menitoring{and Event
DevDps Managgment
, [ |
Result in / |
| c ( LTEAEg Pipeline Environment Defloyment
ontract Cofifiguration
Release ‘ g —
(incl. code changes) I\ |
cklog items e, [ |
May cause S ‘ Event ‘
. Source Code Build Repository
Incidents J
I
Test Management N \\ Source Cede =
[ =
| || | l‘ | |
Defect Test Case . Manitor
. .

DEVOPSWORLD
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Summary — Enable Flow and Enable Insight URL: hito: /. opengroup.org/ITAIT

= Link to the service / product backbone O
Create a data 0 IT@)IT

. Requirements Reques Detec
driven approach — Sgiﬁff?f.’il" A Deplcyt To }iulfiltl To C(t:)rr;ct
and focus on
transparency and "

. Agile Backlog Self service portal
traceability p— D @D
Define an IT4IT Epics
blueprint for your P Features IT Service Managerr ent

digital delivery Stories [ incidentey J
model — defining Security Monitoring

. Security
the rlght Code Quality $ p
integrations and P code quaiity (3 o
data flows Source Code i onitoring :

Commit
A Commit

CICD Pipeline

Event Management
— i P
SED

Focus on end-to-
end value streams

—_ Create a Deloyment& Discovery
traceablllty deS|gn Build Repository Provisioning

et
Risk Management eArtifact : ;. Deployment

Risk assessment P" i
:

Create service /
product backbone
providing the
system of record.

Teams

Value Service / Product Backbone Products /
Streams Services

Business Business
Model Capabilities

DEVOPSWORLD
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Traceabillity is your best card...




URL: http://www.opengroup.org/IT4IT

Use the IT4IT Standard provides a blueprint for end-to-end Traceability...

Service / Business Portal

IT@)IT

A

Business Portal Self Service & Self Help

Strategy te Portfolio

Requirement to Deploy

Request to Fulfill

_

Detect to [Correct

Strategy| Demand Management Product Backlog Defect ( (
Request Management Service Catalogue Problem Management Incident Management Knowlege Management
Goals & Objectives
Strategic Theme Demand Product Backlog Defect 7¥ 4;
ltem Service Request Catalogue ftem ||
Problem Incident Knowledge ltem

Portfolio Badklog Test Managenent Source Code Contral Identity & Access Management Automated Remediation Event Managgment Security monitoring & event
] management
Identity
Portfolio Backlog Test Case Source Code Runbook [ | Event Security Event
ltem Access Rights
| \
|\ J Vulnerablity
Service / Product Portfolio Product Design
Usage & Shoback E T E Operations Arlalytics
CICD Pipeljne
Service / Product Product Design  ———_
Consumption / Service Monitor Monitor Data Security Monitor
Usage —
Pipeline

=

Enterprise Architecture

Build / Artifact Repository

L‘\

|

Architecture
Deployment / Prdvisionihg Change managemen Configuration Mahagement
Build =i — Release Management E —
Service Model
Business Capability
] =
Deployment Change
Product Release Configuration Item
Value Stream ‘
I
Service / Business Portal (copy)
IT Financial Management Risk & Compliance Vendor Management Contract management Collaboratien & Communucation Document & Content Management
Cost Model Costs. Risks. Risk Assessment Threat Audit Vendor Contract Interaction Document




Questions

Rob Akershoek
Fruition Partners, IT Management Architect
Chair IT4IT Forum - The Open Group

Linkedin: www.linkedin.com/in/robakershoek/
Email: Rob.Akershoek@fruitionpartners.nl

DEVOPSWORLD
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