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Agenda

Cryptography today and in the quantum world of tomorrow

Protecting our sensitive software development in a dis/connected 
environment with Nexus

Secure C/C++ development with Conan and Nexus



Cryptography today,
quantum world tomorrow



Cryptography Today

mostly not 
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weak against
seed attacks

mostly vulnerable to 
quantum threats
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modern cryptography is vulnerable



Who Should Worry

today in ~5 years in ? years10 11 11

more people should be acting than are



Qrypt Solution

cryptographic software

Provably secure algorithms 
delivered through APIs

network architecture 

Seamless distribution across 
private and public networks 

custom hardware

Revolutionary quantum
random key generator

Everlasting Security for all data and network trafficTM

the future depends on something different



Nexus 

Lifecycle Firewall Repository Pro

images borrowed from sonatype.com application protection built into CI/CD



Dis/connected environment
with Nexus



Dis/connected Development 

internet-connected disconnected

cloud
tools

public
repos

IQ
cloud

sensitivity of applications necessitates extra protections

local
tools



Disconnected Nexus

internet-connected disconnected

sensitive 
application

sensitive applications protected by connected-Lifecycle/Firewall

built-in/custom importbuilt-in/custom export

dummy 
application

dependency 
list
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Secure C/C++ development
with Conan and Nexus



Nexus and C/C++ Development

should be easy, but the truth is in the details

Conan Nexus

C/C++ Developer

Conan Client

Continuous Integration



Conan Overview

Dependencies Dev/Build Environment

Conan Client – execute Conan commands
• create from recipe 

(including downloading source)
• export a package
• upload to a repository

(including the built binary)

recipe – Python code build instructions
• list of dependencies
• logic like:

• if this build env, use this
• if this target env, do this

Dependencies

recipe

binary



yes yes yes

Secure Conan Development Process

use only binaries we compile for IQ-scanned dependencies

start 
pipeline

create:
build 
flag?

Conan command
Step-through not automatic, 
intended limitation of Conan

yes

no look for 
dep. binary

look for 
dep. recipe

in local 
cache?

in
hostedno
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more 
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build the 
dep. binary

yes

create new 
recipe

no

upload to
hosted

no binary: 
repeat w/ 
build flagNew since Aug. Nexus User Conference 

Sonatype’s Conan development team is 
testing official support for hosted and 
group repositories that directly enable 
this process, and 



Challenges with Conan

• by design, looks for binaries and 
recipes only in the first defined 
remote (can add-ref for packages 
in other remotes)
• no Conan group repositories 

(now in development)
• learning curve is steep
• some/many recipes in the Conan 

Center Index don’t support all 
build/target environments

• building on Windows for 
Windows, other environments 
with recipes focused on *nix has 
had unique challenges
• Nexus Conan capabilities still in 

development, like the API and 
certain Conan commands have 
limitations (e.g., official Conan 
hosted repositories support in 
development)

Sonatype is very responsible and adding capabilities quickly
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Questions?

Our team is growing! Check out our open positions at 

https://www.qrypt.com/careers


