
Are Your Organization's 

CI/CD Pipelines Secure?

Angel Rivera - @punkdata

Developer Advocate



@punkdata

© 2020 All Rights Reserved. 2

AGENDA

● Intro
● SDLC + CI/CD
● DevSecOps + Pipeline Integrations
● Securing Pipelines
● Recap

© 2020 All Rights Reserved. 2

© 2020 All Rights Reserved. 2



@punkdata

© 2020 All Rights Reserved. 3

Hi I’m Angel 

@punkdata

Developer Advocate.

My job is to inspire 
developers!
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History : Software : Development
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Software : Development : Practices
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Waterfall : Development
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Waterfall : Development
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Agile : Development
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Agile : Development
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Continuous Integration : Continuous Delivery

CI /CD
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CI/CD + DevOps
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CI : Dev : Principles

● Write and commit code often
● Commit to a shared code repository
● Test code on every commit (unit + smoke level tests) 
● Fast Feedback Loops 
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CD : Ops : Principles

● Create release artifacts for CD process
● Deploy code artifacts to resources
● Validate apps and services are functioning
● Monitor to verify state and recover if failing
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Automation
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CI/CD : Pipelines
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CI/CD : Pipelines
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Pipeline : Integrations
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Integration : Types
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Pipeline : Integration : Types
● App Code Coverage Tools
● Vulnerability Scanning tools
● API Requests
● Database Access
● Cloud Provider CLI tools
● Infrastructure as Code tools
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Dev : Sec : Ops
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Shift : Security : Left
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Pipeline : Vulnerability : Scans
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App : Scanning : Pipelines
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Container : Scanning : Pipelines
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Integration : Access
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Integration : Access : Credentials
● OAuth
● Access Keys
● API Tokens
● Certificate-based authentication
● JWT - JSON Web Tokens
● Username + Password
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CI/CD : Pipeline : Obstacles
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Securing Pipelines
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Secrets



@punkdata

© 2020 All Rights Reserved. 30

secrets : provide : access



@punkdata

© 2020 All Rights Reserved. 31

exposed : pipelines
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weak : stale : secrets
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inadequate : mechanisms
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secrets management
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tooling : protect : secrets
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random : pwd: generation
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auto : rotate : passwords
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granular : access : controls
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recap
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recap : CI Principles
● Write and commit code often
● Commit to a shared code repository
● Test code on every commit (unit + smoke level tests) 
● Fast Feedback Loops
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recap : CD Principles
● Create release artifacts for CD process
● Deploy code artifacts to resources
● Validate apps and services are functioning
● Monitor to verify state and recover if failing
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recap : DevSecOps
● Shift Security Left
● App Scanning within Pipelines
● Container Scanning within Pipelines
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recap : Securing : Pipelines
● implement secrets management policies and tooling
● integrate secrets management tools into pipelines
● generate strong random secrets + credentials
● auto rotate + replace secrets used in pipelines
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thank : you

Angel Rivera
Developer Advocate


