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Capital One is a cloud first company
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The (Ideal) Developer Experience

Write awesome 
code!

Push my code to 
GitHub

Automatically 
build and deploy 

my code

Use the cloud to 
host my 

application

A happy 
developer
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Quality Gates

• Source code version control
• Optimum branching strategy
• Static analysis
• >80% code coverage
• Vulnerability scan
• Open source scan
• Artifact version control
• Auto provisioning

• Immutable servers
• Integration testing
• Performance testing
• Build deploy testing automated for 

every commit
• Automated rollback
• Automated change order
• Zero downtime release
• Feature toggle

https://www.capitalone.com/tech/software-engineering/focusing-on-the-devops-pipeline/

https://www.capitalone.com/tech/software-engineering/focusing-on-the-devops-pipeline/
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Subway Map of Processes

*Image is simulated for demo purpose only
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Merge my new PR 

Build, test, and deploy to cloud

Less work is better

But make sure it complies with Capital One's standards 
and best practices

As a developer, deploying an application should be as 
simple as...



Homegrown CI/CD Framework

A software delivery framework that focuses on making it 
easy for engineers to rapidly build and release quality 
software into production
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CI/CD Framework Components

A delightful CLI for 
creating a CI/CD 
pipeline and 
deploying apps. 
Template generator 
to get developers 
productive faster.

Graphical User 
Interface enables 
developers to 
generate a template 
to create their 
pipeline like the CLI, 
but from the comfort 
of their browser.

Collection of 
reusable pipeline 
tasks for 
orchestration and 
automation of the 
end to end SDLC.

Infrastructure deployment 
feature allows developers 
to provision their own 
custom set of resources, 
or deploy their application 
in a customized manner, 
based on organized units. 
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CI/CD Framework Components

Monitoring enables customers 
to enable basic practical 
observability, implement 
strategic meaningful 
monitors/alerting, and observe 
what is truly important to 
ensure that the reliability of 
their systems remains on par 
with customer/consumer 
expectations.

Auto rehydration is an 
orchestration platform that 
provides customizable 
scheduling from pre-prod to 
prod for rehydrating ec2s to 
the latest AMI and base OS 
patches.

Metrics collection 
capabilities to track 
how users interact with 
the platform and track 
customer pipeline 
health and issues.
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Shared Jenkins Pipeline Library

https://www.jenkins.io/doc/book/pipeline/shared-libraries/

https://www.jenkins.io/doc/book/pipeline/shared-libraries/
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Shared Jenkins Pipeline Library
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DockerfileJenkinsfile
 

Configuration 
File



© 2020 All Rights Reserved. 19

Shared Jenkins Pipeline Library

// Jenkinsfile

stage('Checkout Code') {
  ...
}

stage('Build App') {
  ...
}

stage('Analyze Code 
(Static)') {
  ...
}

stage('Analyze Code (Security 
& Open Source') {
  ...
}

stage('Deploy App') {
  ...
}

...
*Source code shown is simulated for demo purpose only
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*Source code shown is simulated for demo purpose only
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Why Managed Pipelines?
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Software Engineers Business Partners Capital One Customers

Why Managed Pipelines?



How do Managed Pipelines work?
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Centralized Jenkinsfile

// Jenkinsfile

stage('Checkout Code') {
  ...
}

stage('Build App') {
  ...
}

stage('Analyze Code 
(Static)') {
  ...
}

stage('Analyze Code (Security 
& Open Source') {
  ...
}

stage('Deploy App') {
  ...
}

...
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Centralized Jenkinsfile



© 2020 All Rights Reserved. 34

Shared Jenkins Pipeline Library

https://www.cloudbees.com/blog/ensuring-corporate-standards-pipelines-custom-marker-files

https://www.cloudbees.com/blog/ensuring-corporate-standards-pipelines-custom-marker-files
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Shared Jenkins Pipeline Library

*Source code shown is simulated for demo purpose only

// vars/managedPipeline.groovy

def flavor      = getFlavor()
def jenkinsFile = 
"jenkinsfiles/managed/${flavor}/Jenkinsfile"

if (flavor) {
 try {
   pipeline = libraryResource(jenkinsFile)
 } catch (err) {
   echo "Managed pipeline flavor '${flavor}' defined in 
your configuration file does not exist..."
   throw err
 }
} else {
 pipeline = readTrusted 'Jenkinsfile'
}
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The Anatomy of a CI/CD Pipeline

Build Scan Deploy Test
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Pre - Defined Pipeline Stages
// Jenkinsfile
#!groovy

jobProperties()

stage(name: 'Checkout Code') {
 projectProperties()
}

stage(name: 'Build App') {
 applicationBuild()
}

stage(name: 'Analyze Code (Static)') {
 codeAnalysis(tool: 'sonar')
}

stage(name: 'Analyze Code (Security & Open Source)') {
 codeAnalysis(tool: 'open-source-analysis')
}

withEnvironments(group: 'dev', task: 'deploy') { e ->
 stage(name: "Deploy App (${e.appEnv})") {
   deploy(appEnv: e.appEnv)
 }
}

withEnvironments(group: 'dev', task: 'acceptance_tests') { e ->
 stage(name: "Test App (${e.appEnv})") {
   acceptanceTests(appEnv: e.appEnv)
 }
} *Source code shown is simulated for demo purpose only
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} *Source code shown is simulated for demo purpose only
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Pre - Defined Pipeline Stages
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Pre - Defined Pipeline Stages
// Jenkinsfile
#!groovy

jobProperties()

stage(name: 'Checkout Code') {
 projectProperties()
}

stage(name: 'Build App') {
 applicationBuild()
}

stage(name: 'Analyze Code (Static)') {
 codeAnalysis(tool: 'sonar')
}
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 codeAnalysis(tool: 'open-source-analysis')
}
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 }
}
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} *Source code shown is simulated for demo purpose only
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Pre - Defined Pipeline Stages

// Jenkinsfile continues..

releaseCheckpoint()

stage(name: 'Create Release Candidate', withHook: 
'release_candidate') {
 releaseCandidate()
}

withEnvironments(group: 'qa', task: 'deploy') { e ->
 stage(name: "Deploy App (${e.appEnv})") {
   deploy(appEnv: e.appEnv)
 }
}

withEnvironments(group: 'qa', task: 'acceptance_tests') { e ->
 stage(name: "Test App (${e.appEnv})") {
   acceptanceTests(appEnv: e.appEnv)
 }
}

*Source code shown is simulated for demo purpose only



© 2020 All Rights Reserved. 43

Pre - Defined Pipeline Stages

// Jenkinsfile continues..

releaseCheckpoint()

stage(name: 'Create Release Candidate', withHook: 
'release_candidate') {
 releaseCandidate()
}

withEnvironments(group: 'qa', task: 'deploy') { e ->
 stage(name: "Deploy App (${e.appEnv})") {
   deploy(appEnv: e.appEnv)
 }
}

withEnvironments(group: 'qa', task: 'acceptance_tests') { e ->
 stage(name: "Test App (${e.appEnv})") {
   acceptanceTests(appEnv: e.appEnv)
 }
}

*Source code shown is simulated for demo purpose only
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Pre - Defined Pipeline Stages

// Jenkinsfile continues..

performanceTests()

withApproval {
 withEnvironments(group: 'prod', task: 'deploy') { e ->
   stage(name: "Deploy App (${e.appEnv})") {
     deploy(appEnv: e.appEnv)
   }
 }

 withEnvironments(group: 'prod', task: 'acceptance_tests') { e ->
   stage(name: "Test App (${e.appEnv})") {
     acceptanceTests(appEnv: e.appEnv)
   }
 }

 stage(name: 'Complete Release', withHook: 'release') {
   githubRelease()
 }
}

*Source code shown is simulated for demo purpose only
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Pre - Defined Pipeline Stages

// Jenkinsfile continues..

performanceTests()

withApproval {
 withEnvironments(group: 'prod', task: 'deploy') { e ->
   stage(name: "Deploy App (${e.appEnv})") {
     deploy(appEnv: e.appEnv)
   }
 }

 withEnvironments(group: 'prod', task: 'acceptance_tests') { e ->
   stage(name: "Test App (${e.appEnv})") {
     acceptanceTests(appEnv: e.appEnv)
   }
 }

 stage(name: 'Complete Release', withHook: 'release') {
   githubRelease()
 }
}

*Source code shown is simulated for demo purpose only
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Pre - Defined Pipeline Stages

// Jenkinsfile
#!groovy

jobProperties()

stage(name: 'Checkout Code') {
 projectProperties()
}

stage(name: 'Build App') {
 applicationBuild()
}

*Source code shown is simulated for demo purpose only

// vars/applicationBuild.groovy
#!groovy

node {
 safeUnstash 'sources'
 switch (tool) {
   case 'gradle':
     gradleBuild(config)
     break
   case 'golang':
     goBuild(config)
     break
   case 'maven':
     mavenBuild(config + ['withJunitReport': true])
     break
   case 'npm':
     npmTest(config)
     break
   case 'python':
     pipenvTest(config)
     break
   default:
     def errMsg = "Build tool \"${tool}\" not supported!"
     error errMsg
     break
 }
}
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Configurable Stage via the Yaml Configuration File

*Configuration shown is simulated for demo purpose only
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How to Build an App With a Managed Pipeline

// Jenkins Pipeline Library

npmTest(
  nodeVersion: "v12.14.1"
  npmCommand: "install"
)

# -*- mode: yaml -*-
---
pipeline:
  tasks:
    build:
      tool: npm
      npm:
        # All variables
        # defined here will
        # be passed to the
        # npmTest() method
        node_version: v12.14.1
        npm_command: install
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Configurable Stage via the Yaml Configuration File

*Configuration shown is simulated for demo purpose only
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Managed Pipeline Flavors 🔥

Docker

Lambda Infrastructure

Library

And many more!



Transitioning to Managed Pipeline from 
User Managed Pipeline
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Piloting and Onboarding 

Advertised pilot to 
user community

Delivered onboarding 
workshops with 1-on-1 
support

Identify gaps based on 
user feedback
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In Closing..

• Increased Developer Efficiency
• Faster Speed to Market
• Single Place of Failure

• Out of Box Compliance
• Reduce DRY code
• Streamlined Support Model
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In Closing..
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Tahmina Khan Linda Oyolu

Software Engineer at Capital One
https://www.linkedin.com/in/lindaoyolu

Sr. Software Engineer at Capital One
https://www.linkedin.com/in/khantahmina/

https://www.linkedin.com/in/lindaoyolu
https://www.linkedin.com/in/khantahmina/
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